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Q iEafA BB ERRNGER VPN KR, SNHGRA FAY R RA R BN RN 2 AR SS i

A ZATAURT-EEZRANE, MUHREFWTEVZEEFTOEE.

FIAERYIELNE posturing, DAP, CSD E#li3f. ZEFUTHENEEE:

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200238-ASA-VPN-posture-
with-CSD-DAP-and-AnyCon.html
https://community.cisco.com/t5/security-documents/how-to-configure-posture-with-anyconnect-compliance-



http://bbs.csc-china.com.cn/forum.php?mod=viewthread&tid=990762
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200238-ASA-VPN-posture-with-CSD-DAP-and-AnyCon.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200238-ASA-VPN-posture-with-CSD-DAP-and-AnyCon.html
https://community.cisco.com/t5/security-documents/how-to-configure-posture-with-anyconnect-compliance-module-and/ta-p/3647768

module-and/ta-p/3647768
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/quide/b
AnyConnect_Administrator_Guide 4-0/configure-posture.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asdm78/vpn/asdm-78-vpn-config/vpn-asdm-

dap.html

—BRAPRBELAOEWANEERDANTEER, RIMNEBMINACRZEENA,. I, BINRERT

X mEH N ASA HEA split tunnel EINEE B LM RE:

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-
asa8x-split-tunnel-anyconnect-config.html
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R, BRIE VPN SIETERTS. EZMER TR VPN 4T SRIFTEN S Z L 2D,

S FRBHINITREELINE], BRTELIZEIA posture #EF DUO Z2EH 2FA (LUIRIF USRI RER
VPN), BITEXFEERAFIEMEINRF, EARS 5E EEH AXM TRFPEGEE T EE SRS

. REAERNEE. EREZERII TALOS BELIREES(ERE.:

https://blog.talosintelligence.com/2020/03/covid-19-pandemic-threats.html

B Cisco Umbrella BMEAF&H 7 DNS & E| VPN, B RIBURIFAF 232% & Internet B AIMIAIK T,

BTEENZHRME, ALk, Umbrella FITEL ¥ Z ABEIRMRIFETA TR F.

BN, BRITNRE— 8% 2E Cisco Advanced Malware Protection (AMP) for Endpoints.iX—H AR BT ARG LEN

RAENARBLEEERG, FESKEDEGTERLERSN, SFFNS R,

[ERE—]

Q 7 firepower EERFM, sslvpn HEHEEBINSEBE?TIs?

A BERIANEEEL SSL VPN I E1FMME B aVES RIS E .


https://community.cisco.com/t5/security-documents/how-to-configure-posture-with-anyconnect-compliance-module-and/ta-p/3647768
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-posture.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-posture.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asdm78/vpn/asdm-78-vpn-config/vpn-asdm-dap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asdm78/vpn/asdm-78-vpn-config/vpn-asdm-dap.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-asa8x-split-tunnel-anyconnect-config.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-asa8x-split-tunnel-anyconnect-config.html
https://blog.talosintelligence.com/2020/03/covid-19-pandemic-threats.html
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B9F, 1ERESTIARNIRERMFIIERER csr, FHRELEE FTD BRAELLA{T Anyconnect FIF 53

Objects>PKI>Cert Enrollment or using Open SSL?
st

HAREEIEET XIRYE SSL EFRFIMITRIMRS SRS IIE, Eib anyconnect AP &R, FTD BEHT
HilH, REEFHEREEZEERN CAJIRAITIOE.

X2 — A UF BT TEC B RV BELE:

https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-
remote-access-vpn-configurati.html

AT EEERNEIRE, BATAILUAREMR—F7A, £ FTD L&A CSR, SEAFK SSL, WMFE_FMFAE,

—BHEEY, RINMAUSNTER PKCS12,

ME, MRTEEIREREBNAFSHRIE, FTD XEEEHEKIEEFETAES CAEH, MEAFAFIEH.

REXSHREE,

MEMS, REEFREAFNIERSHEE, A ANREERIMEMAESARIRE VPN HiafiliR. REL
BIH 2R X AEHS EEER] VPN

INRFERZRHMEP CA fRS58300 ROOT CAEHEAE FTD /1, MAFAERFIRTERMES ? FENA
PRI A A E R HETR B PRIRR ?

i

BLECHWER ZRREAERIERHEITEFRSHEIE. BRFZEFTD LAEEFIRAVR CAIEREIA,

BEPImBEEEHIT SSL AR E ID IEHRAL FTD, 7B FTD MiZEAHEER CA EH.


https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
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BATME FigE LI MR mEY AMP, BZ2MRERTIAERE AMP 5 anyconnect VPN —i2fER, BEZ
AL TE, MAEFRAIE T AnyCconnect apex ¥FFJIE, H4EF FTD 323 T AnyConnect, 3 H—1JI1E

w

BALER+4“HH AMP B Anyconnect”BJi%HE ?

AMPAE ETRERIPFHNHEAE. FRT Anyconnect iFAJiE, TIAFBE AMP4E Fr[HE, XTFEBE, AL
/A AnyConnect AMP 2528, ZBm2BENRRBESIERRERF (AMP) BN . EI% AMP for
Endpoints MBI REBIEERIIRS 2R ZImmBFE, K AMP RELEFNENERFE.

X1 M1EE,

https://www.cisco.com/c/dam/en/us/products/collateral/security/fireamp-endpoints/quide-c07-740737.pdf

AMP4E JIEEFRMEI KA COVID-19 RIEZE TEFREM offer h, MAIMAEXEFE:

https://blogs.cisco.com/security/expanding-free-security-offers-into-customers-endpoints

BT X—INeE, AR ALBHEIRRRGIMAE, UEHEMzETEAR. EFALKE, ti1REE
HA&& &% AMP for Endpoints i&#%28, MILEXENEMIEE. 5318 AnyConnect, Umbrella #1 Duo

HE—F, WAEEMEE2020F7 A 18

AR, BESH—

MBS, BRIV cisco FTD fEJIINBIFH A

A 1EAIZ anyconnect ;T#&if(a) VPN

EERITAEERIMNBEED IP LIEFR{IRY anyconnect VPN, HIR{TIRET Internet Eikht, RITRST/ 28
FM, BIE—NSRBRNAH P #bilt, BRABERATREL VPN,

IREETIES RANEER Cisco FTD AZHER

TLUARFTLUX A, B ERHN IP IREE —MEOFHKRERE —FECE anyconnect, HREiZ IP it JUMNE

FifiAiel, FE ISP ERER KR FTD &, ©MEAZPIES TE.


https://www.cisco.com/c/dam/en/us/products/collateral/security/fireamp-endpoints/guide-c07-740737.pdf
https://blogs.cisco.com/security/expanding-free-security-offers-into-customers-endpoints

Q HBTFRENEEMERE, MRFLEE-MEOFHFEE P ithl, BN ZEBEEES—K?
BAERE— NMEOEES provider, ¥1G ?

BATHRENBRAR, RS ETEAGY, URMERZEAM

A Jason HHREHNOEFHNERE, BANKESR—MEQ, EAIMEEDER/ 28 FRHAEE LLIE RA-

VPN, IEWNEIREIR, A BENAINEREEE ERCE RA-VPN — 1, XREZIEMR.

W, XTHREMERE, SEREBAE, BNTE/MEOEED LITHER, KKAFRTMETZEOSN

EEMEMIA,

XA A,

[ic)zapa]

Q@ HUETR, BBERZREESRT, RAETH - LEB0CRE, st

1. {EBERERH ISE posture profile £2p(Z| FTD PN ? 3 ASA 7, BREKRZHEA FTD (&

o FMC B18)

2. % FTD H/2H sysopt EHEIFA-vpn KFIRZ 2 ? AMER THENREMERTA? (RAERS

sysopt ZE#EITA-vpn, MFTAEACHPREET ACP #1TIET)

3. FTD #1 ASA —#£3#% CoA g ? 5 ISE posture $53I1483%#4a]RHE

4. 7£ FMC F@EANET Anyconnect BB X H4giEe% ? IRAZH ¥ ? Anyconnect M7 IEEIERE ISE

B X 4miaas ?

5. A BURE— RISk B Ehe B FMC BHBH) FTD MECEHEHXN ? i, |RI1E ASA FE—EHES

B, FERIMNEEH#TTIOEN, B2 FTD th, EABRT Flexconfig FlohZIN&E EHMEIRAT



V5l CLI, FREZIAAGER API HRRRAZLERN, RERBF -1 11BR

6. (XEHREXT FTD / FMC py—fzt¥ioldl) T HRERR ASA Hpgisicliclal, FHAMER ASDM BGET g
IEFLENAE, % FMC 1, BABRAFLEREREZEHTERHUEREIINER: —MEBEEEHNE
B, URZAHESRTIEIME FMC LRMAE, MRTLICHENE, EEEFHRE snort LERm, FHit
#EO ACL {E4#iET syslog, FILEREATIRETARMHABIEREKF: HARE ACL E#OMEM DPI K
BEZiERES M ACP MNYvic] H SRVSRERE ?

ERYHEAR.

17, UTEXERiEENREE:

1. XZBEAIUSERNXN, THE FTD L ISE posture FTERIRIENRES B

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-over-
anyconnect-remote-acces.html

2. BERATBEI HioHEHIRBIEE VPN BEH, BiIERNREREEIEE S ThinlEH SRR AEL.
Eitt, AEHNFEE LM, MEFE FTD FEMRANEE. ESEALINE, BURTENZEERMULN
wiziio] VPN AP REERS. RENMSEREZZEIE VPN APIRE, B el ERREHR TR

EiE,

fERICR, BRINERTE FTD ERMA&S, MfE ASA EEIASA.

BEEE, MAAA IRSSEE TEIRY VPN iZiE28 ACL F0RN ACL &RAF VPN A&,

BUEEH “$t R E R EBRSaT 14T HI5RES (sysopt permit-vpn) "BHIABIZ, BEEALIT Anyconnect B
ERVIEKIRME, FEHEAEET FTD 141 Internet BiAIBINERFR. ZALLINEER, IEHMIT ACP ZE, TR

FA URL &iEFINEERPRF Anyconnect FHF BaIRYAE.


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html

3.2HY, M 6.3.0 lRAEFFA, FTD #iSK3#s RADIUS CoA, HEBITRATEXH.

4 fR AT UEFR AnyConnect B E S {4m4885 82 AnyConnect B IRELE ., Z4RIEREET GUI HWEEE
TE, B[{EA AnyConnect B —EPMER. T RIETE Firepower EIR UL ZIMNBITHOMIIIZRF.

B X AnyConnect EBEX fH4RiERAVFAIER, ESH:

https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/quide/b
AnyConnect Administrator Guide 4-8/anyconnect-profile-editor.html

5.#ZFIAFI R API Explorer, EIAE/ RESTAPI iR T BIRAVIED, Fi=ftT REST API THEERIHEL.

https://<management_center IP_or_name>:<https_port>/api/api-explorer

Ref:

https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower Management_Center R
EST_API_Quick Start_Guide 623/About_the API Explorer.html#concept 0g2 fg1 ccb

TRk, TIEBEBER FMC API 4512 Firepower

https://blogs.cisco.com/security/how-to-get-started-on-programming-firepower-using-fmc-apis
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower Management Center R
EST API Quick Start Guide 623/Objects in the REST APIl.html#concept xh5 It3 bcb

U2 — L BREHE T RSB EED:

https://www.youtube.com/watch?v=a2DNeRxnnkA
https://www.youtube.com/watch?v=iTfmLk3kwdg

6. TAC FE#EF CLI #1 FMC GUI —2xt 5 ACP #IMH xaval@lit 1 TEFEHERR

fEATAFE LINA CLI EEREUREMINAD, EMTEREY ASA LEREESEMREI.

BN

fEATBUGER FTD clish THY* RSB AES | IR RN B SR IE ERR I R H AN A 81T T 7F .

XEMTBSERSIRY: hitps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-

with-firepower-threat-defense-f.html#anc13

[ia@f]
Q EX, BEARXNEN, BIAZEEMBETREESE, FEARRIEZIHLIMATHE, FEFER

K— BRI BRI BRI+ K BEZ—: )


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/b_AnyConnect_Administrator_Guide_4-8/anyconnect-profile-editor.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/b_AnyConnect_Administrator_Guide_4-8/anyconnect-profile-editor.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower_Management_Center_REST_API_Quick_Start_Guide_623/About_the_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower_Management_Center_REST_API_Quick_Start_Guide_623/About_the_API_Explorer.html#concept_oq2_fg1_ccb
https://blogs.cisco.com/security/how-to-get-started-on-programming-firepower-using-fmc-apis
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower_Management_Center_REST_API_Quick_Start_Guide_623/Objects_in_the_REST_API.html#concept_xh5_lt3_bcb
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/api/REST/Firepower_Management_Center_REST_API_Quick_Start_Guide_623/Objects_in_the_REST_API.html#concept_xh5_lt3_bcb
https://www.youtube.com/watch?v=a2DNeRxnnkA
https://www.youtube.com/watch?v=iTfmLk3kwdg
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#anc13
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#anc13

iB]R :

#A1% SBL (BRA1/EDN) ERATEEIFE, RAMAXETEEHBENRMYER, T Windows HH)

TR R RFIRR.

—VITFIER, EREERBEEMAERPHEFEEXH, MIHETTLE Windows BRER_LEETE(],

(B4t 17 AnyConnetct REBRFECE X H-AUER FQDN MECE X AR,

REBMNNAFER T —LREL, MRMNEFEFARRLAENERE, EEXHEMUKX FQDN EL5H,

(EREGH BT LLXE AT,

ZETUELE FQDN 7 anyconnect #5|HH, FTRERBMEXHAFR (profile name) ?

WHEHREISZH .

EAUAZERRIEE X AR FQDN BIFRIRERG ?

MF#ESRIEFIREE 7E preferences.xml X ERATEE. BRIEMIR, WNRFEE| ProgramData / cisco / cisco
RLBIB P iR E X HHITHFEE B proflename.xml X, 5 &% UFF LA bottom portion,  EEK
PBHBAAR, BAXESEEMA LT public, WMRENMAFOFENRIERE, WENISHERXNEH#HITEBR

BARFFHEE]

secret.cisco.com
secret.cisco.com
Would become
blah.blah.com
blah.blah.com

Eitk, BAEECZERNE. WRAE, NIRAFBEENREIUERENFL.

BE—1FE, ARTRAPELEDRRAN.
true

MRKEIRE N false, MAFEITEER xml BEEXHETZHIANE.



MRBATERE, FEMI1E FQDN FIBARF A, MAZM xml B2 X #HHik#E HostName, TR
EER, ERERSEHEE HostName,

LR Sp, BEFE|— preferences.xml XX, EAINEHFERAERF
C:\Users\\AppData\Local\Cisco\Cisco AnyConnect Secure Mobility Client

&E, TABREXHRHBEZEEE profilexml XH ? IIREXFEE, ERERAFR anyconnect B RIEHIE

TENM%E,

BRUER. UTREEHNERNTCRHNESESR:

XBHA XML BB XHHES:
<ServerList> <HostEntry>
<HostName>COMPANY NAME - CLIENT (COUNTRY)</HostName>
<HostAddress>https://vpn.company.com</HostAddress>
<UserGroup>emea_client</UserGroup>
</HostEntry>

</ServerList>

BNNENE (BRAREXHEM) SENMUFRE.

BR&ENT:

« YR B2 Windows RERHEFIEXXHBIHERN, —IIRRIEARRT

£'$ Cisco AnyConnect Secure Mobility Client o] ® s

(S we

‘ ] Ready to connect.

COMPANY NAME - CLIENT (COUNTRY) +

9 Cisco AnyConnect Secure Mobility Client o | B[

[~

Connected to COMPANY NAME - CLIENT (COUNTRY)100
-
0:00:1

COMPANY NAME - CLIENT (COUNTRY) ' Disconnect

00:00:13 IPv4



https://vpn.company.com/

+ YA SBLE, ZEIFARREET SBL REHITER, ERFIE XY, BERES R Windows Y,

fibf 1 EEIRIZ FQDN, MAHZAMENEEXH.

nnecting, please wait

(e =

- Ready to connect.
T o o+ (o)

HEIME, BMEFEIMARSE, BRAPNAILEEIINENE.

MRAFUEMA XA EEHBEEER Windows NEFNERE, NEHME@E, £XMERT, KBRS
I EANEE X AMURIEFREO RN EFESEEXH45EE URL i FQDN, RAUERRTRR

VHETER.

EZHERT, ARHETEE— Mo, BEANRAIRREREEXHFAMNEREXHFIRPRIERE

~HI FQDN, F&SRBFIERK: )

Y Cisco AnyConnect Secure Mobility Client

Ready to connect.

T lz) L_comezt )

COMPANY NAME - CLIENT (COUNTRY)




BAREXENCRUFTXBRMNOIZEUREEREN—BHNREER.

PS: FIAXLREREEIICMNRIWASERPER, ENERECHITRIZRME.

BERIFEER ST bug:

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp53403

AT X EERER 4 bug.

i, XOFERRINFTRENESR.

R ANE R DS A LaRERY anyconnect kiR asIE ?

B BrTALE,

version 4.7.04056 ZE

version 4.8.03036 ZE

BAl, &RELTAHERRE, FERITKIENERREFHEH#{TES.

BXIalsF,

BiE#, XE—15 Cisco ISE HRXX 5| FRYalRE,

MRBNRERERREFRFIZRHBEAF, ZMEUTILR:

Firepower EFMIEEAIRE (Geolocation feed), FHEFUETE(IRIZE ACP M, BB F&LLER
NIELLLIERTE (RER RA VPN —#)

FAfE RADIUS [Fii &3 AFAY Cisco ISE FJUZES A RF/RBFHIN B4R Tunnel-Client-Endpoint &4,
ZRMBRGERE PIRERNAK IP

BRI, B ISE FEMMthEBAELHIE feed


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp53403

BETXEER, REEZERHG I Firepower #1IB{UE IP JIR, 78T REST APl REFH4X S #EH| Cisco

ISE 1, AR Tunnel-Client-Endpoint SEA LT UIIERMSEERME XK, NH{TIRE.

IAEBRAYICIAN T :

EETILLE R REST API M FMC S 1HEEAIE IP 8iE ?
EEFLEIEMANE ISE hRIBEY, € IPUFHSKHIIENFMZzF ?  (HRIBEIEE)

ISE 5 Firepower - ERLXE P 2H R A LLIINEE ?

a1 ia!

1.IAI UM FMC EL T B R “ / var | sf /| geodb” &b B9 XX # “ ipv4_country_code_map” #

“ipv6_country_code_map’hFRENAREHE B,

root@fmcv66:/var/sf/igeodb# cat ipv4_country_code_map
and
root@fmcv66:/var/sf/geodb# cat ipv6_country_code_map

REFTETHE P IEXERRBREE. SXEFRMXABNESFESR, B

https://en.wikipedia.org/wiki/List of 1ISO 3166 country codes

ARTEM FMC FIEER/MXCES, NFATL root AR &4 FMC L@{TELT perl 5%

root@fmcv66:/var/sf/geodb# perl -MFlyLoader -e 'my $t="country code_continent_code_map";my
@c=("country_name","country_code");my $n=0;my $s="*"x20;foreach my $row
(@{SF::SFDBI::connect()->selectall_arrayref("SELECT "join(",", @c)." from $t WHERE
country_code=242")}}{print "$s ".++3%n.". $s\n";my $i=0; foreach (@{$row})}{printf "%9s: %s\n",@c[$i++],$_}}'

*kkkkkkkkkkkkkkkkkkk 1 *kkkkkkkkkkkhkkkkkkkk

country_name: fiji
country_code: 242

root@fmcv66:/var/sfigeodb#

BATEFTAAT APl RIG R IR B N5 :


https://en.wikipedia.org/wiki/List_of_ISO_3166_country_codes

GET geolocation
Request Type: GET

Description: Retrieves the geolocation object associated with the specified ID. If no ID is specified, retrieves
list of all geolocation objects.

URL: /api/fmc_config/v1/domain/{domain_UUID}/object/geolocations

URL for GET by ID: /api/fmc_config/v1/domain/{domain_UUID}/object/geolocations/{object UUID}

XTER 2 % 3 Mo, FRAZ ISE THNER, Ee@ERFEENEREHSFHAMARIIRZ KRIFHH

TE. ENAXZFBIE, ERUREEHEMNER, HEEMMZX LIS,

BtEesees, R KEERIER.

XPTRERR T — Kk, BRIRELEIE=75HRIREEFE TR EREIXMFML, E2EYA
RET, HESNTTEARBATRFAINSMIEERHBFATIHRUE, FIN Firepower 5 ISE K&

¥ FFEEIA. (it would be good to have it out of the box for either Firepower or ISE)

i5EE, MNREERA Duo MFA (BT FTD Hizt2iflal VPN £3%) FHAE Access B Beyond itXl, MIATIE
TR #IBAIERIME Duo SR, B0, AR ILERERR/MXMNERE AR, SRR LUEEEMRL-F

n, —RERLEHENEFERIMNIRERFPER MR EREL.

R DUO RES ISE —&2fER, HERESHEM FTD #1T SAML H{33EFR) DUO —&fER, &777%

BEAIT?

KKRIF,
ISE RGN RHILEIRS, BEETFILS MDM £5% (Meraki Systems Manager BILUER) LURHIARS.
MFTD A5, EAJUACEEHIFHE ACL KELEARFEZER] blocks, EAILUET @Dinesh Moudgil 15 HEIA

M FMC RERILIER, M cisco.com EB) geo RHB AT, ME=77ZREM ANSIBLE (FEMIETX4):

https://developer.cisco.com/site/ftd-ansible/#!country/country



https://developer.cisco.com/site/ftd-ansible/#!country/country

¥ E@Marvin Rhoads Frfgili, fERA DUO BIRIEIETTA, ERILER DUO RERMEIX—~, U

EESbRTIA:

https://duo.com/docs/ciscoise-radius
https://duo.com/docs/cisco#tcisco-ise-using-radius

{BX3F SAML tH 2 FI1TRY, BRLBERIRIVICE, BHASTRATHAEXLENS:

https://youtu.be/WGbE2GTUOIs

BN ST RETE .

@Marvin Rhoads: —EIRG—EZHMRE (1), FREIULENARZR DUO AT, HRAEEERIMEANSZ—

MFA provider Eft T{F, ERNEIERE AR T PTAGER S BV FTHE# TG 2

@Gustavo Medina @Dinesh Moudgil: HERBIUNAAER, NEM=SHEONNAETEERERERR

MERATER FTD h{EFHEHEm ACL, X IHERELE:

1. $ZEFAA, control-plane ACL FIBUE flexconfig 8, HESEFE— Lo, REXLOQEEE

R, BREDHEIMEE ?

2. JNRE FTD $H) control-plance ACL, BEFIUEEMEM S| PRMENENR, TRLHAIENEN

“LINA’X&ABES Flexconfig —#2{EH ?

3. EXMERT, HAIUNREILE ACL AT — M REAID ? IFRAA], XREEA T B ISR B NISTE

WhiE], FRAXERRE R PRPRGIEREREB N IEAEMA ?

4. AIRERE 3 WERZ R (RIEFTAEEAFERA FW), #B4 FTD 6.6 B9 VRF-lite {iThiER &Ik _EAZH

fI@EENMEO, HE
control-plane
ACL FtINEI4 RE Ry “SZPRINED”

"restricted outside"

?


https://duo.com/docs/ciscoise-radius
https://duo.com/docs/cisco#cisco-ise-using-radius
https://youtu.be/W6bE2GTU0Is

EE XL, BRAKKRS control-plane ACL FESHIEIFLRI ERTTH RIETRINMIEBNE, BERFER

Xt RTHERE.

BRRERALLEEERFEITHRE

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn78593

2. BEEREA LINAXR,
3. X2, BMEREETRE.
4. MOZEIL, BRELSMETE RN ATREN VRF, B, BRHEE MR X MR FEAR,

MRENEREA, BLARIMERERKX Bug, %Kfl
Multi-instance

tMIZEE(ER,

BIASEENNE THIERIMNGER DUO, AAEES TERE, BENTEH—RERE. S—TEEENT

ThkE, FH7E FTD [RMEA RAVPN EEFIRE L A ASA, FEHEGEAIN LERAERE N AE T B BN

A,

DUO &ZRiARR AR HEAIRAIINEE:

https://duo.com/trial

MREEREBHRR, PR PEFRNEE. AU NERRBEENEEEF LHE Duo Proof of Value,

BEERER T - IFEFEN Bug:

FIEAE KVM i) FTDv EAIEZER AR, FIENEHEFERWHERKREZ HHKRE: B TERESE

RSBHERW...

IZESEE bash i FTD:

tail -f / ngfw / var / log / messages


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn78593
https://duo.com/trial

ZERF anyconnect RFBMEIFFHE, BE—BiAR|70%-72%, EMSIMFLHFETISBEHITEHE

Apr 13 01:57:36 FTD-1 SF-IMS[9624]: [9624] sftunneld:control_services [INFO] FSTREAM_STATUS:
Sending back task status 'Processing’

Apr 13 01:57:37 FTD-1 SF-IMS[9624]: [9624] sftunneld:stream_file [INFO] task_id=6

Apr 13 01:57:37 FTD-1 SF-IMS[9624]: [9624] sftunneld:stream_file [INFO] peer=a1f1e77e-44e0-11e9-
a967-39f0b3b399ab

Apr 13 01:57:37 FTD-1 SF-IMS[9624]: [9624] sftunneld:stream_file [INFO] ELASTIC_FSTREAM status:
curr_read=32385024, curr_write=32385024, total_bytes=46197839, stream_id_src=0,
stream_id_dest=6, seq_id_src=4518, seq_id_dest=4518, state =Processing, started:2020 04 13
01:51:55 UTC, expires:2020 04 13 01:58:38 UTC

Apr 13 01:57:37 FTD-1 SF-IMS[9624]: [9624] sftunneld:stream_file [INFO] ELASTIC_FSTREAM
status:: File copy 70 % completed, 32385024 bytes of file copied out of 46197839

BRIRT, AARETEBIHER, FREFIFER, ERFEILAIE, MRITEERLCHXHDT 50 MB, TR

£ 500 MB,

BEE—MAEMLUREER FTD EFHEFS—HFahE | bash H1A anyconnect Z2FE ?

FIEEF Anyconnect RE-BRIEFIRERE A T I R !

Ingfw/var/cisco/deploy/pkg/var/cisco/packages/lina/domain/AnyConnect Image/111/

FilBRAZET woet A\BBETHTRHEE, RERRET RIS, WHSET —LiE, B2EIFHBEN

0%, RIFHESENEHERAREE, Bisl LHF:)

BNESFH LEIEREESFRZG ? RINATILUET REST api £/ FDOM, {BREEGERA FMC ZEIRE

g ?

PS: BEAIIRXT Bug?

EHFZREBZA, BEEEE cgroups HIZLLL T iX#HE ?

LENMHBHENAGFEL THEWNAER, cgroups HEGINEXFERHLINZHE, LHELIER,

RE T X HIZRIINREFI RER KW

&3 FMCv B T %V AE ?



XEEZER:

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/fmcv/fpmc-virtual/fomc-virtual-
vmware.htmi#id 82840

RIEEERYE FMC2500, KRA 6.5.0.4, RSB BAZHICIE,

BREFRATRBEE KVM FELILE FTD,

FTD B4 4 4 vCPU #1 8GB RAM, B RITARSE R {NESITIE VM, 1EHMIK FTD MR,

FTD BIRRA=E 6.5.0 ([EKRTZEEHERF).

KT cgroups, HREHLFIED, ERRBEEZHBRLES—ER, FIURFEFELUNITA.

cgroup £ BEH BN FMC 3¢ FTD 13 ? {EfSEMN BB 4R ELR ?

BA1E—MIE FMC2500, FRIFZEIE(LZE VMware ESX HifEF FTDv AU,

BALESER ASAv BEMTFMHRIFAE, FTDv EEHAEMEKR?

ERAA, ERIMNEFP, REERE

*  HBE FTDv R

*  VMware ESX FIHIEHER S RIRRER

«  FMC IRt (BACEEH FMC2500, FRUAREERMFTE)

o RNAEHENF FE] A Anyconnect #FRIHE, FATEREHAPE

ERARMNECELAAN ESX B, FMC MENTREBKE anyconnect ¥FATHE, B L RIEMIMNER,

s ?

R—BARGZ, FBATRM


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html#id_82840
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html#id_82840

+  IPS IR LTk 1B BT FTE
o EIEHPE AMP #ITHMTRER R

o USRS T RO

R ATEA!

A ELCEERIEE, RER ASAv HFTERT FTDv FIHEEFFIEXFRIZE R,

=8, TRINMESRBENEEDIFMEPIRE FTDv,

SN, MREFEEMINGE, FINBEETHEFFNERIFAE, MAULEE,

[ic)RE7<]

Q BBHIN—NEE, ZMAREITEL VPN EEZRTTEILA DNS 5H.

(R ECEEEERS, UENRAFRGTREREE).

BAEIGIHARINBZE FTD L OIEH Annyconnect B (B 174EH ASDM, iR 2% ASA 5xxx ZFl_LfE

H Firepower instance),

BEABUEAAERKE FTD _ERIBIZZINEZ] AnyConnect BCE X R,

RESIFRER FIREN ?

Q@ [ Piotr, REFEHNCIERER, FAURBBEMABITIRPR

BB ATEFER NG _EERAMth, RAEMILEIASE DHCP fRSRSEC IP MEES, BRI DNS

AR5 aREUENRZ] IP BREYFTREARIEM, BAE{XFE Active Directory b4k BRARET,

MAEREEEEMNAEBARS2EMER DHCP, FAERAIERAMZ Active Directory SR DHCP, BXERZE



FREENA A ICR, BRAZREOFRAE DHCP HLRE, BNXFTRELM(FRIZE 30 5344, & 15 HHEH—

X), BLBNERZE 2 ¥

A) DHCP fR$5E3RA B miifE, NEVMEMENEXEE (RTHEE)
B) XZ¥AF RINERE, XEWEMERI DHCP MRS ER—MiE~4EHLLaRE (Flm, FX&

EEHERY 1000 DRSS 15 M¥HEIR =4 500 (1) 4 dhep E#, Xt 30 544#Y DHCP lease!)

FriX#18ie]—T, iElRE:

1) 2ERLUERMIEH{EERT DNS IR5S8E ?

2) RETBUEHTAENES DHCP RS 83H Tia2iAin] lease, HIEALL, NIEER lease {SB2E 3 DNS RS
B2

3) 73 500-1000 1 (XFEE) F93 KA DHCP BRSS2FHRIFHIEH DHCP AR T AEAFIRE ?

NRZ, BHERE Piotr EEIRVICIE, DURINASRIFHIARRX — ol ?

FEATA L, HTFEERATNHEMBE X, BRIfE&EERH FMC 5 FDM EI2AY FTD 12%&H#J AnyConnect

IARXHBERETE,

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/quide/fpmc-config-quide-
ve6/firepower threat defense remote access vpns.html

EHEE| FTD R2MKE, R3FUT AnyConnect IThEE:

ReBahit, MEoEENREEfhiZD VPN IHEER VPN B P iRk B XA SMIEM AnyConnect #E1R

REFEX M.

Posture

&, {50 Hostscan #1 Endpoint 3&
Posture

WHh, URETEPiR

Posture

HOERI BT Ie] SR


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_threat_defense_remote_access_vpns.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_threat_defense_remote_access_vpns.html

AnyConnect BE XA 15, FTD IRBASEEHIPE XL “HXLTHEERE AnyConnect FIERY” X

o

A hi, &,
N@ijgrudier FR, HENEFAZFHEEN. XZ 6.8 RIREE, EBEFAIIREAKEARE K, MREE
B XML BeEXfF, FHHEHES OnConnect iR —EEHEIZFim, NERKEER, ERURE AC EEEREY

IREHIT—ARIE T R

https://www.cisco.com/c/en/us/td/docs/security/vpn client/anyconnect/anyconnect48/administration/quide/b
AnyConnect Administrator Guide 4-8/customize-localize-anyconnect.html#1D-1408-00000396

@ giovanni.augusto, %F DHCP ) DNS &3, BRI{EARXE ASA / FTD &L DHCP f5i2F & (12

FQDN, X7Z FQDN £J ENH), Hfth—t]JEURT DHCP fr554s, MUREM{MS DDNS HZES,

AJLUEYZfE Windows ZFimE %5 DDNS 5583815 LUE 1T EM.

(ielRE ]

Q FERo—TUFRFRAFED Skype #TI 53, BT ASA Ll cisco jabber Anyconnect iZi2if
i8] VPN #{TEERA, THEMNZEEAEEEETFIMREIRE ? BURMEETER{ 1M SIEM fBR7TR

R AERES ?

#i\ same-security-traffic 8 BAfE FW 55 HUB., TH, BEEA nat (M8, SNEE) BEE—1 nat FINI,

BAfssth ik 2 8] RE B4R B ).

ciscoasa(config)#same-security-traffic permit intra-interface

Please note that this command allows traffic to enter and exit the same interface, which is disabled
by default for security.

nat(outside,outside) source static “address pool obj” “address pool obj” dest static “address pool

HA 1

obj” “address pool obj” no-proxy-arp — route-lookup


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/b_AnyConnect_Administrator_Guide_4-8/customize-localize-anyconnect.html#ID-1408-00000396
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/b_AnyConnect_Administrator_Guide_4-8/customize-localize-anyconnect.html#ID-1408-00000396
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsv34395

And be place towards the top of your nat rules.

A XZ7E ASA LB R ELUF AnyConnect ZFim 5 EAth AnyConnect ZFPImBEHIME—7%5. BASINA

—PMEXNZ2EW, BXTEERTEASNER, REGTEMEXLRE.

\

MiEF$£&E: htips://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/S/cmdref3/s1.html

same-security-traffic intra-interface < AIFREBHNIIR L E—#EO, BEAAR XM, INRENTHA
EOERERERIRE—#EOM VPN REFEREA. EXMERT, VPN REFRERINE, HEFEEANS
— VPN EEREHME. i, MREF—NEEXENSZ VPN WL, M ASA Z&E4%E, Mzt VPN K

BRE—NMIX, WEE—NAZERZ—IAEITERE, ABLIFTHN ASA, RAEBEIZ—1T9< .

same-security-traffic intra-interface 5<% FT AL ITRYFTE M EMZH MERNBILIR. EENEEMRNNVRRYEE

R1ER, HIFERAESHOERETTATF ASA,

TEAEZRET SIEM fBRAR HITHNETA?

A JLRTE:
« 12 F|AY“nat (outside , outside) for the pool address space to reach each other"{X7£ Stick L ELXFER

T4t Internet B NAT IS4 FBE. MRERFIRE, NAFTEZFM.

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/100918-asa-sslvpn-00.html#anc10

o WRERFSEE, NWAFEFE NAT BIAIHITNE@ERE, FRIFFERZIZREEER NAT . B8

&, Anyconnect VPN jtiinnEl &R % E ACL |,

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/100918-asa-sslvpn-00.html#anc14

© NZ2AEERE, B-—MREMENABEONZFIEXEE, RAREBNEEREFW AN, BEEYHAR

BE&HLEN DUO, Umbrella #1/5; AMPAE (BT FE A P2 EEIIMNGIF IR,


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/S/cmdref3/s1.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html#anc10
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html#anc10
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html#anc14
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html#anc14

o ENTLURGEEMAE R, 7E SIEM LniXE@E, A7 EiF TRENTERFERT 4

B LAfEF Stealthwatch Enterprise =Y Stealthwatch Cloud, LA T#SAFAT:

https://cs.co/SWC-RemoteMonitoring
https://cs.co/SWE-RemoteMonitoring

*BATEZETILUE Tetration iIAZ| TERFE/MNARE (workload/app granularity ), {EXZSIMNNERT:)

(i=E)\]

Q Fi&T FMC 7 FTD LERAUIRACEITE VPN, HIREX S5 AnyConnect iE#ER, HIMFEHR“EFRIER".

B{T & Idap 255 F1 webvpn anyconnect 127 B i

Idap_client_server_add: Add server:0.0.0.0, group=4

Idap_client_server_unlock: Free server:0.0.0.0, group=4

[12] Session Start

[12] New request Session, context 0x00002b5de5d453b0, reqType = Authentication
[12] Fiber started

[12] Failed to convert ip address 0.0.0.0

[12] Fiber exit Tx=0 bytes Rx=0 bytes, status=-3

[12] Session End

Bt R

A EGEE, TEEELER FQDN X IP it

Add directory

Mostrame | I¥
acvwee

ver
Encrypmas

S5 Confizate

Q 8%, jgrudier, BHEIE,



BfEF LDAP, MNRIFICERNE, FRIEEFA LDAP BZE FQDN,

A XY, FIAAFE FTD ERIEFAIRE DNS FIREFTEIDIRR,

TREEXEIZET DNS:

Overview Analysis Policies JSISULLEE Objects AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
Access

ARP Inspection DNS Resolution Settings

8anner Specify DNS servers group and device interfaces to reach them
» DNS 2

Enable DNS name resolution by device

Extarnal Authantication

Fragmant Settings DNE Sarver Group®* v
HTTP
ICMP Expiry Entry Timer : Range: 1-65535 minutes

Secure Shell

SMTP Server Poll Timer 240 Range: 1-65535 minutes
SNMP
Interface Objects
-
S50 Devices will use specified interface cbjects for connecting th DNS Servers
Syslog
Timeouts Available interface Objects € Selected Interface Objects

Time Synchronization

UCAPL/CC Compliance

Q Zil, BRHOE. FIHE, TBRIFAKRE:

[19] Session Start

[19] New request Session, context 0x00002b5de5d453b0, reqType = Authentication
[19] Fiber started

[19] Creating LDAP context with uri=ldaps://172.25.YY.XX:636

[19] Connect to LDAP server: Idaps://172.25.YY.XX:636, status = Failed

[19] Unable to read rootDSE. Can't contact LDAP server.

[19] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2

[19] Session End

Idap_client_server_add: Add server:172.25.YY.XX, group=4
Idap_client_server_unlock: Free server:172.25.YY.XX, group=4

#telnet 172.25.YY. XX 636
Trying172.25.YY.XX...
Connected t0172.25.YY.XX.
Escape character is ']".

X debug 1 Idaps config B4



[27] Session Start

[27] New request Session, context 0x00002b5de5d453b0, reqType = Authentication

[27] Fiber started

[27] Creating LDAP context with uri=ldaps://[172.25.XX.YY:636
[27] Connect to LDAP server: Idaps://172.25.XX.YY:636, status = Failed
[27] Unable to read rootDSE. Can't contact LDAP server.

[27] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2

[27] Session End

Idap_client_server_add: Add server:172.25.XX.YY, group=4
Idap_client_server_unlock: Free server:172.25.XX.YY, group=4

telnet 172.25.XX.YY 636
Trying 172.25.XX.YY...
Connected to 172.25.XX.YY.
Escape character is ']

AC

aaa-server srv protocol Idap
max-failed-attempts 4

realm-id 3

aaa-server srv-dc host srv-dc
server-port 636

Idap-base-dn DC=name,DC=local
Idap-group-base-dn DC=name,DC=local
Idap-scope subtree
Idap-naming-attribute samaccountname
Idap-login-password *****

Idap-login-dn user@name.local
Idap-over-ssl enable

server-type microsoft

BRI, REHEE LDAP MAZE LDAP, &M ?

BREERIZIES ?

BEREHIIBRIEAEREN, HH LDAP RS

BMNEGEEAT Idap. IZEM ASATHF FTP, £ ASA L, Idaps SRR,

BERFIRAGIHRD, REH 1.0, HFAUEIRAFA

FirePower B L EAHR CAEH, INIZE FTD LREFHIE ?

FTD i8R 2T EE KB LDAP IREZZBAVIR CA IEBFIF CA EPIEAZEERM CA?

FTD ie&NABBEERIUEH. 1R CAIEHNAS FirePower EEAUL, RIXEEREALHHRIMR CA,

{BEEARIIES.



A FIANAERIFF— TAC Case, XREBEEFIBARIEPINEMTERE.

Q BBEHEISE, BEXF Case T, BRIEREMRR.

A FTRESENIEM—EHRITITE,
KTIEPBRERRE, HEARLY S5 2PETFEMELLME, T TE FTD LRRIEFAFHOSR. &,

AN RIREA] REH AR V) T RAT CA MAR KA EZERIFIHESR) CA,

https://community.cisco.com/t5/security-videos/initial-anyconnect-configuration-for-ftd-managed-by-fmc/ba-
p/4057295

(icl@n.]

Q@ ARiF, FEAARRH—LEEBNESR.

BB —ME context mode TiG{THY ASA 5585-SSP-10, kR4 9.8 (2).

BNAE-AEFABREEENSIFMEE. B2, RITETETHES, MUTHIHAR:

Remote Access VPN > Network (Client) Access > Group Policies > [policy name] > Advanced >
AnyConnect Client

BNEEREF BIEMAZAFRN, BEEERILERE ASDM (7.8 (2)) £AFIA.

BERTUTXE, RRERIK AC 4.5 IR{E ASA9.0, FIKAC K 4.7,

Ak, FHEEL context mode Ti&{T 5585 R ERBRENRASHIL=ERN ? F&H AT ?

https://community.cisco.com/t5/security-documents/anyconnect-split-tunneling-local-lan-access-
split-tunneling/ta-p/4050866#toc-hld-744656474

A XEWHHFN, TREKR. NiZERHFH ASDM RRIA,

MREMAETEA R, NEALLES CLI #ITRE:


https://community.cisco.com/t5/security-videos/initial-anyconnect-configuration-for-ftd-managed-by-fmc/ba-p/4057295
https://community.cisco.com/t5/security-videos/initial-anyconnect-configuration-for-ftd-managed-by-fmc/ba-p/4057295
https://community.cisco.com/t5/security-documents/anyconnect-split-tunneling-local-lan-access-split-tunneling/ta-p/4050866#toc-hId-744656474
https://community.cisco.com/t5/security-documents/anyconnect-split-tunneling-local-lan-access-split-tunneling/ta-p/4050866#toc-hId-744656474

https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-
params.html

Q HFHit, RIVBEARBIBITEY ASDM B ? MNRFGICHEANE, B2 7137

M CLI, FRUFHiG /RS Em:

BIE—REE 2R ER L.

A 7141 2RHBRA: https://software.cisco.com/download/home/283123066/type/280775064/release/7.14.1

MEHIINRYER R, EeIAFR|E &I “ anyconnect-custom”

BREST, LFREL webvpn TREEM, BESHMUT 3T R:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-
params.html

(izlE+]

Q@ 4 SSL VPN EFREFETHENSEATHE ? RE/LAEFF KRGS BERMBIIMERRI SSL
VPN (£1-F ASA f1 FTD fii), HBEALAEFRENR, REMKEESE, BttaeilRE.
@lan, —ANEFEEEA Firepower 2110, B 800 Mbps Y Internet H#RIFIAR, HNBE,iH
Speedtest.net REEEIE 800 Mbps, {HE—4 SSL VPN Zfi% (AAEENMKE) REEAT 30-40
Mbps. HiZEFURAE VPN (REMS, HEER) L, EMREELH ISP KAV TEHESR (200 Mbps).
BRRIEEZANAGHEITZEREEFA. BREESKR‘BERRNRRERS, FIEATIRINS

AFERERS, BERITFILIEHR iPerf SiEX TR KMEMRIEE.

A {R¥F, Marvin, UTFR—Ex#E:

1.15{EF AnyConnect 4.7 x B ShRA, HEARIER T —LEPXFIEAINEE)E,


https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-params.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-params.html
https://software.cisco.com/download/home/283123066/type/280775064/release/7.14.1
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-params.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-params.html

2. DTLS v1.2 5 IKEv2, EAETEHRKESRIMEE.

REFR{R/ELE,

EE: DTLS 1.2 TH57E ASA BRA 9.10.x RESARAF I, STHIA ASA lRATRZHE DTLS 1.2,

REE TLS AEERDN, EAXSSEN

Eitk, 7

T#% Bug CSCvp07143 “. = DTLS 1.2 and AnyConnect oMTU, EZ L T HKARAHI ASA:

- 9.10(1)22 or higher - latest 9.10.x version recommended

- 9.10(2)1 or higher - latest 9.12.x version recommended

3 ARIEE FARIRTIRTE AN/ B P4 TER ASA / FPR iR, WEEF/SIERE X NE 5 EIMERRRE (crypto

engine accelerator-bias)lELE (NREA).

ZEFIEAEA DTLSV1.2 5 IKEV2 B EEHMY, BN

REAEFWEAENEHRERE. ELCWRERRIT, €A 2100 NAFEXEM, BrUERATRE

AUEHMESE:
Platform FTD FTD User ASA ASA User Other
Default Configurable Default Configurable Variations
FPRO300 SM24,5M36,SM48 | Balanced Tiwougn Fex-Caniy, Balanced Available DL o
but marginal improvement
FPR41x0 Balanced Theough Flex-Config, Balanced Available SSL/IPSEC
but marginal improvement
FPR1000, FPR2100, Not Not Applicable
FRP41x5, FPR9300 SM40, Not Applicable Not Applicable AnaEeitls Not Applicable
SM44, SM56 i
ASA 5545-X & 5555-X IPSec Available IPSec Available Balanced/SSL
ASAS5506,5508,5516,5525-X Not Applicable Not Applicable Not Not Applicable Not
Applicable Applicable

4. Cipher Suite: 815 T, AES-GCM iz {taxiE14aE

#XR,

540 R MTU BRE: BEERT, SSiiF, AZ8T 1406, BIER 1406 (K FFia"F 1406, X

RIEZ P IFIRMET)

6.0 NTE ASA /¢AZRIE _EECE/IB R AnyConnect TunnelOptimizations BHE X Ei4:

webvpn
Enabled

anyconnect-custom-attr TunnelOptimizationsEnabled description Tunnel Optimizations



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp07143

anyconnect-custom-data TunnelOptimizationsEnabled False false
anyconnect-custom-data TunnelOptimizationsEnabled True true

group-policy <Group Policy Name> attributes
anyconnect-custom TunnelOptimizationsEnabled value True

ZERTR, EBRNEREFIRED, REZEBMNENEFIRIRE 200Mbps AT .

Q@ i Gustavo Medina, fRE#EEN,

1. IR FIRY Bug BixCEHESINEE CDETS Wb, BERAFED TiXHER

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp07143

2. }1\J3 FTD SSL VPN EFIRAZHF DTLS 1.2, EEIRIIALSI FTD 6.6 (FEXF R%). BAHEELFIRF
[alfIEg ASAv LEFBIE 9.12 (3.9) 1 AnyConnect 4.8.03036, Hit, ZFIRELLS DTLS 1.2 BRiE&EHE,

BN ERRES.

3.25 & FMC £/ Flexconfig R 5 &/ FTD i&&—EEHAY AnyConnect BRiE Lt ?

A [Fffi. 6.6 3INTRIFECE DTLS v1.2 thiXaITHEE

FDM-{X REST API

FMC GUI BcEx7#%

AXBARBHINE SR ZFFS (RK 5508 #1 5516)

2R, EATBUR Flexconfig i TXEBEXEME. KUUTLIHCHHESHFMCRITH,

https://www.cisco.com/c/en/us/td/docs/security/firepower/config _examples/advanced-anyconnect-ftd-
fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco Task in_List GUl.dita 8ea84895-b580-4900-9d4f-
99a9c5557d3c

Q i§tift-“ TunnelOptimizationsEnabled” K Ki2E T ASAv Lt SSL VPN ZEFRHERE,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp07143
https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Task_in_List_GUI.dita_8ea84895-b580-4900-9d4f-99a9c5557d3c
https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Task_in_List_GUI.dita_8ea84895-b580-4900-9d4f-99a9c5557d3c
https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Task_in_List_GUI.dita_8ea84895-b580-4900-9d4f-99a9c5557d3c

IILREREY FlexConfig B8 E| FTD 6.4.0.8 i&&. (EX{UFHIARHBRESEE-RIFERIIEESE

DTLS 1.0 HEIESER S PR,

BR T R TAC XEEBWBRINNERAEZIN, BEABXTFIRERNASH:

https://lwww.cisco.com/c/en/us/td/docs/security/asa/misc/anyconnect-fag/anyconnect-faq.html

ERERMBRENRATED ?

IRfE%R—T, Bt ENH $5iRR7E Firepower 6.6 lRAFIRIC HEESE:

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr51516

A TEICR—1 DOC IR, UWEEESHERERR, <5%EF Anyconnect HIBIERH,

FRABEST, Anyconnect 4.9 EBHTE.

BITIERANTHE CSCvr51516 BEIEMHAIRE.

(ia@+—1]

Q A5 RAVPN 8% Cisco ASA BRAIEHEEN ?

A 7ECCO LRf THEEHZFR ASAOS i A, ERAINSMEILITHE, UES 5585-X BiAEHBIAITHR

https://software.cisco.com/download/home/283123066/type/280775065/release/9.8.4%20Interim

A NEINFREIN
e 9.8 (4.latest) FEBRATFEEHFHIIRST CU,

c FERLEERNERN 912 (2latest).

KR cisco.com FUMEMERMAE, BENEBETEN (telemetry), RIH(IHE— L ERHE
BAA, —BRIMEIRENEEETORERRET RE, RITHSIEER (B RIAME, TAC

=0, FRF) BMEABRRRE.


https://www.cisco.com/c/en/us/td/docs/security/asa/misc/anyconnect-faq/anyconnect-faq.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr51516
https://software.cisco.com/download/home/283123066/type/280775065/release/9.8.4%20Interim

(ia@+=1]

Q@ AR, BRRHXIETREEHEE, REFANER.
ANBRIMATEATAR P REMEENEEXH, DR 12 HWEHRBIEENOE. X2 Mo Akl
BNNAFNATLUERR REXEISEEREREMER “two-factor WA, Hib, BINXAT TE i
SSL, {EsiFAFEIL TR MBIAEE R+ THRITIEF .

BECEZ, BMERNIXEA T XE i VPN, RIPTBINERTTHRIRIAG VPN ECESCHMMEILE i T

BHeg 2

A RETRARIGARMESTE P imERE xml XHESTHEAR—E#EEL. RAF B TER &S IEE )
&R, MEALEE xml EEXHRETER, MRAILRYE, A GPO #ELZ xml EREXH. H5, &7
MREBE—RMpEES, ZREANEFAFEIERS (user/pass login), AP FAILRARTHEERE

WEEX M. AR, ANEESEREREN MRS E ERRIREHINH RS,

A —BIEWAPTH Anyconnect ZEF iR, M1E—REENESTHEENH. BREXFNHEETERIE
7
o HAEERWERERENXH, MEFHPRIE, wITEHRAS. XNEAP THRECEXH.
+ A GPO S LUTEREEX N RATHNAFIERNLE (AFELXTRTE ).
* fER pre-deployment :AIFAERAT B CHEEXHFHEENEEX MSI E2FE, RAE2RIZEFE, U

ERPRERENFERIZEE X .

(iE@E+=]

Q EF[LLET FMC ZE FTD & Web VPN SSL ?

A/ FMC 5 FDM B8 FTD ig & ERBELEFim VPN BNED, E—REERF, ERAITFE THEF IR,



(iclE+pa]

Q &4, Einl TXF FirePower By FTD hRAEFSR, BESLEARIIF 12tp over ipsec vpn BITHEENR ? HRIATE,
EFN—ELLER, SBEFBRIERPRETE anyconnect WE A, BRI EEEIINDHG, 7

Firepower t 2B RINREXEIE ?

A Bl {11 FFTD L&EF IPSEC By L2TP,

FFIEIE R anyconnect, iLHSE—TEIERHIRAPIEHERM L2TP 89K, BIGHITEH.

EHT:
Bt 5B, BRIEES R AR firepower BRAR, B TH&E RN L2TP MIRREE.

Ik, anyconnect ZFifENERZ K,

[ia@+H]

@ AnyConnect izf2ifja] VPN FIEREZE ASAv E8 ? HHXH configuration guid 13 ?

A 587, 2RI, ASAvXFHZIEIAE VPN, SEHEHE:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/asav/quick-start/asav-quick/asav-
config.htmI#97965

B SIEfHEM ASA FatEE, EFERRIEEREHRY VPN IFAIERERE Anyconnect VPN,

BRI

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-
asa8x-split-tunnel-anyconnect-config.html

Smart licensing on ASAv:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/configuration/general/asa-910-general-
config/intro-license-smart.html#task 03242D29B58D4DB9B95F4F844973CE2E



https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/asav/quick-start/asav-quick/asav-config.html#97965
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/asav/quick-start/asav-quick/asav-config.html#97965
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-asa8x-split-tunnel-anyconnect-config.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-asa8x-split-tunnel-anyconnect-config.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/configuration/general/asa-910-general-config/intro-license-smart.html#task_03242D29B58D4DB9B95F4F844973CE2E
https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/configuration/general/asa-910-general-config/intro-license-smart.html#task_03242D29B58D4DB9B95F4F844973CE2E

[ialf+75]
TR BIESIRER2S (packet-tracer) 5 RA VPN vpn iTiEa3—iefEA,

{&i% 10.10.10.10 2 vpn Hbiik & AR R 192.168.10.3 {4 packet-tracer B9iBE

4MNEBEY packet-tracer RIA S S EBIMNBE QAR FIZRICACG ?
E R

£9.9 (1) zZfa, BIVEHEEEIUAINE Packet-tracer 1, A RIBURHLIET VPN R ERIEIEE.

B HIEEESIIAR VPN BB, FHigNAXEAIRE RS,

XFERRAI, EEA:
packet-tracer input outside tcp 10.10.10.10 5050 192.168.10.3 decrypted

WEVRE, BNRKEIES.

BT LR,
Q@ A5 RAVPN #8%#9 Cisco ASA RRAAEMEE ?
A £ CCO L& THREHER ASA OS lRAE, ERAIUSMEBITEHE, UEE 5585-X FrAIERIZ IR IThR.
https://software.cisco.com/download/home/283123066/type/280775065/release/9.8.4%20Interim
A HEIHFREX:

9.8 (4.latest) EBATHEE KERAFWIHRT CU,

9.12 (2.latest) EATHEEFERAEENER
HENEGRET telemetry, FIBITEE— LT 8] KEPERIFTIR

XL cisco.com M BTIE INEFRAIRR A,
— BRI\ EMRLENEESITHREFRET RE, BINMSRIBEEL (B RKIBIERK, TAC R4,

=,
FRE) HAERIRE.


https://software.cisco.com/download/home/283123066/type/280775065/release/9.8.4%20Interim

[ia@++]

RIFERL,

BINSAEENERNARANGIEME T Cisco FTD 2110 71 1010, FMC {iiF limerick, =M EB5i4mBlism VPN
&, EREVIOIEAESER radius serve 7 limerick I IT{E, HIIZHEIFE Limrick f13% Radius AR5
B[HTHHWICKBSTRITEIEERENEMER, BRSONBIERW. HEHRATTLES], RITFTLIMED
EAMHEH ping radius serve , {BFEM FTd 1010 El5A,

HAfFRRTTR,

BRREELEHET R RAE = NEENRIIS Y. 5 FMC —#, SR UAEEEPLMRERAEHMRA

N FID #THR B RRECE. XERAVER, URELEHMER, BEFRK.

W, HREiEinEfE Limerick FATAUER TERY, XEMEITIZAIR FMC RS A BUERE TE.

winsiRifRENEA BN, RIBETIWERER anyconnect EEMARIZF A, FH anyconnect EEHELN,

HIRA B HEIERW

BSE, FRIEEA R FTD LR EBIEHACE T aaa fkssE:, ARENTPILGEI U <M CLI FHEITINE:

FXFER P "test aaa server’, UEBENIZREFIUM FTD IEE 0] AAA AR 23

K FMC, Radius BRS533{UTF Limerick, —Z2 FTD 2110 fii-F$k%R, —%2 FTD 1010 i FHMF/R. FiFE

3|5 R EEE] Site VPN, FHERREEE LA IP (Limerick IP iihit) iw] FMC,

WRIGER, =X M bangalore FTD CLI & AAA SIS,

firepower# test aaa-server authentication BSB_RadiusServer host 192.168.0.198
Username: Gururajan.s

Password: ***esesiee

INFO: Attempting Authentication test to IP address (192.168.0.198) (timeout: 32
ERROR: Authentication Server not responding: No response from server



BEMIEINZ /RAM PC, HATLUEE ping FiA Radius AR55288 192.168.0.198, {EZ L1 FAM FTD CLI =AY,
ETREE.

FTD FiAZiA AAA fRS52% (Limerick), FEAE@IEAEETIR VPN, MELENIMET RATEE,

A Hello, @Gururajansrinivasan32898
FTD R TR E TR A EA Radius fRS528, ERKZFLUEIECE L2L VPN RUSMERIEEO . VPN fRFATEE
HFENX T Limerick, Chennai #1 Bangalore B9FM, Ak, 2 RA EFimi&E#Z| Chennai #1 Bangalore B, B

Lt FTD B FA Radius fR$S28, LAMESIN IP RIREURE.

TREMNEE
VPN interesting traffic

I ElE& Chennai #1 Bangalore B9MEB IP, £ Limerick Lk, &M Radius fR5528%| Chennai #1 Bangalore IP

A NAT
exemption

B,

A Hi @Gururajansrinivasan32898, {& Gustavo 1§ HRIARHEE, HITFEE R VPN BXAE, EFEHE Chennai

#0 Bangalore F5MER$EO IP,

X EEAXE FTD BEAMAFEEB IR AAA fRS58s, BEAXZE 82X VPN traffic B9—&B5).

(ia@E+/)\]

‘ *?&?O

B, FEBSHITEE. R :).

BRI REE. FATESIT FTD 2140 (iB{T FTD BURFHERES| FMC) £ T csr. FHEF FTD LK.



A

A

BHITTREMI, UTa<LE FTD EXNEREA

openssl pkcs12 -export -out FTD1.pfx -inkey FTD1.key -in FTD1.cer

EIE, REAT CAZER D IFHRY Base 64 encoded” &=,

ERESRIANZHEIE pH IEBRBEIH ATERMUR ID IEHBRIBAZTA ?

BRI TXMRE, BEAAEREET.

FTD1:~$ openssl pkcs12 -export -out FTD1.pfx -inkey FTD1.key -in FTD1.cer -certfile Root.cer
No certificate matches private key

BREWET—T:

-FTD1:~$ cat FTD1.crt
MIIFJjCCAw4CCQCDyDsSbw5UITANBgkqhkiGOWOBAQsFADBVMQswCQYDVQQGEwJH
FTD1:~$ cat FTD1.key

----- BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEA1v91avgdvjcer+kznBdjRUGmMXbgkwINZI+sV5rMK520gSUET

FTD1:~$ cat FTD1.csr

MIICuzCCAaMCAQAwdELMAKGA1UEBhMCROIXEzZARBgNVBAgMCkxhbmNhc2hpcmUx

U EAER< PEANLASEZEIANERZEXE.

CRESNESNLTERIEM T ERBIXH?

A —EFREME FTD LARLILEE CSR, BRI EAMX$F OpenSSL iR &E £ M.
&nbsp;



BT — B CAEBIONE, U tbERT FTD:

openssl| pkcs12-5H-out FTD2.pfx -inkey FTD1.key -in FTD1.cer -certfile CA.cer

AIRETN BN E B HERE cer ¥ fRA T Base 64 4RiG

Q MREEHEF LEERTRI—R.

18 openssl REHF, RIEAEF.

A U THHESENTIERE OpenSSL FIERIEMA:

https://www.digitalocean.com/community/tutorials/openssl-essentials-working-with-ssl-certificates-private-
keys-and-csrs

https://wiki.openssl.org/index.php/Command Line Utilities

https://www.freecodecamp.org/news/openssl-command-cheatsheet-b441be1e8c4a/

https://www.sslshopper.com/article-most-common-openssl-commands.html

(ielRi+.)

Q@ KRiF,

BHEARMNBREMNE-RPE] T XN, ERREEXRES.

BROAS5—URAETLT T—MHRINFTESEAR. HA PAERDIRE, HlUMAT asa 5508-x HEH

firepower1140, BERILZES NAT §1 DMZ I B R —3H&&F B BRI anyconnect AYMI4E _ESCIR ?

MRTE, EXFER TERNAESEERNIMNGED, — AT NAT (§Id, outside_nat), BE_1HAT

anyconnect BJ5MEB#EDO (B30, outside_anyconnect), S(ENE—#EOEREMERE (FlW, JNB) ..

NREBEE—MAZE, NE HA hEEFRMEE, EEROEE, HEHES A 5 4 subs-outside_nat,

inside_nat, DMZ, outside_anyconnect ] inside_anyconnect, {BREXMiER T, AEHEIMNBEOL


https://www.digitalocean.com/community/tutorials/openssl-essentials-working-with-ssl-certificates-private-keys-and-csrs
https://www.digitalocean.com/community/tutorials/openssl-essentials-working-with-ssl-certificates-private-keys-and-csrs
https://wiki.openssl.org/index.php/Command_Line_Utilities
https://www.freecodecamp.org/news/openssl-command-cheatsheet-b441be1e8c4a/
https://www.sslshopper.com/article-most-common-openssl-commands.html

BARFHE—EE AT asa  firepower LECEMFRIAMRE ?

Outside NAT

Firepower 1000 series or ASA x2 HA

nside NAT OMZ nside Anyconnect

A Ttr, BNAFE. RELNEAZEREMEOLEREES, NTAEANISP TTRINENEZF, HENHED

REFEBEMRE, MREWERA, WHBEOFREFLERERE.

B2, FAMHEE CU NELLAEIXN ISP L TERIRT, HLEl1FE TRE. ENEE ASA LATREIR,
BV EERAE —EEINERER SN IBER, RAMNAT, KIMLBRE—IHERER NAT &I5, BEHT

HRA17E 9.4.1 5|\ T PBR, EIIEEABS KN,

Y552 7E Anyconnect BYIER T, FTEE CU FILUREHNERHITIRIE. EFETRHEN, X2 Anyconnect

S

BFREIAED, MM ERAT#ETRE. ENITERER, BRERNNEERSEENHEENENIALE
H, AREEZEED _LAESE Anyconnect, ¥4 Anyconnect EHEEIAZIEORE, ASA 5 FTD 158085 %4

BIEREBHITEER, ENEIENREABELE.



337 Anyconnect EF#EE, BEAERNT —RLRIZEENENEKE,

EREL

EBITUAT™EERRE
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun65747/?reffering site=dumpcr

+  WRREZED ERECE RPF,

*BANATEE FHY anyconnect-inside #ONABIR 4. RGBT BRI TR HEED,

[[ERE—+]

Q HENEFMEZH, ASANREREERERMTA?

A ERRBRNEFTZA, ARFERERSER, FEXBRTEMER, MFAERPIRE&ESE.

BEWEHBENTH#E, ARURNNELESETMRHENER:

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-
Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://tools.cisco.com/security/center/resources/firewall best practices

(s —+—]

Q@ 3E Cisco AP RIATERRATEIE VPN 3 HHE Cisco 3415 ? BRIEFETHR—FE Azure MFA EF R3S

HARLRAPIE. IREERMN RS, NEEF—MITEANET—FER, BERAPTFHTERE?

A TENB=IRXMEMRA. TREEXEMERER, BEXTM xm BEXM. EAUEHRERIFEN
IR TEXY, EFTEEAFRE, i, ERULIE—NERME, ZHARBERF EENED,
Ite, SNREFUEIR—MALLETH TEEFIRIAE, MATBUM ASA i 2H8 FMC 3¢ FDM EHE#) FTD #1T

BR1F,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun65747/?reffering_site=dumpcr
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://tools.cisco.com/security/center/resources/firewall_best_practices

(L |

Q RIELEBHELEWLE,H.xml, HPESHFIPS &8l, FHABEXRIEEE. RS BALREE

LZAEEEETE?” RTESXFEITAFEEER xml 250, BEFTHMMATUBIERT S FIPS EHIG ?

A OIS EZRFDE ULE VPN SiHEE. H— FIPS 24

[iEfE—+=]

Q@ iZET AnyConnect, FHBRBHPTERREHELE DAP, MUBHE.
RIEFEET ASDM #{TALE.
BISEE A —HATETURMPIR SR, MAR—RRIN—15%R?
AFEFER BYOD WEFIRIREREAREZ T, FIFMAERBIREFENMERET ?

T T, HEH

A BMETTET SRR ER,

1.IRAILURYE Vendor $UITIRE, MARNEN AV #ITHRE,

Endpoint Attribute Type Anti-Malware ﬁ

Product Installation: € Installed Not Installed

Reatime Scanning © Enabled Disabled

Vendor Microsoft Corporation B

2. 7986 £ ASDM LifsinEtE, AILLEITERS" debug menu dap 1730 debug menu dap 2" (XL 2 FF DAP

LB show <], REEHIHE, EXARERPINEHITENR. REERKEEFRELEN AV, REHE
ASA _t#; dap.xml,

[iBRE—-+PY)



Q IR7E Windows #1 Mac EfEFBCESC{FAY FTD 1 AnyConnect 4.8.02042 & jalfE, FEEAMAMES 4
WBERHITT — LB, FREHBGE ProgramData FRI“BEE "R, #EW HostEntry
AllowManualHostIinput 2 2589 ZR P8 IEZEHGRFIFAN . (B2, 3 AuthenticationTimeout §1 EnableScripting

B HS A,

HTEXRERE, BRRBE AnyConnect BFIRFEHBRIRS, 1 TEIFMMITIRE REEMB T

B, RUTUMNEHEERFEEEENAMBLIRE.

ERRRINERT. MNRTUBERAFMEEN M, WHELEQE (FIINEBTE) FIREXERMRET. BilRn

FNEREREXHFN RSRIIR"BIF, FEAEEREMX LEE T ZREXH.

BTFRAEXETHEHI“PAER XHE, Rk FTD SIFBRAT N AR, BEEIHA XSD XHAIEIE

B/TRT XML X,
A EEDSEGHELER FTDRE, ABERKENATRAPERHERE?

Q IgH, iAW FID REJAEEXH, ANAFRERRTRE THEAXHRIE, .

~

A BERREAZBHAMAFEIRNIATR ? XKFLETAEZRZHNEE R, ERUREFRERESH

&)
it

2 VPN KRR AR, BABERERE xml REXHHEZRSRIIR. 4. ENNBLERD, XESH
SHREEXHRERB AR KimER, MAZEMARMANERE. SIPKEENAT FTDIRE, HEER

U R A EL A L P U

Q BHNMATRELESREEENRSB/M serverlist 1 hostentry &4, B —EEFEIITFiL

(  https://community.cisco.com/t5/vpn/community-ask-me-anything-confiquration-troubleshooting-

and-best/m-p/4063991/highlight/true#M271759) "&& XML BB, HEHS5MHT OnConnect B

—EHEREIE R, FEIERER .


https://community.cisco.com/t5/vpn/community-ask-me-anything-configuration-troubleshooting-and-best/m-p/4063991/highlight/true#M271759
https://community.cisco.com/t5/vpn/community-ask-me-anything-configuration-troubleshooting-and-best/m-p/4063991/highlight/true#M271759

BATREER GPO / MEMCM AERE %3 F i,

A EMAFR xml EEXHFPRIENB/ENMU, FibEFinfEEENmAERER X xml EEEXH, BN,

ER{ERRINEEX M, FREBERNEMAFREBASER,

[iEfE—+H]

Q@ cisco anyconnect vpnonasa , XBEf{ posture, asa 1 ISE #HEBEEHAIFPIIE

A [Ftk, FA1EBE anyconnect ISE posture,

MM EEMFAIERE:

ISE LAY BASE #1 APEX ¥ AIIE, W T EERNENSEERFANL, SIS L2 %% BASE M APEX FHJIL,

IRIBEAER, BURTRAF#E, ASA _L# AnyConnect AP FETIIE,

T EHERM THX ISE FAHENER:

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
1/admin_quide/b ise admin quide 21/b ise admin guide 20 chapter 0110.html#id 24976

— &R THEENMRETERT BRI HE:

https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/117693-
configure-ASA-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-over-
anyconnect-remote-acces.html
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