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SAFE VPN standard IKE policy 

crypto isakmp policy 10 

encr 3des 

authentication rsa-sig 

group 2 

hash sha 

! 

! �������	���������

! 

crypto ca identity safevpn 

enrollment mode ra 

enrollment url http://172.16.128.50:80/certsrv/mscep/mscep.dll 

! 

! 

! 

! ��������
������������������������������������ ���

! 

crypto isakmp key 7Q!r$y$+xE address 172.16.144.3 
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! !�����	����������"	�#$�#��������
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! 

crypto ca certificate chain safevpn 

certificate 613500AA000000000007 

308203EB 30820395 A0030201 02020A61 3500AA00 00000000 07300D06 092A8648 

86F70D01 01050500 306C310B 30090603 55040613 02555331 0B300906 03550408 

13024341 3111300F 06035504 07130853 616E204A 6F736531 1B301906 0355040A 

13124369 73636F20 53797374 656D732C 20496E63 310D300B 06035504 0B130456 

53454331 11300F06 03550403 1308496E 7465726E 6574301E 170D3031 30363230 

32333230 35385A17 0D303230 36323032 33333035 385A3027 31253023 06092A86 

4886F70D 01090213 16523236 32312D31 2E736166 652D736D 616C6C2E 636F6D30 

819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100 9F88ECFF 

D3213656 C027D6AC 08076401 16D75A25 643E8881 CA2BA5B1 6215C0A7 9C80C831 



6A469DB5 72B1A530 72492649 D42812B2 AB26E536 61CEFFFE 468CADE4 A9A498F2 

F2E134F4 F2780C81 B5C1B1CB 45EE5DBD 336F5842 954F37CE E81FACCD 384CB388 

141BD5E1 1015DB15 AF2BDD5F 2D67BB19 D9708F68 58A99A8E 5DEC20F1 02030100 

01A38202 18308202 14300B06 03551D0F 04040302 05A0301D 0603551D 0E041604 

1442A32E 697145AF 42211881 2396DA0B 96C39C74 003081A5 0603551D 2304819D 

30819A80 14BFB4E5 C7D8D6B6 55FCC1CB 6F5B2C48 1C1C1A34 02A170A4 6E306C31 

0B300906 03550406 13025553 310B3009 06035504 08130243 41311130 0F060355 

04071308 53616E20 4A6F7365 311B3019 06035504 0A131243 6973636F 20537973 

74656D73 2C20496E 63310D30 0B060355 040B1304 56534543 3111300F 06035504 

03130849 6E746572 6E657482 102E9E46 057DECA2 8C42F3BF 9C90639D 3F302406 

03551D11 0101FF04 1A301882 16523236 32312D31 2E736166 652D736D 616C6C2E 

636F6D30 73060355 1D1F046C 306A3032 A030A02E 862C6874 74703A2F 2F696E74 

65726E65 742D6D73 61632F43 65727445 6E726F6C 6C2F496E 7465726E 65742E63 

726C3034 A032A030 862E6669 6C653A2F 2F5C5C69 6E746572 6E65742D 6D736163 

5C436572 74456E72 6F6C6C5C 496E7465 726E6574 2E63726C 3081A206 082B0601 

05050701 01048195 30819230 4606082B 06010505 07300286 3A687474 703A2F2F 

696E7465 726E6574 2D6D7361 632F4365 7274456E 726F6C6C 2F696E74 65726E65 

742D6D73 61635F49 6E746572 6E65742E 63727430 4806082B 06010505 07300286 

3C66696C 653A2F2F 5C5C696E 7465726E 65742D6D 7361635C 43657274 456E726F 

6C6C5C69 6E746572 6E65742D 6D736163 5F496E74 65726E65 742E6372 74300D06 

092A8648 86F70D01 01050500 03410024 8B79077E 37C7C8EA 1C53FAAB 92264274 

1E875C7A 809618B0 5A5B1719 5F4FC690 9B8D8320 14ACD7DD 0F8035F8 CA18644D 

79588D7F 156F4EA4 805952FA B39EC8 

quit 

certificate ra-sign 47364E9E000000000002 

30820456 30820400 A0030201 02020A47 364E9E00 00000000 02300D06 092A8648 

86F70D01 01050500 306C310B 30090603 55040613 02555331 0B300906 03550408 

13024341 3111300F 06035504 07130853 616E204A 6F736531 1B301906 0355040A 

13124369 73636F20 53797374 656D732C 20496E63 310D300B 06035504 0B130456 

53454331 11300F06 03550403 1308496E 7465726E 6574301E 170D3031 30363230 

32323232 31345A17 0D303230 36323032 32333231 345A3081 9D312030 1E06092A 

864886F7 0D010901 16116164 6D696E40 73616665 76706E2E 636F6D31 0B300906 

03550406 13025553 310B3009 06035504 08130243 41311330 11060355 0407130A 

54686520 56616C6C 65793116 30140603 55040A13 0D534146 45205650 4E20496E 

632E311C 301A0603 55040B13 13534146 45205650 4E204272 61696E74 72757374 

31143012 06035504 03130B53 41464520 56504E20 43413081 9F300D06 092A8648 

86F70D01 01010500 03818D00 30818902 818100BB 73EF0897 57DFDC7C 0F72482D 

39EE9562 E1291155 AB6F5627 338BE5A7 BF2F2904 BD643F7A 63EF9EDB 75ED8C44 

D006503E 1A88D16D 45AF4E31 E5B01EBE 1BC829E0 4A5A3701 E3CC67B5 270BB2DE 

80561B60 96732CD6 D6FF7601 4920A82B ADBA0EF0 F3AA24D2 D5D2D64F 21EDB990 

3E51A64F 3C1DCBA6 94AA6B3F 21DED3BC FB392102 03010001 A382020C 30820208 

300E0603 551D0F01 01FF0404 030206C0 30150603 551D2504 0E300C06 0A2B0601 

04018237 14020130 1D060355 1D0E0416 0414726C 201817B0 D5C56A58 DEEB6024 

5FF2DED6 B6BE3081 A5060355 1D230481 9D30819A 8014BFB4 E5C7D8D6 B655FCC1 

CB6F5B2C 481C1C1A 3402A170 A46E306C 310B3009 06035504 06130255 53310B30 

09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 65311B30 

19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E63310D 300B0603 

55040B13 04565345 43311130 0F060355 04031308 496E7465 726E6574 82102E9E 



46057DEC A28C42F3 BF9C9063 9D3F3073 0603551D 1F046C30 6A3032A0 30A02E86 

2C687474 703A2F2F 696E7465 726E6574 2D6D7361 632F4365 7274456E 726F6C6C 

2F496E74 65726E65 742E6372 6C3034A0 32A03086 2E66696C 653A2F2F 5C5C696E 

7465726E 65742D6D 7361635C 43657274 456E726F 6C6C5C49 6E746572 6E65742E 

63726C30 81A20608 2B060105 05070101 04819530 81923046 06082B06 01050507 

3002863A 68747470 3A2F2F69 6E746572 6E65742D 6D736163 2F436572 74456E72 

6F6C6C2F 696E7465 726E6574 2D6D7361 635F496E 7465726E 65742E63 72743048 

06082B06 01050507 3002863C 66696C65 3A2F2F5C 5C696E74 65726E65 742D6D73 

61635C43 65727445 6E726F6C 6C5C696E 7465726E 65742D6D 7361635F 496E7465 

726E6574 2E637274 300D0609 2A864886 F70D0101 05050003 41006094 1ACE2B69 

CF9729A0 6325E48B 2C2D1C21 493748A6 9CCAD32E F1CE0C5E A1C51CD0 3C5404A6 

AD6CACF6 4381884D 1128C62A CD8C6DB5 76D205BA 68FDC8E8 86CA 

quit 

certificate ca 2E9E46057DECA28C42F3BF9C90639D3F 

�

308202A0 3082024A A0030201 0202102E 9E46057D ECA28C42 F3BF9C90 639D3F30 

0D06092A 864886F7 0D010105 0500306C 310B3009 06035504 06130255 53310B30 

09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 65311B30 

19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E63310D 300B0603 

55040B13 04565345 43311130 0F060355 04031308 496E7465 726E6574 301E170D 

30313036 30363139 35373538 5A170D30 33303630 36323030 3632355A 306C310B 

30090603 55040613 02555331 0B300906 03550408 13024341 3111300F 06035504 

07130853 616E204A 6F736531 1B301906 0355040A 13124369 73636F20 53797374 

656D732C 20496E63 310D300B 06035504 0B130456 53454331 11300F06 03550403 

1308496E 7465726E 6574305C 300D0609 2A864886 F70D0101 01050003 4B003048 

024100BF 6EDF974C 2BAB7BD1 7146096A 11413145 663A67F9 3B8893B0 585F188E 

41CBBEB4 24C2C154 EAC65101 CF43AC28 D970A6CF 4448E9E2 CA0B7288 76AF561C 

871B4102 03010001 A381C730 81C4300B 0603551D 0F040403 0201C630 0F060355 

1D130101 FF040530 030101FF 301D0603 551D0E04 160414BF B4E5C7D8 D6B655FC 

C1CB6F5B 2C481C1C 1A340230 73060355 1D1F046C 306A3032 A030A02E 862C6874 

74703A2F 2F696E74 65726E65 742D6D73 61632F43 65727445 6E726F6C 6C2F496E 

7465726E 65742E63 726C3034 A032A030 862E6669 6C653A2F 2F5C5C69 6E746572 

6E65742D 6D736163 5C436572 74456E72 6F6C6C5C 496E7465 726E6574 2E63726C 

30100609 2B060104 01823715 01040302 0100300D 06092A86 4886F70D 01010505 

00034100 7E74B2F7 15D185EC 5C89DE9C 0F0E0E12 6F90397F 4AAE9E26 6D0025F6 

F0A06935 F3D842F6 98689B35 FDF175F7 8CBDDEE6 6201B69A 415624A5 6D130AEE ACA5B1 

F1 

quit 

certificate ra-encrypt 47364F88000000000003 

30820456 30820400 A0030201 02020A47 364F8800 00000000 03300D06 092A8648 

86F70D01 01050500 306C310B 30090603 55040613 02555331 0B300906 03550408 

13024341 3111300F 06035504 07130853 616E204A 6F736531 1B301906 0355040A 

13124369 73636F20 53797374 656D732C 20496E63 310D300B 06035504 0B130456 

53454331 11300F06 03550403 1308496E 7465726E 6574301E 170D3031 30363230 

32323232 31345A17 0D303230 36323032 32333231 345A3081 9D312030 1E06092A 

864886F7 0D010901 16116164 6D696E40 73616665 76706E2E 636F6D31 0B300906 

03550406 13025553 310B3009 06035504 08130243 41311330 11060355 0407130A 



54686520 56616C6C 65793116 30140603 55040A13 0D534146 45205650 4E20496E 

632E311C 301A0603 55040B13 13534146 45205650 4E204272 61696E74 72757374 

31143012 06035504 03130B53 41464520 56504E20 43413081 9F300D06 092A8648 

86F70D01 01010500 03818D00 30818902 818100BC 14978E5B 9522DF96 E75DB97B 

2556553C 9D9E78C6 A1B634CF D49D05A8 C45D9483 E5EC53F4 6FBA51AC 186FA67C 

F2320FE4 B6BDA64C 28D1E646 5298A5BC 968132AD 222D99BE 76EB1EC7 BC8076ED 

88F44D24 8F9A24FF E2161187 4CFA012F 5E309430 286D77FF 6A920E61 C8325711 

1FFB19D3 51EB83C3 6157DA98 3F25104B EF62BF02 03010001 A382020C 30820208 

300E0603 551D0F01 01FF0404 03020430 30150603 551D2504 0E300C06 0A2B0601 

04018237 14020130 1D060355 1D0E0416 04146BDB 14526D6C 833A6F9B A033FE55 

6B2D3E80 84723081 A5060355 1D230481 9D30819A 8014BFB4 E5C7D8D6 B655FCC1 

CB6F5B2C 481C1C1A 3402A170 A46E306C 310B3009 06035504 06130255 53310B30 

09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 65311B30 

19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E63310D 300B0603 

55040B13 04565345 43311130 0F060355 04031308 496E7465 726E6574 82102E9E 

46057DEC A28C42F3 BF9C9063 9D3F3073 0603551D 1F046C30 6A3032A0 30A02E86 

2C687474 703A2F2F 696E7465 726E6574 2D6D7361 632F4365 7274456E 726F6C6C 

2F496E74 65726E65 742E6372 6C3034A0 32A03086 2E66696C 653A2F2F 5C5C696E 

7465726E 65742D6D 7361635C 43657274 456E726F 6C6C5C49 6E746572 6E65742E 

63726C30 81A20608 2B060105 05070101 04819530 81923046 06082B06 01050507 

3002863A 68747470 3A2F2F69 6E746572 6E65742D 6D736163 2F436572 74456E72 

6F6C6C2F 696E7465 726E6574 2D6D7361 635F496E 7465726E 65742E63 72743048 

06082B06 01050507 3002863C 66696C65 3A2F2F5C 5C696E74 65726E65 742D6D73 

61635C43 65727445 6E726F6C 6C5C696E 7465726E 65742D6D 7361635F 496E7465 

726E6574 2E637274 300D0609 2A864886 F70D0101 05050003 4100A0ED 49063B8B 

�

320DCEC8 F2FC6A7A 0D5F6BE3 C1772559 FE914CE8 C681C685 B7D6B4F7 4785383A 

98E8E280 0BAEB8C9 499F44FB 014FB4C2 DB4AEAAD 4B2B82E0 35A6 

quit 

! 

! ������������������&��������������
�������

! 

crypto ipsec transform-set strong esp-3des esp-sha-hmac 

! 

! �'�����������
��	(���
�����
��������������

! 

access-list 150 permit ip host 172.16.128.2 host 172.16.144.51 

! 

! �����
����������
���
�����
���������������������

! 

crypto map main_map 150 ipsec-isakmp 

set peer 172.16.128.2 

set transform-set strong 

match address 150 

! 

! 	��������)����
����������!�*�����������������
���+��������

! 



ip cef 

! 

®éU�����	� 
��ECF� 2)�
��ÜÝÞ�[�WÂÃ3o[�WEp �

! 

! &,�������)���'����������)����
���������-�����

! 

isakmp enable outside 

! 

! ������������������&,���
����

! 

isakmp policy 10 authentication rsa-sig 

isakmp policy 10 encryption 3des 

isakmp policy 10 hash sha 

isakmp policy 10 group 2 

! 

! �������	���������

! 

ca identity safevpn 172.16.128.50:/certsrv/mscep/mscep.dll 

ca configure safevpn ra 1 20 

! 

! ��������
������������������������������������ ��#�������

! 

isakmp key ******** address 172.16.144.3 netmask 255.255.255.255 

! 

! ������������������&��������������
�������

! 

crypto ipsec transform-set strong esp-3des esp-sha-hmac 

! 

! �'�����������
��	(���
�����
��������������

! 

access-list 103 permit ip host 172.16.128.5 host 172.16.144.51 

! 

! 	����
����������
���
�����
���������������������

! 

crypto map main_map 150 ipsec-isakmp 

crypto map main_map 150 match address 103 

crypto map main_map 150 set peer 172.16.144.3 

crypto map main_map 150 set transform-set strong 

! 

����
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! 	����
��	(��
���
�������-
� ��
����������

! 

access-list 103 permit ip 10.5.0.0 0.0.0.255 10.0.0.0 0.255.255.255 

! 

! �����������
����������#��
����

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.3 

set transform-set strong 

match address 103 

�



! 

! 	����
���������������
���)�����������#�-���������(����������������
������)�
��)��������������
������*��

)��������.�/��������

�������
������.�

! 

interface FastEthernet0/1 

ip address 172.16.128.2 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 10.5.1.2 255.255.255.0 

! 

! !��������
������������������������
���������
��	(�

! 

ip route 0.0.0.0 0.0.0.0 172.16.128.1 

! 

é�ÂÃJ¤U$ª�4µ&'��["# ���ÜÝÞ�

! 

! 	����
��	(��
���
�������-
� ��
����������

! 

access-list 101 permit ip 10.6.0.0 255.255.255.0 10.0.0.0 255.0.0.0 

! 

ip address outside 172.16.128.5 255.255.255.0 

ip address inside 10.6.1.1 255.255.255.0 

! 

! !��������
�����
��
�-������� �����
�&,���������������
��������

! 

route outside 0.0.0.0 0.0.0.0 172.16.128.3 1 

! 

! 	����
���������������
���)�����������#�/���������������
������.�

! 

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac 

crypto map remote1 20 ipsec-isakmp 

crypto map remote1 20 match address 101 

crypto map remote1 20 set peer 172.16.144.3 

crypto map remote1 20 set transform-set strong 

crypto map remote1 interface outside 

! 

! 0����������������
�����-�����
���������)
�����
������

! 

access-list nonat permit ip 10.6.0.0 255.255.255.0 10.0.0.0 255.0.0.0 

access-list nonat deny ip 10.6.0.0 255.255.255.0 any 

! 

!nat (inside) 0 access-list nonat 

! 

�



&'��ÂÃ&'��ÂÃ&'��ÂÃ&'��ÂÃ����

���� ���&'��()*+,-.&'��()*+,-.&'��()*+,-.&'��()*+,-. ����

�

CD"#$%�

"#��$%"#��$%"#��$%"#��$%�

 4 ��sS��

ÜÝÞ�

����������������������������������������������������(/¹º� �

Í�( ��

�Dö·�

�

é�ÂÃJ¤U$ª&'��[ ���12=3o\�ÕFz� ["#²Ö�

�

! 

! 	����
��	(���
���
�������-
� ���
����
��������

! 

access-list 107 permit ip 10.4.0.0 255.255.0.0 10.5.0.0 255.255.255.0 

! 

access-list 108 permit ip 10.4.0.0 255.255.0.0 10.6.0.0 255.255.255.0 

! 

!ip address outside 172.16.144.3 255.255.255.0 

ip address inside 10.4.1.1 255.255.255.0 

! 

! !��������
�����
��
�-������� �����
�&,���������������
��������

! 

route outside 0.0.0.0 0.0.0.0 172.16.144.2 1 

! 

! 0���������-������������
���
���
����������)
����
��
�������������e 

! 



 

 

 

crypto map main_map 30 ipsec-isakmp 

crypto map main_map 30 match address 107 

crypto map main_map 30 set peer 172.16.128.2 

crypto map main_map 30 set transform-set main_map 

! 

crypto map main_map 40 ipsec-isakmp 

crypto map main_map 40 match address 108 

crypto map main_map 40 set peer 172.16.128.5 

crypto map main_map 40 set transform-set main_map 

crypto map main_map interface outside 

! 

! !�����������
������������
�����
�����������������"�
��1��
����������
���	(%�

! 

crypto dynamic-map vpnuser 20 set transform-set main_map 

crypto map main_map 50 ipsec-isakmp dynamic vpnuser 

! 

! 	
���������������
����)���23!	�4�����5�6���

! 

crypto map main_map client configuration address initiate 

crypto map main_map client authentication vpnauth 

! 

! (���
���������-
� ���
�)����������-�����
�����
���������

! 

access-list nonat permit ip 10.4.0.0 255.255.0.0 10.5.0.0 255.255.0.0 

access-list nonat permit ip 10.4.0.0 255.255.0.0 10.6.0.0 255.255.0.0 

access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.3.0 255.255.255.0

access-list nonat permit ip 10.4.2.0 255.255.255.0 10.4.3.0 255.255.255.0

access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.2.0 255.255.255.0

! 

nat (inside) 0 access-list nonat 

! 

é�ÂÃJ¤U$ª&'�� ���ÜÝÞ3o\�ÕFz� ["#²Ö�
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! 

! 	����
��	(���
���
�������-
� ���
����
��������

! 

access-list 107 permit ip 10.4.0.0 0.0.255.255 10.5.0.0 0.0.0.255 

! 

access-list 108 permit ip 10.4.0.0 0.0.255.255 10.6.0.0 0.0.0.255 

! 

! 	����
�������������
������$
����������������-�������
��������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.128.2 

set transform-set strong 

match address 107 



crypto map main_map 20 ipsec-isakmp 

set peer 172.16.128.5 

set transform-set strong 

match address 108 

! 

! 	����
��������)����
����)������������

! 

interface FastEthernet0/0 

ip address 10.4.1.1 255.255.255.0 

! 

interface Serial1/0 

ip address 172.16.132.2 255.255.255.0 

crypto map ent1 

! 

! !��������
�����
��
�-������� �����
�&,���������������
��������

! 

ip route 0.0.0.0 0.0.0.0 172.16.132.1 

! 

����
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! 

! 	����
��	(���
���
�������-
� ���
����
��������

! 

access-list remote_concentrators permit ip 10.0.0.0 255.0.0.0 10.9.0.0 255.255.255.0 

! 

access-list remote_routers permit ip 10.0.0.0 255.0.0.0 10.12.0.0 255.255.255.0 

! 

access-list remote_firewalls permit ip 10.0.0.0 255.0.0.0 10.11.0.0 255.255.255.0 

! 

ip address outside 172.16.240.1 255.255.255.0 

ip address inside 10.3.4.1 255.255.255.0 

! 

! !��������
�����
��
�-������� �����
�&,���������������
���������
�����������
�����

! 

route outside 0.0.0.0 0.0.0.0 172.16.240.2 1 

route inside 10.3.1.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.2.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.3.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.8.0 255.255.255.0 10.3.4.1 1 

! 

! �������
�����
�����
����������������*������&������������

! 

route vpn 10.3.7.0 255.255.255.0 10.3.5.5 1 

! 

! 	����
�������������
�������������
�����*���������

! 

crypto map main_map 10 ipsec-isakmp 

crypto map main_map 10 match address remote_firewalls 

crypto map main_map 10 set peer 172.16.144.5 

crypto map main_map 10 set transform-set strong 

! 

crypto map main_map 20 ipsec-isakmp 

crypto map main_map 20 match address remote_routers 

crypto map main_map 20 set peer 172.16.144.6 

crypto map main_map 20 set transform-set strong 

! 

crypto map main_map 30 ipsec-isakmp 

crypto map main_map 30 match address remote_concentrators 

crypto map main_map 30 set peer 172.16.144.7 

crypto map main_map 30 set transform-set strong 

crypto map main_map interface outside 

! 

! 0�����������
�������
�������-
� ��
��������
����������-
� �

!



access-list nonat permit ip 10.0.0.0 255.0.0.0 10.9.0.0 255.255.0.0 

access-list nonat permit ip 10.0.0.0 255.0.0.0 10.12.0.0 255.255.0.0 

access-list nonat permit ip 10.0.0.0 255.0.0.0 10.11.0.0 255.255.0.0 

! 

nat (inside) 0 access-list nonat 

! 
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! 

! 	����
��	(���
���
�������-
� ���
��������������������������

! 

access-list branch_acl permit ip 10.3.0.0 255.255.0.0 10.0.0.0 255.0.0.0 

! 

ip address outside 172.16.240.1 255.255.255.0 

ip address inside 10.3.4.1 255.255.255.0 

! 

! !��������
�����
��
�-������� �����
�&,���������������
���������
�����������
�����

! 

route outside 0.0.0.0 0.0.0.0 172.16.240.2 1 

! 

route inside 10.3.1.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.2.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.3.0 255.255.255.0 10.3.4.2 1 

route inside 10.3.8.0 255.255.255.0 10.3.4.1 1 

! 

! !�!������
��	��
������&,��,�����*����
�������*���)�������)����

! 

crypto isakmp keepalive 10 

! 

! 	����
������������
������������
�����
��

! 

crypto map main_map 10 ipsec-isakmp 

crypto map main_map 10 match address branch_acl 

crypto map main_map 10 set peer 172.16.226.102 

crypto map main_map 10 set transform-set strong 

�

crypto map main_map interface outside 

! 

! 0�����������
�������
�������-
� ��
��������
����������-
� �

! 

access-list nonat permit ip 10.3.0.0 255.255.0.0 10.0.0.0 255.0.0.0 

! 

nat (inside) 0 access-list nonat 

! 

(���������������	
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! 

! &����������������#���$����������
����'���
�����-����

! 

interface GigabitEthernet49 

ip address 10.1.148.92 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 110 

standby 1 preempt 

�

standby 1 authentication k&9ng@6 

standby 1 ip 10.1.148.100 

! 

! �'����������������������������*���#���$����������
���������-����
��
��

! 

interface GigabitEthernet50 

ip address 172.16.227.92 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 110 

standby 1 preempt 

standby 1 authentication a(4ir#3 

standby 1 ip 172.16.227.200 

! 

! Routing protocol running on external interface to track VPN devices 

! $�����)��
��
����������
��7����89����-
� �

! 

router eigrp 10 

redistribute static 

network 172.16.0.0 

no auto-summary 

! 

! �������
������
��7����������89�������
���)���

! 

ip route 10.0.0.0 255.0.0.0 10.1.148.32 

�



! 

! �������
������
�����������������)���������-����
��
��

! 

ip route 10.3.0.0 255.255.0.0 172.16.227.102 

ip route 10.7.0.0 255.255.0.0 172.16.227.102 

ip route 10.8.0.0 255.255.0.0 172.16.227.102 

! 
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! 

! &����������������#���$����������
����'���
�����-����

! 

interface GigabitEthernet49 

ip address 10.1.148.93 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 100 

standby 1 preempt 

standby 1 authentication k&9ng@6 

standby 1 ip 10.1.148.100 

! 

! �'����������������������������*���#���$����������
���������-����
��
��

! 

interface GigabitEthernet50 

ip address 172.16.227.93 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 100 

standby 1 preempt 

standby 1 authentication a(4ir#3 

standby 1 ip 172.16.227.200 

! 

! $
�������
�
�
���������
���'�����������������
����� �������*����

! $�����)��
��
����������
��7����89����-
� �

! 

router eigrp 10 

�

redistribute static 

network 172.16.0.0 

no auto-summary 

! 

! �������
������
��7����������89�������
���)���

! 

ip route 10.0.0.0 255.0.0.0 10.1.148.32 

! 

! �������
������
�����������������)���������-����
��
��

! 

�



 

ip route 10.3.0.0 255.255.0.0 172.16.227.102 

ip route 10.7.0.0 255.255.0.0 172.16.227.102 

ip route 10.8.0.0 255.255.0.0 172.16.227.102 

! 
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! 

! 	����
��	(���
���
�������-
� ���
����
��������

! 

access-list remote-firewall-1 permit ip 10.0.0.0 255.0.0.0 10.3.0.0 

! 

access-list remote-concentrator-1 permit ip 10.0.0.0 255.0.0.0 10.7.0.0 

! 

access-list remote-router-1 permit ip 10.0.0.0 255.0.0.0 10.8.0.0 255.255.0.0

! 

ip address outside 172.16.226.102 255.255.255.0 

ip address inside 172.16.227.102 255.255.255.0 

! 

! !��������
�����
��
�-������� �����
�&,���������������
���������
�����������
�����

! ����89.8.9.9��������������������
������-
� �������������
�����

! 

route outside 0.0.0.0 0.0.0.0 172.16.226.200 1 

route inside 10.1.0.0 255.255.0.0 172.16.227.200 1 

! 

! !�!������
��	��
������&,��,�����*����
�������*���)�������)����

! 

crypto isakmp keepalive 10 

! 

! 	����
�������������
�������������
�����*���������

! 

crypto map main_map 10 ipsec-isakmp 

crypto map main_map 10 match address remote-firewall-1 

crypto map main_map 10 set peer 172.16.240.1 

crypto map main_map 10 set transform-set strong 

! 

crypto map main_map 20 ipsec-isakmp 

crypto map main_map 20 match address remote-concentrator-1 

crypto map main_map 20 set peer 172.16.128.4 

crypto map main_map 20 set transform-set strong 

! 

crypto map main_map 30 ipsec-isakmp 

crypto map main_map 30 match address remote-router-1 

crypto map main_map 30 set peer 172.16.128.6 

crypto map main_map 30 set transform-set strong 

! 

crypto map main_map interface outside 



! 

! 0�����������
�������
�������-
� ��
��������
����������-
� �

! 

access-list nonat permit ip 10.1.0.0 255.255.0.0 10.7.0.0 255.255.0.0 

access-list nonat permit ip 10.1.0.0 255.255.0.0 10.8.0.0 255.255.0.0 

access-list nonat permit ip 10.1.0.0 255.255.0.0 10.3.0.0 255.255.0.0 

! 

nat (inside) 0 access-list nonat 

�
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! 

! 	����
��	(���
���
����������4$����
-�)��-��������������

! 

access-list 100 permit gre host 172.16.226.96 host 172.16.144.101 

access-list 101 permit gre host 172.16.226.96 host 172.16.144.103 

! 

! 	����
�������������
������������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.101 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.103 

set transform-set strong 

match address 101 

! 

! 4$�����������
����������
��������

! 

! 

interface Tunnel0 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.101 

crypto map main_map 

! 

! �
�������)���-��������������
��������'������������������

! 

interface Tunnel1 

band 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.103 

crypto map main_map 



! 

! 

! 

interface FastEthernet0/0 

ip address 172.16.226.96 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/1 

ip address 172.16.227.96 255.255.255.0 

! 

! $
�������
�
�
�� �
�������
�#� �������� �����
�� ����� 
�� ���� ��)��� ��������� �� 
���� 
�� ���� ����� ���� �������

���������.�

! 

router eigrp 10 

passive-interface FastEthernet0/0 

network 172.16.0.0 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

! !��������
�����
��
�-������� �����
�&,���������������
���������
�����������
�����

! 

ip route 0.0.0.0 0.0.0.0 172.16.226.200 

! 

é&�+~��ÂÃ[Í��W1234úB �

�

show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

* - candidate default, U - per-user static route, o - ODR 

P - periodic downloaded static route 

Gateway of last resort is 172.16.226.200 to network 0.0.0.0 

172.16.0.0/24 is subnetted, 2 subnets 

C 172.16.226.0 is directly connected, FastEthernet0/0 

C 172.16.227.0 is directly connected, FastEthernet0/1 

10.0.0.0/8 is variably subnetted, 24 subnets, 2 masks 

D 10.10.1.0/24 [90/297246976] via 10.10.1.1, 00:33:24, Tunnel0 

D 10.10.2.0/24 

[90/297249536] via 172.16.227.97, 00:33:32, FastEthernet0/1 

D 10.10.3.0/24 

[90/297249536] via 172.16.227.98, 00:33:32, FastEthernet0/1�



D EX 10.0.0.0/8 [170/30720] via 172.16.227.93, 00:00:00, FastEthernet0/1 

[170/30720] via 172.16.227.92, 00:00:00, FastEthernet0/1 

D 10.1.148.0/24 [90/30720] via 172.16.227.93, 00:33:37, FastEthernet0/1 

[90/30720] via 172.16.227.92, 00:33:37, FastEthernet0/1 

S* 0.0.0.0/0 [1/0] via 172.16.226.200 

�
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! 

access-list 100 permit gre host 172.16.226.97 host 172.16.144.101 

access-list 101 permit gre host 172.16.226.97 host 172.16.144.102 

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.101 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.102 

set transform-set strong 

match address 101 

! 

�

interface Tunnel0 

band 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.101 

crypto map main_map 

! 

interface Tunnel1 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.102 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.226.97 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/1 

ip address 172.16.227.97 255.255.255.0 

! 

�

���12=� �S ¬ :3 �

�

!�



access-list 100 permit gre host 172.16.226.98 host 172.16.144.102 

access-list 101 permit gre host 172.16.226.98 host 172.16.144.103 

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.102 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.103 

set transform-set strong 

match address 101 

! 

interface Tunnel0 

band 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.102 

crypto map main_map 

! 

interface Tunnel1 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.103 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.226.98 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/1 

ip address 172.16.227.98 255.255.255.0 

! 

�
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! 

! 	����
��	(���
��������������������
������4$����������

! 

access-list 100 permit gre host 172.16.144.101 host 172.16.226.96 

access-list 101 permit gre host 172.16.144.101 host 172.16.226.97 

! 

! 	����
������
��������������������
������4$����������

! 

crypto map main_map 1 ipsec-isakmp 

set peer 172.16.226.96 

�



set transform-set main_map 

match address 100 

crypto map main_map 2 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set main_map 

match address 101 

! 

! 4$������������������#��
����������
���������)���-���������������
��� �������
������

! 

interface Tunnel0 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.96 

crypto map main_map 

! 

interface Tunnel1 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.97 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 10.10.1.1 255.255.255.0 

! 

interface FastEthernet0/1 

ip address 172.16.144.101 255.255.255.0 

crypto map main_map 

! 

! $
�������
�
�
���
�������
�#�������������
���������
����������������������.�

! 

router eigrp 10 

passive-interface FastEthernet0/0 

passive-interface FastEthernet0/1 

network 10.0.0.0 

no auto-summary 

no eigrp log-neighbor-changes 

! 

ip route 0.0.0.0 0.0.0.0 172.16.144.2 

! 

�
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�

show ip route 

�



 

 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

�

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR 

P - periodic downloaded static route 

Gateway of last resort is 172.16.144.2 to network 0.0.0.0 

172.16.0.0/24 is subnetted, 1 subnets 

C 172.16.144.0 is directly connected, FastEthernet0/1 

10.0.0.0/8 is variably subnetted, 24 subnets, 2 masks 

C 10.10.1.0/24 is directly connected, FastEthernet0/0 

D 10.10.2.0/24 [90/310049536] via 172.16.226.96, 00:43:42, Tunnel0 

D 10.10.3.0/24 [90/310049536] via 172.16.226.96, 00:43:42, Tunnel0 

D EX 10.0.0.0/8 [170/297249536] via 172.16.226.96, 00:00:00, Tunnel0 

D 10.1.148.0/24 [90/297249536] via 172.16.226.96, 00:43:46, Tunnel0 

S* 0.0.0.0/0 [1/0] via 172.16.144.2 

�
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! 

access-list 100 permit gre host 172.16.144.102 host 172.16.226.97 

access-list 101 permit gre host 172.16.144.102 host 172.16.226.98 

! 

crypto map main_map 1 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set main_map 

match address 100 

crypto map main_map 2 ipsec-isakmp 

set peer 172.16.226.98 

set transform-set main_map 

match address 101 

! 

interface Tunnel0 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.97 

crypto map main_map 

! 

interface Tunnel1 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.98 



crypto map main_map 

! 

interface FastEthernet0/0 

ip address 10.10.2.1 255.255.255.0 

! 

interface FastEthernet0/1 

ip address 172.16.144.102 255.255.255.0 

crypto map main_map 

! 

�
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! 

access-list 100 permit gre host 172.16.144.103 host 172.16.226.98 

access-list 101 permit gre host 172.16.144.103 host 172.16.226.96 

! 

crypto map main_map 1 ipsec-isakmp 

set peer 172.16.226.98 

set transform-set main_map 

match address 100 

crypto map main_map 2 ipsec-isakmp 

set peer 172.16.226.96 

set transform-set main_map 

match address 101 

! 

interface Tunnel0 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.98 

crypto map main_map 

! 

interface Tunnel1 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/1 

tunnel destination 172.16.226.96 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 10.10.3.1 255.255.255.0 

! 

interface FastEthernet0/1 

ip address 172.16.144.103 255.255.255.0 

crypto map main_map 

! 

!���)���������������	
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! 

! 	����
��	(���
���
�����4$�����������
������)��
��������

! 

access-list 100 permit gre host 172.16.226.96 host 172.16.144.8 

access-list 101 permit gre host 172.16.226.96 host 172.16.144.9 

access-list 102 permit gre host 172.16.226.96 host 172.16.144.10 

access-list 103 permit gre host 172.16.226.96 host 172.16.144.11 

! 

! 	����
�������
���������*���)�������)��
��������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.8 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.9�



set transform-set strong 

match address 101 

crypto map main_map 30 ipsec-isakmp 

set peer 172.16.144.10 

set transform-set strong 

match address 102 

crypto map main_map 40 ipsec-isakmp 

set peer 172.16.144.11 

set transform-set strong 

�

match address 103 

! 

! 4$�����������
�����)��
��������

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.8 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.9 

crypto map main_map 

! 

interface Tunnel3 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.10 

crypto map main_map 

! 

interface Tunnel4 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.11 

crypto map main_map 

! 

! 

! 

interface FastEthernet0/0 

ip address 172.16.226.96 255.255.255.0�



crypto map main_map 

! 

interface FastEthernet0/1 

ip address 172.16.227.97 255.255.255.0 

! 

interface FastEthernet4/0 

no ip address 

shutdown 

duplex half 

! 

! $
�������
�
�
����������
*�����������

! 

router eigrp 10 

passive-interface FastEthernet0/0 

network 172.16.0.0 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

no eigrp log-neighbor-changes 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

! 

! 

ip route 0.0.0.0 0.0.0.0 172.16.226.200 

! 

�
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�

! 

! 	����
��	(���
���
�����4$�����������
�������������������
�������

! 

access-list 100 permit gre host 172.16.144.8 host 172.16.226.96 

access-list 101 permit gre host 172.16.144.8 host 172.16.226.97 

access-list 102 permit gre host 172.16.144.8 host 172.16.128.10 

! 

! 	����
�������
�������������������
��������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.226.96 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set strong 

����������	

�����



crypto map main_map 30 ipsec-isakmp 

�

set peer 172.16.128.10 

set transform-set strong 

match address 102 

! 

! 4$��������������������
������������������
��������

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.96 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.97 

crypto map main_map 

! 

interface Tunnel3 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.128.10 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.144.8 255.255.255.0 

crypto map main_map 

! 

! !�*������*��������������
����������
���������
����������
�������
�����
������
���������
���

! 

interface FastEthernet0/1 

ip address 10.30.0.1 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 100 preempt delay 2 

standby 1 ip 10.30.0.100 

standby 1 track FastEthernet0/0 

standby 2 timers 5 15 

standby 2 priority 90 preempt delay 2 

standby 2 ip 10.30.0.101 

standby 2 track FastEthernet0/0 

! 

! $
�������
�
�
���������
����������



router eigrp 10 

passive-interface FastEthernet0/0 

network 172.16.144.0 0.0.0.255 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

! 	������������������
����

! 

ip route 0.0.0.0 0.0.0.0 172.16.144.2 

! 

�
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�

! 

! 	����
��	(���
���
�����4$�����������
�������������������
�������

! 

access-list 100 permit gre host 172.16.144.9 host 172.16.226.96 

access-list 101 permit gre host 172.16.144.9 host 172.16.226.97 

access-list 102 permit gre host 172.16.144.9 host 172.16.128.10 

! 

! 	����
�������
�������������������
��������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.226.96 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set strong 

match address 101 

crypto map main_map 30 ipsec-isakmp 

set peer 172.16.128.10 

set transform-set strong 

match address 102 

! 

! 4$��������������������
������������������
��������

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.96 

crypto map main_map�



! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.97 

crypto map main_map 

! 

interface Tunnel3 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.128.10 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.144.9 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/1 

ip address 10.30.0.2 255.255.255.0 

! !�*������*���������
�������
����������
���������
���������������
�����
������
���������
���

! 

interface FastEthernet0/1 

ip address 10.30.0.2 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 90 preempt delay 2 

�

standby 1 ip 10.30.0.100 

standby 1 track FastEthernet0/0 

standby 2 timers 5 15 

standby 2 priority 100 preempt delay 2 

standby 2 ip 10.30.0.101 

standby 2 track FastEthernet0/0 

! 

! $
�������
�
�
���������
����������

! 

router eigrp 10 

passive-interface FastEthernet0/0 

network 172.16.144.0 0.0.0.255 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

�



! 	������������������
����

! 

ip route 0.0.0.0 0.0.0.0 172.16.144.2 

! 

�
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! 

! 	����
��	(���
���
�����4$�����������
�������������������
�������

! 

access-list 100 permit gre host 172.16.144.10 host 172.16.226.96 

access-list 101 permit gre host 172.16.144.10 host 172.16.226.97 

access-list 102 permit gre host 172.16.144.10 host 172.16.128.11 

! 

! 	����
�������
�������������������
��������

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.226.96 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set strong 

match address 101 

crypto map main_map 30 ipsec-isakmp 

set peer 172.16.128.10 

set transform-set strong 

match address 102 

! 

! 4$��������������������
������������������
��������

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.96 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

�

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.97 

crypto map main_map 

! 



interface Tunnel3 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.128.11 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.144.10 255.255.255.0 

crypto map main_map 

! 

interface FastEthernet0/1 

ip address 10.30.1.1 255.255.255.0 

! !�*������*��������������
����������
���������
����������
�������
�����
������
���������
���

! 

interface FastEthernet0/1 

ip address 10.30.1.1 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 100 preempt delay 2 

standby 1 ip 10.30.1.100 

standby 1 track FastEthernet0/0 

standby 2 timers 5 15 

standby 2 priority 90 preempt delay 2 

standby 2 ip 10.30.1.101 

standby 2 track FastEthernet0/0 

! 

! $
�������
�
�
���������
����������

! 

router eigrp 10 

passive-interface FastEthernet0/0 

network 172.16.144.0 0.0.0.255 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

! Catch all default route 

! 

ip route 0.0.0.0 0.0.0.0 172.16.144.2 

! 

�
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! 

! 	����
��	(���
���
�����4$�����������
�������������������
�������

! 

�



access-list 100 permit gre host 172.16.144.11 host 172.16.226.96 

access-list 101 permit gre host 172.16.144.11 host 172.16.226.97 

access-list 102 permit gre host 172.16.144.11 host 172.16.128.11 

! 

! 	����
�������
�������������������
��������

! 

crypto map main_map 10 ipsec-isakmp 

�

set peer 172.16.226.96 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.226.97 

set transform-set strong 

match address 101 

crypto map main_map 30 ipsec-isakmp 

set peer 172.16.128.11 

set transform-set strong 

match address 102 

! 

! 4$��������������������
������������������
��������

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.96 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.226.97 

crypto map main_map 

! 

interface Tunnel3 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.128.11 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.144.11 255.255.255.0 

crypto map main_map 

! 



interface FastEthernet0/1 

ip address 10.30.1.2 255.255.255.0 

! !�*������*���������
�������
����������
���������
���������������
�����
������
���������
���

! 

interface FastEthernet0/1 

ip address 10.30.1.2 255.255.255.0 

standby 1 timers 5 15 

standby 1 priority 90 preempt delay 2 

standby 1 ip 10.30.1.100 

standby 1 track FastEthernet0/0 

standby 2 timers 5 15 

standby 2 priority 100 preempt delay 2 

standby 2 ip 10.30.1.101 

standby 2 track FastEthernet0/0 

! 

! $
�������
�
�
���������
����������

! 

router eigrp 10 

passive-interface FastEthernet0/0 

�

network 172.16.144.0 0.0.0.255 

distribute-list 1 out 

distribute-list 1 in 

no auto-summary 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

! Catch all default route 

! 

ip route 0.0.0.0 0.0.0.0 172.16.144.2 

! 

�
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! 

! �-
��
����#�
����
����������������$����
���

! 

route outside 10.20.0.0 255.255.255.0 10.30.0.100 1 

route outside 10.20.1.0 255.255.255.0 10.30.0.101 1 

! 

�
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�

! 

! $��������������
��	(���
���������������
�������������������)��
��������

!�



 

 

access-list 100 permit gre host 172.16.128.10 host 172.16.144.8

access-list 101 permit gre host 172.16.128.10 host 172.16.144.9

! 

! 

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.8 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.9 

set transform-set strong 

match address 101 

! 

! 

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.8 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.9 

crypto map main_map 

! 

interface FastEthernet0/0 

ip address 172.16.128.10 255.255.255.0 

crypto map main_map 

�

! 

interface FastEthernet0/1 

ip address 10.20.0.1 255.255.255.0 

! 

! 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

router eigrp 10 

passive-interface FastEthernet0/0 

passive-interface FastEthernet0/1 

network 10.20.0.0 0.0.0.255 



network 172.16.128.0 0.0.0.255 

distribute-list 1 out 

no auto-summary 

! 

! 

! 

ip route 0.0.0.0 0.0.0.0 172.16.128.1 

! 

�
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�

! 

! 

! 

access-list 100 permit gre host 172.16.128.11 host 172.16.144.10 

access-list 101 permit gre host 172.16.128.11 host 172.16.144.11 

! 

! 

! 

crypto map main_map 10 ipsec-isakmp 

set peer 172.16.144.10 

set transform-set strong 

match address 100 

crypto map main_map 20 ipsec-isakmp 

set peer 172.16.144.11 

set transform-set strong 

match address 101 

! 

! 

! 

interface Tunnel1 

bandwidth 20 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.10 

crypto map main_map 

! 

interface Tunnel2 

bandwidth 5 

ip unnumbered FastEthernet0/0 

tunnel source FastEthernet0/0 

tunnel destination 172.16.144.11 

crypto map main_map 

! 

interface FastEthernet0/0 



! 

interface FastEthernet0/1 

ip address 10.20.128.1 255.255.255.0 

! 

! 

! 

access-list 1 permit 10.0.0.0 0.255.255.255 

! 

router eigrp 10 

passive-interface FastEthernet0/0 

passive-interface FastEthernet0/1 

network 10.20.128.0 0.0.0.255 

network 172.16.128.0 0.0.0.255 

distribute-list 1 out 

no auto-summary 

! 

! 

! 

ip route 0.0.0.0 0.0.0.0 172.16.128.1 

! 

�
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