1. & AP-Groups RISCREM:
o WREAFENFMEL VLAN RSHEEHES EE N ATEAY ACL,
e AP-Groups VLAN Z#FHEERE, MNREFimA— AP EFRIEMR AP 7,
EFimA]sEaEIHEEEERE. FRAFEAT IGMP Snooping.

e YJF FlexConnect 2451,

X3TF Flex #20A9 AP, WNREFEE— WLAN J3RZ4 VLAN, STLMERRIAE:

@fEF AP-Group #—* Branch fYARE AP 5 AEANME, B8 MEEE— WLAN XN ARRY
VLAN, iXtF3CH).

@lInterface-Group AJLARS Local #2z AP SLH, 3TF Flex AP A323F ((BERFIANNESIA
iE, SEPEERTILIN) FBTAMESR, FFEXEE vlan-mapping 1B,

OfFEF AAA override, EIUREHI VLAN

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-

7/Flex 7500 DG.html#pgfld-43429

2. ¥ AP-Group HIRE4RLS

Controller Platform AP Groups Supported

Cisco 2500 Series Wireless Controller | 50

Cisco 5500 Series Wireless Controller | 500

Cisco Virtual Wireless Controller 200

Cisco 7500 Series Wireless Controller | 6000


https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/Flex_7500_DG.html#pgfId-43429
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/Flex_7500_DG.html#pgfId-43429

Cisco 8500 Series Wireless Controller | 6000

Cisco Wireless Services Module 2 1000

3. XTF#EE AP-Groups HIfRHE

e {RI&— AP-Group Table #7 WLAN BREJRY interface #1 WLAN interface —
¥, 305 WLAN interface (23X 7, BB4 AP-Group Table #BRETHY interface
HEbEZ M AFHY WLAN interface; {Ri& AP-Group Table /5 WLAN Bf&
B interface #1 WLAN interface 7—#¥, 15 WLAN interface %257, AP-
Group  WLAN BREFRY interface AaZE,

o MNRIREWLCBERTEE, ATERI AP-Group #ixiESk, BRT default-
group, XZEABIEN, TiEBkR,

o default-group FEEXEL 16 /> WLAN, FrLA default-group #9#9 WLAN ID
WIUNFET 16, WIS WLAN ID #81d 16, BRAKGIIAS #&HiZ SSID,
WLAN ID #id 16 B9 WLAN EEBENX—1 AP-Group,

o OEAP600 %% AP 37#58&% 2 > WLAN #1—1* Remote LAN, XtiERF
AP-Group, %158 OEAP600 7£ default-group &, FB4 WLAN B Remote
LAN £ ID /RE(RT 8.

o FTEHI OEAP (Office-Extend) EBRLZTER—1> AP-Group, FEHBI AP-
Group Ag&EEd 15 1 WLAN, E79%3F AP-Group 777£ OEAP, #Z=HIzER[A
EREH OEAP Rf;R% 15 N WLAN, XE—2E personal SSID FREEHY

WLAN,



o BEREENIER— AP-Group #0 FlexConnect Group HEEER—1 mesh

tree BBAYFFTS Flex-Bridge AP, LUEZEEEAI4EE WLAN-VLAN BRET,

4. %F AP-Group

HRE WLC B2 TH&Z 512 1 WLAN 5, {RATLUBIZHER AP-Group ZKIFEERIH ERLE
SSID, LMESEFHIEIRRAINGS, EHENERES, — WLAN E89FTE R o seaRskaRss
Bp—a98E0, B, XA WLAN _ERIFrE AP EBfER— Subnet 8 VLAN, #Af, {REJLAIE
B2 AP-Group, tRIBRFERISRM (Flan "EBIT]" ) HEZA interface i—HRFZED1E
il (MeiE, TTLUE AP-Group SRSEMIZA VLAN BIER, fiARE—A WLAN JdR—

NVLAN) . It5h, RTLAEAREIRY VLAN FRECEIXLE AP-Group LABIUMERETR,

5. BcE& AP-Group

Step1: BCEMERAY dynamic-interface FIGEIEIZIRTERN VLAN
Step2: 6l AP-Group

Step3: Bl RF profile

Step4: 4>F2 AP ZlIRKAY AP-Group

Step5: ¥ RF profile fZF%! AP-Group

5.1-GUI g &:

%—2: Bl AP-Group:



ZOANER, FRERY AP #B1E default-group &1, X4 default-group {RABEEEN, BIIEM
E#al 16 N WLAN, 18R AP RETFEA—NE, BBaoEd default-group, HEFEH

M4BT WLAN, 3058R— AP ID\ WLC, EfERIY AP-Group £ WLC EXRENX, BFEXER

XA AP-Group B, {B2 WLAN £f#H default-group HHY,

MONITOR  WLANs ZONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HE

WLANSs AP Groups
w WLANs

WLANs Add New AP Group
+ Advanced

AP Group Name| AP-G1

Description IAP Group 1

_Add| cancel |

AP Group Name AP Group Description
default-group

NFRIRZHMBR—A AP-Group, BFZAFRIATERI AP BEIFZ—1 AP-Group, FASR

==
Ho

5% %50 WLAN ZJ AP-Group:

default-group #8Y interface name 1 WLAN interface —#%,

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Ap Groups > Edit 'AP-G1’
v WLANs y p—— ‘ \ p ;
] General || WLANs || RFProfile | APs | 802.11u | Location | Ports/Module |
v Advanced
dd N
Ad e |
Add New
WLAN SSID [Cisco(2) v
Interface
/Interface lmanagement v|1
Group(G)
SNMP NAC ‘
State Enabled
Add Cancel ]
WLANID  WLAN ssip(2)(6) Interface/Interface Group(G) SNMP NAC State
1 Hello viani1 Disabled [~ ]

=4 %0 AP B AP-Group:



MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'AP-G1’

v WLANs

WLANS | General l WLANS 1 RF Profile ][ 802.11u l Location [ Ports/Module |

v Advanced

APs currently in the Group Remove APs | Add APs to the Group Add APs

AP Name Ethernet MAC AP Name Group Name

IEFEAP A 2 1ZAP-Group
MREA AP BRIFEEDELE— A, FFER Group-name #fiE default-group,
AP \—MNBHFZENEIZ— AP-Group, RER.
SNSRAETE AP EEXENERREAR, JLUBZIRA:
choose Wireless > Access Points > All APs > ap_name > Advanced tab, M AP Group
Name drop-down list, and click Apply.
5.2-CLIEc&:
(Cisco Controller) >config wlan apgroup add AP-G2
(Cisco Controller) >config wlan apgroup description AP-G2 "AP Group 2"
(Cisco Controller) >config wlan apgroup interface-mapping add AP-G2 1 vlan11
(Cisco Controller) >config wlan apgroup wlan-radio-policy AP-G2 1 all

(Cisco Controller) >config ap group-name AP-G2 AP1702I

5.3-&8%& AP-Group:
(Cisco Controller) >show wlan apgroups
(Cisco Controller) >show ap wlan 802.11a/b AP1702I

(Cisco Controller) >show ap config 802.11a/b AP1702I

(Cisco Controller) >debug group enable



6. SEBE— WLAN AILASECEIAE VLAN

BANXEOETHEA AP-Group, BJ AP-G1#1AP-G2

alvaln

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs AP Groups
w WLANs
WLANs AP Group Name AP Group Description
 Advanced AP Group 1 -]
AP Groups AP Group 2 [~ ]

7£ AP-G1 F5 B Y WLANT XEXAY#EO A vlian11, WLAN KB AYZO A vian12.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'AP-G1'
v WLANs - > v ‘ D Yo
R General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module |
w Advanced
AP Groups _Add New |
WLANID  WLAN ssIp(2)(6) Interface/Interface Group(G) SNMP NAC State
1 Hello vlani1 Disabled [~ ]
2 Cisco vlan12 Disabled [~}

7£ AP-G2 49> FeaY WLAN 1 XEXEY20 vlan12.

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

WLANs Ap Groups > Edit 'AP-G2'
* WLANs r o > > - s e P
e General WLANSs | RF Profile | APs | 802.11u | Location  Ports/Module ]
v Advanced R
AP Groups
WLAN ID WLAN ss1D{2)(6) Interface/Interface Group(G) SNMP NAC State
1 Hello vlan12 Disabled [~ ]

———ea 0 f a B L ¥ &V S Ty

TERIFE default-group 57 WLAN, FZIXEAIEZOE management

MONITOR WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'default-group’
- WLANS ) N » y . i .
A General | WLANs | APs | 802.11u | Location | Ports/Module
+ Advanced
AP Groups WLAN ID wLAN ssip(2)(6) Interface/Interface Group(G) SNMP NAC State

1 Hello management Disabled
2 Cisco management Disabled




BIgFA1E 20 1 AP, 5 AP1,3,5,7,9 1544 AP-G1, %5 AP2,4,6,8,10 HFicts AP-G2, HARHY
AP11-20 {REBBAIATE default-group, #H¥4F Hello A9X4> WLAN k&, AP-G1 HEHEY

SSID XBAYEOZ vlan11, T AP-G2 AT SSID XBAYIEOZ vian12, default-group
HRY SSID KEXAYZ management, XFESLRR E— WLC FEIRI— WLAN, EZE=/1K

ERRY,



