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1. BEANTCE A HIZEGUI, 8% Security > Access Control Lists.

Access Control Lists() U1 [ {7~ H >k o XN T B H T 2R e gy il _LAC & ACL, /Rt n] L
Y 5 M B AT A —ANACL. BIEE—ASHIIACL, A New.
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Mame

Acress Cantrol Lists
Wuob Auth Certificate

Wireless Protection
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Web Login Page

cins
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& P lrtervmt
2. WINACLIIf4, riili Apply.

PRI LU N 3 2 324 BRI (K 7 o AEIXANI 7P, ACLIYfir 442 Guest-ACL. ACL
Bl J5, s Edit KYACLAIHEN



Addvess 4] Mtps: f172 16,1 40)screensfre ¥ Go

» - X
ks Horton Aevivis i)~ W =

WIRELESS Iy AP EMENT
Security Access Control Lists > New cuaey iii‘l' ™
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ML Fitering
Dhsabled Clients
User Login Palicias
AP Pabnas

Acress Cantrol Lists
Waob Auth Certificate
Wireless Protection
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Rogue Fo

Srargdard

anatures
Custam Sagnatures
abure Events
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ECURITY MAANAGEMENT COMMANDS HELP
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Access Control Lists > Edit c#ack | O Add New Rule |
Ganeral
Access List Name Guest-ACL
Seq Action Source IP/Mask Destination Protocol Yource Dest DSCP Direction
1P fMask Port Port

Acress Conbrol Lists
Wb Auth Certificate
Wireless Protection
Policles
Trusted &F Polices

Web Login Page
cins

need Chents

&J-Uﬂ" D irvareat
4, FCE VPR A U7 i i R gS r u) «
ToEk %% ) i 5 DHCP R 45 #% 2 1] ¥ DHCP 43l
Y 28 H BT A 1 15 £ 2 TAL T ICMP A g

TCLR & F it 5 DNCHR 45 %% 2 18] (1) DNSE §i%
Telnet /Il 55 2145 5 1)1 M

FE A0 VU 2 AR 55 B AU
AT T 01 TR0 5 L T

® 4% i 5 DHCPJIR 45 2% 2 [A] f) DHCP ¥
® W& T 1 B 45 2 [ IRICMP AL 45

® LK i LIDNCHRSS #8 2 I8] [{IDNSHHE

® TelnetlR 55 245 & 1+ M

1. b T HCEDHCPHRSS FURIN, 126 HEI5R H AR 1P My Bl v
FEIZAME) §- sl ) any  RoRAE o2k % ) il n) LAV ) BIDHCP R854 73X AN 1,
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Security Access Control Lists > Rules > New < Back Apply
ARR SoguBhcs i
Giemveral
RADIUS Authenticabon Sourcs Any s
RADIUS Aceoumting
Local Het Users ' P Address Ketmask
MAC Fittermg b ke L0 Address IS 172.16.8.1 | |255.255.255.255
Crssbled Chonts
User Login Poloies Protoesl 'u.im 3
A® Felicins L S
Access Control Lists Source Port |oHCP Client 3
Waeb Auth Certificate
Wircless Protoction Diitnation Fort LOHCP Server B
Policies
Trusted AF Foliciss Osce Any -
Raogue Polioes
Standard Signstures Crreotson Inbound -

Custam Signateres
& hare Evants .
:-ﬁ:.‘;w v Achion Parmn -
Client Exclusion Polcies
AP Authenticaton / MIP
Hanagamant Frarrd
Protechion

Wab Loghn Page
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Shunned Chents
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AR H 12— A2 any, A ST 1A AR S i A 00E SCo i R A2 65
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Access Control Lists > Rubes > New _ coack | ._ﬂ!'!__J
Sequence 4
1_9 Addrass " Netmask
Source 1P Address o 17641 299.295.295.29%
Destnation Any -
Protocel unp -
Saurce Pont
Acress Control Lists e owcy Serve’ 8
Waoeb Auth Certificate Destirstion Port OMCP Clent
Wireless Protection
DSCP Any -
Direction [Outbound =
Actn [Parmmit b

ciDs
Sensors
Enunned Chents

O trearrat
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2. N T XAV RS FINICMPE FIRUN], ZEJEF H iR any , XEBINNSEL

fEProtocol ) s LIS ICMP o R 3X A5 lR H (18RIE#% T any » ARWTRAAE €
Jital, ATELHBROANIZE any o IFHL,  SO5 R AR B At AT

7EActionfl] Rz, %% Permit {HiXMNACL AV ITA W& 2 A ICMPEHE L. i Apply.
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Security Access Control Lists > Rules > New _cmack | weely |

Sequence 3
ARA
General "
RADIUS Authentication Source any A
FADIUS Accounting
Liacal Net Users Destination #ny b

MAC Fiter
Dhsabled Chents

User Login Palicies Frotecs HCE 5
AP Pobuas
3 DscP an ~
Acress Control Lists y
Web Auth Certificate Diracton Any -
Wireless Protection
Pollcies Acton frorent R4
Trusted &P Polices
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Hamagermact Frarme
Protechon

Web Login Page
cins
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Security Access Comtrol Lists > Rules > New < mack | apply |
AAR Sequence 4
Ganeral =
RADHUS Authentzabon Source Any b
RADIUS Accourting
Loosl Net Uters 1P Address Netmask
HAC Fitering oy W Avins 5 1721411 259,295 295,294
Disabled Chants
H:v.l Lagin Paldses Prot 1 uoe -
AF Pgl ¥
Access Cantrol Lists Source Port Any -
Web Auth Certificate
. Destination Port [ w
Wireless Protection ‘ =
Policles
Trusted AP . osce Any -
B ogus Fohi
Stardard Smatures Dirsction Inbound &
Custom Sagnatures
Cgnature Events
Suire Acten Parmit v
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AP Agthentiostion / MFP
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Web Login Page
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e 1P Adcress Metmask
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MAC Hltsreg
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Access Control Lists
Wab Auth Certificate Cestinateon Port Any -
Wireless Protection )
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Trusted AP Polices
Curection Cutbound w
Action Permit -
C Buclysion Polaies
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Security Access Control Lists > Rules > New | <mack | asply |

ARR Seaiencn -
Genoral :
HADIUS Authentication Source Any ~
RADIUS Actounting
Locel Net Users 1P Address  Netmask
MAC Fitering Oostinutior ¥ Midress o8 172.18.0.0 795.295.00
Disabled Clients
User Lagin Polcses
AP Pekoes

Protocel [Ter V

Access Control Lists Source Part Any -~
Web Auth Certificate )

Wireless Protection
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Trusted AF Polices osce Any -
Rogue Fohoes
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Security Access Control Lists > Rules > New _<mack | apphy |
ARR Sequence ?
Cantesl 1P Address - Netmask
HADIUS Authenticstion Source P Address W 172.18.0.0 293.295.00
PADIUS Aciounting
Locel Net Users Deshration Any v
M&C Fitering <
Disabiled Clients
User Login Pabeses o ' e -
A 103
Souirce Port Tel -~
Access Cantrol Lists et '
Wob Auth Certificate Dastination Port Any w!
Wireless Protection
Policies osce Any -
Trusted AP Polioes
Rague Pohoies Direction Outbound =
Srandard Ssgnatures
Custem Ssgnatures
Sagnatyre Events Acton Permit A
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Web Login Page
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Security Access Control Lists > Edit <wack | Add New Rule |

ARA

General

Ganoral

RADIVS Authentacalion Access List Mame Guest-ACL

RADIUS Accoanting

Local Net Users Destination Source et

ML Filtering Seq Action Source 1P Mask 19 /Mask Protocol Port Port DSCP Direction

Disabled Clients - z

User Login Policies 1 e RO 1721611 upe DHCP Clent  DHCP A bound  EdR

A5 Pabsies ¢ 0.000 255.255.255.255 * wever day e Ramove

i 1721611 po.co
Access Control Lists 2 Permt ! / upe DHCP Sarver  DHCP Clisnt Ay Outbound Lot
Wob Auth Cortificate T95.199.255.23% 0.0.00 Barmove
0.000 D000 i

Wireless Protection 3 Permd f f 1CHE any Any Any Aoy £E|I.l_
Policies 0.00.0 0.0.00 Eamass

Trusted AF Polices 0,000 721811

Aotue Palitise 4 Permit S ] ! uoe Any DNS Any inbound  SdII

5 S 0.0.00 258,255 255 265 Bamoyse

Erardard Ssgnatures

Custam Sapnabures §  parma 13614 {0000 / upe NS any Any Outhousd S

Sagnature Evants #55.255 255,255 00,00 s

Sutrenary

Client Excliesion Policies 0,000 ) 172.1800 f Edit

P TP ™ A

AP figthantioation / MFP s oo 0.0.0.0 265.255.0.0 L vy oA iy bound Eampys

Hapagemart Frame

: - 1724800 0.0.0.0 I

Protection o pam L oe / SLoh " rer Telnet Any fny Outbound 0N
Web Login Page —= —-—
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Sensars

Shunned Chents
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SR J5 Y A AR N, H ACL I Interface .
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MAPAGEMENT

COMMAN

Save Confliguration

s

HELP

PFing Logowt Refresh

Controlles Interfaces > Edil < back | Apply |
General
Inventary Genaral Infoermation
Interfaces Interface Name Guest
Internal DHCP Server
" Interface Address
Mobility Management
g st VLAN 1dentifier 2
Ports [P Address 172.19.1.10
Master Cantroller Mode Patenask |£85.295.0.0
Netwaork Time Protocol Gateway 172.19.1.50
QoS Prafiles .
Physical Information
Purt Nurmbar 1
Configuration
Quaranting |
DHCP Information
Primmary DHCP Server 1721631
Secondary DrCP Sarver
Access Control List
¢ ACL Name Guest-ACL ¥
Nate: Changmg the Tneriace pardmetsrs causes the WLANS to be
reTe ily disabled and thus may result = loss of connectivity for
30 arts
&l D Ierecrat

K 5E A, ACLAte: SEVFEEE 4 Jo 2k W 45 p Al X AN 3h AR 1) Interface R 3 i o

Note: J¢T-fEICZkdHilas Fafa FHCLIR B ACLIME K, 2 W.Using the CLI to Configure Access
Control Lists,

Note: A A E E WLANAFIBh & Interface i L HE B AT T o J% T U 7E L Lk = 2% L & 0 &
Interfaceff)f5 B, 2 W 3CWireless LAN Controllers Configuration ExampleffJVLANs 75,

fii B CPURACL

DLRT, ToZkdshles i ACLIE L JE 213 ManagementF1IAP Managementdfit I () LWAPP ¥ s i
LWAPP# il it & Fmobility i . & T PUX AN @, i JELWAPPHImobility i &, 5 Jogkds il 4% Al 41
JA4.09 513 T CPU ACL.

B’ & CPU ACL R4 3R

1. JJCPU ACLPC & #,
2. {ETodihlas v HCPU ACL.

Bt & CPU ACLI U /51 5 LA I ACLZR L. Wi R /& —ANCPU ACLIIEC B+, Foirds s
(Management Interface/t] IPHik/£172.16.1.40, AP Management Interface(f]J 1Pl J£172.16.1.41) Flft &
PALIEN S (IPHBNESE172.16.1.70) Z [AIFILWAPPER A il &, HAL BB R ICLEN S E
Ho B I g

XA T )ICPU ACLIFJ R foVFManagement Interface () IPHhE /& 172.16.1.401%) 45 ) 2% FllManagement
Interface (1P 11 /& 172.16.1. 30 FF) 2 5l %5 2 1] Y mobility i & .
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Access Control Lists > Edit < mack | aidd New Rule |
General
Access List Name CPU_ACL
Destination Souwrce Dest ;
Seq Acteon Soaurce 1P /Mask 19/ ok Protocol Port Port DSCP Direction
A 2.18.1.
1 P MRV 5 RN / uce 12223 Ay Any  Outbound
= $55.255.255.255% 255.255.255.355
i 172.16.1.70 172.16.140
Aceuss Canirol Livts 2 Parfat / / uge Any 1Ty &Amy  Inbownd
Wob Auth Certificate T55.299.2%8.09% 295294395298
172.16.1.41 172.161.70 Edr
Wireless Protection 3 Permdt 4 4 upe 1Z222-12223 ANy Any  Outhoumd T
Policies 255.256.255.255 265.295.2%5.255
Trusted AP Polic 17216070 17214141 Edr
1g 4 Permt ! i / upe Any 1222212223 #ny  Inbound fdet
255.256 255 255 255,255 255 255 Ramgye
7216140 72,181,

5 Permat ey ! s / TCP 18446-18667  Any any  Outhound Ldat
¥55.255.255.255 55,155 395,255 Ramouy
172.16.1.30 /17218140 I edit

P - T A .
: s ol gk sRe 28R 8K 268 9K I8 26K e Ay ARash . oy Inbound G omove
Hanagemanrt Frame
Frotedtion
Web Login Page
cins
Sensars
Snunmed Chents
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CPU ACLEIZESE i, IR BN T B Te e 45 il 2% b o fF BEAE I 2 CL Ed AN R4, #ECPU ACL
NI ESI P REF At I E o

<Cisco Controller>config acl cpu <name of the ACL> <wired/wireless/both>

<Cisco Controller>config acl cpu CPU_ACL wired

NN A% CPU ACL:

<Cisco Controller>config acl cpu none

Note: IX/Mol1- g it 7 W i & 2 R YFLWAPPFImobility 3 & 3T, 2SR 7E I ACL B &R IIsE, 7
RAVFILL M TFLEMPTA T, FOATERANACLIN & )G — 4B deny .

vall

SRR FH o2k 2 P i At — FACLUATA R IR & IE M. I BASREIE R 2 4E, WIZEACLIK T LA
BACLIF HAT AT ACLAE 757 W H 21 1 4% il 4% ¥ Interface I

PRI AR TR show iy & KB AIE R R L 2«



® show acl summary {§i/f] show acl summary X 4kir4 K 51 H7E sl L B I ACL.
w25

(Cisco Controller) >show acl summary
ACL Name Applied

Guest-ACL Yes
® show acl detailed ACL_Name %I -} ACLIKIEAK(E &,

LU R

(Cisco Controller) >show acl detailed Guest-ACL

Source Destination Source

I Dir IP Address/Netmask IP Address/Netmask Prot Rang
1l In 0.0.0.0/0.0.0.0 172.16.1.1/255,255,255, 255 17 68-5
2 Out 172.16.1.1/255,255,255, 255 0.0.0.0/0.0.0.0 17 a7-6
3 Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 1 0 —t
4 In 0.0.0.0/0.0.0.0 172.16.1.1/255,255,255, 255 17 D—é
5 Qut 172.16.1.1/255,255,255, 255 0.0.0.0/0.0.0.0 17 53-F
[ In 0.0.0.0/0.0.0.0 172.18.0.0/2E5.255.0.0 Gﬁ—é
7 out 172.18.0.0/255,265.,0.0 0.0.0

.0/0.0.0.0 6 23-3
® showacl cpu {{i/f] show acl cpu X %kfir4 K41 HiCPU ACL. "

WIR 2254

(Cisco Controller) >show acl cpu

CPU Acl Name .. i e ii i i e e e e e eeeeemeeaans CPU-ACL
Wireless Traffic ..... ... i e eeeaaan Enabled
Wired TrafFfFiCc ... ... i e e eeeeaa- Enabled

R F

P A [ R AN4.2.61.088 B A, w] ARG B ACLF S . ACLH5ss v] UL B 2 MRS ACLY FH 2]
TR AR AR . XA R RN AR A H

ACLIFESS A R s iilds LA

® 4400% %
e IRIWiSM
® Catalyst 3750G L2k ¥l #s A # AL

AR a1 A5 B X AR
1. si5 Security > Access Control Lists > Access Control Lists $J7F Access Control Lists G fi .
XA EA AR A G E A I ACL .

2. AT EFEHFAHE KA ;g LEEMACL, & Enable Counters JfH it Apply. 7E
B DL T 2 Bk .



3. WARPREHCACLITH A %, L MARTRHBHEACLIEE (o) Mok b, %$E Clear

Counters.
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