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MOMITOR DONTROLLER W LRE SECURITY WAMDS HELP EEE!
Wireless All APs = Details for POD1-AP
T Access Baints General | Credentials | Interfaces | High Availability | Inventary | FlexConnect | Advanced
= Radios
:EZH:;" General Werslons
Albipin

Global Confguration 0P Hame FODL-02 Frimary Software Vsrsion 73148
Fohdvanced Lospafion default location Backug Software Version 7.2.101.0

Mesh AP MAC Address ddidIicadzis0iad Fredownload States Hone

RF Prafiles Base Radic MAC Gd1d9189146121:h0 Fredownloaded Verson Hons

FlexConnect drrin Status Enable | Fredownload Next Retry Time KA

Groups :

FlaxCanmed ACLE AP Mode FlexConnect w Fradownload Retry Count Ha
b BOZ.11a/n WP Sub Mode Mone - Boot version 124230
¥ oanz.iibfofn Op=rational Status REG 105 Warsion 1E.2( 20120501 1051
b Media Stream Port Number 1 Mini 105 Version 0.0.0.0

Country WEnE Group Uries pee-cifioed » 1P Config

Timers T tnspecified B8 1P Address 10.10.12.55
b Qos Wenue Name | Shatie 1P 1

Language
:M“'“E"‘ SPECIUM g onF) RS04 7DFDAFICA1LIA0FDFDAS T Dot

2.0 E L0 EE 1 WLAN, 40 “bdrl-pod1” H5HATH 4. T At s 4
LAEEREN

Wl I el I [ Save Canfeguration
CISCO MOMNITOR
WLANs WLANSs
* WLAMNS Current Filter Hang hange Filker] [Clear Filter —rT = |I R I
WLARNS

Saye Configuration  Ping = Logout Refresh
CONTROLLER  W]RELESS
WLANS > New = Back | apply |
Type WLAN o
Profile Narme BORL Testing
221D | bdri-pedl

I R




WLANs > Edit 'BDRL Testing'

 Generat |[[secoriy

Layer 2 Security & || None v
MAC Filterings ||
Mac Auth or Dotlx [ ]

3.7ERAEL S FH WLAN:

WLANs > Edit 'BDRL Tesing'

 General |

Profile Name BDRL Tesing

Type WLAN

SSID bdrl-podl

Status [ enabled

Security Policies [wrPaAz][Auth{802.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al w
Interface/Interface Group(G) -managamsnt e
Multicast Wlan Feature [ enabled
Broadcast SSID [#] Enabled

AETOR WLAN Y “m g IR R BN P Sia, Bi R AR A A e

FlexConnect

FlexConnect Local

Switching 2 [J Enabled
FlexConnect Local Auth 42 Enabled
Learn Client IP Address £ Enabled
Vlan based Central

Switching 42 Enabled
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled




5.1 B 5L WLAN "bdrl-pod1" 44N P RIEES SSID Fr A IR # BRI S8k % & “0”.
BOE QoS ML E AT N4, 4, M, . EXMITH, ERBE .

WLANs > Edit 'BDRL Tesing'

' General | Security | QoS | Advanced |

Quality of Service (QoS) | Silver (best effort) V_'

Override Per-User Rate Limits

DownStream UpStream

Average Data Rate 0

Burst Data Rate 0 |
|

Average Real-Time Rate [D

Burst Real-Time Rate 0

Override Per-SSID Rate Limits

o|lle]lle] e

DownStream UpStream

Average Data Rate [IJ l 0

Burst Data Rate 0 | 0 |
Average Real-Time Rate 0 0

Burst Real-Time Rate [D ‘ 0
[

6.7 oL 2% L L B QoS RMACE Sl 75 I AR IR 24, XA, WLAN A4
P EAT AR AT A BRI BN 2 Mbps ..

M. ERCEZAT, TEFiTR 802.11a/b/g/n ML . HEEEMG, HEPEMEN. W
RBATEZE, R R E AR ARAT

VE: BIREREE N TCP/IP i, SR EEEF N UDP i & .



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY Ma
FlexConnect 5 .
FlexConnect ACLs
* g02.11a/n i
Netwark QoS8 Profile Name  [F"7E7
« RRM L -
$:é3rnuplng Description For Best Effort BORL
DCA
Coverage Per-User Bandwidth Contracts (k) *
Genesral
Client Roaming DownStream  UpStream
Media Average Data Rate 2000 | [z000 |
EDCA Parametars ' :
DFS (802.11h) Burst Data Rate |2000 (2000
High Throughput ) r . r
(802.11n) Average Real-Time Rate 2000 2000
Clean#i . [ 1 r
R Burst Real-Time Rate 2000 | 2000
* B02.11bjfafn
Network WLAN QoS Parameters
= RRM
RF Grouping DownStream  UpStream
TPC
DCA Average Data Rate |2000 (2000
= . i :
i Burst Data Rate 2000 2000
eneral : : :
Client Roaming Average Real-Time Rate 2000 2000
Media . . .
EDCA Parameters Burst Real-Time Rate 2000 _ (2000
:EIEIE' I?}_;ﬁ;ughput Maxirmum Priority besteffort v
Cleanhir Uricast Default Priority besteffort
b Media Stream Multicast Default Priority | besteffort
Country
Timers Wired QoS Protocol
* QoS Protocol Type 'Nuna w
= e £T) i .
R::'r:"lfﬁ | *The value zero () indicates the feature is disabled
w
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IBERR TR .

9 .Y RGUERF LALLM, FTIFRMERAES (A0 iperf (1)) FFMEER] EATAIF AT B 2[R
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WLANSs > Edit 'BDRL Testing’

~ General | Security - Advanced

Quality of Service (QoS) | Silver (best effort) v |

Override Per-User Rate Limits

DownStream UpStream
Average Data Rate
Burst Data Rate

Average Real-Time Rate

1l
0

Burst Real-Time Rate

Clear |

Override Per-SSID Rate Limits

DownStream UpStream
OB Gooo |
Burst Data Rate 3000 |
Average Real-Time Rate -3IJI:IEI |3IJCIIZI
Burst Real-Time Rate _'_SIZITI W}
[ Clear |

<

UERCE R, A SSID BB E RN Qos W .

LA B, B BAT, RE NS ENERRE. Rk, &> SsID
1T A R AR T 42 )R Qos Pl B SCIF B B 2 Mbps S 4.

1263 FRIBCE HREATHRIBE . A, X kA AR R BCE Y 1 Mbps.
FEASH 7 R BR UL 7 42 % QoS i BANEEAS SSID 1Y E .



WLANSs > Edit 'BDRL Testing' | <Back | apply
f Genernlnf security | Qos i Advanced |
~
Quality of Service (QoS) Silver (best effart) v
Override Per-User Rate Limits
ﬁ DownStream  UpStream
Average Data Rate 1000 | 1000 |
Burst Data Rate 11000 1000
Average Real-Time Rate | 1000 1000
Burst Real-Time Rate 1000 1000
Override Per-SSID Rate Limits
DownStream UpStream
Average Data Rate 3000 | 3000 |
Burst Data Rate 13000 13000
Average Real-Time Rate 3000 3000
Burst Real-Time Rate 3000 3000 |
[Clear | v|
< >

13,75 B RO B S R A 1 A . B TE AT, AR LA R0
A R, 3PP RO BRI 2 1 Mbps 8 LI 45/ SSID (03 % 61 3 Mbps,
L} 42 Qos BB SCAF R 0 2 Mbps.
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2 1]t T B X ) T 2% PR Al - A M 32 5

AN T ARGl ISR, EA A i 3UC B BDRL.
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Rate Limiting while Local Switching
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1. E BUIA S 264N i TAETE FlexConnect A AZ R

WLANs > Edit 'BDRL Tesing'

~ General | Security | QoS | Advanced |

Wi-Fi Direct Clients Policy ' Disabled +

Maximurm Allowed Clients Per AP Radio | 200
Clear HotSpot Configuration |:I Enabled

Off Channel Scanning Defer

Scan Defer Priority 0 1 2 3 4 5 6 7

o000 O
Scan Defer Time{msecs)

FlexConnect

2:;;?;2;3? Lecs Enabled
FlexConnect Local Auth 22 [] Enabled
Learn Client IP Address £ Enabled
e B < R
Central DHCP Processing [J enabled
Override DNS [0 Enabled
MAT-PAT Enabled




2. BTG B A A U TR R ) S5, B ARy B A s A M B U R e 2 N s A
Mo+, RJE, MELR.

3.EE L—TP I 2-13,

R cLl i B R 2[R

QoS fic B S ML & -
config qos [average-data-rate | average-realtime-rate | burst-data-rate | burst-realtime-rate]
WLAN 7 7 i & -

config wlan qos id override-rate-limit [average-data-rate | average-realtime-rate | burst-data-rate

| burst-realtime-rate] [per-ssid | per-client] [downstream | upstream] limit
AU show A2 AT LA IR QoS AL B U HIRC B AR L4 it .

(wle) >show qos [bronze | gold | silver | platinum]

DeSCTIPtioN. vttt e For Best Effort

Maximum Priority........ ..., besteffort

Unicast Default Priority........... oo ivinoinn. besteffort

Multicast Default Priority............... ... ... besteffort

Protocol. ot e none

Per-ssid Limits Upstream DownStream
Average Data Rate.......... ... . . ... 0 0
Burst Data Rate...... ..., 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
Per—client Limits Upstream DownStream
Average Data Rate.......... ... . ... 0 0

Burst Data Rate.........coiiiiiiiiii .. 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
(wlc)> show wlan [wlan-id]

Quality of Service.........oiiiiiiiiinnnn. Silver

Scan Defer Priority........ ... 4,5,6

Scan Defer Time....... ... i, 100 milliseconds
L P Allowed

WMM UAPSD Compliant Client Support............... Disabled



Media Stream Multicast—direct.................... Enabled

Rate-limit Override Enabled/Disabled
Per—ssid Limits Upstream DownStream
Average Data Rate............ .. .. 0 0
Burst Data Rate......... .. ..o ... 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
Per-client Limits Upstream DownStream
Average Data Rate......... ... . ... 0 0
Burst Data Rate......... .. ..., 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
CCX — Aironetle Support........coviiinnoon.. Enabled

CCX - Gratuitous ProbeResponse (GPR)............. Disabled

CCX — Diagnostics Channel Capability............. Disabled

(wlc)> show client details [mac—addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent....................... 23436
Number of Realtime Bytes Sent....................... 23436
Number of Data Packets Received................. 592

Number of Realtime Packets Received................. 592
Number of Data Packets Sent..................... 131

Number of Realtime Packets Sent..................... 131
Number of Interim-Update Sent.............. 0

Number of EAP Id Request Msg Timeouts...... 0

45 PP AT B 2R PR -cLl BC B YR )

Xt SSID T AT EE R R i A B

XTI BN E A SSID KPEFRR G At AR, &A1 SSID AHIRERHI I A % ) i
Y52 2 BC B S HUN PR .

1.2%5H 802.11a A1 802.11b I o2k S 4 :

config 802.11a disable network
config 802.11b disable network

2,58 AR SSID TCP L& AT BB % (Kops) HIALL T g2



config qos average-data-rate silver per-ssid downstream limit

3.5 AR SSID 1 TCP i & IR K B L5 R (Kbps) i ALL R T 4:

config qos average-data-rate silver per-ssid downstream limit

4.5E XA~ SSIDUDP it & 1)1~ 3 SE I el %5 (Kbps):
config qos average-realtime-rate silver per-ssid downstream limit

5. 7€ XA SSID [ UCP it 5 [ R R SERT Hl AL 4% (Kbps) FIA LA T g4
config gos burst-realtime-rate silver per-ssid downstream limit

6.5 QoS Fit B 145 WLAN BT FH i fiy 4

config wlan gos wlan_id silver
7.J5 H 802.11 i1 802.11 b.

8.kt IR H T B 2 75 LI show T4
show qos silver
show wlan [wlan-id]

9. RERM AN B 24N F ol A WLAN. WA Z BI04 % 7 i ff FH L& AR s (91, LAN
traffic 5¢ iperf) DAHEIE ik e IS HCK Ki% TCP Fil UDP il & .

W, nSRAEAS SSID %R 1 2% = 1000 Kbps 158 K& Bl 148 %= 2000 Kbps, A4 A 1%
P FEIX A TE . BRAh, AN TSN ST R AR R ) i ] B B N AN
i 1000 Kbps.

101 H show A A &% P ik A S it
(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent...........cccc........ 23436
Number of Realtime Bytes Sent..........ccuee.... 23436

11 EE M HAL Qos BEE . 4, &M%,

Xt SSID A% ¥ T AT R B E R R KA E

XN AT IR B AR SSID FIAEAN 7 iy 14 13 2 PRl

1.2%5H 802.11a A1 802.11b I o2k S 4



config 802.11a disable network
config 802.11b disable network

2.5E XA SSID MIEEZS /i TCP il I P 3 EIE Z (Kbps) FIALL N fir %
config qos average-data-rate silver per-ssid downstream limit
config gos average-data-rate silver per-client downstream limit configgos

3.0 AN SSID MIEEZS i 1) TCP it & 1) R AR B HE AL H % (Kbps) AL R An 4
config qos average-data-rate silver per-ssid downstream limit
config gos average-data-rate silver per-client downstream limit configgos

4.5E XA SSID FEEZS /v UDP i & (172 SN il % (Kbps):
config qos average-realtime-rate silver per-ssid downstream limit
config qos average-realtime-rate silver per-client downstream limit

5. 7 AR SSID FIAEE i ) UCP it & ) R AR SE N el AL 4 (Kbps) H A LA T dir %
config qos burst-realtime-rate silver per-ssid downstream limit
config qos burst-realtime-rate silver per-client downstream limit

6.5 QoS fit B 14 5 WLAN WL FH ity 2

config wlan qos wlan_id silver
7.J3 F 802.11 711 802.11 b.

8Kt IR E I C B 2 75 IR show T4
show qos silver
show wlan [wlan-id]

9. KRER AN B 24N F o IR WLAN. WA Z 204 2 7 vl FH L& AR s (910, LAN
traffic 2¢ iperf) DAHEIE bk S HCK K% TCP Al UDP it & .

101 H show A A &% P ik A S it
(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent...........cccc........ 23436
Number of Realtime Bytes Sent...........c........... 23436

11 EE M HADL Qos BEE S AF: 4, &M%,



A2 )R QoS ELE Xt SSID TATH BiE 2 R4

WLAN JE ) HRE SSID T AT H BRI 55 QoS I B A H e X HIE
1.hC0E QoS fit B SCAE(K) UDP FI TCP Wi & s BRI, 6 i
2. 4% QoS AL B 35 WLAN B

3.4E WLAN _E 0 B AN 7] AR ook 22 BR b A FH i 2

config wlan override-rate-limit id average-data-rate per-ssid downstream limit
config wlan override-rate-limit id burst-data-rate per-ssid downstream limit
config wlan override-rate-limit id average-realtime-rate per-ssid downstream limit
config wlan override-rate-limit id burst-realtime-rate per-ssid downstream limit

4. RIRANF % 7 5 21 WLAN FEIHIR AT E BT A & i

5./ WLAN _ERCE E 2B 1 QoS MEE A HIME . {8/ show fir & KIGIIE

show wlan <id>

Xt SSID AT &7 R R 1] e &

Xt AT AL B A SSID SRR G . kR AR, A5 SSID MBI AT A & 7 i
)52 3| B S HU0 PR

1.251] 802.11a 1 802.11b K TS5
config 802.11a disable network
config 802.11b disable network

258 SURFAS SSID TCP ML= Y PR EE (Kbps) HALL R4
config qos average-data-rate silver per-ssid upstream limit

3.5E XA SSID 1) TCP M & [ R K HHE L% (Kbps) M ALL w4
config qos average-data-rate silver per-ssid upstream limit

4.5€ A SSIDUDP it & 1T 3 S HiE# % (Kbps):
config qos average-realtime-rate silver per-ssid upstream limit

5. 5€ XAFA> SSID ) UCP it i 5 K SEI Bidia AL (Kops) HIALL T2

config qos burst-realtime-rate silver per-ssid upstream limit



6.5 QoS Fit B 45 WLAN BT FH i fir 4

config wlan gos wlan_id silver
7.J5 H 802.11 i1 802.11 b.

8. FIARME AL B 5 IEH A H show v 4
show gos silver
show wlan [wlan-id]

9. KRB BLEE 24N P iy IR WLAN. MIJGZR B 2o P o {8 F i s A Bl (9114, LAN
traffic B iperf) VLI iR XIS HOK k1% TCP Fll UDP i .

B, A SSID T 1% H % = 1000 Kbps 198 K& B 13 2% = 2000 Kbps, A4 FTH 1%
iR A X AT R . BRAN, BN TCERHE N SR TG 2 FAEE b 1% g 3 B R R B AN R
i 1000 Kbps.

101 H show A A &% P ik A Gt
(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent.........ccccec.u...e. 23436
Number of Realtime Bytes Sent.........cccuueee.e. 23436

11 EE AL Qos BeE . 4, &M%,

&P i BT REERRF A E

X AT R G AR i A T R PR A

1.251] 802.11a 1 802.11b K LS5
config 802.11a disable network
config 802.11b disable network

2.58 XA~ SSID FIF 2 P TCP it = T 8 IE R (Kbps) HALL R4

config qos average-data-rate silver per-client upstream limit configgos

3.5 XA SSID FIEEES F i F) TCP I I 2 R B s 4% (Kbps) H A LL R4

config qos average-data-rate silver per-client upstream limit configgos

458 SUBREAS SSID FIRER 7 By UDP it & [T 3 S £ 1 %6 (Kbps):
config qos average-realtime-rate silver per-client upstream limit



5. 58 RS SSID FHAEER i ) UCP it & 1) R K SERT R A5 % (Kbps) Hii A\ BT dir 4
config gos burst-realtime-rate silver per-client upstream limit

6.5 QoS Fit B 145 WLAN BT FH it fiy 4

config wlan gos wlan_id silver
7.J5 H 802.11 i1 802.11 b.

8. FIARME AL B 5 IEH A show T4
show gos silver
show wlan [wlan-id]

9. KRB BUHE 245 F o IR WLAN. MG 2145 4 % - v ff FH L& AR s (91, LAN
traffic B¢ iperf) DAHEIE ik e XIS HK K% TCP Fil UDP it &

B, nSAES SSID V% IE % = 1000 Kbps 1198 K& B i# % = 2000 Kbps, A4 FTH K%
FUi— R X . BRAh, BN TCZREE N ST T 2R F R b % v 3 R PR B B AN
i 1000 Kbps.

101 H show A A &% P ik A St
(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent...........cccc........ 23436
Number of Realtime Bytes Sent..........ccueee..... 23436

11 EE M EUHAL Qos BeE . 4, &M%,

Xt SSID M F g EATIMEE R RH| KA E

of EATIREAC B RS SSID AR 2 i 1 33 S PR il

1.2% 11 802.11a A1 802.11b [ TCLE S
config 802.11a disable network

config 802.11b disable network

2.5 XA SSID AR /i TCP L M T35 18 % (Kbps) FIA LA N4
config qos average-data-rate silver per-ssid upstream limit
config qos average-data-rate silver per-client upstream limit configgos



3.8 X AEA™ SSID FdE 2 o ¥ TCP i & I R R ER L% (Kbps) A LL T dir 4
config qos average-data-rate silver per-ssid upstream limit
config gos average-data-rate silver per-client upstream limit configgos

4.5E B SSID AIEEZ P oy UDP it & 173 S #E i #6 (Kbps):
config gos average-realtime-rate silver per-ssid upstream limit
config qos average-realtime-rate silver per-client upstream limit

5. 58 RS SSID FHAEEE v ) UCP it & 1) R R SET ER A5 % (Kbps) Hii A\ BT dr 4
config gos burst-realtime-rate silver per-ssid upstream limit
config gos burst-realtime-rate silver per-client upstream limit

6.5 QoS Fit B 145 WLAN BT FH it fiy 4

config wlan qos wlan_id silver
7.J3 F 802.11 11 802.11 b.

8.kt IR H T B 2 75 IR show T4
show qos silver
show wlan [wlan-id]

9. RERM AN BUHE 24N F i IR WLAN. MG 21145 4 % - v fd FH L& AR s (91, LAN
traffic B¢ iperf) DAHEIE ik e IS HCK Ki% TCP Fl UDP it &

i, 54T SSID PHIRLHE A Z= 5000 Kbps, A% i PHIRE A %= 1000 Kbps, M4
A% R 5] 1000 Kbps. BEAb, TELRHEN A 2 —TCL b (0 A 71 3 O U
A8 5000 Kbps.

101 H show A A &% Pk A S it
(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent..........ccccc........ 23436
Number of Realtime Bytes Sent..........ccueee...e. 23436

11 EE AL Qos BeE . 4, &M%,

EUAR4F QoS BLE X} SSID 47U B % FR i

WLAN & X [¥)%E SSID A7 R R 145 7 55 QoS BL B U4+ 2 X HIME



1.ECE QoS & SCAFH) UDP I TCP Y& I 28 FR 1), 451l G4

2. 4% QoS AL B A5 WLAN B

3.7E WLAN _E 0 B AN 7] AR ook 22 BR ) A FH i 2

config wlan override-rate-limit id average-data-rate per-ssid upstream limi
config wlan override-rate-limit id burst-data-rate per-ssid upstream limit
config wlan override-rate-limit id average-realtime-rate per-ssid upstream limit
config wlan override-rate-limit id burst-realtime-rate per-ssid upstream limit

4. RIRANF % 7 5 21 WLAN FEIH R A TELR BI4T Ll A2 i

5.7 WLAN _ERCE E 2 & 1 QoS BeE A HME. €M show fir & KIGIE .

show wlan <id>

E)‘C%ﬂ% http://www.cisco.com/en/US/products/ps10315/products tech note09186a0080bd3900.shtml
MEAN: WE
BT 201211 A



http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bd3900.shtml
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