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INIEEYE Passthrough) . $H 25 552 Wireless LAN Controller Layer 2 and
Layer 3 Security Compatibility Matrix.
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TSR 2% o SIE BINZ 0 2R 0 25 1) 25 P ity JE i 1% VAN P 4 SR EURH Y F TP
otk Z W BT B RE . P OCEE(E BB 1 DHCP R 25 28 3R o

Note: JH#fi{& DHCP Wik, JFigATIEH .
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config advanced eap identity-request—timeout <1-120 secs>
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config advanced eap request—timeout <1-120>
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config advanced eap eapol—-key—timeout <1-5>
config advanced eap eapol-key-retries <0-4>
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iy Wireless Control System

cisco SRR e

Troubleshooting Client "00:40:96:a3:ed:bb’

Summary | Log Analysis | Event History | ACS View Server |
' i
® O O O
B02.11 COpen IFAddress Successful
Association Authentication Assignment Association
Problem

1302.11 Azzociation Faillure

Suggested Action

+ Potential mismatch of secunity type.Flease check client supplicant
configuration.

WEP Z$AZ& 5| AL

W, AT AP B PARCE 2K 4 A WEP S8, b 1AM R, i
PIfER ) i A AP AL HRC . i, ﬁﬂ% AP ﬁiﬁﬁ” Bl 2 At pl, &) it
AL 20 53— DR EERNE, L) RS R g0 0 2 3, 1Ay
A 14, K FER GO AILHES, 103E ERRIMG FTEL, /& EE RS
“Key D” %&

WPA-PSK HE4:
WPA-PSK FIHFEFAEAR 22 550 T 2RALL WEP, AR 285502 th T3 PN ILRC . a3 WeS %%
FruEsE TR, O] LUK WPA fE i H & m%ou?hgﬁwmAETj%

AAAEI IR (25 7 s iR MG E. T pre—shared key) o JoZe 2 H WPA-PSK 1F
2 JE NS, 1 P i IR ECE T PSKe WIR BT
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{TIMESTAMP> INFO 10. 10. 10. 2

Controller association request message received.
<TIMESTAMP> INFO 10. 10. 10. 2

Received reassociation request from client.
{TIMESTAMP> INFO 10. 10. 10. 2

The wlan to which client is connecting requires 802 1x
authentication.
{TIMESTAMP> INFO 10. 10. 10. 2

Client moved to associated state successfully.
<TIMESTAMP> ERROR 10. 10. 10. 2

802. 1x authentication message received, static dynamic
wep supported.
{TIMESTAMP> ERROR 10. 10. 10. 2

Expecting EAPOL key from client but not received yet.
<TIMESTAMP> ERROR 10. 10. 10. 2

EAPOL-key is retransmitted.
{TIMESTAMP> ERROR 10. 10. 10. 2

Expecting EAPOL key from client but not received yet.
<TIMESTAMP> ERROR 10. 10. 10. 2

EAPOL-key is retransmitted.
<TIMESTAMP> ERROR 10. 10. 10. 2

Expecting EAPOL key from client but not received yet.
{TIMESTAMP> ERROR 10. 10. 10. 2

Excluding client as max EAPOL-key re—transmissions
reached.
<TIMESTAMP> ERROR 10. 10. 10. 2

Excluding client as max EAPOL-key re—transmissions
reached.
{TIMESTAMP> ERROR 10. 10. 10. 2

Client 802. 1x authentication failure exceeded the
limit.
<TIMESTAMP> ERROR 10. 10. 10. 2

EAPOL-key has possible incorrect psk configuration.

12



T Wireless Control System
CiIsco
Troubleshooting Client '00:40:96:a3:ed:bb’

Summary | Log Analysis | Event History | ACS View Server |

i Fa "
® O O O
802.11 Open IPAddress Successful
Association Authentication Assignment Association
Problem

802.11 Association Failure

Suggested Action

+ Potential mismatch of security type.Please check client supplicant
configuration.

802.1X HE4:

Bt WLAN (385 Je, ARSI P g a3 802, 1x &—MBi#ash. (H
253 Rl — L HAS UL (AR (client <> AP <> WLC <> L2/L3 network <> AAA
server). ] umAl AAA IS5 4% 2 TR ANV AT BL R JLFP

o ERIRINY EAP RIY
o HEFBRAGIE BGIE R
o ERURIN EAP WEETVE

13




BN AE & iR R AN T RS, J8 gk WCS HERS T T DA B 48 H i) ) A
Troubkleshooting Client '00:19:d2:64:63:0b'

Summary | Log Analysis | Ewvent History |

—a — — A

(=) (=) () 4
e - b p
802.11 802.1x% IPAddress Successful
Association Authentication Assignment Association
Problem

802.1% Authentication Failure

Suggested Action

Checlk whether Radius server{s) is reachablea

Check whether client's choice of EAP method is supported by radius server
Check Clients username/password/cert iz valid

Check to see if the certificates used by the Authentication server are
accepted by the client.

#iili Log Analysis 1] LA BRAIEA A Ih HI15E

{TIMESTAMP> INFO 10. 10. 10. 2
Received EAP Response from the client.
<TIMESTAMP> INFO 10. 10. 10. 2
EAP response from client to AP received.
{TIMESTAMP> INFO 10. 10. 10. 2
Radius packet received
{TIMESTAMP> INFO 10. 10. 10. 2
Received Access—Challenge from the RADIUS server for
the client
{TIMESTAMP> INFO 10. 10. 10. 2
Sending EAP request to client from radius server.
{TIMESTAMP> INFO 10. 10. 10. 2
EAP response from client to AP received.
<TIMESTAMP> INFO 10. 10. 10. 2
Radius packet received
<TIMESTAMP> ERROR 10. 10. 10. 2
Received Access—Reject from the RADIUS server for the
client.
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<TIMESTAMP> ERROR 10. 10. 10. 2
Received eap failurefrom the client.

Web-Auth HE4S

— AN UF I HER S R T RS R P ) “Policy Manager State” , WILL RPN, H
T In) @11 2% 1 v 45 B AE WEBAUTH_REQD R 7. IX R 802. 11 i FE I 5E % T,
nRER AT PA N R R

o BERRIHI 40/ 50
o HHRAIVIRIERIZIZR (V7R FMER Web S04 Ik 55 d%)
o DNS AT IEMAMCE SR

Note: FHZ T web ANUFMIHEES, 1S % Controller Web

Authentication Configuration Example.

Client 'unknown' - Intel:64:63:0b
General Statistics Location
Client Properties RF Properties
nt User MNamme AF Manne D0zl :lcied:d6  bE

Cheant IP Address 10.10.10.15 AP Type Cisco AP

imnt MAC Address 00:19:d2:64:63:0b aF Basa Radio MAC OD:14:1b:59:2d:80

ient Vendor Intel Frotocal g20£.119

Aol er 10,10 10,2 AP Mo lacal
Eaort L) Profile Name wb-auth
Interface management SSID sevi-wabauth

AN ID o v Paoli

», 11 State Associated stion Id 2
Mability Bol L b Fyn it £y Reason Code Mone

[I i Manager tate WEBAUTH_REQD ] B02.11 Authentication OPENSYSTEM
Anchor Address o000
Mirror Mode Brisable Security
i Authenticate d No

B Wi FPalicy Type Urik o n

S E tatus Regular Client Encryption ¢ Ppher MNOMNE

EAP Type Urik rigwe i

H A B 7R web DAEBCA ) FESCIR I, TR PR )7 580, il
web WL AR, (HA2 R A BRI P SRR B T8I WCS 20/ s HE R L w] LA
AR E R

{TIMESTAMP> INFO 10. 10. 10. 2
Controller association request message received
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{TIMESTAMP> INFO 10. 10. 10. 2

Received reassociation request from client
<TIMESTAMP> INFO 10. 10. 10. 2

The wlan to which client is connecting does not
require 802 1x authentication
<TIMESTAMP> INFO 10. 10. 10. 2

Client web authentication is required
{TIMESTAMP> INFO 10. 10. 10. 2

Client moved to associated state successfully
{TIMESTAMP> INFO 10. 10. 10. 2

Controller association request message received

DHCP and IP Addressing HE4

WH, B 2 AT, Lo 5 A AT A, (R AR A R A R
MR T # Al 3807 SRR . X AT LOE R WCS 2w HEES TH Can R Bt
) AREN SR o % AR AT AR — SR R, b (e A A L B R
b ik v T 45
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Troubleshooting Client '00:19:d2:64:63:0b’

Summary | Log Analysis l Event History l

Py Py 1
® ® ®
a0z.11 a0z.1x IPAddress
Association Authentication Assignment
Problem

Client could not complete the dhep interaction.
Suggested Action

Check whether the DHCP server is reachable,

Check whether dhcp scope is exhausted.

O

Successful
Association

Check whether dhep server is configured to serve the wlan.

Check whether multiple dhep servers are configured with overlapping scopes.
Check local dhcp server is present if dhcp bridging mode enabled {move It to

second) client 15 configured to get address from dhop server

Check if client has static ip configured and ensure client generates ip traffic *

if ipsec wlan, ensure that client is configured to do dhep exchanges in open
(safenet/netscreen default config does not include it)
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