
One-Hit-Wonder:  IOS-XE Firmware Upgrade with a Twist 
(Install Mode) 

 
What is Covered: 
 

• Standalone Catalyst 9200, 9400, 9500, 9600 

• Standalone Catalyst 8000-series router 

• Standalone Catalyst 9800 wireless LAN Controller 

• Standalone ASR 1000 

• Standalone ISR 1000, 4000 series routers 

• Switch Virtual (aka VSS) pair of Catalyst 9400, 9500, 9600 

• Switch Virtual (aka VSS) pair of Catalyst 9800 

 

Not Covered: 
 

• Router(s) & switch(es) running “classic” IOS is not covered. 

• AireOS WLC is not covered.   

• Standalone or Stack Catalyst 3650, 3850, 9300 

 
NOTE:  Use “request platform software package install switch all file 
flash: on-reboot new auto-copy verbose” command.   
 

A Word from our Sponsors:  
There is a very fine line between writing something short-and-sweet and writing something comprehensive 
while losing the target “market” in the process.  I have done all I can to make this document as “digestible” 
as possible without losing much of the important content but still maintaining some forward momentum.   

 

Introduction:   
 
One of the biggest challenges about firmware upgrade is the outage, particularly the duration and inconvenience 
of the outage.  Typically, rebooting a router, switch or a WLC would take about five (5) minutes, however, there 
are times when the reboot would blow out to fourteen (14) minutes (or longer).   Because of this, firmware 
upgrade tends to happen outside business hours.   
 
Cisco IOS/IOS-XE (Polaris) has the feature to schedule the reboot at a later date (reload at <time> 

[date]), however, the Cisco-recommended Install Mode command will immediately reboot the appliance as 
soon as the command is entered.   
 
This process uses the recommended Install Mode CLI command (“install add file bootflash:  

activate commit”) but with a twist:  The process WILL NOT reboot the appliance.   
 
This means an operator can, during business hours, unpack the packages and schedule the reboot of the 
appliance(s) later. 

  



IMPORANT:  This procedure is neither recommended nor supported by Cisco (TAC). 

 
Layout: 
This document is broken into two “chapters”: 
 

• Chapter 1:  Standalone (non-stack) 

• Chapter 2:  Switch Virtual (aka VSS) 
 

Technojargon: 
• Appliance:  A router, switch, wireless LAN controller (WLC) that operates on IOS-XE (Polaris) 

• Target “firmware.conf” file:  A firmware version intended to upgrade to with a file extension of “conf”. 

• Switch Virtual:  Virtual Switching System (VSS) 
 
  



Chapter 1: 
Standalone 

 
General Procedure 
 
1. Read the Release Notes very carefully. 
2. IOS-XE firmware have a filename extension of “bin”.   
3. Clean the flash/bootflash:  install remove inactive 
4. Copy the file into the switch/stack master. Make sure the boot-variable string is pointing to 

“packages.conf” file & “MANUAL_BOOT” is not enabled (or “no”). 

 

 
 

5. Initiate Install Mode 

 
install add file bootflash:filename.bin activate commit 

 
 

WARNING:  After entering the (above) command, DO NOT TOUCH the keyboard! 

 

Explanation: 
 
After entering the Install Mode command, the automation script will unpack all the files from IOS-XE firmware.  
Around twelve (12) minutes (time duration varies depending on several factors, such as current firmware version, 
uptime, condition of the CPU/Memory, etc.) the script will stop with a “y/n” question.   
 

• To stop the process, press “n” and Enter key (two keystrokes).   

• Press “y” (one keystroke) and the process will continue and reboot the appliance automatically.   
 
The warning is there as to minimize the risk of entering wrong key.   

 



 
 
6. Press “n” (or “N”).   
7. Do not be alarmed by an error message generated – It is expected.   

 

 
 

 
 
8. Two files in the bootflash: are of importance, they are:   

 

• packages.conf (green font) 

• Target “firmware.conf” file.  Example, “cat9k_iosxe.17.09.03.SPA.conf” is highlighted 
in the first picture (below) 

 



 
 



 
 
9. Rename “packages.conf” into a completely different filename, like “packages.conf.000”.   
 

 
 
10. Copy or rename target “firmware.conf” file to “packages.conf”.    
 

 
 

11. Check the bootflash: for the presence of the “packages.conf” file. 
 

 
 
12. Peer or inspect inside the “packages.conf” file and make sure the contents point to the intended 

firmware version, in the picture (below) it is 17.9.3. 



 
 

 
 
13. If the contents of the “packages.conf” points to the correct firmware version, then save the 

config and reboot the switch.   
14. [RECOMMENDED][OPTIONAL] Clean the flash:  install remove inactive 
15. DONE. 
 

  



Chapter 2: 
Switch Virtual (aka VSS) 

 
 
General Procedure 
 
16. Read the Release Notes very carefully. 
17. IOS-XE firmware have a filename extension of “bin”.   
18. Clean the flash/bootflash:  install remove inactive 

19. Copy the file into the switch/stack master. Make sure the boot-variable string is pointing to 
“packages.conf” file & “MANUAL_BOOT” is not enabled (or “no”). 
 

 
 

20. Initiate Install Mode 
 

install add file bootflash:filename.bin activate commit 

 
 

WARNING:  After entering the (above) command, DO NOT TOUCH the keyboard! 

 

Explanation: 
 
After entering the Install Mode command, the automation script will unpack all the files from IOS-XE 
firmware.  Around twelve (12) minutes (time duration varies depending on several factors, such as current 
firmware version, uptime, condition of the CPU/Memory, etc.) the script will stop with a “y/n” question.   
 

• To stop the process, press “n” and Enter key (two keystrokes).   

• Press “y” (one keystroke) and the process will continue and reboot the Switch Virtual pair 
automatically.   



 
The warning is there as to minimize the risk of entering wrong key.   

 

 
 
21. Press “n” (or “N”).   
22. Do not be alarmed by an error message will be generated – It is expected.   
 

 
 

 
 
23. Two files in the bootflash:/bootflash-2: are of importance, they are:   

 

• packages.conf (green font) 
• Target “firmware.conf” file.  Example, “cat9k_iosxe.17.09.03.SPA.conf” is highlighted 

in the first picture (below) 

 



 
 



 
 
24. Rename both “packages.conf” into a completely different filename, like 

“packages.conf.bak”.   
 

 
 
 
25. Copy or rename both target “firmware.conf” files into “packages.conf”.    
 

 
NOTE:  In the above example, I deliberately used both “rename” and “copy”.  Use either one will not 
change the course of history.   
 
26. Check both bootflash: and bootflash-2: for the presence of the “packages.conf” file. 
 



 
 
27. Peer or inspect inside the “packages.conf” file and make sure the contents point to the intended 

firmware version.   

 
 



 
 
28. Reboot the VSS pair.  
29. [RECOMMENDED][OPTIONAL] Clean the flash:  install remove inactive 
30. DONE. 


