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Smart Call Home 
(Device Diagnostic in SNTC) 
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Smart Call Home 

 

主动，实时诊断和告警 

自动生成思科服务请求 

方便的网站及报表功能 

安全可靠的数据传输 
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CISCO Services 
Making Your Business Work Smarter	


问题升级 

开Case 

故障发生 

采集信息、共同排障 

分析定位 
故障点 

设备 L1支持 L2支持 思科TAC 

网管监控 
或最终用 
户报障 

沟通成本高，简单问题占用L2支持资
源，故障解决时间长 
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　　　　　　　　　　自动开TAC case 
自动信息采集 故障发生 

 自动报障 
 
 

L1支持 L2支持 思科TAC 

解决方案 故障排除 

用户感知业 
务影响前已 
有解决方案 

减少沟通成本、节约技术资源 
提高设备可用性 

设备 
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Email 

Cisco TAC 

10010111101110110111110011010010111101110110
11111001101100111001010100011011111111101001
01111011101101111100110110011100101 

SECURE 

Smart Call Home 
Portal 

Enabled Smart  
Call Home  
Devices 
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•  Inventory 
周期性发送 

•  Configuration 
周期性发送/配置变更驱动 

•  Environment 
根据严重程度发送 

•  Diagnostic 
根据严重程度发送 

•  Syslog 
根据严重程度发送 

§  周期性发送颗粒度 
月、周、日、时间 

§  严重都颗粒度 
-  Catastrophic 
-  Disaster 
-  Fatal 
-  Critical 
-  Major 
-  Minor 
-  Warning 
-  Notification 
-  Normal 
-  Debug 
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 产品名称  最低操作系统要求 

数据中心及交换机       
 UCS6100                 UCS OS 1.0 
 UCS6248  UCS OS 2.0 
 UCS6296  UCS OS 2.0 
 UCS C                     UCS 1.4(2b) 
 Nexus 9000  NX-OS 6.1(2) 

   Nexus 7000  NX-OS 4.0 
   Nexus 5000  NX-OS 4.0 
  Nexus 4000  NX-OS 4.1(2)E1(1) 
  Nexus 2000  NX-OS 4.0 
   MDS 9000  NX-OS 4.1.1 or SAN-OS 1.0 	
�  	
�

      Catalyst 6500  12.2(33)SXH 
   Catalyst 4900  12.2(52)SG  

 Catalyst 4500  12.2(52)SG 
  Catalyst 3750  12.2(58)SE 

 Catalyst 3560  12.2(58)SE 
 Catalyst 2960  12.2(58)SE   
  

安全 
 ASA5500                  8.2(2) 

 

路由器、运营商及城域以太     

   CRS/GSR/ASR9K  IOS-XR 4.1.0 
      Cisco 7600  12.2(33)SRC 
   ME 6500  12.2(33)SXH 
   ME 4924  12.2(52)SG 
      UBR 7000                12.2(33)SCE 
      UBR 10000              12.2(33)SCE 

 ASR 5000  12.0 
 ASR 1000   2.6.0 

   Cisco 7200  12.4(24)T 
 Cisco 7301  12.4(24)T 

   ISR 800, 1800, 2800, 3800  15.1(1)T 
 ISR G2 1900, 2900, 3900  15.1(1)T 

 
语音 
    CUCM        UCS8.6(1) 

  
 
 

http://www.cisco.com/web/services/portfolio/product-technical-support/smart-call-supported-products.html 	
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SNT，SNTC PSS，SC 

注册设备、邮件通
知的CCO 

与服务合同关联的
客户CCO 

与合作伙伴合同关
联的合作伙伴CCO 

思科后台系统诊断
后自动邮件通知 

支持 支持 

自动开CASE 支持 不支持 

SCH网站工具及报表 支持 支持 
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注册设备 

在设备上配置智能报障 

确认设备类型及软件版本是否支持 

准备好服务合同号 

机器对机器自动服务 

确认消息传输正常 

思科 

客户/合作伙伴 
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Device Diagnostics 
Backend 

(Smart Call Home) 

Transport 
Gateway 
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•  http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/
smart_call_home/Transport_Gateway_Deployment.pdf 	
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What? 
•  一种免费代理软件（proxy） 

•  部署在Windows Server, Linux 或 Solaris 8 （不支持windows 8） 

When? 
•  客户不希望网络设备直接发消息给思科 

•  客户希望通过统一的代理软件传输消息 

•  需要穿过客户网内的HTTP代理 
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CISCO Services 
Making Your Business Work Smarter	


•  [Inventory] 
 
-show module 
-show version 
-show inventory 
-show idprom all 
-remote command switch show 
version 
-show diagbus 

•  [Diagnostic] 
 
-show module 
-show diagnostic result module x detal 
-show version 
-show inventory 
-show buffers 
-show logging 
-show diagnostic result module all 
-remote command switch show 
version 
-show logging system last 100 

•  [Configuration] 
 
-show module 
-show version 
-show running-config 
-show startup-config 
-show inventory 
-remote command switch show 
version 

•  [Syslog] 
 
-show logging 
-show inventory 

•  [Environment] 
 
-show module  
-show environment 
-show logging 
-show inventory 
-show power 
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网络 设备类型 传输方式 

Singtel  Internet  
Platform  6k5/7k6*50+ 

开始测试N5k 
 

Direct  HTTPS 

 Singtel MPLS platform  SCH transport Gateway Method 

Direct HTTPS 

Transport gateway Method 

* 2013年2月至今自动开出3个TAC case并解决 
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1 

2 

3 

提高客户网络可用性 

为销售团队带来新的潜在机会 

被动到主动的智能管理模式 
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•  Problem: Needed a “smarter” way  
to manage and automate remote support 
operations for their global  
data center expansion 

•  Solution: Deployed Smart Call Home for 
remote diagnostic reporting on their 
Catalyst 6500s around the world 

•  Impact: 
1. Reduced incident resolution time by  

up to 3 hours 
2. Internal ROI estimated at 10–5% over 

outsourced service 

Itron is the world’s leading provider
 of intelligent metering, data

 collection, and utility software
 solutions, provides solutions based

 on machine-to-machine (M2M)
 automation and intelligence to

 8,000 utility companies worldwide. 

“I can sleep at night because the crown jewels are
 being protected…” 
–R. Routt, Itron network engineer 
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Hostname#configure terminal 

Hostname(config)#service call-home 

Hostname(config)#call-home 

Hostname(cfg-call-home)#contact-email-addr username@domain-name.com 

Hostname(cfg-call-home)#profile CiscoTAC-1 

Hostname(cfg-call-home-profile)#active 

Hostname(cfg-call-home-profile)#destination transport-method http 
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ROUTER#sh call-home detail 

Current call home settings: 

    call home feature : enable 

    call home message's from address: Not yet set up 

    call home message's reply-to address: Not yet set up 

    vrf for call-home messages: Not yet set up 

    contact person's email address: ibmademo1@gmail.com 

    contact person's phone number: Not yet set up 

    street address: Not yet set up 

    customer ID: Not yet set up 

    contract ID: Not yet set up 

    site ID: Not yet set up 

    source ip address: Not yet set up 

    Mail-server: Not yet set up 

    Rate-limit: 20 message(s) per minute 

SCH邮件通知发
给谁 

SCH 状态 enabled 

默认消息发送限
速 （每分钟） 
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Available alert groups: 

    Keyword                  State   Description 

    ------------------------ ------- ------------------------------- 

    configuration            Enable  configuration info 

    environment              Enable  environmental info 

    inventory                Enable  inventory info 

    syslog                   Enable  syslog info 
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Profile Name: CiscoTAC-1 

    Profile status: ACTIVE 

    Preferred Message Format: xml 

    Message Size Limit: 3145728 Bytes 

    Transport Method: http 

    Email address(es): callhome@cisco.com 

    HTTP  address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService 

    Periodic configuration info message is scheduled every 18 day of the month at 10:44 

    Periodic inventory info message is scheduled every 18 day of the month at 10:29 

    Alert-group               Severity 

    ------------------------  ------------ 

    environment               minor 

 

    Syslog-Pattern            Severity 

    ------------------------  ------------ 

    .*                        major 

默认 profile 

启用的告警组、严
重级别或频率 

Profile 状态 

传输方式 

消息发到哪里 
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Profile Name: sntc1 

    Profile status: ACTIVE 

    HTTP  address(es): http://172.21.18.155/schtg/services/DeviceRequestHandler 

    Periodic configuration info message is scheduled every Monday at 13:01 

    Alert-group               Severity 

    ------------------------  ------------ 

    configuration             normal       

    diagnostic                debug        

    environment               debug        

    inventory                 normal       

 

    Syslog-Pattern            Severity 

    ------------------------  ------------ 

    .*                        debug  

 

启用的告警组、严
重级别或频率 
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各平台事件处理清单： 
http://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/
SCH_Monitoring_Details.pdf 




