
18. NetDevOps2022

教主技术进化论 2022

教主VIP，聊点高级的！



2

大图

教主技术进化论
NetDevOps20221



3

1. NetDevOps



4

NetDevOps简介

教主技术进化论
NetDevOps1



5

NetDevOps简介

教主技术进化论
NetDevOps1



6

Cisco NSO
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Cisco Network Services Orchestrator (NSO) is a network 
services orchestration[网络服务编排] platform that enables 
end-to-end service deployment across multivendor physical 
and virtual infra- structure[支持多厂商的虚拟和物理架构]. 
NSO can also be considered a multivendor service-layer 
SDN controller[多厂商服务层控制器] for data center, 
enterprise, and service provider networks. It takes full 
advantage of NETCONF and YANG data models to provide a 
single API[利用YANG数据模型提供单一API] and a single user 
interface to the network that it manages. Cisco NSO is the 
single source of truth in a network, constantly maintaining 
the current state of all the devices in its database. It ensures 
that the configuration database is synchronized[确保配置同
步] with all the network devices at all times.
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The main components of Cisco 
NSO:
• Service manager
• Device manager
• Mapping logic
• Configuration database
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The two primary technologies that are being used with Cisco NSO are the 
following:
• NETCONF: Used for standard and efficient automation of configuration
• YANG: Used for services and device configuration data modeling
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Cisco NSO主要优势
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1. 多厂商统一YANG数据结构统一API
2. 原子操作(Distributed atomic transactions)
3. 自动同步与备份配置
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Cisco CML(Cisco Modeling Labs)
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For a long time, building and maintaining infrastructure 
laboratories for testing and learning was time-consuming and 
required a lot of hardware, which needed space, power, and cooling; 
these labs were therefore very expensive and in reach of only a few 
companies. With the advent of Network Function Virtualization (NFV) 
and Cisco Modeling Labs/Cisco Virtual Internet Routing Laboratory 
(CML/VIRL), it has finally become easy and cost-effective to build 
infrastructure laboratories for all types of purposes.

[使用NFV技术轻松构建测试和学习环境]
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一个CI/CD Pipeline
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Downloading and uploading CML/VIRL network topology YAML files is easy and straight- forward, and 
CML/VIRL users can easily share topologies and also store them in version control systems such as Git. CML/VIRL 
can be part of a CI/CD pipeline for network con- figuration changes. An example of such a pipeline could contain 
the following components and processes:

• CML/VIRL topology files could be stored together with automation scripts, device configuration files, and possibly 
Ansible playbooks in a version control system.
[CML拓扑文件可以和自动化脚本，设备配置文件，ansible剧本，一起存储在版本控制系统]

• Whenever a change is made to any of these files, a build automation tool such as Jenkins or Drone can be used 
to monitor and detect the change in version and initiate the automation processes.
[不管任何文件修改，一个自动化工具，Jenkins或者Drone就会监控到，并且发现修改的版本，然后发起一个自动化流程]

• A complete automated process can create a test environment using the CML/VIRL REST APIs, build application 
servers, and deploy them in the test environment.
[一个完整的自动化流程应该包含创建一个测试环境，使用CML REST API，构建应用服务器，部署他们在测试环境]

• The network configuration changes can be tested in this CML/VIRL virtual environment and a pass or fail criterion 
can be set based on the expectations of the administrator.
[网络配置的修改应该在CML虚拟环境测试，根据管理员的预期来做出一个pass或者fail的标准]

• If the tests pass, a configuration automation solution like Ansible could use playbooks and automation scripts to 
apply the tested configuration changes in the production network.
[如果测试通过，一个配置自动化解决方案，例如Ansible，使用剧本和自动化脚本，应用测试的配置修改到生产环境]
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Python Automated Test System (pyATS)
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pyATS and the pyATS library together form the Cisco test and automation 
solution, a vibrant ecosystem that aims to standardize how automated network 
tests are set up and run

pyATS was developed by Cisco in 2014 and is used extensively internally by 
thousands of engineers to run unit tests, regression tests, and end-to-end and 
integration tests for a large number of Cisco products. The solution is completely 
developed in Python3, making it easy to work with, scalable, and extensible. 
Millions of pyATS tests are run every month internally at Cisco.

https://developer.cisco.com/docs/pyats-getting-started/

https://developer.cisco.com/docs/pyats-getting-started/
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pyATS组件
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The pyATS test framework provides ways to define how the network topologies are created 
and modeled, how to connect to devices through connection libraries, and how to actually 
perform the tests and generate reports

The pyATS library builds on this infrastructure framework and provides easy-to-use libraries 
that implement pyATS features, parsers to interpret the data received from the devices, a 
mechanism for modeling network device configurations for both Cisco and third-party vendors, 
reusable test cases in the form of triggers and verifications, and the ability to build test suites 
through YAML-based text files

pyATS test 
framework

pyATS library

构建拓扑，连接设备，执行测试和产生报告

分析从设备上收到
的数据，结构化网
络设备的配置
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2. 环境介绍
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Gitlab三个Runner
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位于Controller_CI
用于执行pyats在脚本

位于Controller_CD
用于执行pyats在脚本

位于Gitlab
用于执行RESTCONF请求
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设置了变量
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https://controller_cd.qytangnetdevops.com:8888/restconf/da
ta/

https://controller_ci.qytangnetdevops.com:8888/restconf/dat
a/

Cisc012
3

ncsuser
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ci和cd两个分支都是保护分支
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CI为测试分支
CD为生产分支
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restconf_0_basic_info.py
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获取环境变量, 实现
分支不同, URL不同
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提前对所有的RESTCONF请求做了测试
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本次大量使用PUT(覆盖),
而不是之前的Patch(修
改)
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设备配置数据
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1. authgroup
2. 配置NSO设备
3. 配置设备IP
4. 配置设备Router
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配置模块(功能拆分)
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任务汇总模块
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Gitlab Pipeline配置文件
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任何一个步骤都
有CI和CD两个
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pyATS部分
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pyATS 快照
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3. 测试
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CI分修改配置然后Push
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CI分支

修改配置

Push

配置两个环回口, 并且宣告
最好Lo1地址最后一个111
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查看Pipeline状态
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- nso_authgroup (创建NSO认证
组)
- nso_devices (创建NSO设备)
- nso_sync (同步设备配置)
- nso_config (配置设备)
- pyats_diff (pyATS测试)
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通过pyATS看到邻居是一致的
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通过pyATS看到路由不一致
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可以下载
diff文件
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查看Diff文件
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CI配置的
artifacts

增加的路由
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Merge Request
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Merge Request
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Merge Request
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管理员查看change
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代码审核 Approval
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管理员 Merge
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查看Pipeline
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