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About This Solution

Single Sign-On (SSO) technology is critical to any organization looking to increase security through its IT infrastructure. SSO
allows employees to access most or all of their internal company resources using one standard login. This corporate login can be
used for any internal company web page with its authentication challenge pointing back to a centralized web server. There are
many solutions in the market today, with Microsoft Active Directory Federation Services (AD FS), PingFederate by Ping, and
ForgeRock OpenAM being the most popular. Implementing SSO in your organization gives you the following benefits:

e Reduces phishing success and time spent re-entering passwords for the same identity

e Supports conventional authentication such as Windows credentials (i.e., username/password)

e Reduces IT costs due to lower number of Technology Help Desk calls about passwords

e Provides security on all levels of entry/exit/access to systems without the inconvenience of re-prompting users
e Enables centralized reporting for compliance adherence.

In this lab, you will learn the essentials of Microsoft AD FS 2.0 and how you can enable SSO in an enterprise environment. For
more information on AD FS, please see the Microsoft TechNet Product Overview page.

About This Lab

This Identity Foundation Training lab includes:
e  SAML Technology overview
e  Setting up and configuring Microsoft AD FS 2.0 for SSO
o Username and password authentication
e Configuring Cisco Unified CM, IM & Presence, and Unity Connection for SSO
. Kerberos based authentication with Microsoft AD FS

e Certificates based authentication with AD FS
Lab Requirements

The table below outlines the requirements for this preconfigured demonstration.

Table 1. Demonstration Requirements
® Laptop ® None

® Cisco AnyConnect
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Lab Configuration

This demonstration contains preconfigured users and components to illustrate the scripted scenarios and features of this solution.
All information needed to access the demonstration components, is located in the Topology and Servers menus of your active
demonstration.

e Topology Menu. Click on any server in the topology and a popup window will appear with available server options.

e Servers Menu. Click on ¥ or ¥ next to any server name to display the available server options and credentials.

Table 2. Demonstration User Information
Anita Perez aperez Cl1sco012345

Lab Topology

This demonstration includes several server virtual machines. Most of the servers are fully configurable using the administrative
level account. Administrative account details are included in the script steps where relevant and in the server details table.

Figure 1. Lab Topology Overview
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Table 3. Server Information
Unified CM Cisco Unified Communications Manager v10.5(2) cucml.dcloud.cisco.com 198.18.133.3 administrator = dCloud123!
IM&P Cisco IM & Presence Server v10.5(2) cupl.dcloud.cisco.com 198.18.133.4 administrator =~ dCloud123!
Unity Connection Cisco Unity Connection Server v10.5(2) cucl.dcloud.cisco.com 198.18.133.5 administrator = dCloud123!
Active Directory Microsoft Active Directory Server 2008, ADFS v2 adl.dcloud.cisco.com 198.18.133.1 administrator = Clsc012345
Workstation 1 Windows 7 wkstl.dcloud.cisco.com 198.18.133.36 aperez Clsco12345

Lab Preparation
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BEFORE DEMONSTRATING

We strongly recommend that you go through this process at least once, before presenting in front of a live audience. This will allow
you to become familiar with the structure of the document and the demonstration.

PREPARATION IS KEY TO A SUCCESSFUL CUSTOMER PRESENTATION.

Follow the steps below to schedule your demonstration and configure your demonstration environment.

1. Browse to dcloud.cisco.com, choose the location closest to you, and then login with your Cisco.com credentials.

2. Schedule a demonstration. [Show Me How

3. Test your bandwidth from the demonstration location before performing any demonstration scenario. [Show Me How]

4. Verify your demonstration is Active under My Demonstrations on the My Dashboard page in the Cisco dCloud UI.
e It may take up to 45 minutes for your demonstration to become active.

5. If you are not connected to the lab from behind a router, on your laptop, use Cisco AnyConnect paired with the session
credentials from the Ul to connect to the lab. [Show Me How

6. From your laptop, access the demonstration workstation named wkst1 located at 198.18.133.36 and login using the following
credentials: Username: dcloud\aperez, Password: C1sc012345.

e Recommended method: Use Cisco AnyConnect [Show Me How] and the local RDP client on your laptop. [Show Me
How

7. From your laptop, access the demonstration workstation named ad1 located at 198.18.133.1 and login using the following
credentials: Username: dcloud\administrator, Password: C1sco12345.

¢ Recommended method: Use Cisco AnyConnect [Show Me How] and the local RDP client on your laptop. [Show Me
How

NOTE: If you run into any problems with the lab, we recommend you look in Appendix B — Troubleshooting. This appendix gives
solutions to common error messages you will find in this lab.
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Scenario 1. Understanding SAML

This section was extracted from the UC10.5 SRND to give you a brief explanation on SAML so that you understand what you are
doing in the configuration.

It is very important that you read this section. Before starting configuring SSO features.

The more typical web SSO flow used with Cisco Collaboration Services is Service Provider (SP) initiated web SSO. In that case,
the user directly (without visiting an Identity Provider (IdP) first) tries to access a protected resource on an SP. The SP then sends
the user to the IDP to get authenticated and then finally the user presents the authentication assertion received from the IDP to the
SP to get access.

The SAML web browser SSO profile provides a variety of options depending on whether the authentication is IdP or SP initiated
and on how the messages are exchanged between IdP and SP. As mentioned above Cisco Collaboration services only use SP
initiated SSO where the SP when a user tries to access a protected resource first send the user to an IdP to authenticate. The IdP
then builds an authentication assertion and sends the user back to the SP with that assertion.

The binding used for the messages exchange between IdP and SP for Cisco Collaboration services is the Redirect/POST binding.
Here an HTTP 302 redirect is used to send the SAML authentication request message from the SP to the IDP and the
authentication response from IdP to SP is sent using an HTTP POST message.

Figure 2.  SP-Initiated SSO (Redirect/POST binding)
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General steps of a SAML based authentication flow

1. The user tries to access a service or resource by pointing the browser to the URL hosted on the application server. The
browser at this moment does not have an active session with the service.
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2. The SP realizes that the request originates from a client without an active session. Based on the SSO configuration the SP
now generates a SAML authentication request to be sent to the appropriate the IdP defined as part of SSO configuration. The
SAML request contains information about the SP generating the request. This is required so that the IdP can identify the SPs
sending SAML requests.

3. The SP does not communicate directly with the 1dP to authenticate the user. Instead, the SP redirects the browser to the IdP.
The URL used for this redirect is taken from the IdP metadata exchanged earlier. The SAML request to be sent to the IDP is
included in the redirect as a URL query parameter using Base64 encoding.

This redirecting HTTP 302 may look like the following example:
e HTTP/1.1 302 Found

e Location:
https://pingsso.home.org:9031/idp/SSO.samI2?SAMLRequest=nZL NbtswEITveQgqCd1mOpKoW YRIwWYXxQ1kDZK50aQG0
2tYwISgXLJItH37kkra%2FBjwodflcPab3V2iGPgRr7076lv44QEdIb%2BGXiOfXmrgreZGoEKuxQDIneTt%2BusVz2aMj9Y4l
01PL7abmmJWVCxnku07sYCgFAu2KGWVdaycV1AWRbNPPjJZIDkId2BRGV3TYEPJFtHDVgMT20USm%2BcJg5Ks2L
GK5x84K%2B8p2QQ0pYWbfh2dG5Gn6aj0A6KZHcOAM2MfeACYp60b07a9nsUEG SWiZUwJazpQfQISWEENU|j%2FKs
0z1E%2BKdOF0%2F05908i5F92uyZprtsdJWtESIJHUOmMjOA9gW 7KOS8P3260VXejkk4F94FOWRpYEBjmmkjdip6JXAEyId
XSyjhE%2FDsq%2BWdJ5V%2FOWiq%2FeWy%2FSV4bP9yL 8Fi%2B2mMb2Sv%2F%2FnFuK8B%2BHOg2NFdclhkndn
hUYF2IHSNrH%2FQ9DOCiIwNT2ZA1n3vil5aUG4sD5nPdDVU5SK37CFQenrdgz8%3D&RelayState=s249030c0bda8e96a
8086c92d0619e6446b270c463

The encoded SAML authentication request shown above can be decoded as:
<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="s5249030c0bda8e96a8086c92d0619e6446b270c463"
Version="2.0"
Issuelnstant="2013-09-19T09:35:06Z"
Destination="https://pingsso.home.org:9031/idp/SSO.saml2"
ForceAuthn="false"
IsPassive="false"
ProtocolBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"

AssertionConsumerServiceURL="https://cucm-eu.home.org:8443/ssosp/saml/SSO/alias/cucm-

eu.home.org">
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">cucm-eu.home.org</saml:Issuer>
<samlp:NameIDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient"
SPNameQualifier="cucm-eu.home.org"
AllowCreate="true"
/>

</samlp:AuthnRequest>
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4. The browser receives the redirect, follows the URL and issues the corresponding GET to the IdP. The SAML request is
maintained. The browser at this stage does not have an active session with the IdP

5. After receiving the new request from a browser with no active session, the IdP authenticates the user based on the pre-
configured authentication mechanisms. Possible authentication mechanisms include user/password, PKI/CAC or Kerberos.
For user/password authentication, the IdP might push a form to the user to enter the credentials (e.g. 200 OK with IdP login
form). For the actual authentication, the IdP might depend on backend systems like for example an LDAP server for
user/password authentication.
One key point here is that the exchange of credentials for the purpose of authentication takes place between the IdP and the
browser. The SP is not involved and does not see the credentials.

6. The browser provides further information required for the authentication process. For the user/password case, this would be a
POST with the information. For other authentication mechanisms, other details would need to be sent to the IdP by the
browser.

7. The IdP now checks and validates the provided credentials. The check could involve interactions with respective backend
systems (LDAP bind for user/password based authentication against LDAP, communication with Kerberos server to validate
ticket etc.).

8. Finally, the IdP generates a SAML response for the SP. This response contains the SAML assertion documenting the result of
the authentication process. The SAML assertion in addition to the basic “Yes/No” information also contains validity
information and information about attributes describing the authenticated entity. At least the user id of the authenticated entity
has to be included in the well-known attribute “uid” so that the SP can extract this information from the assertion to relate the
authenticated entity to users existing in the local database.

The SAML assertion is signed by the IdP according to the SSO key information published in the IdP metadata. This makes
sure that the SP can verify the authenticity of the SAML assertion.

The IdP returns the SAML assertion to the browser in a hidden form in a 200 OK message. The hidden form instructs the
browser to POST the SAML assertion to the Assertion Consumer Service (ACS) of the SP.

The IdP also sets a session cookie on the browser which is cached by the browser. If the browser needs to get subsequent
SAML assertions, it will send the session cookie together with the SAML requests. The IdP will then realize that it already has
a valid session with the browser and assert the authentication of the previously authenticated user without prompting for
credentials again. This enables SSO against multiple SPs. Session expiry times for these session cookies are configured on
the IdP.

9. The browser follows the hidden POST received in the 200 OK and POSTs the SAML assertion to the Assertion Consumer
Service on the SP.

10. The SP extracts the SAML assertion from the POST and validates the signature of the assertion. This guarantees the
authenticity of the SAML assertion and the IdP. The user identifier received in the SAML assertion in attribute “uid” is then
used to decide whether the user is authorized to access the requested service. This is based on local access control
configuration on the SP.

11. The SP grants access to the requested resource and sends back the content in a 200 OK to the browser. The SP also sets a
session cookie in the browser so that for subsequent access requests from the same browser to the same SP the SP does not
need to initiate an exchange with the IdP anymore. The IdP will only be involved for requests from the same browser after the
SP session cookie will have been expired.

This concludes this lab activity.
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Scenario 2: Setting up Microsoft™ AD FS 2.0

This section will describe the steps to configure SSO using Microsoft™ Active Directory Federation Services® as Identity Provider
(IdP).

NOTE: Due to time management, some parts of this lab are already pre-configured such as Installing Microsoft™ AD FS2.0 and
Basic AD FS 2.0 setup wizard (both explained in Appendix C).

By default, AD FS2.0 has Username/Password Authentication enabled, so no extra steps are needed to prepare AD FS2.0 to
enable this Authentication method. For other authentication methods, AD FS2.0 needs customization to be part of the lab steps.

Username/Password based Authentication with AD FS 2.0

RDP to AD 1 (198.18.133.1) and login with dcloud\administrator / C1sc012345

Setting up Unified CM Voice & Video for SSO

NOTE: The LDAP configuration for Unified CM has already done due to interest of time. If you would like to see the steps for this,
you can see them in Appendix A.

Setting up AD FS 2.0 for Unified CM Voice & Video

NOTE: You already configured the Username/Password authentication mechanism in ADFS2 , now you need to configure the
SSO connection on Unified CM.

First task is to to get the Unified CM metadata for the SAML Assertion with the IdP.

1. Within the AD1 RDP session, open Internet Explorer and navigate to Collaboration Server Links > Cisco Unified
Communications Manager. Then click on the Cisco Unified Commucations Manager link.

2. Login with administrator / dCloud123!
3. Navigate to to System > SAML Single Sign-On.

4. Click on Export All Metadata.
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Figure 3. Export All Metadata

SAML Single Sign-On

vﬁ Enahkle SAML S50 ;ﬁ Export All Metacdata

Status

@ SaML 550 disabled

SAML Single Sign-0On (I - Z of 2)

Server Mame

cucrnl.dcloud.cisco.com

cupl.dcloud.cisco.com

Enable SAML S50 I Export all Metadata

5. After a few seconds click the Save button on the bottom of the page to save to the AD1 Desktop.
6. Minimize Internet Explorer, right click the SPMetadata.zip file, choose Extract All and then click Extract.
7. Check that you have the following two files in the new SPMetadata folder on your Desktop:

Figure 4. Directory Contents

MName =

|Z| SPMetadata_cucm 1.ddoud. dsco..com. xml
|£| SPMetadata_cup1.ddoud. dsco.com, xml

8. If youlook inside the xml files you will see what will be sent to the IdP and requested in the contract agreement. This starts the
SAML negotiation between the Service Provider (SP) and the IdP. Each file contains one agreement for each SP (since
Unified CM exports automaticaly Unified CM and IM&P Metadata you have two files). What is specified in each file, sets the
“ground rule” for the autorization process. See the following figure for more information.
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Figure 5. XML File Contents

<?xml version="1.0" encoding="UTF-8"?>
- <md:EntityDescriptor entityID="cucm1.dcloud.cisco.com" ID="cucm1.dcloud.cisco.com” xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata">
- <md:SPSSODescriptor pmmcﬂ\Suppm‘tEnumeratmn— urn:oasis:names:tc:SAML:2.0:protocol’ WantAssertionsSigned="false" AuthnRequestsSigned="false">
- <md:KeyDescriptor use="sig
- «ds:KeyInfe xmins:ds="http: //www w3.0rg/2000/09/xmidsig#">
- <ds:X509Data>
<ds:X505Certificate> MITF1TCCBL2gAWIBAQIKHrvFUgAAAAAAFD i AQUFAD QYKCZImiZPyLGQB GRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY2IzY28xFjAUBgolkialk/IsZAEZFgZkY 2xvdWQxFjAU
BgNVBAMTDWRjbG91ZC1BRDELQOEWHhCNMTUWNDIZMTQWNTU2WhcNMTcwNDI2MTQWNTU2WB/MQsw CQYDVQQGEWIVUZEOMAWGALUECBMFVGV4YXMXEZARBGNVBACTCIIpY2hhcmRzb24xFjAUBGNVBACT
DUNpc2NvIFN5c3RIbXMxDzANBgNVBASTBmRDbGO1ZDEIMCAGA1UEAXMZY3VjbTEuZGNsb3VkLmNp c2NvLmNvbS1tczCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQoCGgEBAK1z571cQtwzg149nc6z
Pf2W /B7rD/0EGZPLIOPS8BO66CUqVIGT+FwB1L52sikX4BI5fQizvGK/vrqjWj0lv54mVt/2m7E20 ty3WHTsR+F480HXEIWZGQFycfRDSt6Z3KrgRNCOWp 2gmouQ90H5DSz91BDuzy Tp84u50l1TIJiLC
nulch5gcnDcfXq/u92k7ugFce0aP+2WthgDL3s7 +Dgf/Q0DelbM5Lcoe6VmScMGoVRIYaQTeNsf vQ87pDHMbCSAKhPhpriCmzWgYZIuvC3yaMzUswiAjNWYNAQD+MKjI5r0LUOBVO6X3KM6 /nPYVuat
*AIUWb2FgVizjUSfLgcCAWEAAaOCANQwggIwMBMGA1UdIQQMMA0GCCSGAQUFBWMBMA4GA1UDWER /wQEAw]FnDBKBgNVHREEQzBthZdeNtM5SkVvadWQuVZIZYZBqugtgthYvadWQnYleVZEu
Y29tghvjdXAxLmRjbGO 1ZC5jaXNjby5jb20WHQYDVROOBBYEFDAADWZDBCGPLC1KPtEFdAWA0L8b MBSGA1UdIWQYMBaAFBEmMriq gWk1CkzOyBy/quop
gbhsZGFwOiSVLONOPWRjbG91ZC1BRDEtQOESQ049YWQXLENOPUNEUCXDTj1QdWIsaWMIMjBLZXKI M]BszJzawnlcyanuszJzaWNchxDT]mhzsmawdlcmruawguLERDPWthanchqz1]axN]
byxEQz1jb20/Y2Vy XZVY" TGIzdD9iYXNIP29iamVjdENSYXNzPWNSTERp c3RyaWJ1dGlvblBvaWS0MIHHBqgrBgEFBQCBAQSBuUjCBtzCBtAYIKWYBBQUHMAKGgadsZGFwOisy
LONOPWRjbG91ZC1BRDELQUESQ049QUIBLENOPVB1YmxpYyUyMEtleSUyMFNIcnZpY2VZLENOPVNI cnZpY2VzLENOPUNvbmZpZ3VyYXRpb24sREM9ZGNsb3VKLERDPWNpPC2NVLERDPWNVBT9jQUNICnRp
ZmIjYXRIP2Jhc2U/b2JqZWNOQ2xhcBMIY 2VydGImaW NhdGIvbkF 1dGhvemI0e TAhBgKrBgEEAYI3 FAIEFBASAFCAZQBIAFMAZQBYAHYAZQBYMAOGCSQGSIb3DQEBBQUAA4IBAQB1KHBIpaqQ1C3w +Wv
GZHQrS6WZIWTNCcS5vybf9GeCGLjYj45DxGLLYQBbGB3umHaAPdPDI8p/pwT3eP9xArulcc2CoArma JCgo35ti/ gCxzIVoSCESBT/ 1X9Ku6uzdIf7FCg 0CIUXVSDW. 01W3jDvz
HISIKfidRFoxJBAZ6KuXZTkDjsGBQIYGK/7CMDC8ioc0Gv9z1iZ7p/ OnLaAit2y3ctdkT55wzLZ9 v3GBVSRMHPXgDH3KAZ1M6CZXg320Au2rKW41UORI Y 1U11C7IVZR
aKTM3RZc02sdydRIHnIX </ds: X509 Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptors
- <md:KeyDescriptor use="encryption"s
- <ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09 /xmidsig#">
- <ds:X509Data>
<ds:x509Certificate> MIIF1TCCBL2gAWIBAQIKHIVFUGAAAAAAFD AQUFAD QYKCZImiZPYLGQB GRYDY29tMRUWEWYKCZIMIiZPYLGQBGRYFY2|zY28xFjAUBgoIkialk/ISZAEZFgZKY 2xvdWQxFjAU
BgNVBAMTDWRjbG91ZC1BRDEtQOEWHhcNMTUWNDIZMTQWNTU2WhcNMTcwNDI2MTQWNTU2WB/MQsw CQYDVQQGEWIVUZEOMAWGALUECBMFVGV4YXMXEZARBGNVBACTCIIpY2hhcmRzb 24xFjAUBgNVBAGT
DUNpC2NvIFN5c3RIbXMxDzANBgNVBASTBmRDbGO1ZDEIMCAGAIUEAXMZY3VjbTEuZGNsb3VkLmNp c2NvLmNvbS1tczCCASIWDQYIKoZThveNAQEBBQADgGEPADCCAQoCGgEBAK1Z571cQtwzgl40nc6z
Pf2W/B7rD/0EGZPLIOPSBO66CUGVIGI+ FwB1L52sikX4BI5{QizvGK/vrqjWj0lv54mVt/ 2m7E20 ty3WHTsR+F480HXEIWZGQFycfRDSt6Z3KrgRNCOWP 2gmouQ90H5DSz9IBDuzy Tp84u5011TIILC
nulch5gcnDcfXq/u92k7uqFce0aP+2WthgDL3s7 +Dgf/Q0DelbMS5Lcoe6VmMScMtGoVRIYaQTeNSf vQ87pDHMbCSAKhPhprtCmzWgYZIuvC3yaMzUswfAJNWYNAQD+MKjI5r0LUOBVO6X3KM6 /nPYVuat
xAIUWb2FgVizjUSfLgcCAWEAAOCANQwWggIwMBMGA1UdIQQMMA0GCCSGAQUFBWMBMA4GAIUIDWER /wQEAWIFoDBKBgNVHREEQZBBghZjdWNEMS5KY 2xvdWQuY21zY28uY29tghBkY2xvdWQuY2IzY28u

Y29tghVjdXAXLmRjbG9 1ZC5jaXNjby5jb20WHQYDVROOBBYEFDAADWZDBCGPLC1KPtEFdAWA40L8b MBESGALUIWQYMBaAFBEmrlq gWk1CkzOyBy/quopl g
gbhsZGFwOi8vLONOPWRjbG912C1BRDELQOESQ049YWQxXLENOPUNEUCXDTj10dWIsaWMIMjBLZXkI MjBTZX]2aWNIcyxDTj1TZX]2aWNIcyxDTj1Db 1c jbG91ZCxEQz1jaXNj
byxEQz1jb20/Y2Vy XZvY. TGIzdDOIYXNIP20iamVjdENSYXNzPWNSTERp c2RyaWJ1dGlvblBvaWSOMIHHBqgrBgEFBQCBAQSBujCBLzCBtAYIKWYBBQUHMAKGgadsZGFwOisy

LONOPWRjbG91ZC1BRDELQUESQ049QUIBLENOPVB1YmxpYyUyMEtleSUyMFNICnZpY2VZLENOPVNI cnZpY2VZLENOPUNvbmZpZ3VyYXRpb24sREM9ZGNsb3VKLERDPWNpRC2NVLERDPWNVBT9jQUNICNRp
ZmljYXRIP23hc2U/b2IqZWNOQ2xhc3MIY2VydGImaWNhdGlvbkF1dGhvcmiOeTAhBgkrBgEEAYI3 FAIEFB4SAFCAZQBIAFMAZQBYAHYAZQBYMADGCSqGSIb3DQEBBQUAA4IBAQBL1KHBfpaqQ1C3w+Wv
GZHQrS6WZIWT! y jYj45DxGLLy APdPDfSp/pwT3eP9xArulcc2CoArma ICgo35ti/gCxzIVoSCESBT/ 1X9KubuzdIf7FCg jpcgOCIUXVAED 01W3jDvz
HISIKfidRFoxJBAZ6KUXZTkDjsGBQIYGK/7CMDC8ioc0Gv9z1iZ7p/ OnLaAit2y3ctdkT55wzLZ9 v3GBVSRMHPXgDH3KAZ1M6CZXg320Au2rKW41UORI Y 1U11C7IVZR
aKTM3RZc02sdydRIHnIX </ds: X508 Certificate>
</ds:x509Data>
</ds:KeyInfos

</md:KeyDescriptors

<md Formatzur i C:SAML:2 i ‘mat:transi

<md:AssertionConsumerService index=

</md:5P550Descriptor>
</md:EntityDescriptor>

nt</md:NamelDFormats
Location="https:/ /cucm1.dcloud.cisco.com:8443/5505p/saml/SS0/alias/cucm1.dcloud.cisco.com" Binding="ur i c:SAML:2.0:bindi TTP-POST'/>

9. For further details on the SAML stardard please refer to the OASIS Standard - https://www.oasis-open.org/committees/security

14

10. Open the Active Directory Federation Services 2.0 Management Console using the icon [ ]in the taskbar.

11. Click Required: Add atrusted relying party. This is the Microsoft wording for Service Provider.

Figure 6. Add a Trusted Relying Party

5 Bl ation Yew Windw beb
la wp (7]
i orsza

Servico

% [ Trust Relationships 3
Overview

AD FS ovides srge

on (550 access for cherd compulens

0 Required Configuration Incomplete

Bofore you canuse AD 5 2010 manage S50 aoosss or users and sarvioes. you st camplate the folowing tack

0 Learn About:

Configunng Claims Promder or Belnna Party Trusts
Adding Federation Servers to a Farm and Setting Up Load-Balancing

C Fed Server Proxies

Troubleshooting AD 8 2.0

12. This starts a setup wizard. Click Start to begin.

13. Check Import data about the relying party from a file, click Browse and import the
SPMetadata_cucml.dcloud.cisco.com.xml metadata XML file in the Desktop\SPMetadata folder, and then click Next.
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Figure 7. Import XML File

Wi Add Relying Party Trust Wizard [ =]

Select Data Source

i Select an option that this wizard will use to obtain data about this relying party:

@ Welcome

" Import data about the relying party published online or on a local network

Lse this option to import the necessary data and certificates from a relying party organization that
@ Specify Display Name publishes its federation metadata online or on a local network.

@ Select Data Source

@ Choose lssuance Federation metadata address (host name or URL):
Authorization Rules I

@ Readyto Add Trust

Example: fs contoso.com or hitps://www contoso.com/app
@ Finish

' Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party organization that has

ported its federation iata to a file. Ensure that this file is from a trusted source. This wizard wil
not validate the source of the file.

Federation metadata file location:

ers Administrator Desktop'SPMetadata' SPMetadata_cucm 1 dcloud cisco.com xm Browse... |

" Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

< Previous | Next > Cancel Help

14. Enter cucml as the display name and click Next.

15. Confirm the radio button next to Permit all user to access this relying party is selected and click Next.

16. Click Next again.

17. Confirm that Open the Edit Claim Rules dialog... is checked and click Close.
18. Click Add Rule.

19. Keep Send LDAP Attributes as Claims selected from the Claim rule template drop down menu and click Next.
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Figure 8. Rule Type

" add Transform Claim Rule Wizard x|

Select Rule Template

Steps Sekact the lemplate for the claim rubs that you wanlt to creats from the folowing list. The description
w Chotae Ruie Twoe provides defails about each claim e template
@ Configure Claim Aule Claim nde tempiata:

[send LDAP Atinutes 2 Claims =
Clam nde templats dasciiption.

Using the Send LDAP Attrbute &t Claimns e leenplale you can seec allibutes liom &n LDOP aitnbule
store such a3 Actve Directory o sand as cims 1o the telying party. Multpie attrbutes may be sant s
rubple clams lram & sindle rule using this rule ype. For example, you can use thit e lmdde to
create 3 ruls that wil exstract attibute values for from

telephonsNumber Aclive Diteclory allnbules and then send thoze valuss as iwo diferant mngung
clams. Thnn‘emaysmba wied to eand dlollheum’agunmeubmhm llyoummaomseml
rdivddial group memt . use the Si as a Clam ruls template

Tal me mare about this rule tamolate .

v [ Hets | Coc | hew

20. Enter the following information for the Claim Rule.

NOTE: the UID must be lower case and will NOT be in the drop down menu.

Table 4. Rule Configuration

Claim rule name NamelD

Attribute Store Active Directory
LDAP Attribute SAM-Account-Name
Outgoing Claim Type uid

Figure 9.  Rule Configuration

" add Transform Claim Rule Wizard B3|

Configure Rule

Steps Youcan configue tis ruls 1o sand the values of LDAP atiibutes as claime. Select an altibute stoie fiom
@ Chocse Rule Twe which to exract LDAP attiitutes. Spechy how the attisutes wil map ta the outgoing clam types that wil be.

igsued fiom the e,
w Conbigure Claim Aule
Clasm e name:

|MameID

Rule template: Send LDAP Atinbutes as Claims.

Ablribute shore:

|aciive Diecton =

Mepping of LDAP attiibutes lo cubgang cleim types:
LOAP Altbute Dutgurg Clam T
> [sehdccountdlame fu =]

- B <]

<Brevous |[Frsh | cencet | meb |
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21. Click Finish to continue.
22. Click Add Rule again to add another rule.
23. Select Send Claims Using a Custom Rule from the drop down menu and click Next.

Figure 10. Custom Rule

"M add Transform Claim Rule Wizard [x]
Select Rule Template

Steps Selact the lemplal h rom the folowinglist. The desciplion

W Chovae Ruis Type: provides details about each cleim e tamplate

@ Configure Claim Aule Claim nde tempiata:

Claim nde templats desciiplion

e, bes that can't be dwath 2 rule terplate. Custom s are
D FS 20 Cay v nchide

* Sandng claims from a SOL altrbute stare

+ Sendng ciaims fiom anLDAP aflibute slore using & custom LDAF fker

* Sardng claims fiom a custom Sttiibue store

= Serdng chams orly when 2 ot more incoming clams er= prezent

* Sandig clame oniy vihen an ncoming claim vales maiches 3 complex patteen
« Sendng cams wih complex chang=: to an inzcming clam vekie

* Credting ciaime for uge onlpinlaker rukes

12l me more shout this nde temolate.

g |[Hets | Coneel Heb

24. Enter custom for the rule name and copy/paste the following text in the rule window.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.OriginalIlssuer, Value = c.Value, ValueType =

c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://adl.dcloud.cisco.com/adfs/com/adfs/services/trust",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"]
= "cucml.dcloud.cisco.com");

Figure 11. Custom Rule

" Add Transform Claim Rule Wizard [ %]

Configure Rule

Steps You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts

® Choose Rule Type claims from a SQL attribute store. To corfigure & custom nule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

@ Configure Claim Rule

Claim rule name:

Jeustom

Rule template: Send Claims Using a Custom Rule

Custom rule

"http://achemas.xml3ocap.org/w3/2005/05/identity/claima/nameidentifier ﬂ
*, Issuer = c.lasuer, Originallssuer = c.Originallssuer, Value =
c.Value, ValueType = c.ValueType, Properties

["http://schemas. xmlsoap.org/ws/2005/05/ identity/claimproperties/ form
at"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient™,
Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/name
qualifier”] =
"http://adl.dcloud.cisco.com/adfa/com/adfs/services/trust”,
Properties
["http://achemas.xmlscap.org/wa/2005/05/identity/claimproperties/apna
mequalifier”] = “cucml.dcloud.cisco.com”);

More about the claim rule lanquage ...

<Previous |[ Fsh | Cancel | Hep |
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25. Click Finish to continue. You should now have two rules defined on ADFS.

26. Click Apply and OK to close the rules window. You have now successfully added Unified CM as a trusted relying party (SP) to
ADFS2.0.

Setup Cisco Unified CM Voice & Video SSO

You need to provide Cisco UCM with information about our IdP. This information is exchanged using XML metadata. The XML file
required has already been downloaded for you and placed on the AD1 Desktop.

1. Go back to the Unified CM Administrator tab and click the Enable SAML SSO icon.

Figure 12. Enable SAML SSO

alal,  Cisco Unified CM Ad
cisco

For Cisco Unified Communice

System -+ Call Routing +  Medis Resources »

SAML Single Sign-On

= -
" Enzhle SAML S50 » Export All Metadsta
L4 e e

Status
’7® SAML S50 disabled

2. On the Security Popup, click Continue.

3. Click Next because the IdP Metadata Trust File was downloaded for you on the desktop.

NOTE: If you needed to download this file yourself, you would use the following URL:
https://ad1.dcloud.cisco.com/FederationMetadata/2007-06/FederationMetadata.xml

4. Click on Browse... and choose the IdP Metadata File on the Desktop called FederationMetadata.xml.

Figure 13. Import IdP Metadata File

SAML Single Sign-On Configuration

[:> Mest

r Status

® Ready to import Identity Provider metadata trust file to cluster servers

rImport the IdP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,

1)Select the IdP Metadata Trust

File 1
Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

Import IdP Metadata

5. Click Import IdP Metadata.
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6. Verify that the Metadata is imported successfully and click Next.

Figure 14. Import Successful

SAML Single Sign-On Configuration

. Nest

r Status

Qf Import succeeded for all servers

r Import the IdP Metadata Trust File

This step uplaads the file acquired frarm the IdP in the previous manual step to the Collabaration servers,

1)select the 1dP Metadata Trust
File

Mo file selected.

Z)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

a
Import IdP Metadata Q{; Import succeeded far all servers

1

7. You already download the Unified CM cluster Trust Metadata Files in previous steps, so click Next.

NOTE: There is a 60-second timer running to complete the next few steps. If you do not enter the username and password in Step
10 below in time then you will get an error on the SSO Test as shown below:

Figure 15. SSO Test Timeout

4 !3 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Valid administrator Usernames .
aperez @ 550 Metadata Test Failed

Possible reasons for Test Failure:

# The test timed out before you completed the IdP login
# The user name does not have access priviledges to the IdP

To prevent administrator lockout, S50 will not be enabled until the test has been successfully passed.
2)Launch 550 test page

Run S50 Test...

8. The next process will verify the SAML Assertion with ADFS2.0. Click the user aperez, and then click Run SSO Test...
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Figure 16. Run SSO Test

SAML Single Sign-On Configuration
5

—Status
!! The server metadata file must be installed on the IdP before this test is run.

—Test SSO Setup
This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run on any server for troubleshooting once 5S0
has been enabled. SSO setup cannot be completed unless this test is successful.

1)Pick & valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

1) Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Valid administrator Usernames

2)Launch 550 test page

Run S50 Test...
Back | Cancel

9. Inthe new window that pops up click Continue to this website.
10. Enter Username aperez and Password C1sc012345 and click OK.

11. Check if the output message is SSO Test Succeeded! If so, then click Close.

NOTE: In rare instances, the first time you enable SSO on Unified CM it will not work on the Administration page initially but it will
work on the Self Care Portal. The quick fix for this is to disable and then re-enable SSO. The next few steps will first test SSO with
the Self Care Portal and then proceed to disable SSO so you can complete the steps above again to re-enable SSO.

1. Click the home button to go back to the dCloud links page.
2. Navigate to Collaboration Server Links > Cisco Unified Communications Manager.
3. Click the Cisco Unified Communications Self Care Portal link.

4. This time you should receive an SSO login, which proves that SSO is enabled. There is no need to login at this time. First, you
will disable SSO.

5. Navigate back to the Unified CM administration page at Firefox Home Page > Collaboration Server Links > Cisco Unified
Communications Manager and click Cisco Unified Communications Manager.

6. Login with username administrator and password dCloud123!.
7. Navigate to System > SAML Single Sign-On.

8. Click Disable SAML SSO and then Continue.

9. Close the browser and then reopen it.

10. Navigate back to the Unified CM administration page at Collaboration Server Links > Cisco Unified Communications
Manager.
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11. If you still see the Recovery URL to bypass Single Sign On (SSO) link then SSO is still disabled. Keep refreshing your page
until that link disappears.

12. Once the link disappears, click the Cisco Unified Communications Manager link and login with username administrator
and password dCloud123!.

13. Navigate to System > SAML Single Sign-On.

14. Follow this link to run through the steps in this section again and re-enable SSO. You should then have a successful SSO test
and continue with the rest of this lab.

12. Click Finish.

NOTE: Clicking Finish will complete enabling SSO on all the servers in this cluster. There will be a short delay while the
applications are being updated.

13. You have now successfully completed the basic configuration tasks to enable SSO on UCM using ADFS2.0. Close the web
browser so it clears all of the session cookies.

NOTE: It is VERY important to close and reopen Internet Explorer. You are asked to do this several times in this lab. Please be
sure to perform this step, as it will clear the cookies from the browser and make it request new login information from the server.

14. Minimize the Remote desktop Connection.
Verify operation on Unified CM SSO functionality

You will now test SSO with an established Username and Password using Workstation 1.

1. RDP to Workstation 1 (198.18.133.36) and login with dcloud\aperez / C1sco12345, open Internet Explorer and navigate to
Collaboration Server Links > Cisco Unified Communications Manager

2. You will notice there is new option under Installed Applications called Recovery URL to bypass Single Sign-on (SSO). If
the link is not there, refresh your page until the link appears.

3. Click on this link to open the SSO recovery page.

The recovery option provides a backdoor into Unified CM, which allows you to login locally to Unified CM in the event of an outage
at the Identity Provider so you can still administer the box if the SSO provider is down.

NOTE: If you get a 404 error this means the Tomcat service is still restarting. Refresh your browser until you get a login screen.
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Figure 17. SSO Recovery Link

NI
CISCO

Installed Applications

+ Cisco Unified Communications Manager
= Recovery URL to bypass Single Sign On (SS0)
Cisco Unified Communications Self Care Portal
Cisco Prime License Manager
Cisco Unified Reporting
Cisco Unified Serviceability

Figure 18. SSO Recovery Login Page

aluiln  Cisco Single Sign On Recovery Administration
cisco

For Cisco Unified Communications Solutions

Cisco Single Sign On Recovery Administration Username

This page will validate credentials locally, allowing access only to applications that are [—
running on this server, and will not leverage SAML SS0 authentication.

I
Login Reset

This page can be disabled through the CLIL.

Copyright © 1958 - 2015 Cisco Systems, Inc.

4. Click the back button [@] to go back to the main Unified Communications Manager Administration landing page again.

5. Click on the Cisco Unified Communications Manager link and notice that you are now presented with an authentication
prompt and not the usual Admin login page.

Figure 19. Login Prompt

Windows Security

Connecting to adl.dcloud.cisco.com,

aperez |

p—
\ J [cesseeseed] |
Domain: DCLOUD

[] Remember my credentials

coc

6. Login as aperez with password C1sc012345 and click OK to continue. If your credentials are correct, you will be logged into
the Administration page.

Before enabling SSO, the Unified CM admin page prompted you with a HTML form for username and password. After enabling

SSO, Unified CM does not handle the Authentication part; this means that the IdP is prompting you with a basic username and
password pop-up.
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Congratulations! You just SSO enabled your first collaboration product!

Setting up ADFS2 for Unified CM IM&P

Earlier in the lab, you downloaded the Trust Metadata File set. The .zip file contains the metadata for both Cisco Unified
Communications Manager Voice & Video and Cisco Unified Communications Manager IM & Presence. Now you will use this file to
set up the IM and Presence for the Active Directory server.

1. Go backto the RDP connection to the AD1 server and open the window to the Active Directory Federation Services 2.0
Management Console you opened earlier.

2. Click Add Relying Party Trust... at the top right of the window.

Figure 20. Add Relying Party Trust

®IADFS 2.0 =] 3
W7 Fle Acton View Window Help ‘_ 8| x|
== | =]
“ ADF5 2.0 Relying Party Trusts Actions
Service .
= - i Relying Party Trusts -
5] Trust Relationships Display Name Enabled | Identifier i rty
| Claims Provider Trusts cucm1 es cuem 1 deloud cisco.com Add Relying Party Trust...
] R clying Party Trusts view R
“ Attribute Stores
New Window from Here
[ Refresh
Help

Update from Fex

Edit Claim Rules. ..
Disable
Properties

K Delete

Help

3. This opens a setup wizard. Click Start to continue.

4. Click the radio button next to Import data about the relying party from afile.
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5. Click Browse and choose the SPMetadata_cupl.dcloud.cisco.com.xml metadata XML file in the Desktop\SPMetadata

folder you saved and click Next.

Figure 21. Choosing the XML File

*ﬁmdd Relying Party Trust Wizard
Select Data Source

Steps Select an option that thiz wizard will uze to obtain data about this relying party:

@ Welcome . ) )
= |mport data about the relying party published online or on a local netwark

@ Select Data Source . . . " . -
: Lge thiz option to import the necessary data and certificates from a relying party organization that

@ Chooze lssuance publishes itz federation metadata online or on a local network.
Authorization Rules

@ FReady to sdd Trust

Federation metadata address [host name or URL):

Example: fz.contoso.com or https: /v, contoso. comdapp

@ Finish

= |mport data about the relying party fram a file

Use this option to import the necesszary data and cerificates from a relying party organization that haz
exported its federation metadata to a file. Ensure that this fils is from a trusted source. This wizard will
ot walidate the source of the file:

Federation metadata file location:
dmi . W etad

a_cupl.dcloud.c

Browse... |

" Enter data about the relying party manualy

Lze thiz option to manually input the necessary data about this relying party organization.

< Previous | Mext > I Cancel Help

6. Enter cupl as the display name and click Next.

7. Click the radio button next to Permit all user to access this relying party and click Next.
8. Click Next at the next screen.

9. Click OK at the following error message.

Figure 22. Error Message

Error - AD FS 2.0 Management E

% Aneror occured during an attempt to access the AD FS configuration database:
I Il Emor message: MSISTE13: The signing certificate of the relying party trust iz not unique across all relying party trusts in AD FS
= 2.0 configuration.

10. You will need to Cancel the Add Relying Party Trust Wizard and close AD FS2.0 Management console.

To solve the above error you will have to deploy Microsoft Rollup Update 3 package. The file has been downloaded for you. It will

be on the adl.dcloud.cisco.com server.
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NOTE: Due to multi-SAN (Subject Alternate Name) Certificates used in the UCM cluster, AD FS2.0 needs to be patched with
Rollup Update 3 package.

If it were not already done, you would download this package from Microsoft at http:/support.microsoft.com/kb/2790338

Terms and Condmons

Description of Update Rollup 3 for Active Directory
Federation Services (AD FS) 2.0

Texms and Conditions

Hotfix Download Available (3) [ Sed 10ootaccn]|  acee]

Hotfix Request

Important
A hotfix is intended to correct a specific problem.
Apply the hotfix only to systems that are experiencing the specific problem.
Installing the incorrect hotfix can cause damage to your system.
If you are not sure whether the hotfix is the correct one for your system, do not install it
Hotfixes are included in subsequent service packs that are safer to install through Microseft Update.

Select hotfix
This table shows hotfixes for the following platform and language.

Platform: x64
Language: English (United States)
Show hotfixes for all platforms and languages (3] Show additional information
Select Product Language Platform Fix name
o 5| Windows 7/Windows Server2008 R2 SP1 All {Global) x64 Fird 21449
O Windows Vista Al {Global) 54 Fixd 21450

Request hotfix by e-mail.
Alink to the hotfix will be e-mailed to you. Microseft may contact you if the hotfix is recalled.

E-mail: [

Confirm e-msil: |

Request hotfix]

11. In this step, you will need to install the Microsoft Rollup Update 3 for AD FS2.0 and reboot the adl.dclouc.cisco.com server.
On the Active Directory server, execute the file Windows6.1-KB2790338-v2-x64.msu file on the AD1 Desktop.

12. Click Yes to install Hotfix KB2790338.

13. Click Restart Now on the adl.dcloud.cisco.com server, DO NOT shutdown the server or you will not be able to get back to it.
The server Restart will take 1 or 2 minutes.

14. After a few minutes, create another RDP connection to AD1 (198.18.133.1) and login with administrator / C1sco12345.

'@r

15. You need to execute a PowerShell® Script, from the Taskbar click the PowerShell icon [ ]
16. At the PowerShell prompt type: set-executionpolicy unrestricted.
17. Accept the execution by typing Y.

Figure 23. PowerShell Prompt

B select Administrator: Windows PowerShell _

Windows PowerShell
Copyright (C> 2809 Microsoft Corporation. All »rights wesewved.

PS C:xlUsers Adninistratord|set—executionpolicy unrestricted 1

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the about_Execution_Policies help topic. Do you want to change the execution

policy?
[N] Ho [81 Suspend [?] Help {(default is "¥">:|YH 2
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18. At the PowerShell prompt type the three command lines below. You can copy all at one time and paste them in together.
cd "Senv:programfiles\active directory federation services 2.0\sgl"
Add-PSSnapin microsoft.adfs.powershell

.\PostReleaseSchemaChanges.psl

Figure 24. PowerShell Commands

B Administrator: Windows PowerShell M=l
lindows PouwerShell
Copyright (C) 288%? Microsoft Corporation. All rights reserved.

PS C:sUserssAdministrator?> cd "Senviprogramfiles“active directory federation services 2._.Bxsqgl”
PS C:“Program Files“active directory federation services 2.8%sgl> Add-PS8napin microsoft.adfs.powvershell
PS C:“\Program Files“active directory federation services 2.8%sql> .“PostReleaseSchemaChanges.psl_

19. You should see the following output:

Figure 25. PowerShell Output

Executing

PRINT ’‘Signing object:[ArtifactStorel.[Artifacts]’

ADD SIGHATURE TO [ArtifactStorel.[Artifacts] BY CERTIFICATE [MS_SchemaSigningCertificated
EB674FA51 WITH SIGNATURE = Bx8@1iDC6BDADFA1CFA?546A35A03B14ADA3B1 BA8B47FF7B4DCA1D7?BE3Z82AH
DDAD2CE7C6BFEARB? 3E?CYEB 7S E46 AP C534A31A7688 EEBDCES4BAD3C5A1BF6CE22F27ACA5602A09 7ABBEFABY
?81A3F55ABAE2C484CE236CA1A6AA1ALESB?FEAD2FE42F

2147483647
g for service 'AD FS 2.0 Windows Service Cadfssrv?’ to finish starting.

PS G:“\Program Fileswactive directory federation serwvices

20. After applying this script the AD FS 2.0 service will be restarted so please be patient before opening AD FS 2.0 Management
console again. You can now close PowerShell.

21. Open the Active Directory Federation Services 2.0 Management Console again by using the icon in the taskbar | @ ]

22. Click Add Relying Party Trust...

Figure 26. Add Relying Party Trust

%1AD FS 2.0 [_[o0x]
G Fle Acion View Window Help [IRETE|
e |ml e |
fij-or-- 0] ADF52.0 | Actions
" Service e
| Trust Relationships .
Overview Add Relying Party Trust...
£ FS 2.0 provides single-sign-on [550) access for client computers, Add Claims Provider Trust...
Add Attribute Store..,
Sy Edit Federation Service Properties. ..
[ -
9 Learn About: £dt Published Claims

Configuring Claims Provider or Relying Party Revake Al Proxdes

Trusts Provide Feedback

Adding Federation Servers to a Farm and Setting View »

Up Load-Balancing

Mew Window from Here
Confiquring Federation Server Proxies
&) Refresh
Troubleshooting AD FS 2.0
H Hep

[
23. This opens a setup wizard. Click Start to continue.
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24. Click the radio button next to Import data about the relying party from afile.

25. Click Browse and choose the SPMetadata_cupl.dcloud.cisco.com.xml metadata XML file in the Desktop\SPMetadata
folder you saved and click Next.

Figure 27. Choosing the XML File

%3 Add Relying Party Trust Wizard [x]

Select Data Source

Sisny Select an option that this wizard wil use ta obtain data about this relying party:
@ “Welcome ) ) )
 Import data about the relving party published online or an a lncal network
@ Select Data Source
Use this option to import the necessary data and certificates from a relying party organization that
@ Specify Display Name publishes its federation metadata online or on a local netwark.

@ Choose lssuance Federation metadata address (host name or LURL)
Authorization Rules I

@ Ready to Add Trust
@ Finish

Example: fz.contoso.com ar https: 4w, contoso.com/ app

o

Impart data about the reling party fram a file

Lise this option to import the necessary data and cerificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file iz from a trusted source. T his wizard will
not validate the source of the file.

Federation metadata file location:

dministratorDe:

Browse. .

" Eriter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization

(Frewousl Mext > I Cancel Help

26. Enter cupl as the display name and click Next.

27. Click the radio button next to Permit all user to access this relying party and click Next.
28. Click Next at the next screen.

29. Click Close to finish the wizard.

30. Click Add Rule.

31. Keep Send LDAP Attributes as Claims selected and click Next.

Figure 28. LDAP Attributes Menu

"Wy Add Transform Claim Rule Wizard [x]
Select Rule Template

Slees Selact the tempiate for the claim ruls that you went 1o craate from the folowinglist. The descipiion
W Chocse Ruls Tyoe provides detals about each claim e template
@ Configure Claim Aule Claim nde templata:

|Send LDAP Aniouges 2 Claims i |

Claim nde template desciiption

Using the Send LDAP Altrbute &t Claim: rule lemplate you can selec! allibutes lom an LDAP altnbule
store such a3 Actve Directory to sand as ciams to the telying party. Multiple attrbutes may be sert as
rubigle clams from & single rule using this rule type. For example, you can use this iuie tempiae to
creale 2 ruls that wil estract atibute values for authenticated usais from the dislaslams and
telephonsNumber Aclive Diteclory sllnbules and then send those values az lwo diferent augang
chims. This e may aleo be wsed to sand al of the usar's grcun memberships. I you wark to orly send
indrecdial group membeizhis, use the Send Group Membership as a Clam ruls template

Tal me more about this rula tanclate .

|t | comce | web |
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NOTE: The UID must be in lower case and will NOT be in the drop down menu.

32. Configure the following parameters:

Table 5. LDAP Parameters

Claim rule name NamelD

Attribute Store Active Directory
LDAP Attribute SAM-Account-Name
Outgoing Claim Type uid

33. Click Finish to continue.
Figure 29. Claim Rule

"W Add Transform Claim Rule Wizard [x]
Configure Rule

Steps You can configure this rule 1o s2nd the values of LDAP atibutes as claime. Select an allnbute stoie fiom
@ ChocseRule Type which to exract LDAP atfiibutes. Specly how the attiisutes wil map ta the outgoing clam types that wil be
B issued fiom the e,
@ Configure Claim Aule
Claam e name:
[MameID

Rule template: Send LDAP Attributes as Claims.

Allrioue store:
[ciive Directeny |
Mepping of LDAP affibutes lo cutgang cleim ypes:
| LDAP Ambute Outgoing Clam T,
» SabdcccuntName lfu -

<pevows [ Frsh | Cmcd | Heb |

34. Click Add Rule again to add another rule.
35. Choose Send Claims Using a Custom Rule and click Next.

Figure 30. LDAP Attributes Menu

" add Transform Claim Rule Wizard [ ]
Select Rule Template

Stops Selact the lemplate for the claim ruls that you wanl to credhe from the folowing list. The desciption

w Chocse Rule Twe: provides details about each claim nde template.

@ Configure Claim Aule Claim nde tempiata:

Claim nde template desciiption.

Using e, you bet 1hat can’t be dwalh & rube leerplate. Custom ides are
e AD FS 2.0 claim e | Capabibies that requi ez nchide:
claims fr SOL attrbute stare
g ciaims from an LDAP afliibute slore using & cuslom LDAP ket
claims i custom itibuee store
g chaims arly when 2 at ing clams ar= prezent
v claime only vien an incoming claim vaue maiches 3 complex pattesn
. g i th h el et
« Creating clams for use only in later ules

1al me more sbout this nde tamplate.

e [
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36. Create a custom rule called custom. Copy the following text in the rule window and paste into the Custom rule field:
c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]

=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer

= c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://adl.dcloud.cisco.com/adfs/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"cupl.dcloud.cisco.com") ;

37. Click Finish to continue.

Figure 31. Custom Claim Rule

Edit Rule - custom [ ]

You can corfigure a custom claim rule, such as a nule that requires multiple incoming claims orthat extracts
claims from a SQL attribute store. To corfigure & custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Rule template: Send Claims Using a Custom Rule

Custom rule:

name"] ;I

=> issue (Type =
"http://3chemas.xmlacap.org/ws/2005/05/identity/claims/nameidentifier™,
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value,
ValueType = c.ValueTlype, Properties
["http://schemas.xmlacap.org/wa/2005/05/identity/claimpropertiea/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/namequ

alifier™] = "http://adl.dcloud.cisco.com/adfs/com/adfs/services/trust™,
Properties
["http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/spname
gualifier"] = "cupl.dcloud.cisco.com™);

More sbout the claim nile lanquage

oK I Cancel Help

38. You should now have two rules defined on ADFS. Click Apply and OK to close the rules window.
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Figure 32. Rules Window

W Edit Claim Rules for cucm0a = 1%]

|stua'»eaTlamtormRulae]' t Rdulf--r Al Fhlu]

The folowing transom rules speciy the clama that wil be sark to the relpng party

Cidet | Fule Name [ lssued Clams: ]

Nomes

acdRuk.. | EdiRue. | BemoveRus.. |

ok | cewe | Aok | e |

You have now successfully added Cisco Unified Communications Manager IM&P as a trusted relying party to AD FS2.0.

Setup Cisco Unified Communications Manager IM&P SSO

You need to provide Cisco Unified Communications Manager IM&P with information about our IdP. This information is exchanged
using XML metadata.

1. You already downloaded the IdP Metadata Trust file on previous steps so you can use the same Metadata file on other
Relaying Parties. This file was saved into the user Downloads folder.

2. Back on Workstation 1 open Internet Explorer and on the Unified CM Administration page navigate to the System > SAML
Single Sign-On.

3. Click on Run SSO Test... for the bottom entry.

Figure 33. Run SSO Test

SAML Single Sign-On

x Disable SAML S50 (T Export All etadata e Update IdP Metadata File Fix All Disabled Servers
Status
[@ SAML 550 enabled ‘
SAML single Sign-On (I - 2 of 2) Rows per.Fagelﬂ
S50 Re-Import Export
Server Name Status Metadata Last Metadata Import Metadata Last Metadata Export 880 Test
cucmt.dcloud.cisco.com  SAML N/A May 21, 2015 11:33:12 il File May 21, 2015 11:04:55 Passed - May 21, 2015 Run SSO Test...
AM CDT AM CDT 11:34:33 AM CDT
cupl.dcloud.cisco.com  SAML A 1dP May 21, 2015 11:33:12 & File May 21, 2015 11:04:55 Never Run SSO Test...
AM CDT AM CDT

Disable SAML S5O Export All Metadata | _Update 1dP Metadats File
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4. Click on the user aperez and click on Run SSO Test... again.

Figure 34. Run SSO Test

SAML Single Sign-On Configuration

— Test SS0 Setup
This test verifies that the metadata files are correctly configured and will allow 550 to start up on the servers. This test can be run on any
server for troubleshooting once S50 has been enabled. 550 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

/ !5 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Valid administrator Usernames
aperez

|

2)Launch 550 test page

Run 550 Test...

5. Click on Continue to this website (not recommended).
6. If you see the output message, SSO Test Succeeded! you can click Close.

Figure 35. SSO Test Succeeded

@ Test SAML - Mozilla Firefox =R "=

@ httpsi/fcucmDa.identitylab.us:8443/5505p/pages/TestSS0 jsp

SSO Test Succeeded! |

Congratulations on a successful SAML 550 configuration test.
Please close this window and click "Finish' on the SAML
configuration wizard to complete the setup.

- (oo

7. Click Close.

You have now successfully completed the basic configuration tasks to enable SSO on Unified CM IM&P using ADFS2.0.

Setup Unity Connection SSO

Due to interest of time, the LDAP Synchronization has already been created for you. The process is documented in Appendix A for
your reference.

LDAP Synchronization is Mandatory in order to enable SSO.

1. Open the RDP connection to AD1 again, open Internet Explorer and navigate to Collaboration Server Links > Cisco Unity
Connection.

2. Click on the Cisco Unity Connection link.
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3. Login with username administrator and password dCloud123!.

4. Scroll down to Systems Settings and click SAML Single Sign On.

Figure 36. SAML Single Sign-On

B System Settings

""" General Configuration
""" Cluster

""" Authentication Rules

""" Restriction Tables

""" Licenses

""" Schedules

""" Holiday Schedules

""" Global Micknames

""" Subject Line Formats

""" Attachment Descriptions
""" Enterprise Parameters
""" Service Parameters

""" Flugins

""" Fax Server

FH-LDaP

""" SAML Single Sign on

""" Cross-0rigin Resource Sharing (C
FH-SMTP Configuration
F-Advanced

5. Click on Export All Metadata.

6. Click the Save button at the bottom of the page to save the zip file to the Desktop, minimize Internet Explorer, then right click
on the file SPMetadata(1) zip file and choose Extract All. Remember there is already a zip file on the desktop with the same
name. Make sure to extract the one with the (1) at the end.

7. After successful extraction, you will now also have a SPMetadata_cuclcdcloud.cisco.com.xml file in the SPMetadata(1)
folder.

8. Go backtothe AD FS 2.0 Management console and click Relying Party Trusts > Add Relying Party Trust.

Figure 37. Add Relying Trust

Actions
Add Relyinqﬁr?rt';.-' Trusk,.,

9. Click Start to begin the setup wizard.
10. Click the Import data about the relying party from a file radio button and click Browse.

11. Choose the SPMetadata_cucl.dcloud.cisco.com.xml metadata XML file in the Desktop\SPMetadata(1) folder you saved
and click Next.
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Figure 38. XML Metadata File

‘!;mdd Relying Party Trust Wizard [ x|
Select Data Source

Gians Select an option that this wizard will use to obtain data about this reling party:

@ ‘Welcome

© Impart data about the relying party published onling or on a local network.
@ Select Data Source " . - a P
Usze this option to import the necessany data and certificates from a relying party organization that
@ Choose [ssuance publishes its federation metadata onling or of a local netwark.
Authorization Rules

@ Ready toAdd Trust
@ Finish

Federation metadata address [host name or URL]:

Erample: fs.contoso.com or https://www. contoso. com#app

o)

Impart data abaut the relying party fram a file

Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

Browse...

" Enter data about the relying party manualy

Use this option to manually input the necessary data about this relying party organization.

<Previ0us| Mext » I Cancel Help

12. Enter cucl as the display name and click Next.

13. Keep the radio button next to Permit all user to access this relying party selected and click Next.
14. Click Next to continue.

15. Click Close.

16. Click Add Rule.

17. Keep Send LDAP Attributes as Claims select in the drop down menu and click Next.

18. Configure the following parameters and click Finish.

Table 6. LDAP Parameters

Claim Rule Name NamelD

Attribute Store Active Directory
LDAP Attribute SAM-Account-Name
Outgoing Claim Type uid

19. Click Add Rule again to add another rule.
20. From the drop down menu choose Send Claims Using a Custom Rule and click Next.

21. Created a custom rule called custom. Copy and paste the followed text in the rule window:

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType =

c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://adl.dcloud.cisco.com/adfs/com/adfs/services/trust”,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"]
= "cucl.dcloud.cisco.com") ;
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22. Click Finish to continue.

Figure 39. Custom Rule

Edit Rule - custom

*You can configure a custom claim rule, such as a ule that requires muttiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Rule template: Send Claims Using a Custom Rule

Custom rule:

name"] =
=» issue(Iype =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claima/nameidentifier”™,
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value,
(ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xmlsoap.org/ws,/2005/05/identity/claimproperties/namequ
alifier™] = "http://adl.dcloud.cisco.com/adfs/com/adfs/services/trust™,
Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spname
qualifier™] = "cucl.dcloud.cisco.com™);

L«l

More about the claim rule lanquage...

0K I Cancel Help

23. You should now have two rules defined on ADFS. Click Apply and OK to close the rules window. You have now successfully
added Unity Connection as a trusted relying party to ADFS.

24. Go back to the browser tab with the Unity Connection Administration page.

25. Click Enable SAML SSO.

Figure 40. Enable SAML SSO

SAML Single Sign on

SAML Single Sign or
SAML Single Sign on Refresh  Help

V\ Enable SAMLSSO | Update IdP Metadata File ;I; Export All Metadata Fix All Disabled Servers

Status:
’V@ SAML 550 dissbled

SAML Single Sign-On (1 - 1 of 1) Rows per Page] 50 = |
Sarver Name 550 status Re-Import Matadats Last Metadata Import Export Metadata Last Matadata Export 550 Test
cucl.decloud.cisco.com Disabled N/A Newer File Never Never
Run 550 Test... |

Enable SAML S50 Export All Metadata

26. Click Continue.
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Figure 41. Export All Metadata

2 Reset Waming - Intemet Explorer =8 =R
(2 https:/fucen Da.identitylabus /o g ) ﬂ‘

!5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. All affactad web applications will drop their connecti ily and need to be logged into
again.

@ Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by dlicking the “Expart All Metadata® button on the main
page. Then go to the IdP and upload the file.

HUT% v

27. Click Next.

28. The IdP Metadata Trust file has already downloaded for you. It is on the Desktop.

29. Click Browse and navigate to the Desktop and choose the FederationMetadata.xml file.
30. Click Import IdP Metadata. See the figure below for more information:

Figure 42. Import IdP Metadata

SAML Single Sign on Configuration

SAML Single Sign on Configuration Refresh Help
. Mt

rStatus

\/j? Import succeeded for all servers

rImport the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,
1)=elect the IdP Metadata Trust

File

Browse.. | Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

5
Import IdP Metadata I (\-./‘f‘ Import succeeded for all servers

Next | Cancel |

31. Click Next.

32. Click Next again since you already downloaded the trust file in the previous step.

33. Click aperez and click Run SSO Test. As you did before, click Continue to this website..
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Figure 43. Run Test

rTest 5SSO Setup
This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers. This test can
be run en any server for troubleshooting ence 550 has been enabled. 550 setup cannot be completed unless this test is
successful.
1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

/Y Y Please use one of the Usernames shown below. Using any other Username to log into the 1dP may result in
administrator lockout.

Valid administrator Usernames

2)Launch S50 test page

Run S50 Test... |
Back | Cancel |

Figure 44. SSO Successful

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close

34. After a successful test, click Finish.
35. Click SAML Single Sign On from the left hand window again.

36. You should see the following notice showing the date and time of the successful configuration. Enabling SSO on Unity
Connection will restart Cisco Tomcat service; this might take up to 3 minutes.

Figure 45. SAML SSO Enabled

SAML Single Sign on

SAML Single Sign on  Refresh  Help

V“ Enable SAML 550 Update IdP Metadata File G;: Export All Metadata Fi All Disabled Servers

Status
’V@ SANL S50 disabled

SAML Single Sign-On (1 - f of ) Rows per Page| 50 -
550 Re-Impart Export
Server Mame Status Matadsta Last Metadata Import Metadats Last Metadata Export 850 Test
cuct deloud cisco.com  Disabled 7 May 22, 2015 4:52:20 PM File May 22, 2015 4:45:27 PM Passed - May 22, 2015 Run S30 Test,..
coT cDT 4:53:54 PM CDT

Ensble SAML S50 Expart All Metadsta

This concludes this lab activity.

Verify operation of Username/Password based Authentication

1. Open back up the RDP connection to Workstation 1.
2. Close the browser and reopen, then navigate to Collaboration Server Links > Cisco Unified Communications Manager.
3. Click on Cisco Unified Communications Self Care Portal.
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4. Login as Username aperez with Password C1sc012345.

5. You should see the Self Care portal.

Figure 46. Self Care Portal

""s'élc:' Unified Communications Self Care Partal

cl

Phones Voicemail IM & Availability General Settings Downloads

My Phones

Phone Settings

Company Phones
Call Forwarding These are the phones provided to you by your company. You may set personal preferences for these in Phone Settings

X

Cisco Jabber for Desktop
+19725556017

6. Minimize the web browser and execute the CiscoJabberSetup.msi. file on the Workstation 1 Desktop.
7. Follow the Jabber installation wizard by clicking Accept and Install.

8. Leave the box checked for Launch Cisco Jabber and click Finish.

9. Login to Jabber as Username aperez with Password C1sc012345.

10. Notice that you are seeing a login prompt and not the standard Jabber login window.

Figure 47. Jabber Login Prompt

Windows Security

]

Connecting to adl.dcloud.cisca.com.

‘
D Domain: DCLOUD
[7] Remember my credentials

UISCO JaDDE e
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11. After login, Jabber will be fully authenticated.

Figure 48. Full Authentication

2 Ciseo Jabber ol ===
L Anita Perez
Available -
° \

Voice
Messages

Mestings

12. Exit from Jabber. Be sure to click Settings > Exit, because clicking the X will just minimize Jabber instead of closing it.

Figure 49. Exit Jabber

-/ Cisco Jabber o] @ |

. Anita Perez

0~ pvailable -
File 4

o Communicate 4

View 4
Help 3
Sign out
Exit

This concludes this lab activity.

Kerberos based Authentication with AD FS 2.0

In this section, you are going to utilize the fact that the user is logged in to Active Directory. You will get rid of the
username/password prompt at the SSO server and instead let the web browser use the Kerberos authentication of the Windows
Domain.

NOTE: By default, AD FS 2.0 has Kerberos enabled, so you do not have to configure anything at server side.
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Configuring MS Internet Explorer for Kerberos-based authentication

1. Open Internet Explorer on Workstation 1 and open Internet Options.

Figure 50. Internet Options

i 2.0 B

Print

File

Zoom (100%)
Safety

Add site to Start menu
View downloads
Manage add-ons

F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

Ctrl+J

3

3

3

2. Navigate to Security, click Local Intranet and click Sites... Click Advanced and in the dialog box enter *.dcloud.cisco.com

in the Add this website to the zone and click Add.
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Figure 51. Adding Exceptions

Internet Options @

| General | Security |Privaq«' I Content I Connections I Programs I Advancedl

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Local intranet
) . i Sites
This zone is for all websites that are
Local intranet @

IUse the settings below to define which websites are induded in
the local intranet zone.

Automatically detect intranet network.
Indude all local (intranet) sites not listed in other zones
Indude all sites that bypass the proxy server

Include all network paths (UNCs)

What are intranet settings? | Advanced l [ OK l [ Cancel l

Local intranet @

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

*.ddoud. cisco.com Remove

[ require server verification (https:) for all sites in this zone

Cloze

3. Close the dialogs and get back to the Internet options... section. Click Custom level... in the Security tab.

4. Scroll down and verify that User Authentication > Logon (at the bottom) is set to Automatic logon only in Intranet zone.
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Figure 52.  Security Settings

Security Settings - Local Intranet Zone

Settings

O Disable a|
@ Enable

=] Enable x55 filter
@ Disable
O Enable

& Seripting of Java applets
O Disable
@ Enable
© Prompt

§2, User Authertication

2, Logon
QO Anonymous logon
® Automatic logon only in Intranet zone

QO Automatic logon with current user name and password
© Prompt For user name and password
40 | »

*Takes effect after you restart your computer

Reset custom settings

Resettoi  |wedium-low (default) v Reset...

Verify operation of Kerberos based Authentication

1. Close the browser and reopen. Navigate to Collaboration Server Links > Cisco Unified Communications Manager
2. Click on Cisco Unified Communications Self Care Portal.
3. You should see the Self Care portal and the user will not be prompted for any authentication.

4. Double-click the Cisco Jabber shortcut on the workstation desktop. You can see that Jabber will not prompt for any
authentication. At this point, Jabber will be fully authenticated.

5. Exit Jabber.

This concludes this lab activity.

Certificates based Authentication with ADFS2.0

In this section, you are going to use certificates to authenticate the user to the ADFS. In order to do so, the user will have to apply
for the certificate and install it to his/her machine. Because ADFS is integrated with Active Directory, the certificate will be
automatically stored in Active Directory and will associate the certificate to the user account. This will ensure that once the user
authenticates using the certificate, ADFS will know who he/she is. In other words, the Active Directory provides mapping between
the certificate and the username (sAMAccountName in our lab).

NOTE: In order to enable AD FS 2.0 Certificate Authentication it is necessary to add a Service Role to Internet Information Server
(Web Server). In the interest of time, this was pre-configured for you in the lab. For reference, we have included the instructions in

Appendix C.

1. Open the RDP connection to AD1 and then launch Internet Information Services (IIS) Manager by using the icon [ 3 ]in
the Taskbar.

2. Navigate to AD1, and open the Authentication module.
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Figure 53. Authentication Module

'!Elnternet Information Services (IIS) Manager
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Directory Error Pages F
Document Browsing 1

3. Enable the Active Directory Client Certificate Authentication by right clicking on it and choosing Enable from the menu.

Figure 54.  AD Client Certificate Authentication

qE]nternet Information Services (IIS) Manager

@".’?.‘.’ [Qj b AD1 »

File  Wiew Help

Q- id |7 |& QQI Authentication
il = = 2
H‘_E_] Start Page )
=€ AD1 (DCLOUD \administrz Group by: No Grouping -
é? Application Pools
[ @] Sites

riificate Aut.

Anonymous Authentication Enable

ASP.MET Impersonation Dizal .ﬁ. Help

Forms Authentication Disal — ] ogin/Redirect
Windows Authentication Dizal Orline: Help Chall=nge

Note that this has to be done at the server level. If you check the Authentication in the Default Web Site or its sub-folders, you
will not see the Active Directory Client Certificate Authentication.

In IIS Manager, navigate to AD1/Sites/Default Web Site/adfs/Is and open the Authentication module.
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Figure 55. Authentication Module
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6.
Authentication is Enabled.

Figure 56. Services Configuration

"'-!Elnternet Information Services (IIS) Manager

Error Pages Failed Reguest

@Fg [3 » AD1 » Sites » DefaultWebSite » adfs » s »

File  view Help

e-L|2 |8 &g Authentication
-'&5 Start Page

®

=83 AD1 (DCLOUD\adhministra | [T —
_;* Application Pools Name = | status | Response Type
=& Sites Anonymous Authentication Enabled
9 dCloud Redirect ASP.NET Impersonation Disabled
E@ Default Web Site Forms Authentication Disabled HTTP 302 Login/Redirect
(P adfs MWindows Authentication Disabled HTTP 401 Challenge

CertSrv
| dCloud

Set the Windows Authentication to Disabled and Forms Authentication to Disabled. Also, make sure the Anonymous

NOTE: Although it seems that now you have replaced the Kerberos/NTLM (Windows Authentication) for Digital Certificates

authentication you still need to do a final piece of configuration inside the ADFS.

7. Right-click the Is in IS Manager and choose Explore.
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Figure 57. IS Manager

'!E Internet Information Services (IIS) Manager
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8. Onthe AD1 Desktop copy the file (Ctrl + C) web-certs.config, click back on the explorer window and paste into the folder

C:\inetpub\adfsl\is.

9. Rename the web.config file to web-krb.config and then rename web-certs.config to web.config.

10. The web-certs.config file includes a change that needs to be done in order that certificate-based authentication would take
precedence over Kerberos authentication. The difference between the configuration files is shown below. This reflects the

order of authentication that ADFS will use for authenticate the user.
The web-krb.config file includes this piece of configuration:
<localAuthenticationTypes>
<add name="Integrated" page="auth/integrated/" />
<add name="Forms" page="FormsSignIn.aspx" />
<add name="Basic" page="auth/basic/" />
<add name="TlsClient" page="auth/sslclient/" />

</localAuthenticationTypes>

The web-certs.config file has the certificate-based authentication at the first place:

<localAuthenticationTypes>
<add name="TlsClient" page="auth/sslclient/" />
<add name="Integrated" page="auth/integrated/" />
<add name="Forms" page="FormsSignIn.aspx" />
<add name="Basic" page="auth/basic/" />

</localAuthenticationTypes>
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NOTE: The ADFS is now configured for certificate-based authentication. Now still you need to create a user certificate and make
sure your web browser will be able to use it.

11. You need to restart 1IS so those modifications take effect. Go Back to 1IS Manager, choose AD1 and then click Restart.

Figure 58. Restart IIS Server
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Create a user certificate to use for certificate-based authentication

To be able to authenticate successfully based on certificates the users trying to authenticate obviously require a user certificate.
Perform these steps on Workstation 1.

1. On Workstation 1, open the Microsoft Management Console by entering mmc under Start/Search programs and files
and clicking the program.

Figure 59. MMC

Programs (1)

B e

£ See more results

[mmd x| [ Logoff ||

EEILY

2. Onthe File menu, click Add/Remove Snap-in.

3. Click Certificates and click Add.
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Figure 60. Add Certificates

Available snap-ins: Selected snap-ins:
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4. Leave the default as My user account and click Finish.
5. Click OK.

6. Expand Certificates — Current User and right-click on Personal and choose All Tasks > Request New Certificate. This
starts a setup wizard.

Figure 61. Request New Certificate
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7. Click Next to begin.

8. Leave the defaults on the first screen and click Next.

Figure 62. Certificate Enrollment Policy

[E=H o )
;) Cettificate Enrollment
Select Certificate Enrollment Policy

Certificate enrollment palicy enables enrollment for certificates based on predefined certificate templates.
Certificate enrallment policy may already be configured for you,

Configured by your administrator
Active Directary Enrallment Policy v

Configured by you Add New

Learn more about certificate enrollment polic:
B g

9. Click the box next to the standard User certificate template and click Enroll. The enrolment process starts, and certificate is
issued.
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Figure 63. User Enroliment
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10. When you see a successful status, you can click Finish.

Figure 64. Successful Enrollment
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11. Theissued certificate shows up in the Certificates folder.

Figure 65. Certificates Folder
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Configure MS Internet Explorer to use the user certificate for authentication

Internet Explorer is using the certificate storage in Windows so once you finish the certificate enrolment IE can start using it.

If you want to verify that the certificate-based authentication is active, perform the following instructions:

1. Open the Internet options dialog and choose the Security tab.

2. Click Local intranet and click Custom level.

3. Scroll down to the Miscellaneous section and make sure that Don't prompt for client certificate selection when only one

certificate exists is set to Disable.

4. Click OK, Yes, and then OK again to continue.

Figure 66. Internet Options
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Verify operation of Certificate based authentication

1. Close Internet Explorer and reopen it. Navigate to the Cisco Unified Communications Manager Self Care Portal.

2. You should see a Confirm Certificate window pop up. Click OK and then notice you will not have to login as before.

Figure 67. Confirm Certificate
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3. Open Cisco Jabber from the desktop shortcut.
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4. You can see that Jabber will not ask for a username or password.

5. At this point, Jabber will be fully authenticated.

6. You can Exit from Jabber.

Congratulations! You have completed all lab activities.
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Appendix A: SSO and LDAP Functions on Cisco UC Systems

NOTE: These steps are for reference ONLY for when you run this in a production environment. You do not need to complete these
in the lab.

Disable SSO on Cisco Unified CM

1. Open a browser and open the UCM Management Console at https://cucm1.dcloud.cisco.com.

2. Click on Recovery URL to bypass Single Sign On (SSO).
3. Login as Username: admin and Password: C1sc012345.
4. Goto System menu > SAML Single Sign-On.

5. Click on Disable SAML SSO.

6. Click on Continue.

7. After clicking Continue, Cisco Tomcat will restart, please allow a couple of minutes to this task.

NOTE: Disabling SSO on Cisco UCM it will disable for all nodes in that cluster (including IM&P nodes).

Figure 68. SAML SSO Disablement

Status
@ SAML SSO enabled

\/ SAML SSO disablement process initiated on all servers

Disable SSO on Unity Connection

1. Open a browser and open the Unity Connection Management Console at https://cucl.dcloud.cisco.com.

2. Click on Recovery URL to bypass Single Sign On (SSO).
3. Authenticate with User Name: administrator and Password: C1sc012345.
4. On the right navigation pane, click SAML Single Sign-On.

5. Click on Disable SAML SSO once the page loads.

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 45 of 66


https://cucm0a.dcloud.cisco.com/
https://ucxn0a.dcloud.cisco.com/

Cisco dCloud

Figure 69. Disable SAML SSO
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6. Click Continue.

7. After clicking Continue, Cisco Tomcat will restart, please allow a couple of minutes to this task.
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ucxn0a  SAML

Setting up Unified CM to Synchronize with LDAP

1. Open Firefox and navigate to Collaboration Server Links > Cisco Unified Communications Manager and click the Cisco
Unified Communication Manager link.

2. Login as administrator with password C1sc012345.

3. Click System > LDAP > LDAP system.

Figure 70. LDAP Menu
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4. Check the box next to Enable Synchronizing from LDAP Server and click Save.
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Figure 71. Enble Sync from LDAP Server
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5. Click System > LDAP > LDAP directory.
6. Click Add New.

7. Enter the following LDAP information:

Table 7. LDAP Configuration

LDAP Configuration Name adl

LDAP Manager Distinguished Name cn=administrator,cn=users,dc=dcloud,dc=cisco,dc=com
LDAP Password Clsco012345

Confirm Password Clsco012345

LDAP User Search Base ou=id users, dc=dcloud, dc=cisco, dc=com

8. Under Group Information click Add to Access Control Group and then click Find.

Figure 72. Add to Access Control Group

System »  Call Routing + Media Resources + Advanced Features = Device + lic ati - User «  Bulk Adminit i -

Help «

LDAP Directory TPt i /o] Back to LDAP Directory Find/List|v ]

B Save
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Mote: Custom User Field Names must be same across all synchronization agreements. A
Custom User Field Name LDAP Attribute

| [+ (=]

rGroup Information

Access Control Groups
Add to Access Control Group |

| Remove from Access Control Group I

Feature Group Templakel< Mone =

Warning: If no template is selected, the new line features below will not be active.

DAuply mask to synced telephone numbers to create a new line for inserted users
Mask

DAssign new line from the pool list if one was not created based on a synced LDAP telephone number

9. Check the boxes next to Standard CCM End Users and Standard CTI Enabled and then click Add Selected.

10. Scroll down to LDAP Server Information and add the IP address of AD as 198.18.133.1 and LDAP port as 389 and then click

Save.
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Figure 73. LDAP Server Information
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Save |

11. Click Perform Full Sync Now and then OK.

12. Navigate to User Management > End User, click Find and then click the amckenzie link to open his profile.

Figure 74. End user profile
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13. Scroll down to the Permissions Information section and click Add to Access Control Group.

Figure 75. Permissions Information

-Permissi Informati
Groups | standard CCM End Users ;l
Standard CTI Enabled Add to Access Control Group |

Remove from Access Control Group |

= view Details

Roles  [standard CCM End Users =
Standard CCMUSER Administration
Standard CTI Enabled

= view Details

14. Check the box next to Standard CCM Super Users and click Add Selected. Click Save.

Performing LDAP Sync on Cisco Unity Connection

1. Scroll down to LDAP and click LDAP Setup.
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2. Check Enable Synchronizing from LDAP Server and click Save.

Figure 76. LDAP Setup
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3. Click LDAP > LDAP Directory Configuration.
4. Click Add New.
Figure 77. Directory Configuration
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5. Populate the following LDAP information.

Table 8. LDAP Configuration

LDAP Configuration Name adl

LDAP Manager Distinguished Name cn=administrator,cn=Users,dc=dcloud,dc=cisco,dc=com
LDAP Password Clsco012345

Confirm Password Clsco012345

LDAP User Search Base ou=id users, dc=dcloud, dc=cisco, dc=com

6. Scroll down to LDAP Server Information add the IP address of the Active Directory server (198.18.133.1).

Figure 78. AD Server Address

LDAP Server Information

* LDAP Port* Use SSL

|198.18.133.1 389 r
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Save | Delete I Copy Perform Full Sync Now | Add New I
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7. Click Save and then click Perform Full Sync Now. Click OK

8. Navigate to Users >Import Users. Under Find choose LDAP Directory in the drop down menu for Find End Users In. Click
the Find button.

9. Under Import With choose voicemailusertemplate for Based on Template.
10. Click Import All and then OK.

11. Wait for the users to synchronize and then go to Users > Users menu.

12. Click on Find.

13. Click the aperez link.

14. Navigate to Edit > Roles.

15. Using the up arrow [ 4"ﬁ*] assign the roles System Administrator and User Administrator and click Save.

Figure 79. Assign Roles
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Appendix B: Troubleshooting
Troubleshooting SAML Messages

As with most labs, you might need to verify that WebEx Meeting and the IdP (PingFederate in this case) are exchanging the right
information.

One tool that can be used is called SAML Tracer, a free add-on to Firefox.

1. Download this application from https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/.

2. Click on Add to FireFox.

Figure 80. SAML Tracer FF Add-on

€ | @ Mozl Foundation Us) I U el

, ADD-ONS

EXTENSIONS | THEMES | COLLECTIONS | MORE...

& » Extensions » SAML tracer

SAML tracer

by Olav Morken
Debug and view SAML messages
+ Add to Firefox

This add-on has been preliminarily reviewed by Mozilla. Leam more

3. Click on Install Now and then Restart Now.
Figure 81. Software Wizard

Software Installation [ x]

Install add-ons only from authors whom you trust.

] Malicious software can damage your computer or violate your privacy,

You have asked to install the Following item:

SAML tracer (Author oot verifed)
https:ffaddons.mozilla, orgffirefox/downloads file/ 127283 saml_tracer-0.2-fx xpi?sr

Install Mow, k Cancel

4. You can start SAML tracer by going to Firefox > Web Developer > SAML Tracer.
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Figure 82. SAML Tracer
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5. Keep this running in the background and then point your browser to a web enabled SSO service, for example Cisco UCM Self-
Care portal.

6. Login using the account aperez@dcloud.cisco.com.

7. Check on SAML Tracer, you should see two SAML entries listed. These are GET and POST entries.
Figure 83. SAML Tracer Entries

") SAML tracer M=1E3
_ Clea; Autosaoﬂ Filter resources

GET h»n: anr b 3 nmlfaﬂ“.duat
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GET https:/jping0a.identitylab.us: 9031 fidp/zqkOpjresumeSAML20/idp SS0.ping

GET hittps:{fpingOa.identitylab.us: 9031 fidpjzqkOpfresumeSAML20/idp/SSO. ping

GET https:/fping0a.identitylab.us: 9031 ffavicon.ico

CET. hitps:fpingla-identtyisb D03 HE
=l HFAVIEOREIC

POST http I!cas webexcmmct comfcas/SAML2AuthService?org=identitylab2.us axm
POST  https:/fidentitylab2.webex.com/collabs/authfssologin?backlinkshttps% 38%2F%2Fidentit ylab2. webex . com®%2Fcollabs % 2F auth % 3F ssologinname % 3Daadams %254 0%, .
GET https:/fidentitylab2.webex,comjcollabs/auth?ssologinname=aadams@identitylab2.us
GET https:/fidentitylab2 webex.com/collabs/ # fhome
POST  https:/fidentitylab2 webex.com/collabsfhome
POST  https://identitylab2 webex, com/collabs/ ISONRPCHandler.do
POST  https:/fidentitylab2.webex.com/collabs/ ISONRPCHandler.do
POST  https:{/identitylab2 webex.com/collabs/ISONRPCHandler.do

Kl

hittp | Parameters SAML |

¥

<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SANL:2.0:protocol”
ID="32098ce6b22015¢c77ae6c590dc1b080e853d2bSh78"
Version="2.0"
IssuelInstant="2013-09-29T03:02:152Z"
>
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SANML:2.0:assertion">identitylab2.webex.com</sawl:Issuer>
</=anlp: AuthnRegquest>

[ 20 requests received 7

8. Inthe verbose section, you should see the SAML exchange, such as the following:
<samlp:AuthnRequest xmlns:samlp="urn:ocasis:names:tc:SAML:2.0:protocol"

ID="52098ce6b22015c77ae6c590dclb080e853d2b5b78"
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Version="2.0"
Issuelnstant="2013-09-29T03:02:152"
>

<saml:Issuer

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">dcloud.cisco.webex.com</saml:Issuer>
</samlp:AuthnRequest>
9. You can see the assertion and the IDP SP web site (dcloud.cisco.webex.com).
10. If you click on the second SAML statement and select SAML in the verbose, you should see the following:
<samlp:Response Version="2.0"
ID="aVETGdhw0f6PYKMyw0TOO41i0cLg"
Issuelnstant="2013-09-29T03:02:14.6082"
InResponseTo="52098ce6b22015c77ae6c590dc1lb080e853d2b5b78"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
>

<saml:Issuer

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">pingl.dcloud.cisco.com</saml:Issuer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />

11. You should see that the exchange was successful. You will also see the exchange of the SAML attributes such as First
Name, Last Name, email and UID. An example of e-mail is given below:

<saml:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
>
<saml:AttributeValue xsi:type="xs:string"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
>bbanks@dcloud.cisco.com</saml:Attributevalue>

</saml:Attribute>

With SAML Tracer, you should be able to see if the SAML messages in line with your configuration in this case. If you do not see
these, then you can go back to your IdP and WebEx configuration to see why this exchange is not taking place.
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Configure Firefox to use the user certificate for authentication
Now this user certificate needs to be imported into Firefox so that Firefox can use this certificate for certificate-based
authentication.

1. Inthe advanced Firefox options, click View certificates to open the Firefox Certificate Manager.

Figure 84. Certificate Manager
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2. Click Import.

Figure 85. Import Certificate
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3. Click the certificate file on your Desktop (aperez) and enter the password for that user (C1sc012345).

4. The imported certificate now shows up in the Your Certificates tab. Click Ok to close the Certificate Manager.
Figure 86. Certificate Manager

) Certificate Manager
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5. Enable Select one automatically and click Ok to close the options dialog.
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Figure 87. Certificates Tab

- - S N "’ ‘,-*'

[ -~ i T" B ,
Genersl  Tabs  Content Applcstions Privacy Securty  Sync | Advancad
s-udlndaaum|mm|'wu'caﬂkm|
‘When a server requests my persanal certificate:
@ [Select one sutomaticaly] (~ Ackme every time
View Certficates | _ validation | Secunky Devices

Lo coat | oo |

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 55 of 66



Cisco dCloud

Appendix C: IdP Installations

NOTE: This chapter is for your reference only, everything has been already done for you, just read it and use it in future
deployments, nothing need to be done in the Identity LAB, we already put this work in the master images.

How to install Microsoft AD FS2.0

After having installed a Windows 2008 R2 Server with DNS role, you need to promote the server to Domain Controller (Deploy
Active Directory).
The next task will be installing Microsoft Certificate Services.

1. Goto Server Manager and in Roles click Add Roles.

Figure 88. Server Manager
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2. Click the box for the Active Directory Certificate Services Role. Click Next.

Figure 89. AD Certificate Services Role
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0-Type [ Active Directory Lightweight Directory Services certificates used in a variety of
CAType ] Active Directory Rights Management Services applications.
Private Key [ Application Server
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Y ] Hyperv
Certificate Database ] Network Policy and Access Services
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3.

More about server roles

<previous [ Next> | sl | cancel |

Enrollment, at that time another Wizard will start to add extra Roles for IIS.
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Figure 90. Additional Services
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4. For the setup type, you choose Enterprise, it should be what you see in most of our customer, but it makes no difference for
our specific deployment, could even be Standalone CA. Click Next.

Figure 91. Setup Type

Add Roles Wizard x|
ﬁ Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates, Specify whether you want to set up an Enterprise or Standalone CA.
Server Roles
ADCS & Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service o issue and manage
certificates.
up Type
AT
SR " Standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of a domain.
Cryptography
CA Name
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Certificate Database
Web Server (1IS)
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Confirmation
Progress
Results

More about the differences between enterprise and standalone sety
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5. For the CA Type you choose Root CA, since you do not have other CA already running in our organization.
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Figure 92. CA Type

Add Roles Wizard

Before You Begin

Specify CA Type

Server Roles
aDCs
Role Services
o e
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (II5)
Role Services.

Setup Type

Confirmation
Progress
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6. The next step will be to create the private key for your CA. Choose this option and click Next.

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKIT). A root CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
from anather CA. Specify whether you want to set up a root or subardinate CA.

& RootCA
Select this option if you are instaling the first or only certification authority in a public key infrastructure.

" Subordinate CA
Select this option if your CA will obtain its CA certificate from another CA higher in a public key
infrastructure.

More about public key infrastructure (PKI)

< Previous | Next > I Install | Cancel |

Figure 93. Private Key
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Certificate Database
Web Server (I15)
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Confirmation
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To generate and issue certificates to clients, a CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

(% Create a new private key
Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a cryptoaraphic service provider and specify a key langth for the privats key.
To issue new certificates, you must also select a hash algorithm.

" Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstaling a CA.

¥ Select a certificate and use its sssoaated private key
Select this option if you have an existing certificate on this computer or if you want to import a
certificate and use its associated private key.

{7 Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to use a private
key from an alternate source.

More about public and private keys

<Prewuus| Next > I Install | Cancel |

7. After configuring the CA, you need to configure the Sole Services for IS, since it is necessary for the Web Enrolment of the
CA. For our ADFS deployment you will need an extra Role in 1IS, click on ASP.NET under Application Development.
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8. Inthe Server Manager click on Web Server > IIS, and then right click on Default Web Site. You need to change the Binding

to allow HTTPS along with HTTP.

Figure 95. Server Manager
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9. After you right-click, you need to choose Edit Bindings.
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Figure 96. Edit Bindings
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10. Add a new Site Bindings and choose https as the type. Choose for SSL certificate the server certificate that should have the
same FQDN as your Ad1 server (adl.cloud.cisco.com).

Figure 97. Adding HTTPS to Bindings
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Everything is done from platform perspective now you need to install ADFS2. In the roles that you have in the server manager you
will see ADFS but that version is version 1 that does not provide SAML.

Therefore, you need to go on the web to get ADFS2.

11. Go to the link http://www.microsoft.com/en-us/download/details.aspx?id=10909 Set the language and click the Continue
button.
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Figure 98. Download Center
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12. Choose the correct version for your OS. In our case, it is the first check box for Windows 2008 R2. Click Download.
13. Double-click on the AdfsSetup.exe file that you downloaded.

14. For the Server Role choose the Federation Server, since you are installing the IdP to be inside the customer network in the
private LAN. Click Next.

Figure 99. Server Role
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15. The product is installed and you can open it from the taskbar or start menu.
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Figure 100. AD FS 2.0
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ADFS 2.0 initial configuration

1. Launch the ADFS Management console. You may need to perform a search from the start menu if not listed. Start >

Administrative Tools > AD FS 2.0 Management is the typical path.

Figure 101. AD FS 2.0 Management
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2. Click the AD FS 2.0 Federation Server Configuration Wizard option to start your ADFS server configuration.
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Figure 102. AD FS 2.0 Configuration Wizard
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3. Choose Create a new Federation Service and click Next.

Figure 103. Create a New Federation Service
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4, Choose Stand-alone Federation Server and click Next.

Figure 104. Stand-alone Federation Server
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6. Under SSL certificate, choose the adl.dcloud.cisco.com certificate from the list. The Federation Service name will auto-
populate. Click Next.

Figure 105. SSL Certificate
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7. Review the settings and click Next to apply the settings.

Figure 106. Settings Summary
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8. Confirm all the components have completed successfully and click Close to end the wizard and return to the main
management console. This may take a few minutes.

9. ADFS is now effectively enabled and configured as an Identity Provider (IdP). Next, you need to add Cisco UCM as a trusted
Relying partner. Before you can to this, you need to do some configuration over in Cisco UCM Administration.

Setting up Certificates Services on the Active Directory Server

1. Re-open the Remote Desktop Connection to adl.dcloud.cisco.com.

2. Open Server Manager and expand Roles > Web Server(l1S). Click Add Role Services.
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Figure 107. Server Manager
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3. Click Security > 1IS Client Certificate Mapping Authentication, press Next and let it install.

Figure 108. Certificate Mapping Authentication
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Appendix D: Use CA signed certificates on Cisco UC

The lab environment has a number of other webservers (Communications Manager, Unity Connection) that all use self-signed
certificates. You might want to also configure these servers to also use CA signed certificates.

Use the following Hints as your guide:

*  On VOS platforms certificate management is done in the Cisco Unified Operating System Administration GUI
*  The CA certificate needs to be uploaded to tomcat-trust

* The web server CSR has to be created as a tomcat certificate

* The CSR response has to be uploaded as a tomcat certificate

* You need to restart Tomcat so that Tomcat picks up the new certificate. This can only be done on the CLI by issuing the
command utils service restart Cisco Tomcat

THIS IS OPTIONAL and not required for certificate based SAML SSO to work. However, it is recommended as best practice.
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