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Introduction

About The Solution

Cisco DNA Center can help automate with built-in Plug-and-Play (PnP) functionality and allow
switches, routers, and wireless access points to be on-boarded to the network. An agent in the
device, call-home Cisco DNA center and downloads the required software and device
configuration.

About This Guide

This guide will only focus on how to deploy a single non-fabric switch using Cisco DNA Center
to help reduce the cost, remove complexity, and maximize productivity resulting in an overall
savings in operational expenses.

Use Cases
Automate Day-Zero onboarding of a switch with Plug and Play (PnP).
Reader tip

For more information on Cisco DNA Center supported devices please refer to the compatibility
matrix  information
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Implementation Flow

This document contains four major sections:

e The Define section presents a high-level overview of the campus LAN which will be
designed and deployed through Cisco DNA Center.

e The Design section discusses the creation of the site hierarchy within Cisco DNA Center;
configuration of various network services necessary for network operations.

e The Deploy section discusses discovery of the switch in a campus LAN; Define Golden
image for a device in inventory, Create Onboarding Template, Create Network Profiles for
Switching, Assign Network Profile to Site, Discover and manage network devices.

e The Operate section briefly discusses the known caveats of device onboarding using PnP.

Define

Solution overview

Cisco DNA Center can help with the non-fabric wired deployments in various different ways such
as — network discovery, network inventory, return material authorization, software image
management (SWIM), Plug and Play (PnP) etc.

This guide only covers day-zero onboarding of a switch with Plug and Play (PnP).
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Cisco DNA Center is designed for intent-based networking (IBN). The solution breaks the process
in to Day 0 and Day N. The solution provides a unified approach to provision enterprise networks
comprised of Cisco routers, switches, and wireless devices with a near zero touch deployment
experience.

When planning to provision any project, the PnP feature within Cisco DNA Center can help pre-
provision and add devices to the project. This includes entering device information and setting up
a bootstrap configuration, full configuration, and Cisco device image for each device to be
installed. The bootstrap configuration enables the PnP Agent, specifies the device interface to be
used, and configures a static 1P address for it.

Design

Before you proceed you must make sure you already have Cisco DNA Center installed on your
network.

Complete the following prerequisites before proceeding:

e Configure the site hierarchy within Cisco DNA Center.

e Configure network services (ex. DNS, DHCP, etc.) necessary for network operation.

Process 1: Configure the site hierarchy within Cisco DNA Center.

Configuring the site hierarchy involves defining the network sites for the deployment, and their
hierarchical relationships. Network sites consist of areas, buildings, and floors. Their hierarchical
relationship is important because child sites automatically inherit certain attributes from parent
sites. However, these attributes may be overridden within the child site.

The following are the procedures for configuring the site hierarchy for this design and deployment
guide:

e Create an area.
e Create buildings within the area.

e Create floors within each building and import floor maps
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Create an area

Step 1. Login to the Cisco DNA Center.
Step 2. Navigate to Design > Network Hierarchy.

Cisco DNA Center DESIGN

POLICY PROVISION

Network Hierarchy

Network Settings w

Image Repository

ASSURANCE

Network Profiles

PLATFORM

Authe
=Q | @ rdasite Y import
Step 3. Click Add site
Step 4. Select Add Area from drop-down menu.
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy MNetwork Settings Image Repository Network Profiles Authentication Template
Ele} 0 Add Site ~] lmport
5 G A Add Building
Add Floor
& Costa Rica

Step 5. In Add Area pop-up window, type in the Area Name and select Parent.

Add Area X

Area contains other areas and/or buildings Buildings
contain floors and floor plan:

Area Name*

San Jose

Parent

San Jose | Glabal/USA/Califarnia/

[ Cancel ] Add

|

Step 6. Click Add button to add the area.
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Create building within the area

Step 1. Under Network Hierarchy, click Add Site.
Step 2. From drop-down menu select Add Building.

Add Building X

Area contains other areas and/or buildings.Buildings
cantain floors and floor plans.

Building Name*

Building 4

Parent
San Jose | Global/USA/California/

Address @
150 Tasman Drive, San Jose, California 9513

Latitude* Longitude®
37.407989 =-121.952637
[ Cancel ] Add
Tech tip

For Latitude and Longitude, enter an Address and select the suggested full address from the drop down and both the fields will be auto
populated.

Step 3. In the Add Building pop-up window, type in the Building Name.

Step 4. Select the Parent area.
Step 5. Enter the building address in the text field under Address.

Step 6. Click the Add button to add the building.
Tech tip

Adding floor is required for settingup wireless network.
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Process 2. Configure network services and device credentials for network operation

In the procedure below configure the following services that align to the site hierarchy in Cisco
DNA Center:

e AAA
e DHCP
e DNS
e Syslog
e SNMP

If the services use the same servers across the entire site hierarchy, you can configure them
globally. The inheritance properties of the site hierarchy makes global settings available to all sites.
Differences for individual sites can then be applied on a site-by-site basis. Then add device
credentials to manage scopes of the site hierarchy created in the design.

Add Network Services

Step 1. Login to Cisco DNA Center and navigate to Design > Network Settings > Network.
Step 2. Select Global in the navigation panel on the left side of the screen.

Step 3. Click on the +Add Servers button.

Step 4. From the Add Servers popup screen check the boxes next to AAA and NTP and click the
OK button.

Step 5. Locate the AAA Servers sectionand fill in the necessary information.

MNetwiork Device Credentials P Address Poals Qo5
Setup network properties like AAA, NTR. Syslog, Trap and Netflow using the " Add Servers" link. Once dey
deploy using these settings.
AAA Server
; Metwork |: Client/Endpoin
NETWORK
Servers Protocol
|isE O ana O rapius [)]racacs
Metwark IP Address (Primary)
10.4.48.19 10.4.48.19 +
Change Shared Secret
CLIENT/ENDPOINT
Servers Protocol
ISE O ass RADIUS
Client/Endpoint IP Address (Primary)
10.4.48.19 10.4.48.19 +
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Tech tip
Cisco ISE is not required for the use cases coveredin thisguide but if already have Cisco ISE you may fill in the Cisco ISE info asthe AAA

services.

Step 6. Fill in the information for the remain network properties:

e DHCP

e DNS

e SYSLOG
e SNMP

e NTP

e Time Zone

DHCP Server

DHGP
10.4.48.10 +

Supports bath IPvd and IPvE

DNS Servere

DOermadn Name

cizeolocal

Frimary

10.4.48.10 +

Supports bath [Pud and IPvi

SYSLOG Server
Gla«co DHA Ganter as syslog sener

SYSLOG

SNMP Servere

Cl&CD DNA Canter 3% Snmp Server

ENMP

NTP Server

O umr
10.4.48.17 +

Time Zoneg e

Time Zone

PSTEPDT (PDT)

Message of the daye
Message of the day

E Do net override the existing motd banner on the device
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Add device credentials to manage

These device credentials enable discovery and management for the network. For this procedure,
follow these steps:

Step 1. Navigate to Design > Network Settings > Device Credentials, select an appropriate level

of the site hierarchy in the left pane (example: Global for common credentials across the
hierarchy).

Cisco DMA Center  DESIBN  POLIGY  PROVISION  ASSURANGE  PLATFORM D a @ =
Metwork Hisrarchy PMetwark Settings mage Reposiory Network Profles Auth Template
2Q  Find Hie Network Device Gredentials IP Address Pools SP Profiles Wireless
I s Giobal
ks CLI Credentials
Name [ Description Usermarme Password Enable Password Actions

o Dats Available

Step 2. At the top of the CLI Credentials section, click Add, complete the Name / Description
(example: 10S Devices), Username, Password, and Enable Password fields, and click Save.

CLI Credentials

Name / Description *

10S-Devices

Username *

dna

Password *

@

WARNING: Da not use "admin” as the usemame for your device CLI credentials, If you are using ISE as your
AAA server, If you do, this can result in you not being abie to login to your devices.

Cancel
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Tech tip
If you are using ISE as your AAA server, you should avoid using admin as the username for device CLI credentials, which can lead to
username conflictswith the ISE administrator login, resultingin the inability to login to devices.

Step 3. Select an SNMP credential type SNMPv2c Read.

SNMP Credentials SNMPVZC Read || SNMPV2C Write | SNMPV3 @ rao

Name | Description Read Community Actions

Step 4. Click +Add and enter the following info:

e Name / Description: ro

e Read Community: public

SNMP Credentials X

vpa ® Mama J/ Description *
SNMP V2E () suMP 3 ro
Community Type * Read Community *
Read () wirrine pubic o

Cancel Save

Step 5. Click Save
Step 6. Select an SNMP credential type SNMPv2c Write.

SNMP Credentials SNMPV2C Read || sumpvzc write|| snvpy3 Q ~ad

Name f Description Write Community Actions

Step 7. Click +Add and enter the following info:
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e Name / Description: rw

e Read Community: private

SNMP Credentia

5 A

Type ™ Mame | Description *
SNMP v2c ) shmpP w3 w
Commurity Tiypa ~ Write Communiny
O Read Write private s

| Cance | Save

Step 8. For each of the CLI and SNMP credentials assigned, click all radio buttons next to each
assignment created, make sure to toggle to SNMPV2C Write and select Write.

CLI Credentials @ Aae
Name / Description Username Password Enable Password Actions

D Administrator netedmin -~ T Hrer Edit | Delete

SNMP Credentials SNMPVY2C Read || SNMPV2C Write | SNMPV3 @ ~od
Name [ Description Read Community Actions

D ra ks Edit | Deletz

SNMP Credentials SNMPV2C Read || SNMPV2C Write] | SNMPV3 @ ~ad
Name [ Description Write Community Actions

D v — Edit | Delete

Step 9. Click Save and a setting successfully acknowledgment is displayed.
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The device credentials to be used for network discovery and management should now be available
in Cisco DNA Center.

Deploy

This section of the guide implements the two use cases mentioned in the Solution Overview section
of this document. Cisco DNA Center is used to automate the deployment of the wired profile
created in the Design section of this document.

Automate onboarding of a switch with Plug and Play (PnP)

For PnP Automation deployments, CLI and SNMP credentials is supplied to accessand prepare
one or more supported PnP seeddevices. Plug-and-Play auto discovers switches directly connected
to chosen seed device interfaces and their immediate neighbor switches using Cisco Discovery
Protocol, all of which must be running the PnP agent and have no previous configuration. The
credentials supplied allow Cisco DNA Center and seed devices to work together to configure the
discovered devices and add them into managed inventory.

By default, PnP uses VLAN 1 asa management VLAN. If management VLAN is other than VLAN

1, needs to add “pnp startup-vlan x” command on upstream switch, any PnP switch will have
VLAN X created and the uplink converted to a trunk with VLAN X enabled.

Procedure 1. Define Golden image for devices ininventory

Cisco DNA Center displays the suggested and latest image list for each of the discovered device
families.

Use the following steps to apply software updates of images and software maintenance updates
(SMUs) to the devices, by importing the required images, marking images as golden, and applying
images to devices.

It’s highly recommended to mark a software image as golden from the list provided by Cisco-
recommended images.

Step 1. Login to Cisco DNA Center.
Step 2. Go to Design > Image Repository
Step 3. Click to expand to view the full list available Cisco-recommended images.

Family Image Name Using Image Version Golden Image Device Role

t9k iosxe.16.09.01.5 .
Cisco Catalyst 9300 Switch y > 0
Verified
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Step 4. Mark the Cisco-recommended image as golden.

cat9k_iosxe.16.09.03.SPA... 16.9.3 y
@ Verified

After you mark the Cisco-recommended image as golden, Cisco DNA Center automatically
downloads the image from cisco.com.

Step 5. (Optional) Click the pencil icon and select the appropriate role, to mark a Golden Image
for specific device role.

Family Image Name Using Image Version Golden Image Device Role
— cat9k_iosxe.16.09.01.5 X 16.9.1 5[ access
Cisco Catalyst 9300 Switch . 0 & | ACCESS &
/) Verified
16.9.1
Install Mode (16.9
cat9k iosxe.16.09.03.S . 16.9.3
) Verified :

Step 6. (Optional) Select ACCESS tag.

1
Add Device Roles >
\LL CORE DISTRIBUTION
DS §
BORDER ROUTER UNKNOWN £

Step 13. Verify image is marked as golden and ACCESS tag is selected.

Family Image Name Using Image Version Golden Image Device Role
. e . cat9k_iosxe.16.09.03.5 16.9.3
3 Cisco Catalyst 9300 Switch e 0
(¥) Verified
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Procedure 2. Create Onboarding Templates

By default, the Onboarding Configuration project is available for creating Day-0 templates. You
can create your own custom projects. Templates createdin custom projects are categorized as Day-

N templates.
Step 1. Login to Cisco DNA Center

Step 2. From the home page, choose Tools > Template Editor

Cisca DMA Cents DESIGN POLICY PROVISION ASSURANCE PLATFORM

Peabwirk Hieraschy Matwark Setting rmage Repository detwork Profile Auth Teenghate

Topeleg

mane Reposiory

Template Edite

ate and Reports

=0 & | h Update Dew = O Take a Tour
& Global
£ HQ L SR
o Wihymnot
Famiry mage Name Il:llil:':'i Yersion
I 1N

Step 3. From the left pane, next to Onboarding Configuration, click the gear icon and select Add

Templates.

Cisco DNA Center

=Q e

A Onboarding Configuration

Add Template

Properties
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Step 4. In the Add New Template window, select Regular Template and fill in the following
details:

_

Name switch-pnp

Project Name Onboarding Configuration (default)

Tags branch-sw-pnp

Device Type(s) Switches and Hubs p Cisco Cat 9300 Series
Software Type IOS-XE

Software Version (Oopticnal)
Tech tip

Tagging a configuration template helpsyoutosearch atemplate using the tagname in the search field. Use the taggedtemplate asa reference
to configure more devices.

Step 5. Under Device Types, click Edit to view the selected device types. Enter the device name

in Find field to narrow the devices and choose the device types that you want to apply to the
template.

Back to Add Mew Template

Select Device Type(s)

1 Devices Salacted

Find Shioww

9300 4 All

W Switches and Hubs

v [»] Cisco Catalyst 9300 Series Switches

«| Cisco Catalyst 9300L Switch Stack

[#] Cisco Catalyst 9300 Switch
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Step 6. After choosing the device types, click Back to Add New Template.

Back to Add New Template

Select Device Type(s)

1 Devices Selected

—_
]

(s
L3
o
o
=

v [~] Switches and Hubs

Step 7. From the Software Type drop-down list, choose the software type 10S-XE.

Tech tip
If you select 10S as the software type, the commands apply to all software types, including I0S-XE. T his value is used during provisioning
to check whether the selected device conformsto the selection in the template.

Step 8. (Optional) For Software Version, enter the software version (example: 16.9.1) and Click Add.
Techtip

During provisioning, Cisco DNA Center checks to see if the selected device has the software version listed in the template. | f there is a
mismatch, the provision skipsthe template.

Step 9. Select the recently created template from left pane, and in the Template Editor window on
the right, enter the configuration for the template.

Step 10. To save the template content, from the Actions drop-down list, choose Save.

Step 11. To commit the template, from the Actions drop-down list, choose Commit.
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Procedure 3. Create Network Profiles for Switching

Define the Onboarding Configuration template that you want to apply to the devices. Such
templates contain basic network configuration commands to onboard a device so that it can be
managed on the network.

For this procedure, follow these steps:

Step 1. Navigate to Design > Network Profiles.
Step 2. Click +Add Profiles and choose Switching.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM o
Netwaork Hierarchy Network Settings Image Repository Metwork Profiles Auth Template
> @ nrddpofile
Routing & NFV
Profile Name Type Sites Switching
No dlata 1o alsplay Wireless

Step 3. Give a Profile Name, and Click +Add, under OnBoarding Template (s) tab.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM o
Network Higrarchy Network Settings mage Repository Network Profiles Auth Template
Profile Narme*
dd a Netwe Profile
SW-Net-PmﬁIa{ Add a Network Profile
Cancel Save
Templates are created in the Template Programmer .
Profile Type
switching
OnBoarding Template(s) Day-N Template(s)

Attach Template(s)

Device Type Tag Name Template

Ma data to display

Step 4. Select Cisco Catalyst 9300 Switch from the Device Type drop-down list.
Step 5. Select the Tag Name (example: branch-sw-pnp) from the drop-down list.
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Step 6. Select an onboarding configuration template (example: switch-pnp) from the drop-down
list.

DOnBoarding Template(s) Cay-N Termplate(s)

Attach Template(s)

Device Type Device Tag @ Template

x branch-sw-pnp

GCisco Gatalyst 9300 Switch kwitch-pnp

Step 7. Click Save.

Tech tip
The profile that isthus configured on the switch is applied when the switch is provisioned.

Procedure 4. Assign Network Profile to Site

Each network profile can have multiple device types and sites assigned. But multiple network
profiles cannot share the same site, even though two different network profile can be assigned
different floors from the same site.

Step 1. Choose Design > Network Profiles.
Step 2. Click on Assign Site.

Profile Name Type Sites Action

SW-Net-Profile switching Assign Site Edit | Delete

Step 3. On the side panel for Add Sites to Profile, expand Site (example: San Jose) and select
Building (example: Building 23).

Cisco DMNA Center DESIGN POLIGCY PROVISION ASSURANGE PLATFORM

Metwork Hierarchy MNetwork Settings Image Repoasitory Metwork

Add Sites to Profile

=
- &8 [ ] Glabal (1)
Profile Name Type =)= [ san Jose (2)
SW-Mat-Profile swritching > '!f.[Elau“ding 23 (3)

Step 4. Click Save to complete all required steps for the design phase.
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Procedure 5. Discover the Controller (PnP Server)

For the device to connect with the controller (PnP Server), there are five options:

DHCP server, using option 43 (set the IP Address of the controller).

DHCP server, using a DNS domain name (DNS lookup of pnphelper).

Cisco Plug and Play Connect (cloud-based device discovery).

USB key (bootstrap config file).

Cisco Installer App (For iPhone/Android).

In order for devices to call home to plug and play server in Cisco DNA Center, this guide will
cover only the first option, DHCP server, using option 43 for PnP discovery.

Tech tip

For thisguide the O ption 43 isconfigured using a Microsoft DHCP server but it can be done using any other DHCP server such as Infoblox

orona router.

Step 1. Go to Microsoft DHCP server to configure using option 43.

G

e+

-

b

b
b
b
b
b
b
4
b
b
b
b
4

>

% DHcP
4 § aduciscollocal
4 .;D Pv4

File Action View Help

_| Scope [10.4.1.0] VLAN 101 Voice
| Scope [10.4.2.0] VLAN 102 Data
~| Scope [10.4.3.0] VLAN 103 Voice
| Scope [10.4.4.0] VLAN 104 Data
| Scope [10.4.5.0] VLAN 105 Voice
| Scope [10.4.6.0] VLAN 106 Data
| Scope [10.4.7.0] VLAN 107 Voice
Scope [10.4.8.0] VLAN 108 Data
Scope [10.4.9.0] VLAN 109 Voice
| Scope [10.4.10.0] VLAN 110 Data
7 Scope [10.4.12.0] VLAN 112 Data
| Scope [10.4.13.0] VLAN 113 Voice
| Scope [10.4.48.0] VLAN 148 Data
3 Address Pool
@, Address Leases
p & Reservations

1 (s oreen]

J! Policies
| Scope [10.4.64.0] VLAN 164 Data

>

3 015

DHCP
7. Option Name Vendor
|iz] 003 Router Standard
3 006

Value
104.48.1

i ScopeOptions |7 el

General \ Advanced \

Available Options Description A
fic Info J Embedded
[ 044 WINS/NBNS Servers NBNS Addn
[] 045 NetBIOS over TCP/IP NBDD NetBIOS ov
[J 046 WINS/NBT Node Type 0«1 =Bnod v
< m >
Data entry
Data: Binary: 3 ASCII:
0000 35 41 31 4E 3B 42 32 3B| S5A1N;B2;
0008 4B 34 3B 49 31 30 2E 34 | K4:I10.4
0010 2E 34 38 2E 32 33 32 3B .48.232;
0018 44 38 30 Jsg|
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1. Go to the Scope Options for the specific VLAN.

2. Under General tab, check 043 Vendor Specific Info.

3. Replace the IP address with the correct IP address of the Cisco DNA Center (PnP Server).

SA1TN;B2;K4; hoox. xxx. xxx.xxx;J80

Cisco DNA Center IP Address

4. Copy and paste the ascii
option 43 ascii "5A1N;B2;K4;110.4.48.232;J80"

5. Click Apply and OK.

Step 2. Configure uplink switch interface as a trunk port

VLAN 1.

Step 4. Connect a single switch (example: Catalyst 9300) to access layer that’s getting onboarded.

Step 5. (Optional) Connect the console to a new switch and power it on. Once the device boots up,
it will get IP address of the Cisco DNA Center using the option 43 and will do a PnP discovery as
below.
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

Press RETURN to get started!

*Oct 5 02:59:17.440: ¥PNP-6-PROFILE_CONFIG: PnP Discovery profile pnp-zero-touch configured

*Oct S 02:59:18.285: ¥CRYPTO_ENGINE-S5-KEY_ADDITION: A key named TP-self-signed-882668793 has been generated or imports
*Oct 5 02:59:18.287: ¥SSH-S5-ENABLED: SSH 1.99 has been enabled

*Oct S5 02:59:18.328: ¥PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI cq
*Oct 5 02:59:18.370: ¥CRYPTO_ENGINE-5-KEY_ADDITION: A key named TP-self-signed-882668793.server has been generated or
*Oct S5 02:59:19.441: ¥LINK-5-CHANGED: Interface Vlanl, changed state to administratively down

*Oct S 02:59:30.000: %SYS-6-CLOCKUPDATE: System clock has been updated from ©2:59:29 UTC Sat Oct 5 2019 to 02:59:30 U]
Oct 5 02:59:30.000: %PKI-6-AUTHORITATIVE_CLOCK: The system clock has been set.

Oct S5 02:59:30.003: %SMART_LIC-5-SYSTEM_CLOCK_CHANGED: Smart Agent for Licensing System clock has been changed

Oct 5 02:59:36.765: %AN-6-AN_ABORTED_BY_CONSOLE_INPUT: Autonomic disabled due to User intervention on console. configy

Oct 5 02:59:39.046: %PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI cor
Oct 5 02:59:49.664: %PNP-6-PNP_DISCOVERY_DONE: PnP Discovery done successfully
%Error opening tftp://10.4.48.10/network-confg (Timed out)

Oct 5 02:59:54.685: AUTOINSTALL: Tftp script execution not successful for Gi@/@.

Oct S 03:00:36.925: ¥IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

Oct 5 03:00:36.923: ¥STACKMGR-6-STANDBY_ELECTED: Switch 1 R@/@: stack_mgr: Switch 2 has been elected STANDBY.

Oct 5 03:00:41.964: ¥REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion (raw-event=PEER_FOUND(4))
Tech tip

When the device is in process of PnP discovery do not touch the device asit will break the PnP process.

Procedure 6. Day-0 provisioning of switch onboarded with PnP

Step 1. Login to Cisco DNA Center.
Step 2. Go to Provision > Devices drop-down and select Plugin and Play

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Devices v Fabric Services
4 DEVICES (20)
~ Inventory Focus: Inventory v
DEVICE TYPE “ Routers Switches APs W
Plug and Play
iices (9)
Y Filter © Add Device Tag Device Actions
> & San Jose (11) ‘ g v O

Page 22 of 29



Step 3. Check the status of the switch to make sure it’s Unclaimed before proceeding.

Cisco DMNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM (1 4]

Devices -~ Fabric Services

Plug and Play Devices (3)
Filter

[= - Device Name Serial Number Product 1D Source State Site

| . Foca3auons ce300-24ux Netwrk

Tech tip
Devices can also be added and claimed using Serial Number and Product ID. On Plug and Play Devices page click on Add and
select Single Device, Bulk Devicesor Smart Account Devices and provide informationrespectively.

Step 4. Select the switch and click on Actions drop-down and select Claim to start the claim
wizard.

Plug and Play Devices (2)

Filter Actions
[m] it Claim
Edit
1
Reset
2 FO
D Delete

Tech ti

Before )r/Jou claim a switch, if the access to the console is available, monitor the configuration in process by Cisco DNA Center. Copy and
paste the following EEM script in the switch console:

event manager applet catchall

eventcli pattern".*" sync no skipno

action 1syslogmsg "'$_cli_msg"'

Step 5. Assign a site to the device (example: Building 23) and click Next.
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Tech tip
This tech tip is only applicable toa scenariowhere thefloor is added to the building. If the network services and credentials

are only applied to a floorand only thebuilding is selected thenan error will according while processing the claimrequest.

Cisco DMNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ]
Devices ~ Fabric Services
Advanced
Site Assignment 2 Configuration 3 4 summary

Configuration

Manage sites in Network Hierarchy

# Device Name Serial Number Product ID Site

1 FOC2313U008 FOC2313U008 CO300-24UK Global/San Jose/Building 23

Step 6. Select the golden image (example: cat9k iosxe.16.09.01.SPA.bin) and click Next.

Tech tip
If an image was marked as golden as shown in Process 3 and Procedure 1, it will be auto assigned in this

step.

Cisco DMNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM -]
Devices v Fabric Services
Advanced
Site Assignment Caonfiguration 3 4 Summary

Configuration

FOC2313U003 FOC2313U0DS - Configuration

FOC2313U0DS
Co300-24UX
Global/San Jose/Building 23

Image: .

ect an Image % Site

heritance | Image Name (Device Roles

San Jose | cat9k_iosxe.16.09.01.5PA bin (all) {E
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Tech tip
Before proceedingwith upgrade make sure the switchis in INSTALL MODE and not in BUNDLE
MODE.

Step 7. Select the OnBoarding template (example: switch-pnp) that was created in Procedure 2,
and click Next.

. Advanced
Site Assignment Configuration 3 ) 4 Summary
Conhguration

FOC2313U0DS FOC2313U0DS - Configuration

FOC2313U0D5
C9300-24UX

Global/San Jose/Building 23

Image:

Select an Image - Ex: Site Inheritance | Image Name {Device Roles)

San Jose | cat9k_iosxe.16.09.01.5PA.bin (all)

u Skip golden image upgrade

Template:

Select a Template {optional] - Ex: Template Name (Profile Type)

switch-pnp {Switching)

Tech tip
To giveaquickglance at the onboarding template click the eye icon.

Template:

Select a Template (optional) - Ex: Template Name (Profile Type)
switch-pnp (Switching) & E
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Step 8. Select a switch and enter the provisioning parameters, and click Next.

Site Assignment Configuration

Devices

Select devices to fill out provisio ning

parameters

Fine

=]

All

o
“ switch-pnp (1)

FOC2313U0035

Advanced
Configuration

switch-pnp

AD71-Ca300.ciscoloce

rlanagament VLAM *

100

Jata VLAM *

101

Vioice WLAN *

102

i

Summary

Tech tip

For large number of devices, bulkimport using CSV format.

Step 9. Carefully review the summary by expanding each tab, and click Claim.
Step 10. Select Yes to confirm to proceed with the claim request.

Step 11. Now watch the state of the switch change from Unclaimed to Provisioned

1. Unclaimed to Planned

D # Device Name Serial Number Product ID Source State
[—] 1 FOC2313U0DS FOC2313U0DS C9300-24UX Network Planned
I:] Z FCW2123L03D FCW2123L03D C9300-24T Network Provisioned
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2. Planned to Onboarding

D # Device Name Serial Number Product ID Source - State
|:| 1 FOC2313U0DS FOC2313U0D5 C9300-24UX Network Onboarding
|:| 2 FCW2123L03D FCW2123L03D C9300-24T Network Provisioned

3. Onboarding to Provisioned

E " Device Name Serial Number Product ID Source ~ State

] 1 FOC2313U0DS FOC2313U0DS C9300-24UX Network Provisioned

| 2 FCW2123L03D FCW2123L03D C9300-24T Network Provisioned
Tech tip

Hit the refresh if it doesn’t change. Now the device will be available under inventory. In case the status changes to Error,
click on the device name.

O # Device Name Hostname

v 1 FOC2313U0DS Switch

An options panelwill slide out fromright. Now select the History tabto further investigate the error.

Details History Configuration
S
History 15t updat .
Status Time = Datails
(:-c) 08/22/2019 NCOBO2074: Executing Workflow Timed Out, Please check the device connectivity
06:01:42 PM with the Server.
gg'i‘,—?g'?g:,?\ﬂ Executing Task: Site Config Task
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Step 12. Go to Provision > Devices

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Devices v Fabric Services
zq_ Find Hierarchy DEVICES (2)
Focus: Inventory v
> & Global (25) DEVICE TYPE Al Routers Switches APs WLCs ] A
Y Filter @ Add Device TagDevice Actions v @
Step 13. Select the site hierarchy in the left pane.
Step 14. Verify the devices focus is set to Inventory.
Cisco DNA Center DESIGN POLICY PROVISION
e ——1
Devices v Fabric Services
- DEVICES (21)
=Q
Focus: Inventory v

Step 15. Select Switches as the Device Type to narrow down the devices.

DEVICES (14)

DEVICE TYPE

Focus: Inventory -

Al

APs

| WLCs ]

¥ G
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Step 16. Verify the newly onboarded switch is in the

Inventory.
% Filter | @ Add Device Tag Device Actions v @ st updated: 1 -
|:| Device Name - IP Address Device Family Site Reachability MAC Address Dev %
I:‘ AD1-9300.cisco.local &' 10.4.79.10 Switches and Hubs ../Building 23 "_-’:' Reachable dc:bc:48:f8:9e:80 <* ACCES!
] AD3-3850.cisco.local 10.4.95.5 Switches and Hubs -../Floor 3 () Reachable 20:4c:9e:2e:79:00 & ACCES!
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