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HOW TO SETUP & TEST EVENT SUBSCRIPTIONS FOR 
EMAIL & REST ENDPOINTS? 
Objective 
The objective of this document is to provide users an example of configuring Event Notification Subscriptions for 
Email & Rest API destinations. This is only one example of the possible configuration scenarios. 

Goals 
Provide a working example of configuring and testing Event Notifications and Subscriptions using Email & Rest API 
destinations. 
  
Depending on your deployment and configuration choices, your configuration setup may be different.  Also, 
remember that in my example, I am using a Public site for my test destinations.  So use caution and please refer to 
your Data Protection Policies before testing to public sites. 
  
The following technote is written against the Cisco DNA Center version 2.1.1.0 Limited Release. The following 
technote is written to help answer the question in regards to configuring & testing the Cisco DNA Center Event 
Notification Feature.  

Reference Information: 
• Cisco DNA Center version 2.1.1.0  
• Webhook.site (REST API Webhook Test Site) 

https://webhook.site/ 
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WORK WITH EVENTS 
You can subscribe to specific events that may occur in your network. After your subscription, if the event does 
occur you will receive a notification by email, webhook (REST API), or SNMP trap. You subscribe to an event by 
using the Events window in the Cisco DNA Center platform GUI.  For this technote, I will only be giving and 
example of email & webhook (REST API).  The SNMP trap method is self explanatory. 

Note:  Email notifications are near real-time and are neither batched nor scheduled, they use predefined email 
templates that cannot be customized by the user. Additionally, the underlying priority of the event does not affect 
when the notification is sent out. For example, an event with a severity of 1 is not sent out sooner than an event 
with a severity of 3. To prevent multiple issues being triggered, there is also a supported suppression time interval. 
If the same issue (event) occurs within the suppression time interval, a second notification will not be sent. If the 
same issue occurs outside of the suppression time interval, then another notification is sent. The issue 
suppression time interval is also predefined and cannot be configured by the user. 

Before you begin… 

Important:  For the emails to have the correct Cisco DNA Center hyper-link, enter the IP address or host name of 
the Cisco DNA Center in the Integrations Settings window. To enter this information using the GUI, click the 
Menu\Navigation Icon > System > Settings > System Configuration > Integration Settings. 
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Note:  Enter the IP address or host name of the Cisco DNA Center.  Typically, you would configure the VIP IP 
address.  Remember, this IP Address needs to be reachable from the IP prefixes that are used by your email client 
locations. 

CONFIGURE AN EMAIL DESTINATION 
Cisco DNA Center supports email notification for both events and reports.  This Technote will focus on the event 
notifications feature.  With Cisco DNA Center version 2.1.1.0, there is a new Navigation Menu and enhancements 
to the layout of the System Settings UI pages.  In previous Cisco DNA Center releases, there was an "Email 
Configuration" section. This has changed in version 2.1.1.0.  The External Services "Destinations" section is  
where you configure the various types of destinations to deliver the events from Cisco DNA Center. 

Note:  Emails are sent out from Cisco DNA Center using the SMTP protocol. Cisco DNA Center only supports 
clear text SMTP for email event notifications. If you use an email server that requires SSL/TLS support, you will not 
be able to receive the email event notifications. 

Perform the following steps to configure an email destination for events or reports using the Cisco DNA Center 
GUI. 

Step 1  
In the Cisco DNA Center GUI, click the Menu\Navigation Icon > System > Settings > External Services > 
Destinations > Email. 
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Step 2  
Configure the SMTP Server Configuration fields. Options include the following: 

    Primary SMTP Server (Required): 

        Hostname/IP address: (Required)	 	 Hostname or IP address of the primary SMTP server. 
        Port number: (Required)	 	 	 Port number of the server. 
        Username: 	 	 	 	 Username required to access server. 
        Password:         	 	 	 	 Password required to access server. 
        Confirm Password:         	 	 	 Reenter password to access server. 
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Step 3  
(Optional) Configure the Secondary SMTP Server Configuration fields. Options include the following: 

Secondary SMTP Server (optional) 
    	 Hostname/IP address:     	 Hostname or IP address of the secondary SMTP server. 
    	 Port number:     		 	 Port number of the server. 
    	 Username:     	 	 	 Username required to access server. 
    	 Password:     	 	 	 Password required to access server. 
    	 Confirm Password:     	 	 Reenter password to access server. 

Step 4  
(Required) Configure the Senders and Receivers test email fields. Options include the following: 

Senders and Receivers: 
        From:  (Required)        	 Sender of test email. 
        To:  (Required)        		 Recipient of test email. 
        Subject: (Required)        	 Enter text (maximum of 200 characters) for a subject line for the test email. 
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Step 5  
Click Test to test the email configuration. 

Once the Test button is clicked, a test email is sent using the parameters configured (for both primary and 
secondary SMTP Server settings with subject line as "Subject of the Email Test" that you configured. A success 
message ("Email Configuration is validated. Successfully sent test email!") or failure message (" 
PrimarySMTPConfig -> Creating Session failed due to Could not connect to SMTP host") should appear 
depending the test email connectivity results. 

Step 6  
Click Save to save the configuration. 
Click Cancel to cancel the configuration. 
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CONFIGURE AN WEBHOOK DESTINATION 
Cisco DNA Center supports a webhook destination for both events and reports.  This Technote will focus on the 
event notifications feature.  With Cisco DNA Center version 2.1.1.0, there is a new Navigation Menu and 
enhancements to the layout of the System Settings UI pages.  In previous Cisco DNA Center releases, there was 
an "Email Configuration" section. This has changed in version 2.1.1.0.  The External Services "Destinations" 
section is where you configure the various types of destinations to deliver the events from Cisco DNA Center. 

Before you begin… 
To complete this Webhook Destination configuration procedure, you will need a target destinaton to send event 
notifications using the Webhook Rest API.  For this technote, I will use an example of a Webhook Destination from 
the Site: 

Webhook.site (REST API Webhook Test Site) 
https://webhook.site/ 

Note:  When you access the Webhook.site, you will be provided a unique URL and unique email address.  The 
unique URL will be used for your Webhook Destination & REST Endpoint.  The unique email address will be used 
for your Email Endpoint. 

For Example: 

Your Main Site	 	 	 https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Your unique URL	 	 https://webhook.site/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Your unique email address	 f6dced27-9b2e-4d76-9e40-df21eccae9d2@email.webhook.site 
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Perform the following steps to configure a webhook destination for events or reports using the Cisco DNA Center 
GUI. 

Step 1  
In the Cisco DNA Center GUI, click the Menu\Navigation Icon > System > Settings > External Services > 
Destinations > Email. 
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Step 2  
Review the Webhook tab. 

Webhook Tab 

The following fields are displayed: 
Name: 	 	 Name of the webhook. 
Description: 	 Description (user provided) of the webhook. 
URL: 	 	 URL of webhook (callback URL). 
Method: 	 REST API method of webhook (POST). 

Edit: 	 	 Link that opens field to edit the configured webhook fields. After editing the webhook 
	 	 configuration, click Update to save your changes. 
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Step 3  
Click the Add link/icon to configure a webhook. 
An Add Webhook slide-in pane opens. 
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Step 4  
Enter values in the fields in the Add Webhook slide-in pane to configure the webhook. 
Add Webhook 

Name: 	 	 	 Name of the webhook. 
Description: 	 	 Description (user provided) of the webhook. 
URL: 	 	 	 URL of webhook (callback URL). 
Method: 	 	 REST API method of webhook (POST). 

Step 5  
Choose whether a trust certificate is associated with the webhook URL. 
Depending upon your webhook configuration, with the Trust Certificate field click Yes or No. 

For this Technote use: 
Trust Certificate:	(NO)  

Step 6  
Choose the authentication type associated with your webhook URL. 
Depending upon your webhook configuration, within the Authentication field click one of the following: 

Basic: Authentication where the client sends HTTP requests with the Authorization header that contains the word 
'Basic', followed by a space and a base64-encoded string 'username:password'. If you select Basic in the GUI, 
the Header Key field below enters the value Authorization. 

Token: Authentication where users are authenticated using a security token provided by the server. If you select 
Token, the Header Key field below enters the value X-Auth-Token. 

No Authentication: No authentication needed. 

For this Technote use: 
Authentication:	 (No Auth) 
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Step 7  
Within the Headers field, enter values for the Header Name and Header Value. 
Click Add to add the header name and value. 

Note:  The Headers field may be auto-populated depending upon your Authentication selection above. 

Step 8  
Click Save to save your webhook destination configuration. 
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CONFIGURE EVENTS AND SUBSCRIPTIONS 
You can subscribe to specific events that may occur in your network. After your subscription, if the event does 
occur you will receive a notification by email, webhook (REST API), or SNMP trap. You subscribe to an event by 
using the Events window in the Cisco DNA Center platform GUI. 

NOTE:  Email notifications are near real-time and are neither batched nor scheduled, they use predefined email 
templates that cannot be customized by the user. Additionally, the underlying priority of the event does not affect 
when the notification is sent out. For example, an event with a severity of 1 is not sent out sooner than an event 
with a severity of 3. To prevent multiple issues being triggered, there is also a supported suppression time interval. 
If the same issue (event) occurs within the suppression time interval, a second notification will not be sent. If the 
same issue occurs outside of the suppression time interval, then another notification is sent. The issue 
suppression time interval is also predefined and cannot be configured by the user. 

This technote will focus on the event notifications feature using Webhooks REST API and Webhooks Email 
destinations that were configured earlier in this technote.  With Cisco DNA Center version 2.1.1.0, there is a new 
Navigation Menu and enhancements to the layout of the System Settings UI pages.  
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For this technote, I will use an example of a Webhook Destination from the Site: 

Webhook.site (REST API Webhook Test Site) 
https://webhook.site/ 

Note:  When you access the Webhook.site, you will be provided a unique URL and unique email address.  The 
unique URL will be used for your Webhook Destination & REST Endpoint.  The unique email address will be used 
for your Email Endpoint. 

For Example: 
Your Main Site	 	 	 https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Your unique URL	 	 https://webhook.site/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Your unique email address	 f6dced27-9b2e-4d76-9e40-df21eccae9d2@email.webhook.site 

In this configuration section 
• I am going to give an example of configuring a Subscription for one selected Event.   
• I will create Two Subscriptions:  

- Email Subscription 
- Webhook Rest API Subscription 

Note:  With Cisco DNA Center version 2.1.1.0, there are 77 Events that can be subscribed to.  You can Select All 
Events and Create a Batch Subscription using the same Endpoints. Unfortunately at this time, we can not Select 
ALL Events and unsubscribe.  You would need to delete the Configured Subscriptions one by one. 
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Step 1  
In the Cisco DNA Center GUI, you have two options for configuring Event Subscriptions: 

✓ Click the Menu\Navigation Icon > System > Settings > Events and Subscriptions > Event Catalog 
✓ Click the Menu\Navigation Icon > Platform > Developer Toolkit > Events 
 

tdeleon@cisco.com  of 16 35

mailto:tdeleon@cisco.com


System.Settings Feature:  Events and Subscriptions

Step 2  
• In the Cisco DNA Center GUI (which ever navigation option that you chose), Select the Event ID to configure. 
• Click on Subscribe 
 

Step 3  
In the Subscribe configuration window, you will need to configure the Subscription Details. 

SUBSCRIPTION DETAILS 
Name 
Subscription Type 
Subscription Endpoint 

Note:  There are specific Parameters that are specified for each Subscription Type. We will configure these for 
Subscription Types REST & EMAIL. 
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Subscription #1 for EVENT_ID 

Name	 	 	 	 NETWORK-APPLICATIONS-3-409 -- REST 
Subscription Type	 	 REST 
Subscription Endpoint	 	 Select an existing instance 
	 	 	 	 webhook.site.REST 
 

Note:  Once you select the webhook.site.REST endpoint, the rest of the fields will autofill. 
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• Click Subscribe 
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Step 4  
Once the Subscription has been successfully created, you can test the subscription using the "Try It" option for the 
current subscriptions 

In the Event Catalog window: 
• Select the Event ID that has the subscription that you just added. 
• Click Subscribed hyperlink in the last column the for the selected Event ID. 
• Select the "Active Subscriptions" Tab and expand the configured Subscriptions to view the configured 

Broadcast Methods. 
• Open another browser to your webhook site 

ie. https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
• Click "Try It” 
• Click "Publish" from the Notification Window 
• View the Output on the Notification Window and the webhook site 
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https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Results: 
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Step 5  
• In the Cisco DNA Center GUI (which ever navigation option that you chose), Select the Event ID already 

configured. 
• Click Subscribed hyperlink in the last column the for the selected Event ID. 
• Click on Subscribe 
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Step 6  
In the Subscribe configuration window, you will need to configure the Subscription Details. 

SUBSCRIPTION DETAILS 
Name 
Subscription Type 
Subscription Endpoint 

Note:  There are specific Parameters that are specified for each Subscription Type. We will configure these for 
Subscription Types REST & EMAIL. 

Subscription #2 for EVENT_ID 

Name	 	 	 	 	 NETWORK-APPLICATIONS-3-409 -- EMAIL 
Subscription Type	 	 	 EMAIL 
Subscription Endpoint	 	 	 Create a new endpoint 
Endpoint Name	 	 	 	 NETWORK-APPLICATIONS-3-409 -- EMAIL 
Endpoint Description	 	 	 webhook.site.EMAIL 
SMTP Configuration	 	 	 Default (no change)	  

Email Recipients 
From	 	 	 	 	 netadmin@dna.local 
To	 	 	 	 	 f6dced27-9b2e-4d76-9e40-df21eccae9d2@email.webhook.site 
Subject		 	 	 	 NETWORK-APPLICATIONS-3-409 -- Cisco DNA Center 
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• Click Subscribe 
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Note:  From the Event ID subscription window, you will now see 2 Active Subscriptions: One for REST API and 
One for EMAIL. 

Now, Test your Active Subscriptions Once Again. 

• Open another browser to your webhook site 
ie. https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 

• Click "Try It"  
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• Click "Publish" from the Notification Window 
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• View the Output on the Notification Window and the webhook site 
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https://webhook.site/#!/f6dced27-9b2e-4d76-9e40-df21eccae9d2 
Results: 

Webhook REST API 
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Webhook EMAIL 
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Webhook EMAIL 
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Webhook EMAIL 
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You have now completed adding Subscriptions for an Event ID using Webhook REST API and Webhook EMAIL 
endpoints. 

You can now replicate this Events and Subscriptions Task for the other listed Event IDs on the Cisco DNA Center. 

The End…
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