
<?xml version="1.0" encoding="utf-8" ?>
<!-- Generated by MPE 0.6.1 on 08/26/2023 -->
<stix:STIX_Package 

xmlns:TOUMarking="http://data-marking.mitre.org/extensions/
MarkingStructure#Terms_Of_Use-1"

xmlns:tlpMarking="http://data-marking.mitre.org/extensions/
MarkingStructure#TLP-1"

xmlns:stixVocabs="http://stix.mitre.org/
default_vocabularies-1"

xmlns:AddressObj="http://cybox.mitre.org/
objects#AddressObject-2"

xmlns:marking="http://data-marking.mitre.org/Marking-1"
xmlns:indicator="http://stix.mitre.org/Indicator-2"
xmlns:cyboxCommon="http://cybox.mitre.org/common-2"
xmlns:stixCommon="http://stix.mitre.org/common-1"
xmlns:cybox="http://cybox.mitre.org/cybox-2"
xmlns:stix="http://stix.mitre.org/stix-1"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:CISA="http://www.cisa.gov/nccic"
xmlns:xlink="http://www.w3.org/1999/xlink"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:xs="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:schemaLocation="http://data-marking.mitre.org/
extensions/MarkingStructure#Terms_Of_Use-1 http://stix.mitre.org/
XMLSchema/extensions/marking/terms_of_use/1.1/
terms_of_use_marking.xsd

http://data-marking.mitre.org/extensions/
MarkingStructure#TLP-1 http://stix.mitre.org/XMLSchema/extensions/
marking/tlp/1.2/tlp_marking.xsd

http://stix.mitre.org/default_vocabularies-1 http://
stix.mitre.org/XMLSchema/default_vocabularies/1.2.0/
stix_default_vocabularies.xsd

http://cybox.mitre.org/objects#AddressObject-2 http://
cybox.mitre.org/XMLSchema/objects/Address/2.1/Address_Object.xsd

http://data-marking.mitre.org/Marking-1 http://
stix.mitre.org/XMLSchema/data_marking/1.2/data_marking.xsd

http://stix.mitre.org/Indicator-2 http://stix.mitre.org/
XMLSchema/indicator/2.2/indicator.xsd

http://cybox.mitre.org/common-2 http://cybox.mitre.org/
XMLSchema/common/2.1/cybox_common.xsd

http://stix.mitre.org/common-1 http://stix.mitre.org/
XMLSchema/common/1.2/stix_common.xsd

http://cybox.mitre.org/cybox-2 http://cybox.mitre.org/
XMLSchema/core/2.1/cybox_core.xsd

http://stix.mitre.org/stix-1 http://stix.mitre.org/
XMLSchema/core/1.2/stix_core.xsd

http://stix.mitre.org/TTP-1 http://stix.mitre.org/XMLSchema/
ttp/1.2/ttp.xsd" id="NPG-16131440" version="1.1.1" 
timestamp="2023-08-26T15:47:52">
    <stix:STIX_Header>
        <stix:Title>AA23-242A Identification and Disruption of 
Qakbot Infrastructure</stix:Title>



        <stix:Package_Intent 
xsi:type="stixVocabs:PackageIntentVocab-1.0">Indicators</
stix:Package_Intent>
        <stix:Description>The Cybersecurity and Infrastructure 
Security Agency (CISA) and Federal Bureau of Investigation (FBI) are 
releasing this joint Cybersecurity Advisory (CSA) to disseminate 
QakBot infrastructure indicators of compromise (IOCs) identified 
through FBI investigations as of August 2023. On August 25, FBI and 
international partners executed a coordination operation to disrupt 
QakBot infrastructure worldwide. Disruption operations targeting 
QakBot infrastructure resulted in the botnet takeover, which severed 
the connection between victim computers and QakBot command and 
control (C2) servers. 

QakBot—also known as Qbot, Quackbot, Pinkslipbot, and TA570—is 
responsible for thousands of malware infections globally.  QakBot 
has been the precursor to a significant amount of computer 
intrusions, to include ransomware and the compromise of user 
accounts within the Financial Sector. In existence since at least 
2008, QakBot feeds into the global cybercriminal supply chain and 
has deep-rooted connections to the criminal ecosystem. QakBot was 
originally used as a banking trojan to steal banking credentials for 
account compromise; in most cases,  it was delivered via phishing 
campaigns containing malicious attachments or links to download the 
malware, which would reside in memory once on the victim network. 
QakBot has since grown to deploy multiple types of malware, trojans, 
and highly-destructive ransomware variants.</stix:Description>
        <stix:Handling>
            <marking:Marking>
                <marking:Controlled_Structure>//node() | //@*</
marking:Controlled_Structure>
                <marking:Marking_Structure 
xsi:type='TOUMarking:TermsOfUseMarkingStructureType'>
                    <TOUMarking:Terms_Of_Use>DISCLAIMER: This report 
is provided "as is" for informational purposes only. The Department 
of Homeland Security (DHS) does not provide any warranties of any 
kind regarding any information contained within. The DHS does not 
endorse any commercial product or service, referenced in this 
bulletin or otherwise. This document is distributed as TLP:WHITE: 
Disclosure is not limited. For more information on the Traffic Light 
Protocol, see https://www.cisa.gov/news-events/news/traffic-light-
protocol-tlp-definitions-and-usage.</TOUMarking:Terms_Of_Use>
                </marking:Marking_Structure>
                <marking:Marking_Structure 
xsi:type='tlpMarking:TLPMarkingStructureType' color="WHITE"/>
            </marking:Marking>
        </stix:Handling>
        <stix:Information_Source>
            <stixCommon:Time>
                <cyboxCommon:Produced_Time>2023-08-26T00:00:00Z</
cyboxCommon:Produced_Time>
            </stixCommon:Time>
        </stix:Information_Source>
    </stix:STIX_Header>



    <stix:Indicators>
        <stix:Indicator id="CISA:Indicator-460d860d-28bb-4ba1-
bb20-24a5300d63e4" timestamp="2023-08-26T15:47:52.097987+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-9ad35abd-0b47-4856-889f-95567ab3cd17">
                <cybox:Object 
id="CISA:Object-315da021-7c92-4b55-8500-186b3958c7c2">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">193.29.187.41</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-70e4927a-54af-4e34-94fe-
a3c6b755c86f" timestamp="2023-08-26T15:47:52.099704+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-185038c8-4530-4f19-b226-a5b2bd2c0695">
                <cybox:Object id="CISA:Object-55f96381-662d-454d-
a892-8648ec63da12">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.193</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-2d11bc55-a2d0-4c97-99de-
c05576e96a17" timestamp="2023-08-26T15:47:52.100144+00:00" 
xsi:type='indicator:IndicatorType'>



            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-d32327e2-
f00d-4688-a881-9e2f4c093422">
                <cybox:Object id="CISA:Object-cc4d858e-
b6a4-41b2-90df-17d6f9ebb0de">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.147</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-38cdecd2-d48b-4314-b469-
e6d9473daf57" timestamp="2023-08-26T15:47:52.100525+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-38da4295-
a372-4c1a-be18-a26bcb83505a">
                <cybox:Object id="CISA:Object-61410388-c3c8-4d6e-
b1d3-37036fc0bb16">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.145</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-d4f20ec3-5e10-4106-82d5-
c072d789a08e" timestamp="2023-08-26T15:47:52.100925+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</



indicator:Type>
            <indicator:Observable id="CISA:Observable-7ac68023-
e1b6-490b-b283-540d23490c3e">
                <cybox:Object id="CISA:Object-
fea1f1a8-4bd0-4b48-9f9f-278b6a6605dc">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">185.81.114.188</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-a5592ea7-0cce-4259-a797-
f937c37af741" timestamp="2023-08-26T15:47:52.101309+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
beb10f3a-2f9d-4050-8e0c-3bdd10f4c166">
                <cybox:Object id="CISA:Object-ca8c5a26-9462-4e27-
ad48-ac576b605367">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.250.117</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-
e2c16aa8-3ec2-4f22-93f8-3c579767bb49" 
timestamp="2023-08-26T15:47:52.101676+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
e16957bb-814b-468e-a3ff-d7559a61f548">



                <cybox:Object 
id="CISA:Object-9f5a874a-4096-4f38-8783-9683c72667ab">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.250.98</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 
id="CISA:Indicator-1fe83a89-994b-436c-9265-76d33d177103" 
timestamp="2023-08-26T15:47:52.102073+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-01029942-
c7c2-4eed-9fd6-f1d61ff0c650">
                <cybox:Object id="CISA:Object-adc0e461-3de9-4441-
a977-b807f2dc35d8">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.250.97</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-cb260e96-
aa90-488b-8420-93a6ac1cc16c" 
timestamp="2023-08-26T15:47:52.102438+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-6574bb73-
a866-4f20-9209-a6ee45eeb7fe">
                <cybox:Object id="CISA:Object-6d334150-65dd-491b-
bdce-74c96864a0fb">



                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.198.177</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-9c6c74f4-3e72-458b-80d9-
d61121be0704" timestamp="2023-08-26T15:47:52.102824+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
c7e8d555-3087-4eba-9278-313d5bfecac1">
                <cybox:Object id="CISA:Object-a48fbabd-5cfd-48fb-
a4d3-bdd3be3d8ac9">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.172.109</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-1d9173dd-3dfb-4d5f-
a613-0f18703ccf42" timestamp="2023-08-26T15:47:52.103259+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-433b60d0-
c779-41af-a795-000a8a4210d5">
                <cybox:Object id="CISA:Object-0c602adb-
d7de-47ab-9b08-52f1056aa8ca">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 



condition="Equals">95.211.172.108</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-9ab34af1-1027-4437-bffb-
e504107f805f" timestamp="2023-08-26T15:47:52.103656+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-0c3aa7c5-8d83-4c7a-9eb4-4613198e1241">
                <cybox:Object id="CISA:Object-b50f1c25-196e-4dbd-
a54a-71927d11eff3">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.172.86</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 
id="CISA:Indicator-8ca4324e-38d6-4864-9af6-011abb71afe5" 
timestamp="2023-08-26T15:47:52.104059+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-2f06ea0e-999d-4d54-bffd-c0af4594ea9d">
                <cybox:Object id="CISA:Object-d4ce649d-6853-4022-
a7cb-b4c97043aa25">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.172.7</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>



            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-696d3801-17e3-455a-
b4a3-8848abeca574" timestamp="2023-08-26T15:47:52.104453+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-417f59b0-
f99d-40dc-b1e1-4bef88063256">
                <cybox:Object id="CISA:Object-2a9934f8-
cad2-4c40-96e0-c4564eaf28f3">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.172.6</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-59339399-e341-45e9-bd11-
be9aa7feb812" timestamp="2023-08-26T15:47:52.104853+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-7a2f1a21-
b089-46ac-87ea-1d5ad2fac722">
                <cybox:Object id="CISA:Object-
be3c885e-0e60-4230-81ad-19a59374fc28">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">95.211.95.14</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>



            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-01ae24c8-aed0-4e8b-
a3df-3a677c38b9b8" timestamp="2023-08-26T15:47:52.105251+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-afed6ceb-
cd01-49a5-be53-2bb84490f7f1">
                <cybox:Object 
id="CISA:Object-39fbb92d-497e-4878-952c-e0f628de3459">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">94.198.53.17</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 
id="CISA:Indicator-8f0b106f-02dc-4a9e-9f91-12ed10c73f15" 
timestamp="2023-08-26T15:47:52.105627+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
f86e3987-1e7d-4a99-84a7-9090ee0cc21e">
                <cybox:Object id="CISA:Object-c289d961-
ecf6-4ee4-9e34-a200b95b1683">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">45.84.224.23</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 



id="CISA:Indicator-104d44b7-6eed-4858-9bfe-67cb1defffd9" 
timestamp="2023-08-26T15:47:52.106039+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-48732693-
a27e-4584-bd23-3c3a683057d7">
                <cybox:Object id="CISA:Object-
acd44845-52ef-4ae2-80f4-f5651aea79fa">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">23.236.181.102</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-
a52dabe2-2d22-4d50-8a56-3c7e12d7a567" 
timestamp="2023-08-26T15:47:52.106414+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-b0bcee37-
e0ab-4e6b-ac56-6a7bb78c7066">
                <cybox:Object 
id="CISA:Object-5237c102-409b-4bd1-8546-abf8d95a267a">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.148</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 
id="CISA:Indicator-9f09b010-65c2-45ac-9994-7c40a8a51bee" 
timestamp="2023-08-26T15:47:52.106845+00:00" 



xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
eebd73ad-1449-4834-8889-eee680c3aa5c">
                <cybox:Object 
id="CISA:Object-5690fcc2-5258-49c5-8a1c-09e1f19832fe">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">51.195.49.228</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-67539314-d5e3-43eb-
bcb1-6503ef2a20db" timestamp="2023-08-26T15:47:52.107224+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-48d2d507-30d5-468a-a9c1-0d80534e3d0a">
                <cybox:Object 
id="CISA:Object-0eaf93aa-2741-41b7-8a24-b53ba72e39a4">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">51.161.202.232</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-dd9d938c-92c0-4eda-
af58-5f5ea1e460a8" timestamp="2023-08-26T15:47:52.107607+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 



xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-8dbd14c8-
b17c-4426-abda-e74680f15855">
                <cybox:Object id="CISA:Object-2147c487-2a15-41a4-
bcef-beb7c5384288">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">190.2.143.38</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-c879f430-12ce-4690-85da-
adec7c0e7833" timestamp="2023-08-26T15:47:52.108087+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-70e3de4d-95ae-40b9-8e9d-2e0d3879137e">
                <cybox:Object id="CISA:Object-
fb72cbda-8049-4d5a-89c0-2b2aa25030a0">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.242.178</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-f934e82f-f1b0-48d2-8fae-
fd11be8fe56d" timestamp="2023-08-26T15:47:52.108478+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-38d2651b-0cfd-4fc2-9eec-e22af27242cf">



                <cybox:Object 
id="CISA:Object-6542bc1c-3600-47bd-82ef-d2903d72c9a6">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.242.119</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-41c8d3ad-a4d9-42bc-
bc0b-36dc66c814ae" timestamp="2023-08-26T15:47:52.108864+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
f209fcb6-5a18-4a85-8708-c2c70e9deb56">
                <cybox:Object id="CISA:Object-6d5531d9-
af0d-45a8-9ce0-a3cd04ca1fdf">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">94.198.51.202</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-0acefe8c-8e4d-4a80-900a-
f0bfc6c54535" timestamp="2023-08-26T15:47:52.109276+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-2bcf59ad-2054-4871-971f-c34c15354de2">
                <cybox:Object id="CISA:Object-0c517ce3-f06c-468e-
afa7-fe916b4b6083">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 



is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.133</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-d659bcfa-84f0-401b-a765-
d0c7ddec239f" timestamp="2023-08-26T15:47:52.109658+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-6d4a359d-
eae8-4f97-a24c-ca9a827a9fd0">
                <cybox:Object id="CISA:Object-6aadc4c9-d163-463d-
babe-78c5c11b6107">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.127.243.130</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-71596dc3-1d0a-40c8-
bffe-70a13f3c7570" timestamp="2023-08-26T15:47:52.110055+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
ac9e7c52-41ca-43d2-9a22-19b4f659bbc4">
                <cybox:Object id="CISA:Object-a15edd2d-b528-411f-
a13f-bd5757aa68cc">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">94.198.50.210</AddressObj:Address_Value>
                    </cybox:Properties>



                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-790a4835-8561-4467-8b1d-
cdbee3c38d3a" timestamp="2023-08-26T15:47:52.110431+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-0673ff27-2fb6-44ae-8fd2-bc4202a2eb2f">
                <cybox:Object id="CISA:Object-efc9af72-51b9-48e6-
bb6c-e1ff26dba3f5">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">94.198.50.147</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-6da6e767-f499-4ed8-80d2-
af8424c0312e" timestamp="2023-08-26T15:47:52.110846+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-3c5f9ca0-04df-4851-99d5-141420c7e98c">
                <cybox:Object id="CISA:Object-bd7c377d-
a0a0-4153-9f95-c6e8246427ec">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">193.201.9.93</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/



>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-2eec8134-22b3-4942-87ee-
bb277f0f0c53" timestamp="2023-08-26T15:47:52.111203+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-629b4df4-1156-4807-8bf2-e8749a89765a">
                <cybox:Object id="CISA:Object-df727b17-97cf-434f-
b92e-4b3e302ff996">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">89.163.212.111</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-6fdfb578-64d6-4932-
af6b-6e6a340db27e" timestamp="2023-08-26T15:47:52.111592+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-
e826ea41-6e78-432a-846b-95c08a575729">
                <cybox:Object id="CISA:Object-d5a07622-8be4-47c3-
bc9b-ce0a846b7a85">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">87.117.247.41</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 



id="CISA:Indicator-90655b35-4454-43dc-8a39-0ae1a1b74706" 
timestamp="2023-08-26T15:47:52.111998+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-749c4191-92a6-4b79-bf63-21801a77fc48">
                <cybox:Object 
id="CISA:Object-0371759b-0319-4a5f-853d-be8620393854">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">62.141.42.36</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-5f76b82b-e89d-4f70-984b-
d9781cff881c" timestamp="2023-08-26T15:47:52.112427+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-56bf09b1-6cca-466d-a2ce-e45a628dd724">
                <cybox:Object id="CISA:Object-12f2f14f-0c6a-4653-
b64f-8c6b22d96273">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">185.4.67.6</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-c442d00c-6635-48de-
b80a-82ae5d55dc57" timestamp="2023-08-26T15:47:52.112821+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</



indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-07d08b7c-479b-4f5c-aaf4-a6a9f20060ad">
                <cybox:Object id="CISA:Object-
cf2f0116-6893-4aad-9986-cb50ba9b6688">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">51.38.62.182</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-
cc597b6a-1f81-483b-85eb-6abdc95e9c10" 
timestamp="2023-08-26T15:47:52.113236+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-2cf41f51-1809-441b-807f-4cf821aa213a">
                <cybox:Object id="CISA:Object-f9a7f752-1f65-468e-
ac45-95b55e370eb4">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">51.38.62.181</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-45614365-cf6a-43ee-
ba9e-667436352b95" timestamp="2023-08-26T15:47:52.113591+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</



indicator:Type>
            <indicator:Observable id="CISA:Observable-5f945828-
a169-4f0f-a469-8a15b8c1e30a">
                <cybox:Object id="CISA:Object-568ea52b-02d5-4b8c-
a4fe-470732c3850f">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">85.14.243.111</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-
d9ccf1ae-9f7c-42a5-80bc-6185558d89d2" 
timestamp="2023-08-26T15:47:52.113999+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-05188656-32c3-49ca-ab0b-43b55a0e6e43">
                <cybox:Object id="CISA:Object-35a9c05a-
cee5-45b4-94d6-109772b63a75">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">46.151.30.109</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-2abc8721-7a66-4d20-
aac9-338e9c7f96ca" timestamp="2023-08-26T15:47:52.114379+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-5a1d22ba-
d50a-45c9-bc65-67dbb86e492c">



                <cybox:Object id="CISA:Object-3293bf7f-77dc-4387-
af38-885bf8994c4b">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">94.103.85.86</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2019-05-01T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator id="CISA:Indicator-9f04cfc1-
fbed-4d7a-8006-0bf031cd5e74" 
timestamp="2023-08-26T15:47:52.114785+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable id="CISA:Observable-d7ee4f34-
b5e1-4b29-9a04-36724a3408b6">
                <cybox:Object id="CISA:Object-7fc88417-
a685-46fd-8dea-b9ab7a50adcd">
                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">188.241.58.140</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2020-06-24T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
        <stix:Indicator 
id="CISA:Indicator-2e20133f-758a-451d-9ce2-59821aac0c62" 
timestamp="2023-08-26T15:47:52.115163+00:00" 
xsi:type='indicator:IndicatorType'>
            <indicator:Title>Malicious IPv4 Indicator</
indicator:Title>
            <indicator:Type 
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist</
indicator:Type>
            <indicator:Observable 
id="CISA:Observable-2daab76b-4935-46e7-be26-a16cf5d9b133">
                <cybox:Object 
id="CISA:Object-926652e1-113e-4c74-859e-378441eaab5a">



                    <cybox:Properties 
xsi:type="AddressObj:AddressObjectType" category="ipv4-addr" 
is_spoofed="false">
                        <AddressObj:Address_Value 
condition="Equals">193.29.187.57</AddressObj:Address_Value>
                    </cybox:Properties>
                </cybox:Object>
            </indicator:Observable>
            <indicator:Sightings sightings_count="1">
                <indicator:Sighting timestamp="2023-08-25T00:00:00"/
>
            </indicator:Sightings>
        </stix:Indicator>
    </stix:Indicators>
    <stix:TTPs>
        <stix:TTP id="CISA:ttp-7c2666fc-5dba-453c-92a3-001431012bdc" 
timestamp="2023-08-26T15:47:52.094726+00:00" xsi:type='ttp:TTPType'>
            <ttp:Behavior>
                <ttp:Attack_Patterns>
                    <ttp:Attack_Pattern>
                        <ttp:Title>Initial Access - Phishing: 
Spearphishing Attachment [T1566.001]</ttp:Title>
                    </ttp:Attack_Pattern>
                </ttp:Attack_Patterns>
            </ttp:Behavior>
        </stix:TTP>
        <stix:TTP id="CISA:ttp-3a33ceb0-d920-43a8-a476-30475f606303" 
timestamp="2023-08-26T15:47:52.096223+00:00" xsi:type='ttp:TTPType'>
            <ttp:Behavior>
                <ttp:Attack_Patterns>
                    <ttp:Attack_Pattern>
                        <ttp:Title>Credential Access - Credentials 
from Password Stores: Password Managers [T1555.005]</ttp:Title>
                    </ttp:Attack_Pattern>
                </ttp:Attack_Patterns>
            </ttp:Behavior>
        </stix:TTP>
        <stix:TTP id="CISA:ttp-bcd09e5a-f9b9-4d78-8f28-13cc060109dd" 
timestamp="2023-08-26T15:47:52.096362+00:00" xsi:type='ttp:TTPType'>
            <ttp:Behavior>
                <ttp:Attack_Patterns>
                    <ttp:Attack_Pattern>
                        <ttp:Title>Impact - Data Encrypted for 
Impact [T1486]</ttp:Title>
                    </ttp:Attack_Pattern>
                </ttp:Attack_Patterns>
            </ttp:Behavior>
        </stix:TTP>
        <stix:Kill_Chains>
            <stixCommon:Kill_Chain reference="http://
www.lockheedmartin.com/content/dam/lockheed/data/corporate/
documents/LM-White-Paper-Intel-Driven-Defense.pdf" 
number_of_phases="7" id="stix:KillChain-
af3e707f-2fb9-49e5-8c37-14026ca0a5ff" definer="LMCO" name="LM Cyber 



Kill Chain">
                <stixCommon:Kill_Chain_Phase ordinality="1" 
name="Reconnaissance" phase_id="stix:KillChainPhase-af1016d6-
a744-4ed7-ac91-00fe2272185a"/>
                <stixCommon:Kill_Chain_Phase ordinality="2" 
name="Weaponization" 
phase_id="stix:KillChainPhase-445b4827-3cca-42bd-8421-f2e947133c16"/
>
                <stixCommon:Kill_Chain_Phase ordinality="3" 
name="Delivery" phase_id="stix:KillChainPhase-79a0e041-9d5f-49bb-
ada4-8322622b162d"/>
                <stixCommon:Kill_Chain_Phase ordinality="4" 
name="Exploitation" phase_id="stix:KillChainPhase-
f706e4e7-53d8-44ef-967f-81535c9db7d0"/>
                <stixCommon:Kill_Chain_Phase ordinality="5" 
name="Installation" phase_id="stix:KillChainPhase-e1e4e3f7-
be3b-4b39-b80a-a593cfd99a4f"/>
                <stixCommon:Kill_Chain_Phase ordinality="6" 
name="Command and Control" phase_id="stix:KillChainPhase-
d6dc32b9-2538-4951-8733-3cb9ef1daae2"/>
                <stixCommon:Kill_Chain_Phase ordinality="7" 
name="Actions on Objectives" 
phase_id="stix:KillChainPhase-786ca8f9-2d9a-4213-b38e-399af4a2e5d6"/
>
            </stixCommon:Kill_Chain>
            <stixCommon:Kill_Chain reference="https://
attack.mitre.org/tactics/enterprise/" number_of_phases="12" 
id="CISA:KillChain-968782b1-64f0-4eab-8f85-ddf63cf0afbe" 
definer="MITRE" name="ATT&amp;CK Tactics">
                <stixCommon:Kill_Chain_Phase ordinality="1" 
name="Initial Access" phase_id="CISA:KillChainPhase-
d7dcc502-4084-4f94-bbbf-082628eeab1f"/>
                <stixCommon:Kill_Chain_Phase ordinality="2" 
name="Execution" phase_id="CISA:KillChainPhase-09de39a7-
fd05-4650-9216-4676008644b9"/>
                <stixCommon:Kill_Chain_Phase ordinality="3" 
name="Persistence" phase_id="CISA:KillChainPhase-ae90bca2-
ef95-4007-8518-bcbdfe9aca8f"/>
                <stixCommon:Kill_Chain_Phase ordinality="4" 
name="Privilege Escalation" phase_id="CISA:KillChainPhase-
c2044d94-6fcb-40a8-bc93-31e9a64b3b31"/>
                <stixCommon:Kill_Chain_Phase ordinality="5" 
name="Defense Evasion" phase_id="CISA:KillChainPhase-26903764-
b2d4-4e67-94b7-85bd4702cc4a"/>
                <stixCommon:Kill_Chain_Phase ordinality="6" 
name="Credential Access" phase_id="CISA:KillChainPhase-
fd05b7de-702b-494b-93f1-4317ee4f8a3e"/>
                <stixCommon:Kill_Chain_Phase ordinality="7" 
name="Discovery" phase_id="CISA:KillChainPhase-
fbd6dd2f-5c07-4089-908d-3931eb27dfed"/>
                <stixCommon:Kill_Chain_Phase ordinality="8" 
name="Lateral Movement" phase_id="CISA:KillChainPhase-
c90a5d62-9f66-4a41-adef-ffa6cb2d2f94"/>
                <stixCommon:Kill_Chain_Phase ordinality="9" 



name="Collection" phase_id="CISA:KillChainPhase-b9ee5299-93a2-4580-
a100-ae7752cdfa3f"/>
                <stixCommon:Kill_Chain_Phase ordinality="10" 
name="Command and Control" 
phase_id="CISA:KillChainPhase-5740037d-87bd-4825-a174-722f4db359bc"/
>
                <stixCommon:Kill_Chain_Phase ordinality="11" 
name="Exfiltration" 
phase_id="CISA:KillChainPhase-0db0901a-007c-452f-833a-b73e772b0dd0"/
>
                <stixCommon:Kill_Chain_Phase ordinality="12" 
name="Impact" phase_id="CISA:KillChainPhase-d3aaef09-1a3a-4b12-8edc-
fc4a68d7e3e7"/>
            </stixCommon:Kill_Chain>
        </stix:Kill_Chains>
    </stix:TTPs>
</stix:STIX_Package>


