


Voice of the Engineer

Solutions approach to partner training

- Partner Enablement through series of WebEXx Training Sessions

Basics are introductory sessions open to AM, SE, FE

Deep Dives are Field Engineer focus
Deployment information from the Experts for the Experts

Recordings and Slides will be Archived on the Parther Community

Voice of the Engineer — Deep Dives
https://communities.cisco.com/docs/DOC-30977

Voice of the Engineer — Basics
https://communities.cisco.com/docs/DOC-30718
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Voice of the Engineer — Deep Dives
https://communities.cisco.com/docs/DOC-30977

- Identity Services Engine (ISE)

v TrustSec & ISE Overview - 9/25/12
AAA, 802.1X, MAB - 10/9/12
ISE Profiling — 10/23/12
Web Auth, Guest & Device Registration — 11/6/12
Bring Your Own Device & EAP Chaining — 11/20/12
Posture & Security Group Access — 12/4/12
Best Practices — 12/18/12
ISE TAC Tips: Processes, Planning, Live Troubleshooting — 1/8/13
ISE TAC Tips: Live Troubleshooting — 1/22/13
Connect

AnyConnect VPN — 1/15/13

AnyConnect NAM — 1/29/13

AnyConnect Mobile — 2/12/13

Advanced AnyConnect Configuration — 2/26/13
AnyConnect TAC Tips — 3/12/13
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Agenda for Voice of the Engineer

@ TrustSec & ISE Overview

@ AAA. 802.1X. MAB

@ Profiling

— @ Web Authentication, Guest & Device Registration

@ Bring your own Device & EAP-Chaining

@ Posture & SGA

Troubleshooting & Best Practices
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Web Authentication and Guest
Services



Agenda

@ Web Authentication

@ URL Redirection

@ Provisioning Guest Accounts
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Web Authentication



Guest Access Needs

Usemame

Password @e
o P e
et ot t®
Sell Semvice e
Change Password WLC
Manage Your Account <<:

(Wireless LAN
Controller)

Guest authentication

oortal Wireless

Access Points

Internet

LAN switches
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Web Authentication Example

How Does it Work?

Web session
redirected to ISE
web portal for
authentication

Open SSID
« guest »

ISE PSN

with Web
authentication

Cisco

Sponsor Portal

Switches

v All Guest Uses Accounts

&-Clmﬂmm‘:&uum:sﬁumt
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Authorized
Guest Access

Guest account
created by:

e Sponsor, or

» Self service

Usemame jsmith@abc.com
Password

Sell Sevice
Change Password

Manage Your Account
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Web Authentication for Guests/Employees

« Guests: Authenticate temporary/occasional users w/o 802.1X
« Employees: Provide permanent/frequent users fallback auth method if fail auth or 802.1X misconfigured

EAPoL Start Auth Failure!

EAPoL Request-ldentity
< ......................................................................

EAP Response: Identity = JSmith RADIUS Access Request
...................................................................... > .........................................)

RADIUS Access Reject

Employee

Directory

ISE Guest DB

* ISE can use ldentity Sequences to check the Local Guest Account repository = then Active Directory.
« ISE can assign different levels of access to Guest and Employee
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Web Auth Considerations

- Web Authentication is only for users (not devices)

- Browser required &
- Manual entry of username/password g (

- Network equipment must intercept http/s requests and redirect to guest portal for
authentication

« 2 ways to enforce on Cisco network access devices (WLC, switches)

Local Web Auth (LWA) Central Web Auth (CWA)

Web auth done on the network device (web- Web auth configuration pushed centrally
auth feature on devices) CoA support (for posture, profiling, ...)
No CoA support Authorization can use VLAN or ACLS

Authorization only with ACLs
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LVWA — Session Flow

*802.1X Timeout

\-

ISE Server

Switch / AP-WLC DHCP/DNS

& h @ «802.1X Failure
8021)( *MAB Failure
Timeout/ @ *Open SSID
failure *With web auth
4 N\
MAB
. /

=

Port Enabled,
ACL Applied

Host Acquires IP Address, Triggers Session State

v

MAB
Fails @

P
<«

Host Opens Browser

@ -

Host Sends Password=

»
»

Login Page

Flex Auth: After timeout or
failure, port automatically
tries “next-method” if
another method configured.
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Usermamse

FPassworg

Switch Queries AAA Server ‘ Server
. authorizes
@ ) AAA Server Returns Policy user

<

(6 Switch Applies New ACL Policy
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Wired LWA Config

ip admission name WEBAUTH proxy http
Ip access-list extended PRE_AUTH_POLICY
permit udp any any eq bootps
permit udp any any eq domain
fallback profile WEBAUTH_PROFILE
Ip access-group PRE_AUTH_POLICY in
ip admission WEBAUTH
interface GigabitEthernet1/0/1

authentication falloback WEBAUTH_PROFILE

RADIUS Access-Request

Matched AuthC Rule = LWA |

Authentication Policy

Conditions

if  Wired MAB

then

ldentity Source

Internal
Endpoints

Default

Wired 802.1X

RADIUS:Service-Type =
Outbound

RADIUS:NAS-Port-Type=
Ethernet

<no match>

then

AD1 Internal

AD1

Internal Users

Username = GuestUser

3 " Password = MyPassword
No Suppllca/ RADIUS Access-Accept

¢ [AVP: dacl = Internet_Only]
__PAP Login |

Voice of the Engineer : Deep Dive — TrustSec & ISE

Rule Name

Authorization Policy

Conditions

if  Cisco-IP-Phone

then

Permissions

Cisco_IP_Phone

BYOD and Employee

Employee

Contractor Contractor
Employee\ ployee then Employee
Default If no \th\en WEBAUTH
\

Username matches J

© 2012 Cisco and/or its affiliates. All rights reserved.

Matched AuthZ Rule = Guest J
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Wireless LWA Config

| General | Security | QoS | Advanced |

Layer 3 Security

| [¥] web Policy
@ Aythentication

® Passthrough

MNone -

) Conditional Web Redirect
® Splash Page Web Redirect

) On MAC Filter failurell

| layer2 | Layer3 | AAAServers |

Preauthenticabon ACL

Web Auth type

Owver-ride Glabal Config ' Enable

URL |https://10.1.100.21:8443/guestportal/Login.action

ACL-WEBAUTH-REDIRECT =

"\\I

External(Re-direct to external server) -

RADIUS Access-Request

No Supp

Username = GuestUser

__PAP Login |
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" Password = MyPassword
lica / _RADIUS Access-Accept
[AVP: Airespace ACL

= Internet_Only]

]

Status

Matched AuthC Rule = LWA |

Authentication Policy

Conditions

Wired MAB

then

ldentity Source

Internal
Endpoints

Wired 802.1X

RADIUS:NAS-Port-Type=
Wireless — IEEE 802.11

<no match>

RADIUS:Service-Type = Login

then

then

AD1 Internal

AD1

Internal Users

Status

Rule Name

Authorization Policy

Conditions

Permissions

Cisco-IP-Phone

then

Cisco_IP_Phone

BYOD and Employee

Employee

Contnﬁw\r\ '
™S

Contractor

Contractor

Employee

\n\jncml\oyee

Default

If no ma \"Qk

then

Employee

WEBAUTH

Username matches J

© 2012 Cisco and/or its affiliates. All rights reserved.

Matched AuthZ Rule = Guest J
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Need for a Different Web Authentication Method

LWA requires local configuration on each:
Switch
Wireless LAN controller

Switch

Local portal limited and difficult to manage

Limited redundancy options for external portals

No dynamic VLAN support

No change possible until re-authentication: posture, profiling

Central Web Authentication

(CWA) with ISE was created by —

Cisco to improve deployment
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CWA — Session Flow

802.1X

Timeout/
failure
4 N\

MAB

MAB
Continue
\/ ‘

Flex Auth: If host not found
(MAB lookup fails), then

to Authorization
Policy processing

Voice of the Engineer : Deep Dive — TrustSec & ISE

Switch / AP-WLC

R-
5 6

@ First authentication session

 Switch configured for

@ 802.1X / MAB only ISE Server

DHCP/DNS

* Open SSID on
WLC w/ MAC
Filtering enabled

»
»

AuthC success; AuthZ for unknown user returned:
Redirect/filter ACL, portal URL

&
<

Host Acquires IP Address, Triggers Session State
@

v

<
<

Host Opens Browser — Switch redirects browser to ISE CWA page

v

Login Page AUP
Host Sends Username/Password process, i
> configured

@ Web Auth Success results in CoA >
MAB re-auth Session lookup—policy matched Server.

»  authorizes

MAB Success . Authorization dACL/VLAN returned. user
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Wired CWA Config

ip access-list extended PRE-AUTH-ACL
permit udp any any eq bootps
permit udp any any eq domain
permit tcp any any eq http
permit tcp andy any eq https
ip access-list extended ACL-WEBAUTH-REDIRECT
deny udp any any eq domain
deny tcp any host PSN eq 8443
permit ip any any
interface GigabitEthernet1/0/1
authentication port-control auto
dotlx pae-authenticator

authentication order dotlx mab
authentication event fail action next-method

RADIUS Access-Request N
Username = 00-10-18-88-22-24

g_ " Password = 00-10-18-88-22-24
No Supplica
p RADIUS Access-Accept
[AVP: dacl = Internet_Only]
MAB

Voice of the Engineer : Deep Dive — TrustSec & ISE

Status

Rule Ne¢

MAB

Dot1X

Matched AuthC Rule = MAB |

Conditions

if  Wireless_ MAB

If | Wireless 802.1X

Authentication Policy

then

then

ldentity Source

Internal
Endpoints

AD1

<M<

Default

if <no match>

then

AD1 Internal

Status

|

Rule Name

IP Phones

Authorization Policy

Conditions

if  Cisco-IP-Phone

then

Permissions

Cisco_IP_Phone

Contractor

BYOD and Employee

then

Contractor

Employee

Employee

\\\\%pl\oyee

then

Employee

Default

{nmn

CWA username matches

© 2012 Cisco and/or its affiliates. All rights reserved.

“en | WEBAUTH

Matched AuthZ Rule = Guest
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Matched AuthC Rule = MAB |

Wireless CWA Config

| General | Security | QoS | Advanced | cation Poll
Authentication Policy
[ Layer 2 _ Status Rule Ne . Conditions |dentity Source

Internal
Endpoints

Layer 2 Security @ None MAB if | Wireless MAB then

SMAC Filtering Dot1X If Wireless_802.1X then | AD1
Default if <no match> then  AD1_Internal
Allow AAA Override Authorization Pollcy

Status Rule Name Conditions Permissions

MAC

NAC State Radius NAC ‘IP Phones if | Cisco-IP-Phone then | Cisco IP_Phone

BYOD and Employee

Employee

Contractor then | Contractor
™S
RADIUS Access-Request | Employee \\:%pl\oyee then  Employee

, Username = 00-10-18-88-22-24
Password = 00-10-18-88-22-24

Default If no m “han WEBAUTH

CWA username matches Matched AuthZ Rule = Guest

{nnm

No Supplica

RADIUS Access-Accept

4 .
[AVP: Airespace ACL
MAB = Internet_Only]
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Wireless CWA + RADIUS Server Config

= Enable RADIUS Server for CoA

4
ZFor Your

= Configure ISE as RADIUS Server / Set Auth to RADIUS

RADIUS Authentication Servers > Edit
Support for RFC 3576

Enabled =

[

Reference

N

General i| Security T QoS | Advanced 1|

= Enable AAA Override + NAC RADIUS
General | Security | QoS | Advanced |

Y

Layer 2 T Layer 3 T AAA Servers |

Layer 2 Security B None -

9MALC Filtering

= Enable WLAN for MAC Filtering

5 5

General = Security | QoS E| Advanced [

Allow AAA Override Y| Enabled
NAC
MAC State Radius NAC

Voice of the Engineer : Deep Dive — TrustSec & ISE

f Layer 2 T Layer 3 E| AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface DEHEII‘J|E|:|

Authentication Servers
Enabled

Accounting Servers

Enabled

IF:10.1.100.5, Port:1812 » IP:10.1.100.5, Port:1813 «

Server 2 None - Mone -

Server 3 MNone » Mone -

Radius Server Accounting

Interim Update Interim Interval 600

Authentication priority order for
web-auth user

Mot Used Order Used For Authentication

#

| ——

RADIUS =

© 2012 Cisco and/or its affiliates. All rights reserved.
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ISE Authentication Configuration

Condition is to match RADIUS Attribute
Service Type = 10 (Call-Check)

v || mMeB IF | wired MABOR .. o |eshovepretomsls« dlowe AND
[INAS-Type = 15 (Ethernet)
OR
NAS-Type= 19 (Wireless IEEE 802.11)]
Default . Us2 | Internal Endpoints =
By default, use Internal Endpoints DB for . ; —
" , LD e e o Identity Source | Internal Endpaoints
ID Source if MAC Address is found in DB _ ! = —
Options
It authentication failled | Reject v
If MAC address lookup fails, reject the CIF | wvired e If user not found | Continue v |
request and send access-reject. _,‘--"' If process failed| Drop v
.*’aTTu:Tw protd
If MAC address lookup returns no result, Mote: For authentications using PE&P, LEAP, EAP-FAST ar RADIUS MSCHAP
continue the process and move to it is not possible to continue processing when authentication fails or wser is not found.
authorization If continue option is selected in these cases, requests will be rejected,

« MAB Requests from Failed Auth user or Timed out user can still be processed to return specific
authorization rule (VLAN, dACL, URL-Redirect, and SGT)

« By default, ‘If user not found’ value is set to ‘Reject’
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Authorization Profile Details

ISE Authorization Configuration

Authorization Rule

54 Confractor userireless
=54 GuestuserWireless
54 Contractor user Wired

a4 GuestWireless REedirect

54 GuestuserWired

54 GuestWired Redirect

I Authorization Profile Details

Mame LAMN Guest Portal
Descripiion Profile For Wired Devices

Attributes Details

Access Type ACCESS _ACCEPT
DACL Name GUEST_LAN_PORTAL_ACL
Cenfralized ACL=REDIRECT_ACL

Attributes Details

Marme WIF _Guest Portal
Diescription Profile For Guest On Wireless

Access Type ACCESS ACCEPT

CWA attributes for Wireless:

URL + Redirect ACL

ICuntra[:turI
alld 1

Guest

Fadius:MAS-Port-Type EQLLA, ' -IFEE
Metwork Access: UseCase EQUALS Guest Flow

Radius:MNAS-Port-Type EQLU ' - |EEE 202 .11
Metwork Access: UseCase EQUALS Guest Flow

|Cuntra-::tur| Fadius:MNAS-Fort- Ethernet
emwdrk Alcess LseCase EQLIALS Guest Flow

Guest

Fadius:HNAS-P LS Ethernet Metwork
AccessilseCase EQUALSIGUeST Flow

Fadius:MAS-Fort-Type EQLIALS Wireless - IEEE 802 .11

Radius:MAS-Port-Type EQLIALS Ethernet

Web (url=https:ip:port/guestportaligateway?
Authentication sessionld=S5essionldValue&action=cwa)

Voice of the Engineer : Deep Dive — TrustSec & ISE

I DenyAccess I

Zentralized

Authentication

ACL=REDIRECT ACL {(https:/ip:port
igquestportal
igateway?sessionld=5%essionldvalues:
portal=ciscoliveportal&action=cwa)

CONTRACTOR-PROFILE-
WIRELESS

GUEST-FROFILE-WIRELESS

|CDNTHAETDH—F‘HDFILE-WIHED|

GUEST-FROFILE-WIRED

[WIFI_Guest_F'nr’[aI ]

[L&N_Guest_F'Dr’[al ]

CWA attributes for Wired:

URL + Redirect ACL + filtering ACL

© 2012 Cisco and/or its affiliates. All rights reserved.
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CWA Benefits & Support

No extra local method like webauth

dVLAN assignment support

Centralization and dynamic push of configuration
Portal URL
Filtering ACL until guest authentication occurs

Support for CoA
Posture
Profiling
Native Supplicant Provisioning

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.

 Catalyst 2960 (LAN Base) & 3560/3750:
12.2(55)SE3

« Catalyst 4500 Series :
Sup 6E: 15.0(2)SG1
Sup 7E: |IOS-XE 3.3.0SG
» Catalyst 6500 Series:
12.2(33)SXI7

Wireless LAN Controller (WLC/WiSM):
7.0.116.0 (CoA on 802.1X SSID only)
7.2.103.0 (CoA on Open SSID)

Cisco Public



Guest Deployment and Path Isolation

Internet

= |solation at access layer (port, SSID)
= Layer 2 path isolation:
= CAPWAP & VLANS for wireless
= L2 VLANS for wired

Cisco ASA
Firewall

L3 Switches with
VRF

= Layer 3 path isolation:

= VRF (Virtual Routing and
Forwarding) to Firewall guest

) WLC
Interface
_ ‘ CAPWAP
= Various tunnel methods NTT—

= VPN
= MPLS y
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Guest Access w/ Anchor Controller

Customized
Login Screen

DNS must resolve ISE PSN cert

- Guest Traffic /
Anchor Controller CN value to mjernal/lE’J?(-jC{fiS Termination Point 5.';’.;“
provides path isolation Public Dngf IR ;
. erver J
via CAPWAP tunnel. . R, Wireloss LAN
: . e Anchor Controller
Guest traffic terminates Firewall must allow tcp/8443
iIn DMZ. from Guest IP pool to ISE PSN
PN R TR (Rl T L SR AT o e ey oz
If use CWA (or LWAwith ISE  Gisco Wireless 4 | i
. ontrolier -
as web portal), then pinhole o VisM
required In firewall from DMZ &
to ISE PSN: | 1 | £33
permit tcp <Guest IPs> ' Selrs\./lizczglll\cl:c))/de | Jl | '|
host <PSN> eq 8443 — I l ——
If CWA used w/ public DNS, O 6 <9
then server must resolve Guests Guests
PSN certificate CN value to Users  Users Guests Guests
its 1P -ttt
Users  Users

url-redirect=https://<PSN _CN>:8443/guestportal/gateway?sessionId=SessionIdValue&action=cwa
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URL Redirection



Chico NAC Web Agent

U R L Red I | Ctl on tacs’ Cisco NAC Web Agent

&) Host s not compliant with network security policy

h
U i
M
i
i
- |
=
]
1
3 |

&9 Temporary Network Access 00:03:52 left

Soase reredieie by 32 4 29 ™ M3 20M
~ Thero is af NGt ang Mandatay equitamant 1Ng You ane requied 12 upaan your system
e Lttt N M oetore rou can access e network
Rt Aecarmy Regirwmen Remediwnon bagyeaton

ISE uses URL Redirection for: .
Central Web Auth »
Client Software Provisioning Ty R i | (soafa) (T

Posture Dlscovery/ -'cllls.él‘;- f_gir:tpifxi’Services Engine 1.1 .
Assessment

T
""""M— —
cisco ‘Services Engine 1.1 Self-Provisioning Portal

Device Registration WebAuth Device Registration
B YO D O n _ B O ard I n g Please click he Regisler ouition 0 run the Cis co Network Setup Assistant This application will install all of the r
Certificate Provisioning St

SU pp | I cant CO nﬁg u rati on | |dentity Services Engine 1.1 Self-Provisioning Portal

Device Registration

| You are downloading the Cisco Network Satup Assistant to provision your device for proger 3ccess to this netwo
configure your device to use the secure network After provissonng, your device will connect %o the proper networ)
‘More Information’ buon 10 see troubleshooling information and ¥y again

External Web Pages

Failed 1o download the Cisco Notwork Selup Assistant

Run Network Setup Assistant W
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URL Redirection Components

- Redirect URL: For CWA, Client Provisioning, and Posture, URL value returned as a Cisco AV-pair
RADIUS attribute.

Example: cisco:cisco-av-pair=url-redirect=
https://ip:port/guestportal/gateway?sessionld=SessionldValue&action=cwa

- Redirect ACL: Access devices must be locally configured with ACL that specifies traffic to be
permitted or to bypass redirection.

ACL value returned as a named ACL on NAD

Example: cisco:cisco-av-pair=url-redirect-acl=ACL-POSTURE-REDIRECT
|OS Redirect ACL Conventions:

Permit ACL entries define the traffic subject to redirection

Deny ACL entries define the traffic to bypass redirection

- Port ACL (I0S Only): ACL applied to the port that defines traffic allowed through port prior to
redirection

Can be default port ACL or ACL returned as RADIUS authorization (dACL or named ACL).
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Common Redirect URLs

- Central Web Auth (Default Portal)
Cisco:cisco-av-pair=url-redirect= https://ip:port/guestportal/gateway?sessionld=SessionldValue&action=cwa

« CWA (Custom Portal):

Cisco:cisco-av-pair=url-redirect= https://ip:port/guestportal/gateway?portal=ClientPortalIName&sessionlid
=SessionldValue&action=cwa

- Device Registration WebAuth (Default Portal):
Cisco:cisco-av-pair=url-redirect= https://ip:port/guestportal/gateway?sessionld=SessionldValue&action=drw

- Client Provisioning and Posture
Cisco:cisco-av-pair=url-redirect= https://ip:port/guestportal/gateway?sessionld=SessionldValue&action=cpp

¥ Common Tasks

¥ Web Authentication | Centralized  |*| ACL [ My-Redirect-ACL Redirect  Manual  ~ Value| MyCustomPortal

Centralized = CWA
Device Registration = DRW

() Auto Smart Port

(] Aiter-ID Posture Discovery = CPP
Supplicant Provisioning = NSP

CWA: Simple URL/ACL selection using Common Tasks in Authorization Profile
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Sample Redirect ACLs for CWA

- ISE URL Redirect ACL: Cisco:cisco-av-pair=url-redirect-aclFACL-WEBAUTH-REDIRECT

- 2k/3k/4k Example: Catalyst Switch:

deny = Bypass Redirection HTTP and HTTPS
permit = Allow Redirection Redirection

ip access-list extended
deny udp any eq bootpc any eq bootpc
deny udp any any eq domain
deny tcp any host <PSN1> eq 8443
permit ip any any

Redirect ACL must be
preconfigured and exist on < Catalyst Switch

. h I witch or WLC.
WLC Example: the Catalyst switch o C
Acce=ss List Name ACL-WEBAUTH-REDIRECT CISCO WLC
Destination . .
Seq Action Source IP/Mask IP/Mask Protocol deny = Deny/ Redirect if HTTP
. peryy | 0-0:0.0 / 10.1.100.10 ! Upp permit = Allow / Bypass Redirection
=  PEME 50,000 355.255.255.255 HTTP Only
. 10.1.100.10 / 0.0.0.0 ! Redirection
2 Permit Jee See See oee 0.0 LDP DNS Any Any Cutbound
; — 0.0.0.0 / 10.1.100.21 ! - A aa R bound
= Ermi ny ny nboun AA AR
0.0.0.0 255.255.255.255 Cisco WLC
. — 10.1.100.21 / 0.0.0.0 ! TeR a44 A A outbound
—  "EMb 5eg 955955955 0.0.0.0 Y " HERaUn
- 5 0.0.0.0 / 0.0.0.0 ! A A A A A
el O W o 0.0.0.0 ny " my oA
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Sample ACLs for CWA Redirection

ip access-list extended ACL-DEFAULT
permit udp any eq bootpc any eq bootps
permit udp any any eq domain

permit tcp any any eq http

[permit tcp any any eq https

permit tcp any host 10.1.1.100 eq 8080
permit tcp any host 10.1.1.100 eq 8443
(deny ip any any)

Voice of the Engineer : Deep Dive — TrustSec & ISE

ip access-list extended ACL-WEBAUTH-REDIRECT
deny udp any eq bootpc any eq bootps

deny udp any any eq domain

deny tcp any host 10.1.1.100 eqg 8080

deny tcp any host 10.1.1.100 eq 8443
permit ip any any

Port ACL Redirect ’

or dACL ACL
DHCP x.x.x.x }
DNS x.X.X.X
SSH X.X.X.X i %
FTP xX.X.X.X
HTTP x.x.x.x :

302 TCP/8443 10.1.1.100 :€

302: TCP/8443 10.1.1.100 i€
i TCP/844310.1.1.100 |

HTTPS x.x.X.X

> TCP/8443

...................................................... 10. 1 1. 100
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Wired URL Redirection Considerations

- Access switch configuration to enable redirection:
HTTP Redirection Support: ip http server
HTTPS Redirection Support: ip http secure-server

*For HTTPS, expect certificate warning as client browser will not trust switch cert for initial redirect

- Optionally decouple redirection from switch management:
Deactivate HTTP session modules: ip http active-session-modules none

Deactivate HTTPS session modules: ip http secure-active-session-modules none

- Web Proxies: Consider Proxy/PAC config to allow access to ISE PSN

Wireless Option (Command available in WLC 7.0.116.0): MONITOR WLANs CONTROLLER WIRELESS

(Cizco Controller) »config network web—sauth proxyv—redirect enable General
Web—auth Froxy redirection will be enabled for ports S0, S050 and 3120 T ==t Tt te W e Enabled l]

Di=abled

Config Example: http://www.cisco.com/en/US/products/ps10315/ WebAuth Proxy Redirection Port

products configuration example09186a0080b8a909.shtml

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wired URL Redirection Considerations
L2 Access Switch without SVI for Access VLAN

- Require route from switch management IP to host IP (via upstream gateways)

- ACLs/Firewalls, VRFs, or other traffic isolation from management network will
cause redirect traffic from switch to host to be dropped and redirect falls.

- dACLs time out due to ip device tracking not getting ARP response from host.

= If SVI configured, tracking probe ‘use-svi’ option may help [12.2(55)SE]
= If SVI for access VLAN not configured, then ARP sent with source IP 0.0.0.0

o Some devices will not respond to ARP source 0.0.0.0.

o Windows 7 users may report duplicate IP address error

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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URL Redirection — Access VLAN SVI

TCP Traffic Flow for Login Page When L3 SVI for Host VLAN on Access Switch

Access VLAN
TCP port 80 SYN
User opens browser g > _ :
. SYN-ACK Switch responds with
ACK source IP of
> . -
| requested destination
HTTP GET http://www.google.com .

Redirect: HTTP Login Page

Username, Password

HTTP GET  http://www.google.com

Google

— e

Access Switch

Host

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



URL Redirection - No Access VLAN SVI

TCP Traffic Flow for Login Page When No L3 SVI for Host VLAN on Access Switch

User opens browser

Voice of the Engineer : Deep Dive — TrustSec & ISE

-~

TCP port 80 SYN

>
SYN-ACK 5 CLs or Firewall may
ock traffic from
< Management VLAN
ACK >
HTTP GET > Access VLAN
HTTP Login Page S
) Management VLAN
<

Username, Password .

HTTP GET

http://www.google.com

—

i

Host

B ————

Access Switch

© 2012 Cisco and/or its affiliates. All rights reserved.
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Troubleshooting Redirection

Verify 10S code release and feature set!

# show authentication session interface <int>
o Does the IP address display? Verify device tracking table entry.
o Is the session ID matching?
o Is the dACL downloaded, if applicable?
o Is the Redirect ACL applied? If so, verify contents on local switch

# show ip access-list interface <int>

o Is the access list properly applied to the client IP address per above? If not...
= Verify that endpoint has an IP address — If not, is “ip device tracking” and/or DHCP Snooping enabled?
= Verify dACL contents in ISE—ISE may show dACL authorization applied but switch rejects if ANY syntax error

Access switch without SVIs for local access VLANS (common L2 case)
o Is there a route from Management VLAN to client VLAN?
o Is firewall dropping redirects sourced from Management VLAN?
o Are dACLs disappearing? If so, does host respond to ARP probes from 0.0.0.0?

" Switch(config-if)# ip device tracking probe use-svi

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Troubleshooting Redirection

3k-access (config-if) # do sh auth sess int giO/1
Interface:
MAC Address:

GigabitEthernet(0/1
0050.56b4. 0169

|IP Address:

10.1.10. 101|

URL Redirect:

User—-Name:

Authorized By:
Vlan Group:

ACS ACL:

URL Redirect ACL:

00-50-56-b4-01-69

Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: Dboth

Authentication Server
N/A

XACSACLx-IP-POSTURE REMEDIATION-4d8l6c3a

ACL-POSTURE-REDIRECT

https://ise-1.demo.local:8443/guestpor
sessionId=0A016401000000090728C037&action=cwa
Session timeout:
Idle timeout:

N/A
N/A

Common Session ID: 0A016401000000090728C037

1/gateway?

Acct Sessiorl 3k-access (config-if)# do sh ip access-list int
Han ermit ip host 10.1.40.100 a

Runnable methods 1 permit udp host|10.1.10.101|%any eq domain

Method St permit tcp host|10.1.10.101| any eq www

mab Ay permit tcp host|10.1.10.101| any eq 443
dotlx N§ permit tcp host|10.1.10.101| host 10.1.100.
permit tcp host|10.1.10.101| host 10.1.100.
: permit udp host|10.1.10.101| host 10.1.100.
Sepamﬁe\knce permit tcp host|10.1.10.101| host 10.1.100.
Authorization permit udp host|10.1.10.101| host 10.1.100.
permit tcp host|10.1.10.101] host 10.1.252.

gi0/1

21
21
21
21
21
21

ed
eq
ed
ed
ed
eq

8443
8905
8905
8909
8909
WWW

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.
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URL Redirection Considerations
Apple Captive Network Assistant (CNA)

- Problem Statement: URL redirection on Apple devices may fail due to Apple CAN.

Background on CNA:

Apple I0S feature to facilitate network access when captive portals present that requires login by automatically
opening web browser in a controlled window. Feature attempts to detect the presence of captive portal by sending

a web request upon WiFi connectivity to http://www.apple.com/library/test/success.html

If response received, then Internet access assumed and no further interaction

If no response received, Internet access is assumed to be blocked by captive portal and CNA auto-launches
browser to requests portal login in a controlled window.

- Solutions:
1. Disable Auto-Login under WLAN settings (requires user knowledge and interaction)

2. Configure WLC to bypass CNA:
> config network web-auth captive-bypass enable

Command available in WLC 7.2:
http://www.cisco.com/en/US/docs/wireless/controller/7.2/command/reference/cli72commands.html#wp15129591

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Guest User Databases 8 ﬁ

-
Y

Database

ldentity Service Engine

/ Internal DB \ Guest DB / External DB \

= Static entries = Created by = LDAP/AD
Sponsors
= Bulk import (bulk option) N Managed
i ‘ externally
 Enabled! ouest sel
disabled = Enabled/
= Restricted disabled

\\ / access duration / \ /

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public




Guest User Roles

Different Policies Based on User Role

/ Guest \ / Contractor \

= Internet access only " Internet access 3
= Created by any user = Restricted access to specific

» Limited connection time: internal resources
2 hours, ¥ day, one day = Created by select users

= Wireless access only = | .onger connection time:

= No access during non- one week, one month
business hours or = Access allowed only from

specific networks

weekends.
\ / {Oﬁ-hours access allowed. /

T Y P P —

Name a Description
Contractoy Accounts for contractor users

Guest Guest ID group

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Differentiating Guest Access via User Groups

JEdt obadd
Marne

(] Contractor
(] Guest

User Identity Groups

= Multiple groups can be created in ISE
= Each group can contain.

= Guest users (created by Sponsor and
Self-service)

= |nternal users (created by
Administrators)

External

ldentity Service Engine Database

= External groups mapped
In ISE

Hroeete | @aImport @ Export

a  Description

Bchive Dwectory » ADOOSRZ

[

I

[

I

[

I

| Correction Advanced Settngs m
: dadd v X Delete Growp
I

[

I

[

I

[

I

[

I

Accounts for contractor users

Guest ID group

Name

Iive cisco comiBulibniAdministrators
live cisco comBuiltn/Guests

Ive cisco comiBulibnUsers

Iive cisco.comfUsersiengineernng
Ivé cisco comiUusersimarketing

Iive cisco.comfUsersisales

0000000

|
|
|
|
|
|
'
|
|
|
|
|
|
|
|
|
: Mapping example for AD
|

Those groups can be used in different authorization
rules to differentiate network access

Voice of the Engineer : Deep Dive — TrustSec & ISE
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Guest Users DB — Account Creation Methods

- Two ways to populate ISE Internal guest DB:

Self-Service Usemame
Option on ISE ‘Guest Portal’ Password

Self Service
Sponsoring T
via ISE ‘Sponsor Portal’

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Sponsor Groups and Privileges

olralne  |dentity Services Engine 1.1
cisco

Version 1.1.0.913

0 Syslems, Inc. All nghs rasanmsi

/ Sponsor ‘AllAccounts’

» Can create user in groups ‘contractor’
and ‘guest’

« Can use time profiles up to one week

K » Can see all accounts in group /

Jsemame

Password

Sponsor ‘OwnAccounts’

« Can create user in group ‘guest’ only
« Can use time profiles up to one day

e Cannot do bulk creation

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sponsor Privileges

Sponsor Group

4
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. B P _ - General Authorization Levels Guest Roles Time Profiles
=2 aystem S5t |dentity Management B Metwork Resources |24 Guest Management
Sponsor Group Palicy | Sponsor Groups | Settings Allow Login | Yes -
Create Accounts Yes A
Sponsor Group List = SponsorAllAccounts
Create Bulk Accounts Yes A
Sponsor Group
Create Random Accounts es -
ALthorization Levels Guest Roles Time Profiles Import G5V | Yes -
Send Email es -
*Mame SponsoraAllAccounts — Send SMS | ies v|
Description | Sponsors with view on all accounts View Guest Password | Yes -|
Allowe Printing Guest Details Yes -
YiewlEdit Accounts | All Accounts A
Suspend/Reinstate Accounts | &l Accounts A
*Account Start Time | 1 Days Malid Range 1 to 9999994959)
* maximum Duration of Account | 5 Dayvs Malid Hange 1 to 999999959)
Sponsor Group
Sponsor Group
3eneral Authorization Levels Guest Roles Time Profiles .
General Authorization Levels Guest Roles Time Profiles
Contractor . ' Available: Pick:
) DefaultOneHour =« 4 _hours %
DefaultFirstLogin One_day
i | Guest O DefaultStatEnd One_week

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sponsor Authentication

Identity Source Sequences List = Sponsor_Portal_Sequence

= The sponsor account can be a

Identity Source Sequence

¥ [dentity Source Sequence

* Local ISE user

TMame | Eponsor_Portal_Sequence

= | DAP user Description

& Built-in Identity Sequence For The Sponsor Portal

= Active Directory user

* Certificate Based Authentication

= DB checking order can be

| ] | ‘ | ] - . .
Conﬂgured via |dent|ty SOU rce [] select Certificate Authentication Profile
’ [ ]
Sequence N ISE v Authentication Search List
Aset of identity sources that will be accessed in sequence until first authentication succeeds
Availahble Selected 1
Internal Endpaoints -« Internal LIsers a
ADZ2008R2

In above example we interrogate the ISE DB first and then the AD

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Map Groups to Sponsor Privileges

= You can map any group: internal, AD, LDAP to a sponsor privilege group

4
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= All users mapped to that group will log in with similar sponsor privileges as defined in the

selected sponsor group

m Sporsor Groups Settings

( Map internal or external groups W

to sponsor privilege groups

Voice of the Engineer : Deep Dive — TrustSec & ISE
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Sponsor Group Policy
OefretheSoonsocGanpokybyconhq:mrdesbasedomdenva for other condtions, Drag and drop rues to change the
Status  Policy Name Identity Groups Other Conditions Sporsor Groups h
'@ -+ |Manage Al Accounts '\ SponsorAllAccount $ | Condtion(s) <& | | SponsorAliAccounts
'@ - | Manage Growp Accounts 'L_SponsorOwnAccounts <& | Conamion(s) & | 1{{_SponsorownAccounts
gnternal groups J
[ Acd Al Conditions Below to Lbrary | |
Condttion Name ?mm N\ Q
: AD200ER2Externad) | |Equas +| [ ve.ciscocd™
ve.csco.com/Users/engneenng
ve.Csco.com/Bultn/Guests
e .CsCo.com/Users /marketng
[ AD groups J bve. 0. com/Users/s3es
ve.cisco.com/Butitn/Users
\ bve.csco.com/Buitn/ Adminsstrators
ISCO FuDblIC
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Simple URL for Sponsor / My Devices Portal

Problem Statement: Default Sponsor / MDP URL

difficult for users to remember or enter. Guest/Sponsor SSL Settings
Examples: Admin Portal Settings
https.//ise-psn-1.company.com:8443/sponsorportal HTTP Port £l
https://ise-psn-3.company.com:8443/mydevices HTTPS Port 243
Solution: Simplified URL for Sponsor / MDP. Guest Portal Settings
: HTTPS Port 8443 Valid Range 1 to 65535
- Sponsor Portal and My Devices Portal can be l: . )
accessed via a user-friendly URL. Sponsor Portal Settings
Example: http://sponsor.company.com HTTPS Port 8443 | (Valid Range 1 to 65535)
Automatic redirect to https://fqdn:port My Devices Portal Settings
Valid Range 1 to 65535
- FQDN for URL must be added to DNS and resolve to the HTTPS Port 8443 |( g )
Policy Service node(s) used for Guest Services. Portal URLs
- Recommend populating Subject Alternative Name (SAN) Default Sponsor Portal URL SpONSOr.Company.com
field of PSN local cert with this alternative FQDN to avoid
SSL certhwarnlngs due to name mismatch. name Default My Devices Portal URL | mydevices.company.com
mismatch.

Note: This will restart ALL PAP/PSN nodes!

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public 5
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ISE Certificate without SAN

Certificate Warning - Name Mismatch

http://sponsor.cts.local

SPONSOR

DNS Lookup = sponsor.company.com

>
DNS Response = 10.1.99.5

http://sponsor.company.com

>
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https://sponsor.company.com:8443/sponsorportal

p
<%}ISE Certificate

Subject =
Ise-psn-3.cts.local

Voice of the Engineer : Deep Dive — TrustSec & ISE

Name Mismatch!
Requested URL = sponsor.company.com
Certificate Subject = ise-psn-3.company.com

3 E 100.1.100.5
DNS
Server
100.1.100.6
ACE LB
100.1.99.5
100.1.100.7

ISE-PSN-3

© 2012 Cisco and/or its affiliates. All rights reserved.
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ISE Certificate with SAN

No Certificate Warning

http://sponsor.cts.local

DNS Lookup = sponsor.company.com

>
DNS Response = 10.1.99.5

<€

http://sponsor.company.com

>

4
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100.1.100.5

| E— |

DNS
Server

2

100.1.100.6

)€

https://sponsor.company.com:8443/sponsorportal

SPONSOR
G)
{:} ISE Certificate
Subject =
Ise-psn-3.cts.local
SAN=
Ise-psn-3.cts.local

(3 sponsor.cts.local

nnnnn

Voice of the Engineer : Deep Dive — TrustSec & ISE

ACE LB
100.1.99.5

Certificate OK!
Requested URL = sponsor.company.com
Certificate SAN = sponsor.company.com

100.1.100.7

ISE-PSN-3

© 2012 Cisco and/or its affiliates. All rights reserved.
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ISE — Sponsor Portal

l.l'l.'.l "’/

= Customizable sponsor @ayeas Sponsor Portal
pages T —

= Sponsor privileges
tied to defined
sponsor policy
*Roles sponsor can
create

* Time profiles can be
assigned

*Management of
other guest
accounts

« Single or bulk
account creation

Sponsor Portal: Getting Started

& View All Guest User Accounts

e

&_MMMW
&'_mnnunummm

@ Sponsor Seltings Customization

ul

esius n

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sponsor Portal — Create Guest Account User

CISCO Sponsor Portal
I —, Accourt Management = View All Guest Accounts = Create Guest Account

Create Guest Account

[
First Mame: . Customizable Fields n

Last Mame:

» Define if mandatory or optional
e Can add up to 5 other custom attributes

L

2 Email Address: |

Phone Number: \_ -
KCDWFJEIWZ
GroupRole  Ouest  ~ ‘ Guest roles and Time Profiles
_Time Profile;  4-hours  ~ J  Pre-defined by admin
' s Tirmezang: | EST -
“ Language Template far EmailiSMS Motifications: English -

£ = Required fields

Subimit || Cancel

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public -



4
/4 ZFor Your
Reference

Guest Account Information

CISCO Sponsor Portal

Accourt Management = iew Al Guest Accounts = Create Guest Account

Successfully Created Guest Account: muriel@guest.com

Fassword: cab

Irst Mame: huriel
Last Mame: Bole
Email Address. murieli@guest.com . .
Phone Nurmber Password configuration
Company: iFUest

Status: AWAITING IMITIAL LOGIM ° Generated automa’[ica”y
Suspended. false

Group Rale:  Contractor \-Conflgurable password complexity /

Username: muriel@guest.com g\/Usernam e configuration
L

* Created from ‘first & last name’ or ‘email’

Time Profile; Cne_week

_Account Management Timezone: Europeilondan

Account Start Date; 2012-01-04 15:54:46 GMT
Create Single Account Account Expiration Date: 2012-01-09 15:54:46 GMWT

Language Template for EmailfSME Motifications: French

| Email || Shs || Frint || Zreate Another Account || Wiew All Accounts

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public b



Sponsor Portal: Informing Guests

- Multiple ways to notify Guest with their credentials and other access info

1. Print the detalls
2. Send via e-mall
3. Send via SMS

Voice of the Engineer : Deep Dive — TrustSec & ISE

TIIT
CISCO Sponsor Portal

Lo 15 Hdllal 11 1l
e R R T D S R A A

—

Management » View Al Guest Accounts » Create Guest Account

| Successfully Created Guest Account mbole@cisco.com

Username. mboele@cisco.com
Password: ade

First Name: Muriel

Last Name: Bole

Email Address: mbole@cisco.com

Phone Number:
Company. cisco
Status: AWAITING INITIAL LOGIN

Suspended. false
Group Role: Guest
Time Profile:  custom

Timezone: EuropelLondon
Account Start Date: 2011-10-1316:00.00 BST
Account Expiration Date: 2011-10-14 16:00:00 BST

[ print | Create Another Account | | View All Accounts

© 2012 Cisco and/or its affiliates. All rights reserved.
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Guest Self-Service

Usornamo: [N 1. 100e

Password: [ CISCO Identity Services Engine 1.1 Guest Portal

Self Registration ol ' 1ol h r |
CISCO Identity Services Engine 1.1 Guest Portal

¥ Successfully Created Guest Account: gquser001

Self Registration

& First Name:

& Last Name:

o Emall Address:
& Phone Number:

Company: L
Reason for Visit:

Usemame: guser001

_ Password: IMNS78bp
Person(s) Visited: First N : Guest
o Timezone: __US/Pacific Last Name: User

Emall Address: guest@company.com
Phone Number: (999) 5565-1234

Company: Company, Inc.
Reason for Visit: Project Review Meeting

Person(s) Visited: Mr. Company Sponsor

& = Required fields

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Guest User Experience

l.llollh / phnciscocom Logow!  About
cisco |dentity s £ngine 1.1 Guest Portal

CISCO Please accept he polcy

1 You are responsible for
- Maintaining the confidentality of he password and
« all acivhies hat occur under your usemame and password

2. Cisoo Systems offars the Senace for acivities such as the active use of &-mad, Instant messaging. dbrowsing the World Wide Web and accessing corporate Inranets. High volume
data Yansfers, especially sustained high volume cata Yransfers, are not parmitied. Hosting 3 web Seiver or any olher server by use of our Senice Is prohibited. Trying to access
$OMeone 0i58°S account sendng unsobated bulk g-mall, collection of other people’s personal data wihout their knowledge and intedfarence with other nedwork users are all
prohibited

3. Cisco Systems reseérves e right to suspend the Senasce o
- Cisco Systems reasonably belleves that your use of the Service 15 UNGASONADIY SICESENG OF b
- yOuU are using he Senrdce for criminal or ibegal achwlles

4. You do not have the nght 10 resell thes Serace 10 a third party

5. Clsco Systems reserves e right to revise, amend of modily hese Terms & Conditions, 0
revision amendment or modficalion will be posted on Cisco Systerm’s website and will be

olllol'll
CISCO

IdentitYPServices Engine

ACCept barms and conaions

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Portal Localization / Customization
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= Several Languages are Supported
Natively in ISE 1.1

= All guest user pages are translated:
— Authentication page
— Acceptable usage policy
— Success/fallure page

cisco |dentity Services Engine 11 Portail invité

Veuliez sioapier los condilons subanies

1. Yous 4185 msponsable
~d'assurer s confdanialth du mol de passe. @l
-de l'ersambie des aciwiés pousant survenk lors o une connexon avec voire nom & ubls atew et volre mot de passe

Guest Portal Language Templates

JEdt  =padd  youplicate | M Delete

[] Language Template Mame a | [Description

[] cChineseSimplified iGuest Portal Language Template
[] ChineseTraditional iGuest Portal Language Template
(1 English English Guest Language Template
(1 French iGuest Portal Language Template
[] German iGuest Portal Language Template
[] Italian iGuest Portal Language Template
[] Japanese iGuest Portal Language Template
|:| HDI’EEIH Guest Portal Language Ternplates = French GoastRosallanansas Tacmalts
[] PortugugLanguage Template

(] Russian Configure Template Definition

I:' Sl:laﬂiﬁh Configure Login Page

2 Co Serwee asi proposé par Caco Sysiems pow G2 SCEWIE BINS gud TUNSANoe SCtve 08 La MASEaPens Hacionigus o1 de 18 MEssa0es INStananae 1a ng

* Usernarne Figld | Morn d'utilisateur

professionnels Le ranstert 08 donndes ol notarsment b kansfion de données de grands wlumes nest pas sutorisd Lhabespament g un sanveur YWed ou de ¥ * Passwiord Field | Mot de passe

fentatve &' acols a un compie Sers, tout envol groupe de coumers indesrables . loute collecie de donnees personmelles de bers sans quils en solent iInformes of

shcumant inderdits

3.Cisco Systems se reserwe le drofl de suspendre je Serdce 5/
«Clico Sstems estime de maniere rals onnable que volre utiis aon du Senace es! excessie, ou
- vous UNERZ I Sanice 4 05 g 18gales ou criminalis

4 llvous es1interdii de revendre ce Serdoe a un fars

5. Cisco Spttams se rhseces I drofl de révser. amender ou modiber oo Menbons Mgales, oS sulres polidques ol socords, ansi que des Mameants de o Sardd

sera pubbae sur le sie Web de Cco System el sera rendue efective awx uihsaleurs exstants & compler de 30 jows aprés la publicaton

Accopier les condfons generales

EI T

* Login Button | Connexion

* Change Password Button | Modifier le mot de passe

* Self Service Button | Libre-zervice

* Dievice Registration Button | Enregistrernent du périphérique

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Multiple Portals

LY identity Services Engine

Multiple portal might be needed based on: cIsco

- Location / country
- When several organizational entities merge
- Type of device: WLC, switches

- For local language support

Default portal

rMulti-Portal Configurations

LIRFFETes

JEde gpadd | M Delsts

P

ISE 1.1

Dyl A o in

L] mMulti-Portal Marme
] DefaultGuestPortal

|S|1 [] ciscolivepartal CustomDefault e

« Full portal customization or Default w/ selectable theme \
- Simultaneous use of several portals for user and device registration 2

Sample customized portal theme

‘Warwirc L1

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public




Device Registration



Device Registration Methods

4
ZFor Your
Reference

How Do | Register and Manage MAC Addresses In the ldentity Stores?

p—

Admin_
driven

Self-
Service_|
(User
driven)

M

Voice of the Engineer : Deep Dive — TrustSec & ISE

External Data Stores:
Populate external directory (AD / LDAP) with devices to be allowed via MAB or Group lookup.

Internal Data Stores:

Manual entry or file import of accounts into Internal DB via Admin Ul: Simple method to add few entries or import
large list of preconfigured accounts into ISE Internal Endpoint store. Allows specification of ID group for single entries, but
requires admin to perform operation manually.

Device Registration Web Auth (DRW): Self-registration for current endpoint via special web portal. Does not require user
credentials—only optional acceptance of AUP. MAC address of registering endpoint is entered into a predefined ID group.
Once registered, access can be granted based on ID Group policy match.

Web Auth Portal > Device Registration: If enabled for web portal, option allows guest user accounts to self-register a
predefined number of endpoints by MAC address. Registration results in static population of Internal Endpoint store
without a default ID group assignment. User requires valid credentials (as defined under portal config) to register devices.

My Devices Portal: Employee portal for self-registration of personal devices by MAC Address with optional description up
to a predefined number of endpoints. Static entry created in Internal Endpoint store with static ID group assignment to
RegisteredDevices. Portal access is available via direct URL or Native Supplicant Provisioning (NSP) flow. Network
Access User requires valid credentials as defined under My Devices portal configuration to register devices.

* Currently no API support for create/update/delete operations for ISE endpoints

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Manual MAC Add/Import via Admin Ul

Admin Reqgistration—Static ID Groups of Known/Trusted Corporate MAC Addresses

- . ; J Edit oelete v | |@ulmport +  EeExport w
= Administration > Identity Management
Import From LDAP |

> |dentities > Endpoints Import From LDAP

. Slngle deViCe Endpoint Import from LDAP server:

Static Add

* Host

* MAC Address | 00:11:22:AA:BB:Cd

- * Port

Policy Assignment | Unknown

o Mul‘“ple deV|CeS Static Assignment Enable Secure Connection [

Root CA Certificate Name

File Import
Anonymous Bind [
LDAP Import |
Admin DN
Password
Must create matching ID group under profile * Base DN

* MAC Address Object Class

Select file to import:
_ * MAC Address Attribute Name
* File | Browse_ ] Generate a Template
_ _ _ Profile Attribute Name
Note: Please format your list of MAC address as follows:MAC, Endpoint Policy.

* Timeout | 30 [seconds)

Example: 00:1f:f3:4e:c1:8e, Cisco-Device

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Device Registration WebAuth (DRW)

One-Time Registration from Special Web Portal

Sponsor Group Policy Sponsor Groups Settings

I~ - Multi-Portal Configuration List = New Multi-Portal Configuration
Sertngs Optional AUP
» B Gerneral Multi-Portal ! .
» £ Sponsor configuration
» g My Devices Operations Customization
v g Guest

:= Details Policy
» [ Language Template

*Mame | DeviceReqgistrationPortal

* [ Mutti-Portal Configurations - IS
i= DefauttGuestPortal Please select a portal type
:= Portal Policy
ok DEfaU“: Portal () Default Portal (Choose customization template and theme)

= Password Policy

B —

. é'ﬁm& Profiles Theme

L

= lUsername Policy

Device Web Authorization Portal (Choose customization template andtheme}]

(®
. Custom Default Portal {Uplnadﬁles}
() Custom Device Web Authorization Portal (Upload files)

Custom

Portal option Static ID

[ EndFoint [dentity Group RegisteredDevices_DRW ) ] Group

Assignment

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public




Device Registration WebAuth

Sample Authorization Profile

- DRW configuration similar to CWA setup with URL Redirect and Redirect ACL

& uthorization Profiles = New Authorization Profile
Authorization Profile

*Name | Device Registration Web_Auth

Description

* Access Type | ACCESS ACCEPT v

* Common Tasks

- Web Authentication

» Attributes Details

Redirect Manuazl v

Value
DeviceReqgistrationPortal
HactionFcwaltype=drw

Access Type =4

cisco-av-pair = urI—redlrEt:I:—acI AEL—WEEIALITH REDIRECT

Cisco-av-pair =furk-redire

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Device Registration \WWebAuth

User Experience

4:35 PM V- Not Ch

A I':.’ ﬁse-psn-1.cts.local:8443/guestportaI/Login.action’?portalname:DefaultD:; GW (

l.l..'l. o
CISCO Identity Services Engine 1.1 Guest Portal Guest Portal

Please accept the polcy:

1. You ame responsdile for
- mantaning the confidentiality of the password and
« @il activities that occur under your username and password

2. Cisco Systams offers the Service for activities such as the active use of e-mal, inslant messaging, browsing
the World Wide Wed and accessing corporate intranets, High volume data transfers, espedially sustained high
volume data fransfers, are not permitted. Hosting a webd server or any other server by use of our Service is
prohibited, Trying 10 access someons eisa's account, sanding unsoliciied bulk e-mall, collection of other
peopia’s personal data without their knowledge and interfarenca with other network users are all prohibited.

3. Cisco Systems reserves the right %0 suspend the Service if
- Cisco Systams raasonably believes that your use of tha Sarvice Is unreasonably excassive of
- yOu are using the Searvice for criminal or illegal activities

4, You 0o not have the rght to rasell this Service to a third party.

5. Cisco Systems reserves the right %0 revise, amend or modify these Terms & Conditions, our other policies
and agreemants, and aspects of the Service itself, Notice of any revision, amendmaent, or modification will be
posted on Cisco System's webste and will be effective as 10 axisting users 30 days after posting.

V' Accept terms and condeons

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Guest Web Portal

Device Registration for Guest Users

Administration > Web Portal Management > Settings > Guest > Multi-Portal Configuration

Multi-Portal

General Operations Custornization Authentication

Guest Portal Policy Configuration
Guestusers should agree to an acceptable use policy

O NotUsed Note: This is User ID

(&) FirstLogin Group used for self-

() Every Login service guest users,
not self-service

Enable Self-Provisioning Flow device registration

Allow guest users to change passwaord
Require guest users to change passwaord at expiration and first login

Guest users should download the posture client

OO0 & O

Guestusers should be allowed to do self senvice

[&]

[

Guest users should be allowed to do device registration ]

Registered Devices are NOT assigned to
an |ID group by default.

It iIs possible to use profiling with exception
actions to statically assign ID group.*

Guest Portal Policy
—p* Self Registration Guest Role Guest &
* Self Registration Time Profile | DefaultFirstLogin v
* Maximum Login Failures | § (Valid Range 1 to 9)
* Device Registration Portal Limit | 5 (Valid Range 1 to 20)
* Guest Password Expiration (Days) | 1 (Valid Range 1 to 999)

MOTE: Guest Password Expiration must be enabled in the Portal Configuration

5 a ._-I.

(]

Reset

* ISE Device Registration and Policy Enforcement: http://pmbuwiki.cisco.com/Products/ISE/Technical/Design-Config
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Device Registration via Web Portal

Guest User Experience

- Portal allows users to register their own devices
- Access can be granted to guests, employees, students

- Accessible by clicking Device Registration from ISE web auth portal.

sl Ident ity Services Engine 1.1

CISCO suest Porta CISCO Demn

Version: 1.1.091)

lII..IIII Please register your davics:

CISCO Device Reglstn T maximum numDer of ragetersd daviossalowed: &

Please note that newly registered device might take somatime 10 be Included in Registered Devices list,

Flease register your device:

The maximum number of registered devices
Flease note that newly registered device mig

elf Service

== MAC Address: =

g~ hﬂﬁ-\.D'\-.- n-.’.r'i — :

e T O 00:C4:23.59.C4:88

.E.Z.Li::.:lrdh il Fegister s AA'BB:CC:DO-EE:FF
Doiota ) (Retresh )
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My Devices Portal

Device Registration for Network Access Users*

- Devices registered via MDP are statically assigned to RegisteredDevices endpoint ID group.

Sponsor Group Policy Sponsor Groups | Setfings |

My Devices Portal Settings

Settings
» [ Gereral = General
» [ Sponsor Enable My Devices Portal

bl My Devices
- Acceptable Use Policy
i= Authentication Source

Enable the Acceptable Use Policy link Reminder: If the AUP link is enabled, please set the AUP text on all

» [ Language Template the appropriate My Devices Portal language templates.

:= Portal Configuration = . -
«| Device Managemen
v || Guest » _

. o *\ * The maximum number of devices to register (Valid Range 1 to 20)
:= Details Policy :

» || Language Template Help Desk

L E MultiPortal Configurations Ermail Address
:= Portal Policy
. Phone Number

Password Policy il

-—— W T -— - - W -_— T - W - \--v- - T - e W T -'J -— T -— W T W -—w vlvv--—v-vv- ) T T = --vvvl

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



My Devices Portal

Flagging a device as ‘Lost’ will at it to

Network Access User Experience the Blacklist; CoA with Session

Terminate action also sent.

 http://<PSN>:8443/mydevices (or use simplified URL) T

NI
cisco My Devices Portal

- Optionally configure
port TCP/443 for
portal access.

- Portal not available
to Guest user
accounts.

Voice of the Engineer : Deep Dive — TrustSec & ISE

i To add a device, please enter the Device ID (MAC Address) and aj description
Add d NEW DevIEE (optional); then click submit to add the device. 1

Marking this device as lost will remove it
r Q . from the network and lock it out until
reinstated via this portal. Are you sure you

* Device ID | My New Phone would like to proceed?
Description | 44:55:66:77:88:99 | Yoo | l Mo J
| Gance |
Your Devices ¥4

- 00:11:22:33:44:55 My Windows Laptop Edit | Lost? | g

E 11:22:33:44:55:66 My iPad Edit | Lost? | ©

[ x ] 22:33:44:55:66:77 My Android Phone Edit | Reinstate |
© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public




Device Registration Methods

Comparison Summary Table

Device ID Group Device | Created By De-Registration Method Target Endpoints
Registration Assigned Limit
Method
Manual Update Yes. Configurable 100k Administrator (requires Administratively-defined
of Endpoint per endpoint. authentication to ISE endpoints—bulk import
Database Admin Ul) options supported
Device Yes. Configurable 100k  Any endpoint with DRW Administrator must manually  Self-Service — Access
Registration by DRW portal. portal access (no change ID Group/Policy without requiring any
WebAuth (DRW) authentication required) assignment or delete entry in  auth credentials.
WebAuth Portal No Upto  Guest or Network endpoint database. Self-Service — Guest /
20. Access User WebAuth users

(Global authenticated via web
setting) portal

My Devices Yes. Static Upto  Network Access User Network Access User can Self-Service — Network
Portal (MDP) assignment to 20. authenticated using remove device from Access (non-Guest)
RegisteredDevices (Global MDP or via Native Registered Devices list via users

setting) Supplicant Provisioning MDP, but Administrator must
flow (for example, user manually delete entry in
authenticated via CWA  endpoint database to
or 802.1X PEAP) permanently remove.
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Pre-Activated Guests



Authenticating Sponsored Guests w/o Web Auth

- 802.1X users with EAP based on username/password
- LWA users that authenticate against non-ISE portal
- Remote Access VPN clients unable to login using ISE Sponsored Guest accounts.

802.1X PEAP-
MSCHAPV2 or EAP-GTC

Authentication
failed : 24206
User disabled

LWA to local WLC portal e_

ISE Guest

DB

Remote Access VPN

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Sponsored Guest Authentication via 802.1X

Problem Statement Successfully Created Guest Account: auser001
- Auth methods not based on an initial g
web auth to ISE portal such as 802.1X, FirstName:  Another

Last Marme: zaer
Ermnail Address: auseri@abc.com
Fhone Mumber: (888)555-2222

VPN, or LWA using local portal falil.

Authentication failed : 24206 User disabled R AR
atatus: AWAITIMG [MITIAL LS M
- Reason: Sponsored gueS’[ accounts Suspended:  false
require activation via ISE web portal Optional Data 1: tech support gl )
9 P Optional Data 2: Standard Guest account in
i | Data 3 7 ”
- Web auth to ISE portal supports outianal Data & AWAITING_INITIAL_LOGIN
compliance with any AUP and Optional Data §: state after creation
: Group Hale: Guest
paS?WorddChange pOIICy that may be lIme Frofie,  UerauimuneHour
con Igure ' Timezone: LIS/Eastern
2 Account Start Date: 2012-04-06 22:01:24 EDT
28 Account Expiration Date: 2012-04-06 23:01:24 EDT

Language Template for Emailfam s Motifications: English

| Ermail || Frint || Create Another Account || Wiewy All Accounts
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Immediate Guest Account Activation

Solution

- Pre-Activated Guest Accounts

 Assigning Guest users to the special
ActivatedGuest Identity Group allows

Immediate activation of those accounts.

- Sponsor Group must be assigned
privilege to create guests using this ID

group.

- AUP and Change Password policies
cannot be enforced with pre-activated
guest accounts.

Voice of the Engineer : Deep Dive — TrustSec & ISE

Successfully Created Guest Account: guser001

LIsernatme: gquserdn
Password: p~0AUHB69
First Mame: Guest

Last Mame: =er

Email Address: gusergcompany.corm

Fhaone Humber: (9997555-1111

Cornnan Combany, [nc.
atatus: ACTIVE
Suspended: false

Ciptional Data 1: Important Meeting
Cptional Data 2

Ciptional Data 3:

Cptional Data 4:

Cptional Data &:

Group Role: ActivatedGuest

TR FIUNe. LEIdUILITIEFaUr

Timezone: LIS/Eastern

2 Account Start Date:
28 Account Expiration Date:

ActivatedGuest
account in “ACTIVE”

state after creation

2012-04-06 21:47:41 EDT
2012-04-068 22:57:41 EDT

Languade Template for EmailfSms Matifications: English

| Ermail || Frint || Create Another Account || Yiewy All ACcounts

© 2012 Cisco and/or its affiliates. All rights reserved.
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Monitoring Guests



Specific Guest Reports

|—

B Authentications @ Endpoint Protection Service & Alarms Description:
« Wiew the logged infout information for the particular Guest user
Favorites  Shared | Catalog | System for a selected time period
Feports L
W ALA Probocol
Allowed Prokocol
= Alwed Fretoce Filter Go | [ GClearFilter
K Server Instance PRI
Report Nam 1 D_escrlptmn. _ _

W Endpoint _ y View the Guest inforrmation

™ Client Provigioning for a selected time period
W Failure Reason _ :

(0§ Guest Accounting
W MNebwork Device . . R

™ § Guest Activiby Shows guest URL
o User & Guest Sponsor SUMmma activity when Firewall
B Security Group Access @ Top W Autentications By User syslogs sentioISE
W Session Directory i Lnigue Llsers
W Posture 3 ) User Authenticajon Surnrnary
W Endpoint Protection Service : Fun = || Add To Favorite Delete

%
‘ Description:

View the sponsor information along with the graphical representation
for a selected time period
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Configure ASA to Send HTTP Syslogs to ISE (1/2)

File Miew Tools ‘Wizards

m Horme: G" Configuration

o
i

Device Management

=l

Wifindow  Help

Loak, For: 50
I
. . i
Monibaring 1 Save Refresh + Back:, » Faorward Help CISCO
n Eunﬁguratiun = Device Management == Luﬂﬂinﬂ et stlug SEervers D

| High Availability
EI Logaging
: Logging Sefup
% E-Mail Setup
Event Lists
Ei! Lagaing Filkers
R.ate Limnit
'_=.':,.'5||:||;| Servers
@ Syslog Setup
ﬁ SMTP
: E MekFlow
..... Smart Call-Home
@ Users/Aah

- DHCP

Gl DM
- Advanced

ﬁ Management Access
{3 Licensing Activation Key
Swstemn Image/Configuration

[+-[23 Certificate Management

Voice of the Engineer : Deep Dive — TrustSec & ISE

Specify up to 16 syslog servers, Make sure logging is enabled in Configuration > Device Management = Logging > Logaging

Setup,

Inkerface

IF Address Protocol {Pork

10,100,710 LDPS20514

a

EMELEM SecUre Add

_to o (e

Send syslogs to
ISE MNT:
UDP port 20514

\

J

Delete

Configuration > Device Management = Logging = Event Lists

Use event lisks ko define a particular set of syslogs that wou are inkereskted in, The event lisk can be

=enk ko a logging destination,

Filter messages ID

# 304001.:

. accessed URLs |

Marme

Event Class | Severiky

HTTP_LRL logs

© 2012 Cisco and/or its affiliates. All rights reserved.

Message IDs

Add

a04001

Edit

Deleke
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Configure ASAto Send HTTP Syslogs to ISE (2/2)

Configuration = Firewall = Service Policy Rules

g Add |-

& Edit ﬂ Delete | + ¥ | & B R - | Q. Find P24 Diagram

Traffic Classification

Mame &+ Enabled Match Source

™ TrbarfFara: incidar Dalicw: incide-hFrroaniackonmlices

(= Match  @f guest-subnet

5 guest-htkp-class 1

" inspection_de...

(&g Match & any

ISE shows
accessed URLSs
in reports

Voice of the Engineer : Deep Dive — TrustSec & ISE

Deskinakion

& any
G any
= = ™

Service

0, defaulk-inspec. ..

Fule Actions

Time

Q, Inspect HTTP

>
Create Service Policy In

ASA to inspect HTTP
traffic for guest subnet

W,

Q, Inspect DNS Map preset. ..
Q, Inspect ESMTP

Launch Interactive Yiewer _E

User > Guest Activity

Showing Page 1 of 1

Guest > Guest Activity

Date : Movember 22 2011 05:03:15 PM - Movernber 22 2011 05:33:15 PM { Last 30 Minutes | Last Hour | Last 12 Hours | Today | Yesterday | Last 7 Days | Last 30D

Goto F‘age:l Go

Generated on Movember 22, 2011 5:33:15 Ph GMT

@Relnad

Logged At

Guest

Suest [P

hMessage

Moy 22, 2011 &:31
Moy 22, 2011 &:31
Moy 22, 2011 5:31
Moy 22, 2011 &:31
Moy 22, 2011 &:31
Moy 22, 2011 5:31
Moy 22, 2011 5:31
Moy 22, 2011 &:31

F i
F i
F
F i
F i
F
F i
F i

mumMucisco. com
MUMUECISco. com
MUMUEECIsco. com
mumMucisco. com
MUMUEcisco. com
MUMUEECISco. com
mumMu@cisco. com
MUMUEcisco. com

10.100.14.103
10,100, 14,103
10.100.14.103
10.100. 14,103
10,100, 14. 103
10.100.14.103
10.100.14.103
10,100, 14,103

YA A5-304001:
YA A-5-304001:
YoASAD-304001:
YeASA5-304001:
YoAsAS-304001:
YoAAS-304001:
YoASA5-304001:
YA A-5-304001:

10.100.14.103 Accessed LUIEL 10.100.200.1:http:/10.100.200.1 fpv. j=
10.100.14.103 Accessed URL 10.100.200.1: hitp: 410100200, 1/discaver |5
10.100.14.103 Accessed URL 10100200, 1 hitp: 410100200, 1frarmework <
10.100.14.103 Accessed LIEL 10.100.200.1:http:/10.100.200.1/3jax%. j=
1010014103 Accessed URL 10.100.200.1: http: /10,100,200 1/ preflight. =
1010014103 Accessed URL 10.100.200.1: http: /10,100,200, 1/
1010014 103 Accessed URL 10.100.200.1:http: 4101002001/
10.100.14.103 Accessed URL 10.100.200.1:http:/10.100.200.1/




Support Resources

 ISE Product - http://www.cisco.com/go/ise

» TrustSec - http://www.cisco.com/go/trustsec
- ISE 1.1.1 Demos

https://communities.cisco.com/community/partner/borderlessnetworks/security?view=video

- dCloud BYOD Hosted Demos — http://www.cisco.com/go/byoddemo

- Free NFR Lab Software for Partners (1.1.1 Available)

Cisco Marketplace - $35 VMware image, perpetual license, 20 endpoints
http://cisco.mediuscorp.com/ise

- PDI Helpdesk - Webpage: http://www.cisco.com/go/pdihelpdesk

- Program-related questions: pdihd-bn@cisco.com

« Your Cisco PDM and CSE
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l Questions ? ’

)

Please Fill Out Survey




Cisco ISE ATP Resources

- |ISE ATP Portal: http://ciscosecurityatp.com/

« Cisco Partner ISE Resources: http://cisco.com/go/isepartner
- ISE ATP HLD Webinar: https:/communities.cisco.com/docs/DOC-27689
- ISE HLD Help Alias (US): ise _hld help@cisco.com

- ATP requirements and guidelines for ISE:
http://Iwww.cisco.com/web/partners/partner with cisco/channel partner program/resale/atp/ise.html

- Sales Acceleration Center (SAC) for HLD submissions: sac-support@cisco.com

« SAMPG Partner Team:
Sheila Rone srone@cisco.com
Phuong Nguyen pvnguyen@cisco.com
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Additional Training

- ISE Security Basics - https://communities.cisco.com/docs/DOC-30718

- |SE Best Practices VoD - Security Express - Replays and Presentations
https://communities.cisco.com/docs/DOC-18350

- 802.1X Training on PEC

nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028869
nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028870
nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028851

- Team MIDAS Wireless ISE and BYOD classes
Tech Sessions: http://cisco.cvent.com/d/ccgs4s
Hands-On Lab Sessions: http://cisco.cvent.com/d/kcgs43
Lab Guide: https://communities.cisco.com/docs/DOC-30944
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