Group Settings : CONS_PAB

S
Access Restrictions

Group Disabled

[ Members of this group will be denied access to the network.

Default Time-of-Day Access Settings

™,

-

Callback

)

No callback allowed

Dialup client specifies callback number
. Use Windows Database callback settings (where possible)

Network Access Restrictions (NAR)

Shared Network Access Restrictions
[ Only Allow network access when

All selected NARs result in permit

Any one selected NAR results in permit

B
-

Per Group Defined Network Access Restrictions

|

Max Sessions
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Sessions available to group
O Unlimited

f 1

Sessions available to users of this group

(w Unlimited

SO

Enable Options

#  No Enable Privilege
Max Privilege for any AAA Client

Level 0 -

- Define max Privilege on a per network device group basis

!
Token Card Settings
= Session
Seconds
Iﬂ—\.
I Duration 0 Minutes
Hours
Password Aging Rules
-
Apply age-by-date rules
Active period ‘ 20 days
Warning period ‘ 5 days
Grace period ‘ > days
-

Apply age-by-uses rules

Issue warning after logins *
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[ A I I B .

Require change after . logins *

* Use -1 for no prompt.

2 Apply password change rule

Forces the user to change the password on the first log-in after an
administrator has changed it.

2 Generate greetings for successful logins

IP Assighment

No IP address assignment
Assigned by dialup client
Assigned from AAA Client pool

Assigned from AAA server pool

*,
o

Downloadable ACLs

Assign IP ACL: acc_2_commissione
TACACS+ Settings

PPP IP

In access control list
Out access control list
Route

Routing I Enabled

Custom attributes
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< |

[ I B R -

PPP LCP
Callback line
Callback rotary

No callback verify

Custom attributes

-

I

_l

Enabled

e e [ e e BN (R

Shell (exec)
Access control list
Auto command
Callback line
Callback rotary
Idle time

No callback verify
No escape

No hangup
Privilege level

Timeout

Custom attributes

< |

T

_l

Enabled
Enabled

Enabled

I

Shell Command Authorization Set




)

None

Assign a Shell Command Authorization Set for any network device

SCAS-NEXUS-ADMIN-LVL j

Assign a Shell Command Authorization Set on a per Network Device Group Basis

*
w

Per Group Command Authorization
Unmatched Cisco I0OS commands
Permit

Deny

I Command:

Arguments:

5

£
K1 i

Unlisted arguments

Permit

Deny

Cisco Airespace RADIUS Attributes 2]

= [14179\005] Aire-Interface-Name

Cisco I0S/PIX 6.x RADIUS Attributes 2]

I [009\001] cisco-av-pair
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[009\101] cisco-h323-credit-amount

[009\102] cisco-h323-credit-time

[009\103] cisco-h323-return-code

[009\104] cisco-h323-prompt-id

[009\105] cisco-h323-day-and-time

[009\106] cisco-h323-redirect-number

[009\107] cisco-h323-preferred-lang

[009\108] cisco-h323-redirect-ip-addr

[009\109] cisco-h323-billing-model

[009\110] cisco-h323-currency

[009\250] cisco-ssg-account-info

[009\251] cisco-ssg-service-info




r

L]

Kl

< | i

[009\253] cisco-ssg-control-info

i
m o

Cisco VPN 3000/ASA/PIX v7.x+ RADIUS Attributes 2]

[3076\001] Access-Hours

[3076\002] Simultaneous-Logins
0
[3076\005] Primary-DNS
10.159.59.41

[3076\006] Secondary-DNS

10.159.59.44
[3076\007] Primary-WINS

0.0.0.0
[3076\008] Secondary-WINS

0.0.0.0
[3076\009] SEP-Card-Assignment

Any-SEP =

[3076\011] Tunneling-Protocols

IPSec j

[3076\012] IPSec-Sec-Association
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[3076\013] IPSec-Authentication

[3076\015] IPSec-Banneri

[3076\016] IPSec-Allow-Passwd-Store

[3076\017] Use-Client-Address

[3076\020] PPTP-Encryption

[3076\021] L2TP-Encryption

[3076\027] IPSec-Split-Tunnel-List

[3076\028] IPSec-Default-Domain

[3076\029] IPSec-Split-DNS-Names

[3076\030] IPSec-Tunnel-Type

[3076\031] IPSec-Mode-Config

[3076\033] IPSec-User-Group-Lock

[3076\034] IPSec-Over-UDP

[3076\035] IPSec-Over-UDP-Port (4001..49151)

‘ ESP-AES256-SHA

| RADIUS j

‘ Accesso riservato al personale auto
Disallow -

Disallow -

!

| 40/128-Enc & Statls-Req j

| 40/128-Enc & Statls-Req

Le

‘ prov.bz

| Remote-Access j

Q
4

T



[3076\036] IPSec-Banner2

[3076\037] PPTP-MPPC-Compression

[3076\038] L2TP-MPPC-Compression

[3076\039] IPSec-IP-Compression

[3076\040] IPSec-IKE-Peer-ID-Check

On -

On -

None -

Required

[3076\041] IKE-Keep-Alives

[3076\042] IPSec-Auth-On-Rekey

[3076\045] Required-Client-Firewall-Vendor-Code (0..65535)

[3076\046] Required-Client-Firewall-Product-Code

[3076\047] Required-Client-Firewall-Description

J !

Off -

1

[3076\048] Require-HW-Client-Auth

[3076\049] Require-Individual-User-Auth

[3076\050] Authenticated-User-Idle-Timeout

[3076\051] Cisco-IP-Phone-Bypass

[3076\055] IPSec-Split-Tunneling-Policy

No -

T

No -



| Tunnel Everything

Le

[3076\056] IPSec-Required-Client-Firewall-Capability

| None j
[3076\057] IPSec-Client-Firewall-Filter-Name
[3076\058] IPSec-Client-Firewall-Filter-Optional
FW-Optional j
[3076\059] IPSec-Backup-Servers
| Use-Backup-Server-List j

[3076\060] IPSec-Backup-Server-List

[3076\061] DHCP-Network-Scope

W

0.0.0.0

[3076\062] MS-Client-Intercept-DHCP-Configure-Message

[3076\063] MS-Client-Subnet-Mask
0.0.0.0

[3076\064] Allow-Network-Extension-Mode

[3076\065] Authorization-Type

None

13t

[3076\066] Authorization-Required
Off -

[3076\067] Authorization-DN-Field

[3076\068] IKE-Keepalive-Confidence-Interval

[3076\069] WebVPN-Content-Filter-Parameters
Java/ActiveX

IL“



[3076\071] WebVPN-Url-List

[3076\072] WebVPN-Port-Forward-List

[3076\073] WebVPN-Access-List

[3076\075] Cisco-LEAP-Bypass

[3076\076] WebVPN-Homepage

[3076\077] Client-Type-Version-Limiting

[3076\079] WebVPN-Port-Forwarding-Name

[3076\080] IE-Proxy-Server

[3076\081] IE-Proxy-Server-Policy

[3076\082] IE-Proxy-Exception-List

[3076\083] IE-Proxy-Bypass-Local

[3076\084] IKE-Keepalive-Retry-Interval (2..10)

[3076\085] Tunnel-Group-Lock

[3076\086] Access-List-Inbound

[3076\087] Access-List-Outbound

No -




[3076\088] Perfect-Forward-Secrecy-Enable

.

N

[3076\089] NAC-Enable

[3076\090] NAC-Status-Query-Timer (30..1800)

[3076\091] NAC-Revalidation-Timer (300..86400)

[3076\092] NAC-Default-ACL

[3076\093] WebVPN-URL-Entry-Enable

Z
o

17"

[3076\094] WebVPN-File-Access-Enable

No -

[3076\095] WebVPN-File-Server-Entry-Enable

.

No

[3076\096] WebVPN-File-Server-Browsing-Enable

[3076\097] WebVPN-Port-Forwarding-Enable

No -

[3076\098] WebVPN-Outlook-Exchange-Proxy-Enable

.

No

[3076\099] WebVPN-Port-Forwarding-HTTP-Proxy

[3076\100] WebVPN-Auto-Applet-Download-Enable

.

N

[3076\101] WebVPN-Citrix-MetaFrame-Enable

No -



[3076\102] WebVPN-Apply-ACL

[3076\103] WebVPN-SSL-VPN-Client-Enable

No -

[3076\104] WebVPN-SSL-VPN-Client-Required

Z
o
;|

[3076\105] WebVPN-SSL-VPN-Client-Keep-Installation

No -
[3076\135] Strip-Realm
Off -
IETF RADIUS Attributes ﬂ
[006] Service-Type
| call Check j
[007] Framed-Protocol
| Ascend ARA j
[009] Framed-IP-Netmask
0.0.0.0
[010] Framed-Routing
| None j
[011] Filter-Id
[012] Framed-MTU (64..65535)
64
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[013] Framed-Compression

None |
[014] Login-IP-Host
@ NAS Specifies
User Specifies

Other

[015] Login-Service

[016] Login-TCP-Port (0..65535)

[018] Reply-Message

[020] Callback-Id

[022] Framed-Route

[023] Framed-IPX-Network

NAS Specifies

Other

[024] State




[025] Class

[027] Session-Timeout

[028] Idle-Timeout

[033] Proxy-State

[034] Login-LAT-Service

[035] Login-LAT-Node

[036] Login-LAT-Group

[037] Framed-AppleTalk-Link (0..65535)

OU=CONS_PAB;

IO
IO

[038] Framed-AppleTalk-Network (0..65535)

[039] Framed-AppleTalk-Zone

[062] Port-Limit

[063] Login-LAT-Port

[064] Tunnel-Type

17

1

Tagl !

L“Valuel




- [065] Tunnel-Medium-Type

-

Tag I 2 ;|Value|

! jVaIueI

[081] Tunnel-Private-Group-ID

Tagl ! :Iv
TagI 2 :Iv

|
Tag I 2 jVaIueI

Ll Lo

3

? Back to Help



http://telepass.prov.bz:21509/groups/SH_EDIT_SETTINGS_PAGE.HTM

