WLC AAA Debug for login issues:
>*apfReceiveTask: Apr 07 09:48:44.102: 60:f8:1d:6f:fb:ae Not sending Accounting
request (2) for station 60:f8:1d:6f:fb:ae. Accounting disabled for the WLAN
*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Applying new AAA
override for station b0:70:2d:d8:f2:5b
*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Override values for
station b0:70:2d:d8:f2:5b
source: 16, valid

bits: 0x0

goslLevel: -1, dscp: Oxffffffff, dot1pTag: Oxffffffff, sessionTimeout: -1

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Override values
(cont..) dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanlfName: ", vlanld:0, aclName: ', ipv6AcIName: , avcProfileName: '

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Inserting new
RADIUS override into chain for station b0:70:2d:d8:f2:5b
*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Override values for
station b0:70:2d:d8:f2:5b
source: 16, valid
bits: 0x0
goslLevel: -1, dscp: Oxffffffff, dot1pTag: Oxffffffff, sessionTimeout: -1

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Override values
(cont..) dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanlfName: ", vlanld:0, aclName: ', ipv6AcIName: , avcProfileName: '

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b AAA Override Url-
Redirect 'https://PA401-CISE1.gmaccm.com:8443/guestportal/gateway?
sessionld=c0a8b1c5000a14f258e798bf&action=cwa’' set

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b AAA Override Url-
Redirect-Acl 'Central_Guest' mapped to ACLID 0

*Dot1x_NW_MsgTask_3: Apr 07 09:48:49.902: b0:70:2d:d8:f2:5b Created Cisco-Audit-
Session-ID for the mobile: c0a823070001d99a58e798¢1

(Cisco Controller) >*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07
Applying new AAA override for station f4:8b:32:2b:9d:07
*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07 Override values for
station f4:8b:32:2b:9d:07
source: 16, valid
bits: 0x0
goslLevel: -1, dscp: Oxffffffff, dot1pTag: Oxffffffff, sessionTimeout: -1

*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07 Override values



(cont..) dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanlfName: ", vlanld:0, aclName: ', ipv6AcIName: , avcProfileName: '

*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07 Inserting new
RADIUS override into chain for station f4:8b:32:2b:9d:07
*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07 Override values for
station f4:8b:32:2b:9d:07
source: 16, valid
bits: 0x0
goslLevel: -1, dscp: Oxffffffff, dot1pTag: Oxffffffff, sessionTimeout: -1

*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.501: f4:8b:32:2b:9d:07 Override values
(cont..) dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanlfName: ", vlanld:0, aclName: ', ipv6AcIName: , avcProfileName: '

*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.502: f4:8b:32:2b:9d:07 AAA Override Url-
Redirect-Acl 'Central_Guest' mapped to ACLID 0

*Dot1x_NW_MsgTask_7: Apr 07 09:48:58.502: f4:8b:32:2b:9d:07 Created Cisco-Audit-
Session-ID for the mobile: c0a823070001d99b58e798ca

*aaaQueueReader: Apr 07 09:49:01.717: Unable to find requested user entry for
bwilliam-adm

*aaaQueueReader: Apr 07 09:49:01.717: ReProcessAuthentication previous proto 8,
next proto 20001

*aaaQueueReader: Apr 07 09:49:01.717: AuthenticationRequest: 0x2b6819b8

*aaaQueueReader: Apr 07 09:49:01.717: CallbacK............ccoeeeeccervrrvnennnnn. 0x115eec78

*aaaQueueReader: Apr 07 09:49:01.717: protocolType......ccveveeeeeiiiiiiiiiiinnes
0x00020001

*aaaQueueReader: Apr 07 09:49:01.717: proxyState.......cccccceveeiiiiniiiiiinnens
00:00:3A:BF:00:00-00:00

*aaaQueueReader: Apr 07 09:49:01.717: Packet contains 5 AVPs (not shown)

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 172.18.3.22 port
1812 index 1 active 1

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is not-ready
192.168.177.196 port 1812 index 2 active 0

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 192.168.176.59 port
1812 index 3 active 1

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00



radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 172.18.2.171 port
1812 index 4 active 1

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 192.168.176.143
port 1812 index 5 active 1

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is maybe-ready
172.18.2.142 port 1812 index 6 active 1

*aaaQueueReader: Apr 07 09:49:01.717: 00:00:3a:bf:00:00 NAI-Realm not enabled on
WiIan, radius servers will be selected as usual

*aaaQueueReader: Apr 07 09:49:01.718: 00:00:3a:bf:00:00 Send Radius Auth Request
with pktld:117 into qid:0 of server at index:1

*aaaQueueReader: Apr 07 09:49:01.718: Request Authenticator 53:b1:4a:69:6b:
15:¢3:f5:97:73:fb:87:6f:6¢:f9:d7

*aaaQueueReader: Apr 07 09:49:01.718: 00:00:3a:bf:00:00 Sending the packet to v4
host 172.18.3.22:1812

*aaaQueueReader: Apr 07 09:49:01.718: 00:00:3a:bf:00:00 Successful transmission of
Authentication Packet (pktld 117) to 172.18.3.22:1812 from server queue 0, proxy state
00:00:3a:bf:00:00-00:00

*aaaQueueReader: Apr 07 09:49:01.718: 00000000: 01 75 00 51 53 b1 4a 69 6b 15 c3
f597 73 fb 87 .u.QS.Jik....s..

*aaaQueueReader: Apr 07 09:49:01.718: 00000010: 6f 6¢ f9 d7 01 Oe 62 77 69 6¢C 6¢C
69 61 6d 2d 61 ol....bwilliam-a

*aaaQueueReader: Apr 07 09:49:01.718: 00000020: 64 6d 02 12 89 28 34 a6 80 6a ca
50 51 8b 32 {6 dm...(4..].PQ.2.

*aaaQueueReader: Apr 07 09:49:01.718: 00000030: 9d 62 a0 88 06 06 00 00 00 07 04
06 cO0 a8 2307 .b............ #.

*aaaQueueReader: Apr 07 09:49:01.718: 00000040: 20 11 50 41 34 30 31 2d 44 4d 5a
2d 43 57 4c 43 ..PA401-DMZ-CWLC

*aaaQueueReader: Apr 07 09:49:01.718: 00000050: 31 1
*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 *** Counted VSA 9
AVP of length 25, code 1 atrlen 19)

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 *** Counted VSA 9
AVP of length 19, code 1 atrlen 13)

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 Counted 6 AVPs
(processed 235 bytes, left 0)

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 AVP: Vendorld: 9,
vendorType: 1, vendorLen: 19, Value:

*radiusTransportThread: Apr 07 09:49:01.801: 00000000: 73 68 65 6¢ 6¢ 3a 70 72 69
76 2d 6¢ 76 6¢ 3d 31 shell:priv-lvi=1

*radiusTransportThread: Apr 07 09:49:01.801: 00000010: 35

5

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 Processed VSA 9, type
1, raw bytes 19, copied 0 bytes

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 AVP: Vendorld: 9,



vendorType: 1, vendorLen: 13, Value:

*radiusTransportThread: Apr 07 09:49:01.801: 00000000: 70 72 69 76 2d 6¢ 76 6¢ 3d
3135 priv-lvi=15

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 Processed VSA 9, type
1, raw bytes 13, copied 0 bytes

*radiusTransportThread: Apr 07 09:49:01.801: 00:00:3a:bf:00:00 Access-Accept
received from RADIUS server 172.18.3.22 (qid:0) with port:1812, pktld:117 for mobile
00:00:3a:bf:00:00 receiveld =0

*radiusTransportThread: Apr 07 09:49:01.801: AuthorizationResponse: 0x163aed30

*radiusTransportThread: Apr 07 09:49:01.801:  structureSize...........cccvveveernnnnnn. 351

*radiusTransportThread: Apr 07 09:49:01.801: resultCode............coeeveeiiinnnrnnnnee. 0

*radiusTransportThread: Apr 07 09:49:01.801: protocolUsed...........cccevveeeeeereennnn.
0x00000001

*radiusTransportThread: Apr 07 09:49:01.801: proxyState...........cccvveeeeiviiiiinennn.
00:00:3A:BF:00:00-00:00

*radiusTransportThread: Apr 07 09:49:01.801: Packet contains 4 AVPs:

*radiusTransportThread: Apr 07 09:49:01.801: AVP[01] User-
Name........ccccovvvemreeeeeeneenn. bwilliam-adm (12 bytes)

*radiusTransportThread: Apr 07 09:49:01.801: AVP[02] Service-
TYPE.coooeeeeeeeeeieeeeei, 0x00000007 (7) (4 bytes)

*radiusTransportThread: Apr 07 09:49:01.802: AVP[03]
State......ccccciiie ReauthSession:ac120316aGG7LwgMZeiClbjXSrRYps04wL
bLg/AmSqydzBs_FFA (65 bytes)

*radiusTransportThread: Apr 07 09:49:01.802: AVP[04]
Class......uuveeeeeeeiiiiiaiiieeieeen, DATA (82 bytes)

*emWeb: Apr 07 09:49:01.802: Authentication succeeded for bwilliam-adm on
172.20.3.10

*aaaQueueReader: Apr 07 09:49:01.806: AccountingMessage Accounting Start:
Ox1ac8caal

*aaaQueueReader: Apr 07 09:49:01.806: Packet contains 4 AVPs:

*aaaQueueReader: Apr 07 09:49:01.806: AVP[01] User-
Name........ccoovvvvvieeeeeeennenn. bwilliam-adm (12 bytes)



*aaaQueueReader: Apr 07 09:49:01.806: AVP[02] Acct-Session-Id...........ccccuuvrnneeee.
58e798cd/78:da:6e:8a:c3:80/44731 (32 bytes)

*aaaQueueReader: Apr 07 09:49:01.806: AVP[03] Acct-Event-Time............ccceeeees
0x58e798cd (1491572941) (4 bytes)

*aaaQueueReader: Apr 07 09:49:01.806: AVP[04] Acct-Status-Type......cccevveeeeeeennnn.
0x00000001 (1) (4 bytes)

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is not-ready
192.168.177.196 port 1813 index 2 active 0

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 192.168.176.59 port
1813 index 3 active 1

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 172.18.2.171 port
1813 index 4 active 1

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 172.18.3.22 port
1813 index 5 active 1

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is ready 192.168.176.143
port 1813 index 6 active 1

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00
radiusServerFallbackPassiveStateUpdate: RADIUS server is maybe-ready
172.18.2.142 port 1813 index 7 active 1

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00 NAI-Realm not enabled on
Wilan, radius servers will be selected as usual

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00 Found the radius server :
192.168.176.59 from the global server list

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00 Send Radius Acct Request
with pktld:245 into gid:0 of server at index:3

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00 Sending the packet to v4
host 192.168.176.59:1813

*aaaQueueReader: Apr 07 09:49:01.806: 00:00:00:00:00:00 Successful transmission of
Accounting-Start (pktld 245) to 192.168.176.59:1813 from server queue 0, proxy state
00:00:00:00:00:00-00:00

*aaaQueueReader: Apr 07 09:49:01.806: 00000000: 04 f5 00 50 6d 96 e2 c9 73 32 f8
b1 c7 98 aaaf ..Pm..s2......

*aaaQueueReader: Apr 07 09:49:01.806: 00000010: 49 fc 3d 62 01 Oe 62 77 69 6¢ 6¢C
69 61 6d 2d 61 |.=b..bwilliam-a

*aaaQueueReader: Apr 07 09:49:01.806: 00000020: 64 6d 2c 22 35 38 65 37 39 38 63
64 2f 37 38 3a dm,"58e798cd/78:

*aaaQueueReader: Apr 07 09:49:01.806: 00000030: 64 61 3a 36 65 3a 38 61 3a 63 33



3a 38 30 2f 34 da:6e:8a:c3:80/4

*aaaQueueReader: Apr 07 09:49:01.806: 00000040: 34 37 33 31 37 06 58 e7 98 cd 28
06 00 00 00 01 47317.X...(.....

*radiusTransportThread: Apr 07 09:49:01.818: 00:00:00:00:00:00 Counted 0 AVPs
(processed 20 bytes, left 0)

*radiusTransportThread: Apr 07 09:49:01.818: 00:00:00:00:00:00 Accounting-Response
received from RADIUS server 192.168.176.59 (qid:0) with port:1813, pktld:245 for
mobile 00:00:00:00:00:00 receiveld =0



