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The Appliance Upgrade Status page shaws information about
upgrades and patches to ACS Appliance. The ACS Appliance
upgrade process can be used both for upgrading the version of l
software installed on the appliance and far applying patches to the
existing version of software installed on the appliance. The uparade
and patch process is s follows:
1. Acquire the upgrade package, either by ordering the GD from your Gisco
sales representative or downloading it from Gisco.com,
Note: I pou are upgrading the version of the software installed on the spplisnce,
Pplasss zes the Ralsase fioras for the varsion pou sre apgrading o, Some upgrade
paclagar rquire spacied upgrade inseuctions, documentad in the Ralsass Mates
2. Runthe distribution HTTP server included with the upgrade package, For
details, see the Instalistion and Setup Guids for Cisco Securs ACS Appliance.
3. Dewnlead the upgrade to the applisnce. For mora information, s Download.
4. Apply the upgrade to the appliance. For more information, see Apply Uparade,
Ap tion Yersions
The Applications Usrsions table lists the names of spplications and
patches installed on the appliance,
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Type the IP address of the machine, from where we have launched the upgrade.
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*ou can download an upgrade packags to this applisnce using these
pages. After each step, the page refreshes, presenting new
instructions for cntinuing with the downlaad,

Transfer Setup

On the Transfer Setup pags, you specify the IF address of the HTTP
distribution server. The HTTR distribution serer is the camputsr an
which you are running the sutarun.bat fils fram the uparads packsge
If you received the upgrade package on GO and the compurer's CD-
drive supports the Windows autarun feature, the HTTP distribution
server may have started autmatically,

In the Install Servar bow, type the 1P addrass of the computer
running the HTTP distributian servar, and then click Connect,

Back to Top

Software Install

The Software Install table presents information about the upgrade
package available fram the HTTP distribution server,

* Version Number—The version of the upgrade package available an the HTTR
distribution serusr.

Name—The name of the upgrade package available on the HTTP distribution
server,
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Y¥ou can download 2n upgrade package to this sppliance using these
pages. After e3ch step, the page refreshes, prazenting new
instructions for continuing with the dewnlesd.

Transfer Setup

On the Transfer Setup page, you specify the IP address of the HTTR
distribution server, The HTTP distribution server is the computer on
which you are running the autorun.batfils from the upgrade package.
I you received the uparade package on CO and the computer's CD)
drive supports the Winduws autorun festure, the HTTP distribution
server may have started automatically,

In the Install Server box, type the IP address of the computer
running the HTTE distribution sarver, and then click Connect.

Back toTop

Software Install

The Softwars Install tabls presants information about the upgrade
package available from the HTTP distributian server,

® ¥ersion Number—The version of the upgrade package available on the HTT
distribution server,
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The Appliance Upgrads Status page shous infarmation sbaut
uparades and patches to ACS Applisnce. The ACS Appliance
uparade process can be used both for upgrading the version of
software installed on the appliance and for applying patches t the
enisting wersion of software installed on the appliance. The upgrade
and patch process is as follows:
1. Acquire the uparade package, either by ardering the CD fram your Cisca
sales rep or downlaading it
Nate: If you are upgrading the versien of the softwars iastalied on the applisn.
please see the Relesse Notes For the version you are upgrading to, Some upgrac
packsges require special wograde instructions, documented in the Release Motz
2. Run the distribution HTTP server included with the upgrade package. For
details, see the Instatlation and Setup Guide for Ciseo Secure ACS Appliance,
3. Download the upgrade to the appliance. For more infermatien, se= Dovmloa
4. Apply the upgrade to the appliance, Far more infarmation, sez Apply Upara:
The Applications Wersions table lists the names of applicstions and
patches installad on the appliance
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The Appliance Upgrade Status page shous information abaut
upgrades and patches to ACE Apgliance. Tha ACS Appliance
upgrade process can be used both for upgrading the wersion of
softwsre installed on the applisnce and for applying patches to the
sxisting uersion of softwsre installzd on the appliance. The upgrads
and pateh process is as fallows:
1. Acquire the upgrade package, either by ordering the CD frem your Cisco
or downleading it fram
Note: I you are upgrading the version of the sofeware instalied on the applisn:
please see the Release Notes for the version you are upgrading to. Some upgra
packages requira special uagrade Instroctions, documented in the Release Mot
2. Run the distributien HTTP server included with the upgrads package. For
detsils, see the Instailstion 3nd Setup Guide for Cisen Sacure ACS Appliance.
3. Download the upgrade to the appliance, For more infarmation, see Dowmloa
4. Apply the upgrade te the appliance. For more information, s=¢ Apply Upgra:
Application Yersions
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Apply Upgrade Message

Please confim that you want to apply the upgrade
package to this appliance.

Upgrﬁde Cancel

@ Back toHelp
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& Apply Upgrade Message

¥ou can apply an upgrade package to this appliance using these
pages. After each step, the page refreshes, presenting new
instructions for continuing with the upgrade,

Apply Upgrade Massage

You will receive ane or more confirmation messages. The first
message is always a simple confirmatian message to allaw you to
procesd with or stop the application of the upgrade package. The
2dditional confirmation messages you receive depend upan the type
of uparade or patch that you are applying.

Fallow the prampes and click the applicable button to continue the
upgrade or cancel it, as needed,

Nate: You may raceive & werning message that an upgrads package is
nat verifisd. Berore spplying +n upgrade or patch, ACS sttempes to verivy
that the upgrade r potch is certified by Cizco. Some vakid upgrede
packages ey not pass this veriication, such &5 patches distributed for
an urgent fix. Do mut apply any upgrade packege if pou have unresolved
concerns shout the rahidity of the upgrede paclage.
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ACS SE will reboot twice, apply an extended ping to ACS SE, you will be able to see

2

‘ Apply Upgrade Message

InstallingAppliance Management Software Yersion:
Successfully upgraded Appliance Management
SoftwareVersion: 4,1,3.12 Completed upgrade and system
will be reboated.
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when it is doing that.

After ACS SE comes backup, Stop the distribution server that is running, close any DOS

Apply Uparade Message

Wou can apply an upgrade package o this appliance using these
pages. After each step, the page refreshes, presenting new
instructions for continuing with the upgrade,

Apply Upgrade Message

Wou will receive ane or mare confirmation messages. The first
message is always a simple confirmation message o allow you te
proceed with or stop the application of the upgrade package, The
additional confirmation messages you receive depend upan the type
of upgrade or patch that you are applying.

Fallow the prampts and click the spplicsble buttan to cantinus the
upgrads or cancal it, 3z needed.

Note: You may receive 2 warning message that 2 upgrade prckage is
ot verifiad. Safore appiing am upgrads o patch, ACS attempts to verify
that the upgrade ur patch /s cartified by Ciscn. Soms valid upgrade
peckeges may not pess this verification, such 35 patches distributed far
& urgent fiz. D not apoly any upgrads package Jf you heve varesolved
concarns shout the validity of the upgrads package
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window that is opened which has Tomcat server running.
Once ACS SE is back up go to,

System Configuration > Appliance Upgrade Status > and it should read like this,
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The Applisnce Upgrade Status page shous information sbout
uparades and patches to ACS Applisnce. The 4GS Applisnce
uparade process can be used bath far upgrading the version of
software installed an the appliance and for applying patches to the
enisting version of softwars installed on the appliance. The upgrade
and patch process is 2= fallows:

Acquire the uparade package, either by ardering the €D fram your Cisco
or downiaading it fr

Woter If you are upgrading the version of the softwars instalied on the applien
phase sae the Rekass fotes for the varsion you are upgrading to. Same uparac
Ppackiges rquire spacisl opgrads instractions, decumented in the Relss e fiocs

Run the distribution HTTP server included with the upgrade package. Far
details, ses the Znstaflstinn and Setup Guide for Ciscn Secere ACS Apphiance.

Dounload the upgrads to the appliance. For mare infarmation, ses Downlaa

Apply the upgrade ta the appliance, For more information, see Apply Upgrar
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ACS Appliance Update

Cisco Secure ACSv4.1

A dministration login required Lo access the system

Enter a username and passwaord then click the "Login® button

Username acsteam

Password o]

2] Applet login_applet started [ B unknown Zone (Mixed)

aE

..... L L A L

(2
“Addvess [&1 httpi41192. 168.26.26:2008fndexz htm x| P HLir\ks

_ Log Off Select "Log Off" to end the administration session.
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The Appliance Upgrade Status page shous information abaut
upgrades and patches to ACS Appliance, The ACS Appliance
upgrade process can be used both far upgrading the usrsion of
zoftwars installed an the applisnce and for applying patches tathe
enisting wersion of software installed on the appliance. The upgrade
and patch process is as follows:
1. Acquire the uparade package, either by ordering the CD from your Cizco
zales rap or downlaading i
Note: If you are upgrading the version of the software fastalied on the apalisn.
Pplease see the Refazse Notes For the version you are upgrading to. Seme upgra
packages require special wograde instructions, documented in the Release Motz
2. Run the distribution HTTP server included with the upgrade package. For
details, see the Instatlation and Setup Guide for Ciseo Secure ACS Appliance,
3. Download the upgrade to the appliance. For more infermatien, se= Dovmloa
4. Apply the upgrade to the appliance, Far more infarmation, sez Apply Upara:

Application Yersions

The Applications Wersions table lists the namas of applications and
patches installed on the appliance.

& Cisco ecure ACS—The versien of the ACS software installed on the
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CSa build 4.0.1.543.2 (Patch: 4_0_1_543) upgrades and patches to ACS Appliance, The ACS Appliance

uparade process can be uzad bath far upgrading the uersion of
software installed an the appliance and for applying patches to the
ewisting version of software installed on the appliance. The upgrade

f

1| System
= Configuration

Distribution Download in Progress. Press 'Refresh’ button to update the

Interface and patch process is as follows:
Configuration download status.
|Admmk(mm" 1. Acquire the upgrade vac}ki\ze( Elfher by ordering the D frem your Cizco
Lo sales repi or it
— Download Cancel Refrgsh
371 Excternal User MNoze: I pou are upqrading the version of the softwere instalied on the apolien.
D3 | patabases @ Baok to ety please see the Aiease Motes for the version you are upgreding £, Some uparac

g packages require special upgrade instructions, dacumented in the Aelease Motz

Walidatian

Netrork Acces]
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I

Run the distribution HTTP server included with the upgrade package. For
detsils, see the Instailstion 3nd Setup Guide for Cisen Sacure ACS Appliance.

3. Download the upgrade to the appliance. For more infarmation, see Downloa
@ | Reportsand
Aotivity 4. Apply the upgrade o the appliance. For more information, s== Apply Upara:

tian Yersions

I

nline
Documentation Ap

The Applications Wersions table lists the names of applications and
patches installed on the appliance.
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The Appliance Upgrade Status page shows information abaut
upgradas and patches te ACS Appliance, The ACS Appliance
upgrade process can be used both for upgrading the version of
software installed on the appliznce 2nd far applying patches ta the
existing version of software installed on the appliance. The upgrade
and patch process is s follous:

1.

Acquire the upgrade package, either by ordering the GO fram your Ci:
ive or i m,

itfram Ci

Note: If you are upgreding the version of the seftware instalied o the o
please ses the Rulase Mates for the version pou ere wpgrading b, Some &
packages require spaciad upgrads insenictions, dacomentad in the Relesst

2. Run the distribution HTTP server included with the upgrade package.
details, see the Installation and Setup Guide for Gisco Secure ACS Apptia

3. Download the uparade to the appliance, For more information, se= Doy
4. Apply the upgrade to the appliance, For mare infarmation, sze Apply |

Application Yersions

The Applications Versions table lists the names of applications and
patches installed on the applisnce.
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Apply Upgrade Message

Please confirm that you want to apply the upgrade
package to this appliance.

UpgrEde Cancel

D Backtekelp
g

You can spply an uparads package to this applisnce using these
pages. After each step, the page refreshes, presenting new
instructions for continuing with the upgrads

Apply Upgrade Message

You will receive ane or more confirmation messages. The first
message is always 2 simple confirmatian message to allow you to
proceed with or stap the application of the uparads packsae, The
dditional confirmation messages you racsive depand upan the type
ofupgrade or patch that you are applying.

Follow the prompts and click the applicable buttan to continue the
uparade or cancel it, as needed,

Nate: You may receive s werning massage tht an upgrads pactags is
o verified. Before applying +n upgrade or patch, ACS sttempts to verify
ehat the upgrade r potch is certified by Cizco. Some vakid upgrade
packages may not pass this verification, such 2s patches distributed for
an urgant fix. Do mat apply any upgrade peckege if pou have unresalved
concerns sbout the rahdity of the upgrede paclage.

Back ta Top

It takes awhile to apply the ACS Software upgrade. Once done.
Login to the ACS SE, and you should see as shown below,
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