WLC TACACS+ AUTHENTICATION ON 5.1

First option:

If on Network Resources, under Device Type you only have WLC, then follow the next
steps:

-Create a Shell Profile called PermitWLC under Policy Elements > Authorization and
Permissions > Device Administration > Shell Profiles.

-Under Custom Attributes add the Roles manually with attribute "Rolel", requirement
"Mandatory" and the value "ALL".

-Finally under Access Policies, edit the Authorization section of the Access Policy that
they should be hitting, and Add a rule that matches Protocol TACACS and NDG:Device
Type <WLC>, on that rule under Results set the Shell Profile to be PermitWLC.
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Second option:
If the device isn't setup with a Device Type then you can use the next steps:

-Create a Shell Profile called PermitWLC under Policy Elements > Authorization and
Permissions > Device Administration > Shell Profiles

-Under Custom Attributes add the Roles manually with attribute "Rolel", requirement
"Mandatory" and the value "ALL".

-Under Policy Elements > Session Conditions > Custom, create a new condition called
customtacacs, select dictionary TACACS+ and attribute Service-Argument.

-Under Access Policies, edit the Authorization section of the Access Policy they should
be hitting, and Add a rule (don't edit existing rule, and put this one at the top) that
matches Protocol TACACS and customtacacs contains ciscowlc, on that rule under
Results set the Shell Profile to be Permit WLC



/ sco Secure ACS - Windows Internet Explorer [_ (O] x|
&~ g i & " N -
@: - |g, https:ff192. 168, 250,54 acsadminy j Certificate Error || A Imercado libre costa rica L

File Edit Yiew Favorites Tools Help

f.? e 52| 7 | €5 Mercadolibre Costa ... | ) CiscoSecure ACS | @Clsco Secure ACS X | @C\sm Secure ACS Lo... @ * B - ,'_-}Eage - ‘_; Taals -

: 'l el l' 4 C| s 2 C acsadmin ACS-5-D (Primary}
CISCO ©

b L My Workspace Metwork Resources = Metwark Devices and ALL Clients

¥ Network Devices Showing {-1 of £ |5U | perpage GUl
* hetwork Device Groups
Location Fiter: | =] waten i =l s~

Cevice Type

[T HName ~ |PimMask NDGLocation NDG:Device Type Description

Default Metwaork Device T wilC-Device 1.1.1.1032 Al Locations All Device Types
External RADIUS Servers

» ﬂ Users and ldentity Stores

» G5 Policy Elements

» [ Access Policies

> J Monitaring and Reparts

» 2, Systern Administration

Create Cuplicate |ﬂ| Celete | [ File Operations | Expurtl JJ Pagel 1 0f1 JJ‘
»

e T entene R -

@: - |g https: {192, 168,250,54/acsadmin) j @,‘ Certificate Error || ¥4 A Imercado libre costa rica B

File Edit Yiew Favorites Tools Help

W e 52| = | €3 MercadoLibre Cos...l ) CiscoSecure ACS | & cisco Secure ... X | 1€ Cisco Secure ACS.. 0~ Bl - o= v [=bPage - (CF Tooks -

lllllllll C| . o acsadmin ACS-5-D (Primary)
cisco

r {:)l\ Wy Workspace Policy Elemerts = Authorization and Permizsions = Device Administration = Shell Profiles = Edit: WLC"
» (50 Metwork Resources

General | Common Tasks | Custorn Attributes

> ﬂ Users and ldentity Stores
- %
» Session Conditions Description: |
* Autharization and Permissions % = Required fields
* Metwork Access
¥ Device Administration

& Mame: |Permit‘v’\fLC

Command Sets
¥ Mamed Permission Objects

» [y Access Policies

3 J Manitoring and Reports

» 2, Systern Administration

Submit | Cancel |

. T T Tl B g -,




sco Secure ACS - Windows Internet Explorer

@?;' - |g, htkps: {192,165, 250,54  acsadming j @ Certificate Eror || ¥4 | X Imercadn linte: costa rica L=

File Edit Wiew Favorites Tools Help

ﬁ e 55| = | € Mercadolibre Costa ... | I CiscoSecure ACS

| _récisco Secure ACS X | @ Cisco Secure ACS Lo... @ "B - @ T .ﬂ’Eage T Q} Tools ~

alhaln Cisc acsadmin
cisco LD

» 40 My Workspace Palicy Elements = Authorization and Penmissions = Device Administration = Shell Profiles = Ecit: "WWLC"

» 15 Metwork Resources

General | Commaon Tasks || Custom Attributes

3 ﬂ Users and |dentity Stores g
Comman Tasks Atributes

Attribute Requirement

¥ Session Conditions
~ Authorization and Permissions
P MNetwork Access
¥ Device Administration
-
Command Sets
* MNamed Permission Objects

» [ Access Policies Manually Enterad

» il Monitoring and Reports Aftribute Requirement
Ralet Mandatary

» ¥ Systemn Administration

addn |1 Editv || Repiacen| | Delete |
Aftribiite I

Submit | Cancel |

T T Tl e [ -,




sco Secure ACS - Windows Internet Explorer

G@ - IE https:ff192. 168, 250,54 acsadminy

File Edit Yiew Favorites Tools Help

w e 88 & Mercadolibre Costa ...

e Cisco Secure AC acsadmin  ACS-5-D (Primary)
Cisco ¢ )

b L My Workspace | : : ns = Custom = Creste

3 MNetwark Resources
A General

» a Users and ldentity Stores " IW

Policy Elements

Descrigtian: |
Condition
Dictionary: | TAGACS+ =l

Attribute: |Ser\rice-Argumem Select |

# = Required fields

» [ Access Policies

> 3 Maonitoring and Reports

» ¥, Systern Adminisiration

e T entene R -




sco Secure ACS - Windows Internet Explorer |_ (O] x|
A0 . i 4 #. i i -
@.\‘-\‘ - I@, https:ff192. 168, 250,54 acsadminy j @ Certificate Error || A Imercado libre costa rica L

File Edit Yiew Favorites Tools Help

ﬁ b 55| v | € Mercadolibre Costa ... | ) CiscoSecure ACS @ B v oom - l'_.-_‘,‘“Eage < {)}- Tools ~

| @ dscoserure ACS X | @ Cisco Secure ACS Lo...
=

acsadmin ACS-5-D (Primary}

[of -]

b L My Workspace Access Policies » Access Services = Default Device Admin = Authorizetion

» I MNetwork Resources ot

d Policy| Exception Policy

» @ Users and idently Stores Device Administration Authorization Policy

Filter: | Status | matehit: [Equals =] | =] [ clearFiter_| [Ga| =

: Conditions Results
~ Access Services [T Status  MName Hit Gount

= Serwvice Selection Rules Protocal customtacacs Shell Profile

> (O Default Device Admin ] o Eule-3  match Tacacs equals ciscowlc PermitLC
|dentity

» S5 Policy Elements

* O Default Network Access
> J Monitaring and Reparts

» 2, Systern Administration

= [ Default Ifno rules defined or no enabled rule matches.  PermitAccess 0

create...| - | Dupiicate.. | ~ | Eait| [ Deiete | |4 ] wovew. || custamize | Hit Count

Save Changes | Discard Changes |

e T entene R -




