Command Authorization on PIX/ASA 7.x
[1] Configuration on PIX/ASA 7.x :
I—Local user account for fallback purpose

username <username> password <password> privilege 1
username enable_15 password <enable-passwordfegevis

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ host <ACS-ip-addr> <Shared-Key>

aaa authentication telnet console TACACS+ LOCAL
aaa authentication ssh console TACACS+ LOCAL
aaa authentication serial console TACACS+ LOCAL
aaa authentication http console TACACS+ LOCAL

aaa authentication enable console TACACS+ LOCAL
aaa authorization command TACACS+ LOCAL

aaa accounting telnet console TACACS+
aaa accounting ssh console TACACS+
aaa accounting serial console TACACS+
aaa accounting enable console TACACS+
aaa accounting command TACACS+



[2] Configuration on ACS:

[a] Create Shell Command authorization Set :
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[c] One for Limited Access:
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[d] Create two users and two groups on ACS fromr 3stup:

--A group for Full Access:
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--A group for Limited Access:

Cisco Svsrems

User
Setup
| Group
Setup

4 | Shared Profile
Companents

Metwrork
Configuration

System
Configuration

nterface
Configuration
Administration
Control

i | External User
13 | patabazes

Fosture
Validation

i Hetwark Acce s
rafiles
Feports and
Activity

5 CiscoSecure ACS -

Group Setup

T Y TACACS+

-

| 1 0n submit reset all usage counters for all users of this group | 1

Enable Options

Mo Enable Privilege
& Max Privilege for any Aas Client

Level 15 =

¢ Define max Privilege on a per network device group basis z

Device Group Privilege

Remove Associate |

Device Group

Privilege Il_e\r9| 0 -
Add Aszociation |

icrosoft Internet Explorer

File Edit ‘wiew Favorites Tools  Help

@Back Ll > B {ﬂ {g _:‘||/..-.' Search

' Favarites -&-

Address [ hitp: /192, 168,26, 10:2004{index2.htm

Cisco SvsTems

i
k.

Group
Setup
% Shared Profile
g Components
| Metwork
i | Configuration
S| Sustem
=T | Configuration

Interface
Configuration

Adminiztration
Control

External Uszer
Databazes

Pasture
Walidation

MNetwork feces i
Profiles

Reports and

Activity

| Online
Cocumentation

Group Setup

<

Shell (exec)
Asccess control list
Auto command
Callback line
Callback rotary
Idle time

Mo callback verify

Mo escape

Mo hangup

R OOO0OO0ona

Privilege level

-

Timeout

—
—

[ Enabled
[ Enabled
[ Enabled

e
——

Shell Command Authorization Set
' Mone

ILimited YI

Group Basis

Device Group  Command Set

& Assign a Shell Command suthorization Set for any network device

~ Assign a Shell Command Autharization Set on a per Network Device

| Submit

Submit + Restart

Cancel




--A User for account:

By default a user doesn’'t have Enable Privileged,as user setting over takes group
setting, so either we can specify the enable gaélper user, of check “Use Group Level
Setting”. Also, by default for a user, “Use sepanaassword” is checked, and the field is
empty. To log in to enable mode, we can choosenmasisof our choice, as in example,
the user account is a local user so we have sdlsatee password for enable password.
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Please go through following link, before applyirapenand authorization :

http://www.cisco.com/univercd/cc/td/doc/product/tsdc/asa sw/v 7 2/conf gd/sysad
min/mgaccess.htm#wp1042042

Please be aware that ASA will not log for show caannh:

http://www.cisco.com/univercd/cc/td/doc/product/tisgc/asa sw/v 7 2/conf gd/sysad
min/mgaccess.htm#wp1059882
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