
Overview

Event 5400 Authentication failed

Username 8C:7C:92:41:8A:6C

Endpoint Id 8C:7C:92:41:8A:6C 

Endpoint Profile Apple-iPad

Authentication Policy Revmed >> MAB >> Default

Authorization Policy Revmed >> Default

Authorization Result DenyAccess

Authentication Details

Source Timestamp 2019-10-09 12:57:06.529

Received Timestamp 2019-10-09 12:57:06.529

Policy Server UHLISELOG01

Event 5400 Authentication failed

Failure Reason 15039 Rejected per authorization profile

Resolution
Authorization Profile with ACCESS_REJECT attribute was selected as a result of
the matching authorization rule. Check the appropriate Authorization policy rule-
results.

Root cause Selected Authorization Profile contains ACCESS_REJECT attribute

Username 8C:7C:92:41:8A:6C

User Type Host

Endpoint Id 8C:7C:92:41:8A:6C

Calling Station Id 8c-7c-92-41-8a-6c

Endpoint Profile Apple-iPad

Authentication Identity Store Internal Endpoints

Identity Group Profiled

Audit Session Id 0a935f780000005c5d9dd91a

Authentication Method mab

Authentication Protocol Lookup

Service Type Call Check

Network Device 5508-LAB-WLC

Device Type All Device Types#WLAN

Location All Locations#LGH

NAS IPv4 Address 10.147.95.120

NAS Port Type Wireless - IEEE 802.11

Authorization Profile DenyAccess

Response Time 6 milliseconds

 

Steps

 11001 Received RADIUS Access-Request

 11017 RADIUS created a new session

 11027 Detected Host Lookup UseCase (Service-Type

 15049 Evaluating Policy Group

 15008 Evaluating Service Selection Policy

 15048 Queried PIP - Radius.Called-Station-ID

 15048 Queried PIP - DEVICE.Device Type

 15048 Queried PIP - Normalised Radius.RadiusFlowT

 15004 Matched rule - MAB

 15041 Evaluating Identity Policy

 15006 Matched Default Rule

 15013 Selected Identity Source - Internal Endpoints

 24209 Looking up Endpoint in Internal Endpoints IDSt

 24211 Found Endpoint in Internal Endpoints IDStore

 22037 Authentication Passed

 15036 Evaluating Authorization Policy

 15048 Queried PIP - Radius.Calling-Station-ID

 15004 Matched rule - Default

 15016 Selected Authorization Profile - DenyAccess

 15039 Rejected per authorization profile

 11003 Returned RADIUS Access-Reject



Other Attributes

ConfigVersionId 78

Device Port 32774

DestinationPort 1812

RadiusPacketType AccessRequest

Protocol Radius

NAS-Port 13

Framed-MTU 1300

Acct-Session-Id 5d9dd91a/8c:7c:92:41:8a:6c/475

Tunnel-Type (tag=0) VLAN

Tunnel-Medium-Type (tag=0) 802

Tunnel-Private-Group-ID (tag=0) 630

Airespace-Wlan-Id 2

OriginalUserName 8c7c92418a6c

NetworkDeviceProfileName Cisco

NetworkDeviceProfileId b0699505-3150-4215-a80e-6753d45bf56c

IsThirdPartyDeviceFlow false

RadiusFlowType WirelessMAB

SSID 10-05-ca-53-15-30:test

AcsSessionID UHLISELOG01/359910213/68

UseCase Host Lookup

SelectedAuthenticationIdentityStores Internal Endpoints

IdentityPolicyMatchedRule Defaulta1f15e65-8c55-49ac-b34b-04d595a4be03

AuthorizationPolicyMatchedRule Default

CPMSessionID 0a935f780000005c5d9dd91a

EndPointMACAddress 8C-7C-92-41-8A-6C

ISEPolicySetName Revmed

AllowedProtocolMatchedRule MAB

IdentitySelectionMatchedRule Default

DTLSSupport Unknown

HostIdentityGroup Endpoint Identity Groups:Profiled

Model Name WLC5508

Network Device Profile Cisco

Location Location#All Locations#LGH

Device Type Device Type#All Device Types#WLAN

IPSEC IPSEC#Is IPSEC Device#No

RADIUS Username 8C:7C:92:41:8A:6C

NAS-Identifier TESTWLC

Device IP Address 10.147.95.120

Called-Station-ID 10-05-ca-53-15-30:test

CiscoAVPair audit-session-id=0a935f780000005c5d9dd91a, 
mDNS=true



Result

RadiusPacketType AccessReject

AuthenticationResult Passed

UserName 8C:7C:92:41:8A:6C

Session Events

2019-10-09 12:57:06.529 Authentication failed

2019-10-09 12:57:06.5 Authentication failed

2019-10-09 12:56:58.586 Authentication failed

2019-10-09 12:56:58.561 Authentication failed


