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Overview

Event 5400 Authentication failed

Username stevenwilliams

Endpoint Id C0:B6:F9:26:1B:F5 

Endpoint Profile

Authentication Policy TNVPN_TEST_MFA_copy >> Default >> Default

Authorization Result

 

Authentication Details

Source Timestamp 2019­02­15 08:50:22.648

Received Timestamp 2019­02­15 08:50:22.648

Policy Server BNAPINFISE001

Event 5400 Authentication failed

Failure Reason 24408 User authentication against Active Directory failed since user has entered
the wrong password

Resolution Check the user password credentials. If the RADIUS request is using PAP for
authentication, also check the Shared Secret configured for the Network Device

Root cause User authentication against Active Directory failed since user has entered the
wrong password

Username stevenwilliams

Endpoint Id C0:B6:F9:26:1B:F5

Calling Station Id 174.196.145.178

Authentication Identity Store EFTDOMAIN

Audit Session Id 0a3500fb048840005c66d1aa

Authentication Method PAP_ASCII

Authentication Protocol PAP_ASCII

Network Device BNA­VPN­TEST­01

Device Type All Device Types#Cisco Firewall#SSLVPN_TEST

Location All Locations#TN#556 Metroplex

NAS IPv4 Address 10.20.63.74

NAS Port Type Virtual

Response Time 18 milliseconds

 

 

Steps

  11001 Received RADIUS Access­Request

  11017 RADIUS created a new session

  15049 Evaluating Policy Group

  15008 Evaluating Service Selection Policy

  15048 Queried PIP ­ DEVICE.Device Type

  15048 Queried PIP ­ Radius.User­Name

  15006 Matched Default Rule

  15041 Evaluating Identity Policy

  15006 Matched Default Rule

  22072 Selected identity source sequence ­ SSLVPN_Sequen

  15013 Selected Identity Source ­ All_AD_Join_Points

  24430 Authenticating user against Active Directory ­ All_AD_

  24325 Resolving identity ­ stevenwilliams

  24313 Search for matching accounts at join point ­ corp.cpica

  24318 No matching account found in forest ­ corp.cpicardgro

  24367 Skipping unusable domain ­ codmz.cpicardgroup.com

  24313 Search for matching accounts at join point ­ eftdomain

  24319 Single matching account found in forest ­ eftdomain.ne

  24367 Skipping unusable domain ­ dev.eftdomain.net,Domain

  24367 Skipping unusable domain ­ EFTIntranet.net,Domain t

  24367 Skipping unusable domain ­ mid­perso.net,Domain tru

  24367 Skipping unusable domain ­ bna­perso.net,Domain tru

  24367 Skipping unusable domain ­ test.eftdomain.net,Domain

  24367 Skipping unusable domain ­ cao.test.eftdomain.net,Do

  24367 Skipping unusable domain ­ pcssecure.local,Domain t

  24323 Identity resolution detected single matching account

  24344 RPC Logon request failed ­
STATUS_WRONG_PASSWORD,ERROR_INVALID_P

  24408 User authentication against Active Directory failed sinc
All_AD_Join_Points

  22057 The advanced option that is configured for a failed aut

  22061 The 'Reject' advanced option is configured in case of a

  11003 Returned RADIUS Access­Reject
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Other Attributes

ConfigVersionId 87

Device Port 49954

DestinationPort 1645

RadiusPacketType AccessRequest

Protocol Radius

NAS­Port 76038144

Tunnel­Client­Endpoint (tag=0) 174.196.145.178

CVPN3000/ASA/PIX7x­Tunnel­
Group­Name DefaultWEBVPNGroup

OriginalUserName stevenwilliams

NetworkDeviceProfileName Cisco

NetworkDeviceProfileId 8ade1f15­aef1­4a9a­8158­d02e835179db

IsThirdPartyDeviceFlow false

SSID 74.255.130.6

CVPN3000/ASA/PIX7x­Client­Type 2

AcsSessionID BNAPINFISE001/339449254/306941

SelectedAuthenticationIdentityStores All_AD_Join_Points

IdentityPolicyMatchedRule Defaulte466c398­2ede­4d76­9da8­e75f2907f5e9

CPMSessionID 0a3500fb048840005c66d1aa

ISEPolicySetName TNVPN_TEST_MFA_copy

AllowedProtocolMatchedRule Default

IdentitySelectionMatchedRule Default

AD­Error­Details Domain trust is one­way

AD­User­Candidate­Identities stevenwilliams@eftdomain.net

IsMachineIdentity false

DTLSSupport Unknown

Network Device Profile Cisco

Location Location#All Locations#TN#556 Metroplex

Device Type Device Type#All Device Types#Cisco Firewall#SSLVPN_TEST

RADIUS Username stevenwilliams

Device IP Address 10.20.63.74

Called­Station­ID 74.255.130.6

CiscoAVPair

mdm­tlv=device­platform=win, 
mdm­tlv=device­mac=c0­b6­f9­26­1b­f5, 
mdm­tlv=device­platform­version=10.0.17134 , 
mdm­tlv=device­public­mac=c0­b6­f9­26­1b­f5, 
mdm­tlv=device­type=Dell Inc. Precision 5520, 
mdm­tlv=ac­user­agent=AnyConnect Windows 4.6.03049, 
mdm­tlv=device­
uid=30547D7FE64C5D2E2BA647AEDC280809E42511D45D27109AB1B6D54
AA19823B1, 
audit­session­id=0a3500fb048840005c66d1aa, 
ip:source­ip=174.196.145.178, 
coa­push=true

 

Result

RadiusPacketType AccessReject

AuthenticationResult Failed
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Session Events

2019­02­15 08:50:22.65 DACL Download Succeeded

2019­02­15 08:50:22.648 Authentication failed

2019­02­15 08:50:18.324 Authentication succeeded


