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Overview

Event 5400 Authentication failed 

Username ABarrow@api.local 

Endpoint Id 58:94:6B:64:BA:28 

Endpoint Profile 

Authorization Profile DenyAccess 

AuthorizationPolicyMatchedRule Default 

ISEPolicySetName Default 

IdentitySelectionMatchedRule Default 

Authentication Details

Source Timestamp 2015-09-03 08:50:03.753 

Received Timestamp 2015-09-03 08:50:03.754 

Policy Server NS1SRISE 

Event 5400 Authentication failed 

Failure Reason 15039 Rejected per authorization profile 

Resolution 
Authorization Profile with ACCESS_REJECT attribute was selected as a result of 
the matching authorization rule. Check the appropriate Authorization policy rule-
results. 

Root cause Selected Authorization Profile contains ACCESS_REJECT attribute 

Username ABarrow@api.local 

User Type 

Endpoint Id 58:94:6B:64:BA:28 

Endpoint Profile 

IP Address 

Identity Store 

Identity Group 

Audit Session Id 0adc01280000af8d55e77d1e 

Authentication Method dot1x 

Authentication Protocol EAP-TLS 

Service Type Framed 

Network Device VM2WLC40 

Device Type WLC 

Location 

NAS IP Address 10.220.1.40 

NAS Port Id 

NAS Port Type Wireless - IEEE 802.11 

Authorization Profile DenyAccess 

Posture Status 

Security Group 

Response Time 19 

Other Attributes

ConfigVersionId 17 

Device Port 32770 

DestinationPort 1812 

RadiusPacketType AccessRequest 

Protocol Radius 

NAS-Port 13 

Framed-MTU 1300 

State 
37CPMSessionID=0adc01280000af8d55e77d1e;36SessionID=NS1SRISE/22945
1828/1837768; 

Tunnel-Type (tag=0) VLAN 

Tunnel-Medium-Type (tag=0) 802 

Tunnel-Private-Group-ID (tag=0) 201 
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Steps

11001 Received RADIUS Access-Request 

11017 RADIUS created a new session 

15049 Evaluating Policy Group 

15008 Evaluating Service Selection Policy 

15048 Queried PIP 

15048 Queried PIP 

15048 Queried PIP 

15048 Queried PIP 

15004 Matched rule 

11507 Extracted EAP-Response/Identity 

12500 Prepared EAP-Request proposing EAP-TLS with challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12502 
Extracted EAP-Response containing EAP-TLS challenge-response and 
accepting EAP-TLS as negotiated 

12800 Extracted first TLS record; TLS handshake started 

12805 Extracted TLS ClientHello message 

12806 Prepared TLS ServerHello message 

12807 Prepared TLS Certificate message 

12809 Prepared TLS CertificateRequest message 

12505 Prepared EAP-Request with another EAP-TLS challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12504 Extracted EAP-Response containing EAP-TLS challenge-response 

12505 Prepared EAP-Request with another EAP-TLS challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12504 Extracted EAP-Response containing EAP-TLS challenge-response 

12505 Prepared EAP-Request with another EAP-TLS challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12504 Extracted EAP-Response containing EAP-TLS challenge-response 

12505 Prepared EAP-Request with another EAP-TLS challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12504 Extracted EAP-Response containing EAP-TLS challenge-response 

12571 ISE will continue to CRL verification if it is configured for specific CA 

12571 ISE will continue to CRL verification if it is configured for specific CA 

12811 Extracted TLS Certificate message containing client certificate 

12812 Extracted TLS ClientKeyExchange message 

12813 Extracted TLS CertificateVerify message 

12804 Extracted TLS Finished message 

12801 Prepared TLS ChangeCipherSpec message 

12802 Prepared TLS Finished message 

12816 TLS handshake succeeded 

12509 EAP-TLS full handshake finished successfully 

12505 Prepared EAP-Request with another EAP-TLS challenge 

11006 Returned RADIUS Access-Challenge 

11001 Received RADIUS Access-Request 

11018 RADIUS is re-using an existing session 

12504 Extracted EAP-Response containing EAP-TLS challenge-response 

15041 Evaluating Identity Policy 

15006 Matched Default Rule 

22037 Authentication Passed 

12506 EAP-TLS authentication succeeded 

15036 Evaluating Authorization Policy 

24432 Looking up user in Active Directory - ABarrow@api.local 

24416 User's Groups retrieval from Active Directory succeeded 

24473 
The user's password has expired; setting the IdentityAccessRestricted flag to 
true 

15048 Queried PIP 

15048 Queried PIP 

15048 Queried PIP 

15048 Queried PIP 

15004 Matched rule - Default 
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Airespace-Wlan-Id 1 

AcsSessionID NS1SRISE/229451828/1837768 

SelectedAuthenticationIdentityStores APICertAuth 

AuthorizationPolicyMatchedRule Default 

CPMSessionID 0adc01280000af8d55e77d1e 

EndPointMACAddress 58-94-6B-64-BA-28 

ISEPolicySetName Default 

AllowedProtocolMatchedRule Wireless-Corp-camberwell 

IdentitySelectionMatchedRule Default 

Location Location#All Locations 

Device Type Device Type#All Device Types#WLC 

IdentityAccessRestricted true 

RADIUS Username ABarrow@api.local 

Device IP Address 10.220.1.40 

Called-Station-ID cc-d5-39-ba-fc-20:APICorporate 

CiscoAVPair audit-session-id=0adc01280000af8d55e77d1e 

Result

RadiusPacketType AccessReject 

AuthenticationResult Passed 

Session Events

2015-09-03 08:50:03.754 Authentication failed 

15016 Selected Authorization Profile - DenyAccess 

15039 Rejected per authorization profile 

11503 Prepared EAP-Success 

11003 Returned RADIUS Access-Reject 
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