
General

Details

Domain DOMAIN.net

Owner DOMAIN\Domain Admins

Created 24/12/2017 16:32:58

Modified 06/03/2018 13:36:14

User Revisions 0 (AD), 0 (SYSVOL)

Computer Revisions 56 (AD), 56 (SYSVOL)

Unique ID {E38E4DA5-7BBA-4003-BCCD-2D2A3D42E17A}

GPO Status User settings disabled

Links

Location Enforced Link Status Path

ComputersOU Yes Enabled DOMAIN.net/ComputersOU

Computer No Enabled DOMAIN.net/Test-Cyber/Computer

This list only includes links in the domain of the GPO.

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name

NT AUTHORITY\Authenticated Users

Delegation

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited

DOMAIN\Domain Admins Edit settings, delete, modify security No

DOMAIN\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS Read No

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Policies

Windows Settings

Security Settings

Wireless Network (802.11) Policies

DOMAIN Wireless Network Policy

Policy Name DOMAIN Wireless Network Policy

Policy Description Sample Description

Policy Type Windows Vista and Later Releases

Global Settings

Use Windows wireless LAN network services for clients Enabled

Shared user credentials for network authentication Enabled

Hosted networks Enabled

Allow user to view denied networks Enabled

Allow everyone to create all user profiles Enabled

Only use Group Policy profiles for allowed networks Disabled

Network Filters

Prevent connection to infrastructure networks Disabled

Prevent connection to adhoc networks Disabled

Allowed Networks

Network Name (SSID) Network Type

DOMAIN Infrastructure

Preferred Network Profiles

DOMAIN

Profile Name DOMAIN

Network Type Infrastructure

Automatically connect to this network Enabled

Automatically switch to a more preferred network Disabled

Network Name (SSID) Network Broadcasts its SSID

DOMAIN False

Security Settings

NAC Comp Policy
Data collected on: 27/03/2018 10:07:34



Authentication WPA2

Encryption AES

Use 802.1X Enabled

Pairwise Master Key (PMK) Caching Enabled

PMK Time-to-Live (minutes) 720

Number of Entries in PMK Cache 128

Maximum Pre-authentication Failures 3

IEEE 802.1X Settings

Computer Authentication User re-authentication

Maximum Authentication Failures 3

Maximum EAPOL-Start Messages Sent

Held Period (seconds)

Start Period (seconds)

Authentication Period (seconds)

Network Authentication Method Properties

Authentication method Protected EAP (PEAP)

Validate server certificate Enabled

Connect to these servers

Trusted Root Certification Authorities DOMAINGroupLtd

Do not prompt user to authorize new servers or trusted certification authorities Disabled

Enable fast reconnect Enabled

Disconnect if server does not present cryptobinding TLV Disabled

Enforce network access protection Disabled

Authentication Method Configuration

Authentication method Smart card or certificate

Validate server certificate Enabled

Connect to these servers

Trusted Root Certification Authorities DOMAINGroupLtd

Do not prompt user to authorize new servers or trusted certification authorities Disabled

Use a certificate on this computer Enabled

Use simple certificate selection Enabled

Use a different username for the connection Disabled

Wired Network (802.3) Policies

DOMAIN Wired Network Policy

Name DOMAIN Wired Network Policy

Description Sample Description

Global Settings

Setting Value

Use Windows wired LAN network services for clients Enabled

Shared user credentials for network authentication Enabled

Network Profile

Security Settings

Enable use of IEEE 802.1X authentication for network access Enabled

Enforce use of IEEE 802.1X authentication for network access Disabled

IEEE 802.1X Settings

Computer Authentication User re-authentication

Maximum Authentication Failures 1

Maximum EAPOL-Start Messages Sent

Held Period (seconds)

Start Period (seconds)

Authentication Period (seconds)

Network Authentication Method Properties

Authentication method Protected EAP (PEAP)

Validate server certificate Enabled

Connect to these servers

Trusted Root Certification Authorities DOMAINGroupLtd

Do not prompt user to authorize new servers or trusted certification authorities Disabled

Enable fast reconnect Enabled

Disconnect if server does not present cryptobinding TLV Disabled

Enforce network access protection Disabled

Authentication Method Configuration

Authentication method Smart card or certificate

Validate server certificate Enabled

Connect to these servers

Trusted Root Certification Authorities DOMAINGroupLtd

Do not prompt user to authorize new servers or trusted certification authorities Disabled

Use a certificate on this computer Enabled

Use simple certificate selection Enabled



Use a different username for the connection Disabled

Public Key Policies/Certificate Services Client - Auto-Enrollment Settings

Policy Setting

Automatic certificate management Enabled

Option Setting

Enroll new certificates, renew expired certificates, process pending certificate requests and remove 
revoked certificates

Enabled

Update and manage certificates that use certificate templates from Active Directory Enabled

Administrative Templates

Policy definitions (ADMX files) retrieved from the central store.

Extra Registry Settings

Display names for some settings cannot be found. You might be able to resolve this issue by updating the .ADM files used by Group Policy Management.

Setting State

Software\Policies\Microsoft\Cryptography\PolicyServers\ {6BCBFC35-EDBF-41EE-A8CB-E86C437E71A5}

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\AuthFlags

2

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\Cost

2147483645

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\Flags

16

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\FriendlyName

Active Directory Enrollment Policy

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\PolicyID

{6BCBFC35-EDBF-41EE-A8CB-E86C437E71A5}

Software\Policies\Microsoft\Cryptography\PolicyServers\37c9dc30f207f27f61a2f7c3aed598a6e2920b

54\URL

LDAP:

Software\Policies\Microsoft\Cryptography\PolicyServers\Flags 0

Preferences

Control Panel Settings

Services

Service (Name: dot3svc)

dot3svc (Order: 1)

General

Service name dot3svc

Action Start service

Startup type: Automatic

Wait timeout if service is locked: 30 seconds
Service Account

Log on service as: No change

Recovery

First failure: No change

Second failure: No change

Subsequent failures: No change

Common

Options

Stop processing items on this extension if an error occurs on this item No

Apply once and do not reapply No

User Configuration (Disabled)

No settings defined.


