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Executive Summary

Huawei commissioned Tolly to verify the Huawei S series switches’ interoperability with
the Cisco Identity Services Engine (ISE) for authentication and more.

The complete list of devices tested is available in Table 1. Device support for each
individual test case is provided in the test results (Table 2) and further details in the
test case descriptions.
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Huawei S Series Switches Under Test

Device Under Test S/W Version Platform Version Hardware Model

Huawei Versatile Routing Platform
Software VRP (R) software,

VRP (R) software, Version 5.160 Version 5.160
(512700 V200R010C0O0SPC300)

Huawei S12700 12704

Huawei Versatile Routing Platform
Software VRP (R) software,

VRP (R) software, Version 5.160 Version 5.160
(S5720 V200R010C0O0SPC300)

Huawei S5720 $5720-32C-H|-24S

Cisco Identity Services Engine (ISE)

Product Version

Version 2.0.0.306

Identity Services Engine (ISE) ADE-0S Version 2.3.0.187

Source: Tolly, October 2016 Table 1
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Huawei S Series Switches Interoperability with the Cisco ISE Test Results
Authentication Protocol Generic RADIUS Attributes
Framed-IP-Address
v PAP/CHAP On-demand DHCP IP address
Framed-Pool
= EAP-MD> On-demand DHCP Pool
4 PEAP 4 NAS-Port
v EAP-TLS Others
- Post-rejection Authentication
v EAPTILS v Once a client is rejected by ISE, authenticate certain VLAN to it
4 EAP-FAST 4 Time-based Authentication Policy
Authentication Method Change of Authorization (CoA)
v Wired MAC Authentication v Session Re-authentication
v Wired 802.1X Authentication v Session Termination
CoA Port Customization in ISE
4 Wireless MAC Authentication v Huawei S switches use port 3799 for CoA. The CoA destination port can be
changed to 3799 in Cisco ISE for interoperability
v Wireless 802.1X Authentication Endpoint Proﬁling
v Wired and Wireless Web Portal Authentication v with DHCP Packets
Huawei S Switch as the Portal Server e.g. DHCP Option60: Vendor Class Identifier
v Wired and Wireless Web Portal Authentication v with MAC Addresses
Cisco ISE as the Portal Server e.q. Organizationally Unique Identifier (OUI) in the MAC Address
v Wired Mixed Authentication v with HTTP Packets
e.g. MAC and 802.1X Authentication e.g. User-Agent attribute in the HTTP packet
v Wireless Mixed Authentication v with RADIUS Packets
e.g. MAC and Web Portal Authentication e.g. CallingStationlID attribute in RADIUS
Authentication Policy v Network Scan (NMAP)
Built-in Attributes Other
Dynamic VLAN v Posture Assessment with the Cisco ISE and the Cisco NAC Appliance
Assign one existing VLAN to the user with the VLAN number Agent
v Dynamic ACL v Guest Management
Assign one existing ACL to the user with the ACL number Guest self-registration and authentication
8 BYOD
Huawei Attributes BYOD device self-registration and authentication
v Dynamic ACL Rule
Create a new ACL rule with the HW-Data-Filter attribute
Dynamic UCL Group
v Assign one existing UCL group to the user with the HW-UCL-Group attribute
and the UCL group’s name
Dynamic CAR CIR (rate limiting)
v create a new CAR CIR rule with the HW-Input-Committed-Information-Rate
attribute or/and the HW-Output-Committed-Information-Rate attribute
Service Scheme
v Assign one existing service scheme to the user with Huawei's HW-Service-
Scheme attribute and the service scheme’s name
Source: Tolly, October 2016 Table 2
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PAP/CHAP Authentication

Verify the 802.1X authentication method with the PAP/CHAP authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as CHAP.
#
dot1x-access-profile name tolly
dot1x authentication-method chap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the CHAP mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.

2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
#

3. Configure the aaa scheme on the switch.
#
authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly

Test accounting-scheme tolly
Results

accounting-mode radius
domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.
#

authentication-profile name tolly
dot1x-access-profile tolly

access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.
#

interface Vlanif4090

ip address 192.89.6.202 255.255.255.0
dhcp select interface

interface GigabitEthernet1/1/0

port link-type hybrid

port hybrid pvid vlan 4090

port hybrid untagged vlan 4090

authentication-profile tolly

#

6. The tested device displays 802.1X authentication statistics information, which indicates that the authentication
succeeds.

Test
Results

e
r-id 16094

o o

0010-9410-0003

authentication
WBADIU

: None

[Tolly_auth

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 7 OF 146



\\ Huawei S Series Switches with VRP5 Software #216161

Toug_
Authentication Details

Source Timestamp 2016-10-13 06:46:11.27
Received Timestamp 2016-10-13 06:46:11.271
Policy Server ISE2
Event 5200 Authentication succeeded
Username tolly
User Type User
Endpoint Id 00:10:94:10:00:03

Test Calling Station Id 00-10-94-10-00-03

Results

Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Internal Users

User Identity Groups:Tolly_Group

dotix

CHAP

Framed
Tolly-12700

All Device Types

© 2016 TOLLY ENTERPRISES, LLC
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Overview

Event

Username

Endpoint Id

Endpeint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
tally &

00:10:94:10:00:03 &

Default > TLS >= Default
Default == NIG_PreCPP

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp

Policy Server

Test —
Results S
User Type
Endpoint Id

Calling Station Id
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port Id

NAS Port Type
Authorization Profile
Posture Status

Response Time

2016-10-13 06:46:11.27
2016-10-13 06:46:11.271

ISE2

5200 Authentication succeeded
tally

User

00:10:94:10:00:03
00-10-94-10-00-03

Internal Users

User Identity Groups:Tolly_Group
dotix

CHAP

Framed

Tolly-12700

All Device Types

All Locations

192.89.15.101
slot=1;subslot=0;port=0vlanid=10
Ethernet

PermitAccess

NotApplicable

25

Identity Services Engine

Steps

11001
11017
15049
15008
15048
15004
15041
15006
22072
15013
24209
24217
15013
24210
24212
22037

24423

15036
15004
15016
11002

Received RADIUS Access-Requt
RADIUS created a new session
Evaluating Palicy Group
Evaluating Service Selection Poli
Queried PIP - Radius.Called-Stat
Matched rule - TLS

Evaluating Identity Policy
Matched Default Rule

Selected identity source sequenc
Selected Identity Source - Interna
Looking up Endpointin Internal E
The hostis not found in the intern
Selected Identity Source - Interna
Looking up User in Internal Users
Found User in Internal Users IDS
Authentication Passed

ISE has not been able to confirm
authentication

Evaluating Authorization Palicy
Matiched rule - NIG_PreCPP
Selected Authorization Profile - P
Returned RADIUS Access-Accep
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Test
Results

Other Attributes

ConfigVersionid
DestinationPort
Protocol
NAS-Port

Framed-Protocol

Vendor Specific

Acct-Session.ld
NetworkDeviceProfileName
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
RadiusFlowType

SSID

Acs SessionlD
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationidentity Stores
AuthorizationPolicyMatchedRule
CPMSessionlD
EndPointMACAddress

ISEPolicy SetName
AllowedProtocolMatchedRule
Identity SelectionMatchedRule
Network Device Profile

Location

Device Type

RADIUS Username

NAS Identifier

Device IP Address

Called-Station-ID

m

1812
Radius
16777226
PPP

00:00:07:db:3b:06:57 fe:01:4d:3c:23:32:35:35:2e:32:35:35:2:32:35:35:28:32"
35:35:20:30:30:32:31:30:32:39:34:32:31:30:32:30:30:32:30:33:1a:06:00:00:3e
de:fe:0f48:76:61:77:65:60:20:53:31:32:37:30:30:708:53:31:32:37:30:30:99.0
6:00:00:00:01

51270001000000000010d352bf0003ede
Cisco
Bade1f15-aef1-4a9a-6156-002e835179db
false

Wired802_1x

54-39-DF-C9-8A-ED
ISE2/265353892/2665

Internal Endpoints

Internal Users

Guest Users

Tander

testecom

Initial_Scope

All_AD_Join_Points

AD1

NIG_PreCPP
©0590bbc20UgWwZvhOmzN1gmTKdsaaNzO5H Ixe4HhBWxpmpyVPE
00-10-04-10-00-03

Default

TLS

Default

Cisco

Location#All Locations

Device Type#All Device Types

tolly

s12700

102.89.15.101

54:39'DF CO:9A'ED

Result

State

Class

LicenseTypes

ReauthSession:c0590bbc20UgWwZvhOmzN 1gmTKdsaaNzO5HIxe4HhBWxpm
PyVPE

CACS:c0590bbc20UgWwZvhOmzN 1gmTKdsaaNzC5HIxe4 HhBWxpmpyVPE:IS
E2/265353802/2665

LY ENTERPRISES, LLC




Huawei S Series Switches with VRP5 Software #216161

Tolly,

Test 1.2 EAP-MD5

Verify the 802.1X authentication method with the EAP-MD5 authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-MD5 mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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& Untitled.tce - Spirent TestCenter

File  Edit View Tools Actions  Diagnostics — Help

|2 | G Chassis ~ Apply’ é& ﬁ Eq) 00:00:00 | 5, |8 Technalogies... [P Perspactive ~ | [E] Sequencer =] Reparter gsa\mzards - [ Summary...

Spirent TestCenter Egddm 3¢ Delete
== Al Devices (Hosts, Routers, ...}
B Al Traffic Generators

= Al Stream Blocks

- ﬂ All Traffic Analyzers

%, Create Links... | % Edit Links... [ EditInterface.., € €2 Ea S Dowrload Certificates .. 3¢ Dele

Active Filter: (Unsaved)
’7D Ernpty Filker @pRefesh | £5]Clear | Actions ‘

Emulated Device Interface 802X | DHCP | Eid/Blod | DS-Lite | DHCF Server |

B-@ Al Parts
Device EAP Authentication
B Q Port {31 Part Mame Device Name Tags e Active : Authentication State Method Username Password
b= ¥ | Port Doti% Click |1 | [#otpenticated DS tolly Huaweil 23
o B Traffc Generator Port {/3]1 MAC Click.. [1 =ik

ool Traffic Analyzer
b ¢ Capture

- @ Part ff3fz

b Devices

i B Trffic Generator

o4l Traffic Anlyzer

: ¥ Capture

G- @ Part {33

Bl @ Port ({34

Test
Results

name
in-name

time 2
ounting ion ID - 0oo

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 12 OF 146



W Huawei S Series Switches with VRP5 Software #216161

Tolly,

Aulhenlicalion Delails

Source Timestamp 2016-10-1306.51.51.213
Received Timestamp 2016-10-13 06 51.51.214
Policy Server ISE2
Event 5200 Authentication succeeded
Username tolly
User Type User
Endpoint Id 0D:10:94:10.00.03
Calling Station i 00-10-94-10-00-03
Authentication Identity Store Intarnal Users
Identity Group User lgentity Groups:Tolly_Group
Test
ReSU|tS Authentication Method dotix
Authentication Protocol
Service Type Framed
Network Device Tolly-12700
Device Type All Davice Types
Location All Locabons
NAS IPv4 Address 1926915101
NAS Port id slot=1subslot=0port=0,vianig=10
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Identity Services Engine

Overview

Event

Username
Endpoint id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Resuit

Authentication Details

Source Timestamp
Received Timestamp

Policy Server

Test Event
Results UEersm

User Type

Endpoint id

Calling Station Id
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address
NAS Port Id

NAS Port Type
Authorization Profile
Posture Status

Response Time

5200 Authentication succeeded

00:10:94:10:00:03 &£

Default >= TL.

> Default

Default >> NIG_PreCPP

ISE2

5200 Authentication succeeded

tolly

User

00:10:94:10:00:03

00-10-94-10-00-03

Internal Users

dot1x

EAP-MDS

Framed

All Locations

101

subslot=0;port=0vlanid=10

Ethernet

PermitAcc:

NotApplicable

[¥]

Evaluating Policy Group

Evaluating Service Selel

eried PIP - Radius.Called-Stat
Matched rule - TLS

Extracted EAP-Response/ldentity

Prepared EAP-Request propasin

Returned RADIUS Acce halle

Received RADIUS Ac:

cess-Reque

Extracted EAP-Response contain
accepting EAP-MDS5 as negaotiate

Evaluating Identity Policy

Mai Default Rule

Sel

ected identity source seguenc

ected Identity Source - Interna

Looking up Endpointin Internal E
he host is not found in the intern
Selected Identity Source - Interna
Looking up User in Internal Users
Found User in Internal Users IDS
Authentication Passed

EAP-MD5 authentication succ

Prepared EAP-Success

ISE has not been able to confirm

authentication

Evaluating Authorization Policy

Matched ru NIG_PreCPP
Selected Authorization Profile - P
Retu

ed RA

LY ENTERPRISES, LLC
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Other Attributes

ConfigVersionid

DestinationPort 1812
Protocol Radius
NAS-Port

Framed-Protocol PPP
Framed-MTU 500
Login-IP-Host 0000

State

Vendor Specific

NetworkDeviceProfileName
NetworkDeviceProfileld

IsThirdParty DeviceFlow
RadiusFlowType

$SID

Acs SessionlD
SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores

Test SelectedAuthenticationidentity Stores
R |t SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores  All_AD_Join_Points

SelectedAuthenticationldentity Stores  AD1

AuthorizationPolicyMatchedRule NIG_PreCPP

CPMSessionlD

EndPointMACAddress

ISEPolicy SetName Default
AllowedProtocolMatchedRule LS
Identity SelectionMatchedRule Default

Network Device Profile

Location

Device Type

RADIUS Username tolly
NA S-identifier §12700
Device IP Address 92.89.15.10

Called-Station-ID 5430 DF-CO-9AED

Result

OmzN fgmTKdsaaN.

State HhBW:xpm

. TKdsaaNzO5HIxe4HhBWxpmpyVPEIS
Class

LicenseTypes 5

LLY ENTERPRISES, LLC
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Verify the 802.1X authentication method with the PEAP authentication protocol when a Huawei S switch works
as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
5. Usethe PCto initiate the 802.1X authentication in the PEAP mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 16 OF 146
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Test
Results
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Authentication Details

Source Timestamp 2016-10-1306:30 03 305
Recelved Timestamp 2016-10-13 06:39:03 305
Policy Server ISF2
Event 5200 Authanticaton succeaded
Usermame wlly
Usar lypo Usar
Codpoint id 1C.97.0C:09.0D:51
Calling Station ki Jc-0700-d9-ba-091
IPvd Address 1920917109
Authentication ldentity Stoee Inlomal Usars
Iantity Group User lenrtty Ceoups:Telly _Oroup
Authemtication Method dolix
Authentication Protocol PEAR [EAP-MSCHAPY2)
Service Type Framed
Test

Results Notwork Dovico Tally-12700
Device Type All Device Types
Localon All Locatans
NAS IPv4 Address 192891510
NAS Poel id dal=1 subsal=1 peed=t vard=10
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Results

dentity Services En

Overview

Event

Username

Endpoint Id

Endpoint Profile

Authentication Policy

Authorization Policy

Authorization Result

Steps

5200 Authentication succeeded

16048
15004

LS >> Default

Default >> NIG_PreCPP

PermitAccess 11001

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id

IPv4 Address

Authentication Identity Store

Identity Group

tolly

User

3C:97.0E:D9:BD:91

3¢-97-0e-d9-bd-91

Internal Users

ser ldentity Groups:Tolly_Group

00 Authentication succeeded

Authentication Method dotix
Authentication Protocol PEAP (EAP-MSCHAPvV2) 11018
12304
Service Type Framed
12305
Network Device Tolly-12700 11006
Device Type All Device Types 11001
11018
Location All Locations 2304
NAS IPv4 Address 192.89.15.101
281
NAS Port Id slot=1;subslot=1;port=1;vlanid=10
128
28
NAS Port Type Ethernet
Authorization Profile PermitAccess
Posture Status NotApplicable 12816
Response Time ] 2310
12305
nnc

RADIUS A

2quest
RADIUS created a new session
Evaluating Policy Group

Evaluating Service Selection Policy

Queried PIP - Radius.Called-Station-1D

Matched rule - TLS

Ex e/ldentity

ted EAP-Respons

Prepared EAP-Request proposing
Returned RADIUS Access

Received RADIUS Access-Request

RADIUS is re-using an existing ses

Ex

ted EAP-Response/NAK requestir
Prepared EAP-Request proposing PEAF

Returned RADIUS -Challer

Received RADIUS Access-Request

RADIUS is re-using an existing

Extracted EAP-Response containing PE
accepting PEAP as negotiated
Succes

fully negotiated PEAP

rsion 1

@

Extracted first TLS record; TLS handsha

Prepared TLS Se

Prepared TLS C:
Prepared TLS ServerDone message
Prepared EAP-Request with another PE

Returned RADIUS Access-C

llenge

RADIUS is re-using an existing ses

Ex

cted EAP-Response containing PE
Prepared EAP-Request with another PE

Returned RADIUS Acce

Challenge

Received RADIUS Ac

@

ess-Request

RADIUS is re-using an

Extracted EAP-Response
Prepared EAP-Request with another PE

Returned RADIUS A

Received RADIUS A
RAD

Exiracted EAP-Response containing PE
egotiated PEAP version 1
xiracted TLS ClientKeyExchange mess
xtracted TLS CertificateVerify message

Extrac

TLS Finished message

Prepared TLS ChangeCipherSpec mes:
Prepared TLS Finished message

TLS handshake succeeded

PEAP full handshake finished successfi
Prepared EAP-Request with another PE

DAk irnad DANIIO Aannns Nhalinnsa
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Results

Other Attributes

ConfigVersionid
DestinationPort
Protocol
NAS-Port
Framed-Protocol
Framed-MTU

Login-P-Host

State

Vendor Specific

NetworkDeviceProfileName
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
RadiusFlowType

SSID

Acs SessioniD
SelectedAuthenticationldentity Stores
SelectedAuthenticationidentity Stores

SelectedAuthenticationidentity Stores

y Store:

nidentity Stor
SelectedAuthenticationidentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationidentity Stores
AuthorizationPolicyMatchedRule
CPMSessionlD
EndPointMACAddress

ISEPolicy SetName
AllowedProtocolMatchedRule

Identity SelectionMatchedRule
Network Device Profile

Location

Device Type

RADIUS Username

NAS-identifier

Device IP Address

Called-Station-ID

Result

State

Class

MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

ReauthSession:c0590bbc68805VIXFxibo4ICOkMIFPJMphOeQff

0000

64CPMSessionID=c0590bbc68805VrXFxfbo4ICOKMFPIMphOeQiisTkFEN__

Internal Endpoints

Internal Users

Guest Users

Tander

festcom

Initial_Scope

All_AD_Join_Points

AD1

NIG_PreCPP

c0590bbc688H

3C-97-0E-D9-BD-91

Default

TLS

Default

Cisco

Location#All Locations

Device Type#All Device Types

tolly

DF.CO.9AE0

be68805VIXFxo4ICOkMFPJIMphOeQ

VrXFxfoo4ICOKMFPJMphOeQffs1kFEN__ BNtV

FEN__BNIMISE2/26

REWINE FRALIUD A

Nl

Received RADIUS A

ess-Request

RADIUS is re-usin:

Extracted EAP-Re ontaining PE
PEAP inner method started
Prepared EAP-Reques ity for innet

Prepared EAP-Request with another PE

Returned RADIUS

s-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session
Extracted EAP-Response containing PE
Extracted EAP-Response/dentity for inn

red EAP-Request for inner methoc
nge

Prepared EAP-Request with another PE

Returned RADIUS

RADIUS is re-using an existing session

Extracted EAP-Response containing PE

Extracted EAP:
nner mett

ponse containin
d and accepting EAI

Evaluating Identity P

Matched Default Rule

ntity source sequence - VDI

o

cted Identity Source - Internal Endp.

re does not support t

Current Identity

- Internal Users

Looking up User in Internal Users IDSto

Found User in Internal Users IDStore

Authentication Pas

EAP-MS

CHAP authentication attemp

Prepared EAP-Request with another PE

Returmed RADIUS A s-Challenge

Received RADIUS A

s Request

RADIUS

e-usin;

Extracted EAP-R > containing PE

Extracted EAP-Response for in eth

response

nner EAP-MSCHAP authentication
er EAPm

Prepared EAP-Suc

PEAP inner method finished successiull

Prep

ared EAP-Request with another PE

Returned RADIUS

Challenge

Received RADIUS Access-Request

RADIU existing session

Extracted EAP-Response containing PE

SE has not been able to confirm previot
authentication

aling Authorization Policy

User name change d ted for the sess

be removed from the cai
Queried PIP - Se
Matched rule - NIG_PreCPP

@

eStatus

cted Authorization Profile - PermitA(

PEAP authentication succe
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Test 1.4 EAP-TLS

Verify the 802.1X authentication method with the EAP-TLS authentication protocol when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-TLS mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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Authentication Details
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EAP-TTLS

Verify the 802.1X authentication method with the EAP-TTLS authentication protocol when a Huawei S switch

ObJeCtlve works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-TTLS mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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4

Authentication Policy Default == Dot1x-Peap == Default
Authorization Policy Default == BYOD_IOS_NSP
Authorization Result Peap_Author_NSP

Authentication Details

Source Timestamp 2016-11-03 16:08:20.962
Recemved Timestamp 2016-11-03 16:08:20.962
Policy Server ise-a
Test Event 5200 Authentication succeeded

Results
Username zhangcong
User Type User
Endpoint Id 24:00:BA:06:C8:43
Calling Station Id 24-00-ha-06-c8-43
Authentication ldentity Store Internal Users
Identity
Authenti¢ation Method dot1x
Authenti¢ation Protocol EAP-TTLS (EAP-MSCHAPY2)
Service Hype Framed
Network Device S5720HI
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EAP-FAST

Verify the 802.1X authentication method with the EAP-FAST authentication protocol when a Huawei S switch

ObJeCtlve works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain.

3. Configure the Huawei switch 802.1X authentication mode as EAP.
#
dot1x-access-profile name tolly
dot1x authentication-method eap

#

Procedure |4. Enable 802.1X authentication globally and on the interface Port_1.
Use the PC to initiate the 802.1X authentication in the EAP-FAST mode, and expected result 1 is displayed.

Pass

e . The PCis authenticated to have network access.
Criteria
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Authenlication Delails
Source Timestamp 2016-10-2002:35:561.28
Received Timestamp 2016-10-2902:3551.281
Policy Server ISE2
Event 5206 PAC provisioned
username toliy1
User Type User
Endpoint id JCO7.0E:DSBDO1
Calling Station Id 3¢-97-0e-d9-bd-91
Test
Results Endpoint Profiie Huawe!_PC
IPvd Address 102.89,11.243

Authentication ldentity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location
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Internal Users
User Identity Groups.Tolly_Group Unknown

aotix
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tolly-127-2

All Device Types
All Locations

192691110
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A Wired MAC Authentication
Obiecti Verify the MAC authentication method for a wired PC when a Huawei S switch works as the access control switch
jective and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain. Add the PC’s MAC address to the user list.

3. Configure the Huawei switch's MAC authentication profile.

4. Connect the PC to the Huawei S Switch and expected result 1 is displayed.

Procedure
s DUT
P.aSS. The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the Huawei switch 802.1X authentication mode as EAP.
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

Test #

Results
3. Configure the aaa scheme.

#

aaa

authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac

#
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4. Configure the MAC authentication profile on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
authentication-profile name tolly_mac
mac-access-profile tolly
access-domain tolly_mac
#
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface Vlanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0
R-er(saﬁfts port link-type hybrid

port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly_mac

#

6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 36 OF 146



Huawei S Series Switches with VRP5 Software #216161

Tolly,

: 3, printed:
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Test 2.2 Wired 802.1X Authentication
Obiecti Verify the 802.1X authentication method for a wired PC when a Huawei S switch works as the access control
Jective switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure the Huawei S switch to ensure that the Huawei switch and the Cisco ISE server communicate with
each other at Layer 3.

2. Create the Cisco ISE server profile and configure the related parameters, including IP address of the
authentication server, port number, the RADIUS server key, and the retransmission time. Create an
authentication scheme, and configure the authentication mode as RADIUS. Configure a domain name, and
apply the authentication scheme to the domain. Add the PC's MAC address to the user list.

3. Configure the Huawei switch's 802.1X authentication profile.

4. Connect the PC to the Huawei S Switch and expected result 1 is displayed.

Procedure
s DUT
P.aSS. The PCis authenticated to have network access.
Criteria
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1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
#
3. Configure the aaa scheme.
#
aaa
authentication-scheme tolly
authentication-mode radius
Test authorization-scheme tolly
Results

accounting-scheme tolly
accounting-mode radius

domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.

#

dot1x-access-profile name tolly

authentication-method eap

authentication-profile name tolly

dot1x-access-profile tolly

access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.
#

interface Vlanif4090

ip address 192.89.6.202 255.255.255.0
dhcp select interface

interface GigabitEthernet1/1/0

port link-type hybrid

port hybrid pvid vlan 4090

port hybrid untagged vlan 4090

authentication-profile tolly

#

6. Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

Test
Results

el Identity Services Engine Home

» Operations ~ Policy » GuestAccess » Administration » Work Centers

Authentication = Authorization  Profiling  Posture  Client Provisioning » FPolicy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols
Far Policy Export go to Administration
Policy Type (O Simple (8 Rule-Based

that ISE should use to communicate with the network devices, and the identity sources that
tem = Backup & Restore = Policy Export Page

SLAM_dot1X JIf Wireless_802.1XOR
Wired_802.1XAllow Protocols @ zhcong  and
Default :use Internal Users
SLAM_MAB JIf Wired_MAB OR
Wireless_MABAllow Protocols @ zhcong  and
Default :use Internal Endpoints
Authentication JIf 802.1%0OR
MACAllow Protocaols @ Authentication  and
2 Default :use Internal Users
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‘it ldentity Services Engine Home » Operations ~ Paolicy » GuestAccess » Administration » Work Centers

Authentication  Authorization Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy
groups and/or other conditions. Drag and drop rules to change the order
Policy Export Page

Define the Authorization Policy con
For Policy Export go to Administration

‘ First Matched Rule Applies v

» Exceptions (0)

Status Rule Name Conditions {identity groups and other conditions) Permissions
@ Tolly_dot1X Tolty_Group work_time(AMS-PMBE) Tolly vian 11
[@ Tolly-dot1X_2 Tolty_Group Other_time(PMB-AMS) tollyvlan 12
v SLAM_MAC SLAM_MAC Wireless_MAB CF Wired_MAB Tolly vlan 11
@j BYOD_NSP Radius:NAS-IP-Address EQUALS 192.89.11.10 NIG_NSP_redirect
Z MNIG_PreCPP NIG_PostureStatus_PreCom Radius:NAS-IP- NIG_CPP_redirect
Advmnn FALINI A ARA AR 44 40
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Test 2.3 Wireless MAC Authentication
Obiecti Verify the MAC authentication method for a wireless client when a Huawei S switch works as the access control
Jective switch and the Cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server profile and aaa profile on the switch.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Inthe WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.
7. The terminal accesses the wireless network through the SSID. Expected result 1 is displayed.
Procedure
Port_1 il
() \
AP DUT P
Network ISE
Wireless Terminal
P.aSS. The wireless laptop is authenticated to have network access.
Criteria
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Wireless 802.1X Authentication

Obiecti Verify the 802.1X authentication method for a wireless client when a Huawei S switch works as the access control
JECUVE | <\vitch and the Cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server profile and aaa profile on the switch.
4. Configure the aaa scheme.
5. Configure the 802.1X authentication profile on the device.
6. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent interface.
7. Inthe WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.
8. The user accesses the wireless network through the SSID, and enters the user name and password for
authentication. Expected result 1 is displayed.
Procedure
Port_1 il
) \
AP DUT P
Network ISE
Wireless Terminal
P_asg The wireless laptop is authenticated to have network access.
Criteria
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~ user-id 16304

Test : i )
Results i : on ID : Tolly_a010I : 741d0004acd

Online time

DHCP option ID

DHCP content
DHCP © on ID

DHCP o n content
Dy

03N006N01 7w

authentication

ion method
Current authori n method
Current accounting method : None
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CPMSessionlD
EndPointMACAddress
ISEPolicy SetName
AllowedProtocolMatchedRule
Identity SelectionMatchedRule
Location

Device Type

RADIUS Username

NA S-ldentifier

Device IP Address
Test

Results Called-Station-ID

Result

State

Class

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Private-Group-ID
MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

c0590bbcD422QyTOugjh8YzPgBsvW3Imf2WRRYGrO5EjEJVX0
6C-72-E7-72-DC-81

Default

Tolly_dot1X

Default

Location#All Locations

Device Type#All Device Types

tolly

512700

192.89.11.10

D8-49-0B-B7-DF-80:tolly

ReauthSession:c0590bbcD4f22QyTOuqj/h8YzPqB8svW3Imfi2WRRYGrOSEJEJVX

bcD422QyTOUQgj/h8YzPg8svwW3Imfi2ZWRRYGrOsSEJEJVXOISE2/26
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Test 2.5

Objective

Wired and Wireless Web Portal Authentication (Huawei S Switch as the Portal Server)

Verify the web portal authentication method for a wired client and a wireless client when a Huawei S switch
works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web
portal is hosted on the Huawei S switch.

Procedure

—_

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Load the ipsec.pem and ipseckey.pem certificates to the security file, and configure the ssl profile.
Configure the built-in Portal server on the switch, and obtain the URL address on the ISE server.
Configure the Portal authentication profile.

Configure the DHCP server on the device.

OENCO I R

In the WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,

service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.

10. The user accesses the wireless network through the SSID. Open a webpage and enter any address in the
address bar. Expected result 1 is displayed.

11. Configure the Portal authentication profile on the correspondent interface. The user accesses the network in
wired mode. Open a webpage and enter any address in the address bar on the PC. Expected result 1 is

displayed.
) 4@ Port 1
AP

ISE

L —

Wireless Terminal

Pass
Criteria

The wired PC and the wireless laptop are both authenticated to have network access.
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Fozition Home=zer Haz Been Online
User Has Been Online
Login Tins 1392
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IP Address

Test
Results

ID
* name
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Terminal
16.1.1

ADIUS

RADIUS
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Test 2.6 Wired and Wireless Web Portal Authentication (Cisco ISE Server as the Portal Server)

Verify the web portal authentication method for a wired client and a wireless client when a Huawei S switch
Objective works as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web
portal is hosted on the Cisco ISE server.

—_

All devices are working properly. The test environment has been set up according to the networking diagram.
Related configuration has been completed on the ISE authentication server.

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server on the switch.

Configure the aaa profile.

Configure the MAC authentication profile.

Configure the CoA authorization server.

@ = ey s N

Configure the ACL redirection on the switch.

=
i

Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.

—_
—_

. Open a web page and access any website. Enter the user name and password for authentication. Expected
Procedure result 2 is displayed.

- N
() I = TR i
P
sl . Network ISE

L ] R

Wireless Terminal PC

1. When the user accesses the network for MAC authentication, the server delivers URL and redirection ACL. Open
Pass a browser and enter any IP address in the address bar, the page is redirected to the Portal authentication page.

Criteria
2. After entering the user name and password, the user passes the Portal authentication successfully.
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Redirect acl
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Results

= tion method
Current : ounting method : None
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ID

C name

741d0004acd

Test
Results

line time
DHCP option ID

CP option content
DHCP opticn ID
DHCP option content

Fa VoY

User authentication type

sl -

Current authen ation method

None
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Test 2.7 Wired Mixed Authentication

Verify the mixed MAC and 802.1X authentication methods for a wired client when a Huawei S switch works as
Objective the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web portal is
hosted on the Cisco ISE server.

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the MAC authentication and dot1x authentication profiles on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.

R

Use the tester interface as the user terminal to connect to the DUT and enable the MAC-authenticated and
802.1X-authenticated ports. Expected result 1 is displayed

|

&IP network
Procedure
ISE
Port_1
= . >
==lil )
PC DUT
Simulated by Spirent TestCenter
Create two device users on the Spirent TestCenter interface for MAC authentication and 802.1X authentication
Pass ) . . . .
e respectively. After passing the authentication, the user obtains the IP address. The device shows that the

authentication succeeds.
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Configuration Steps:
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
Test undo radius-server user-name domain-included
Results calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

#
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3. Configure the aaa scheme.
#
aaa
authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac
domain tolly
authentication-scheme tolly
accounting-scheme tolly

radius-server tolly
Test

Results #

4. Configure the MAC authentication and dot1x authentication profiles on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
dot1x-access-profile name tolly
authentication-method eap
dot1x-access-profile tolly
mac-access-profile tolly
access-domain tolly dot1x force
access-domain tolly_mac mac-authen force
access-domain tolly force

#
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5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface Vlanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0
port link-type hybrid
port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly
#

6. Use the tester interface as the user terminal to connect to the DUT and enable the MAC-authenticated and
802.1X-authenticated ports. Expected result 1 is displayed

Results:

Test Create two device users on the tester interface for MAC authentication and 802.1X authentication respectively. After
Results passing the authentication, the user obtains the IP address. The device shows that the authentication succeeds.

& Untitled.tcc - Spirent TestCenter EEE
File Edt view Tooks Actons  Diagnostis  Help

RE=A" R R (== Chassis + || A Apply & E B 00:00:00 | 5 8 Technologies... | [P Perspective + | [ Sequencer | 42 Reporter | T Wizards + | Summary.., "

Test Configuration =

B[ Spirent TestCenter add... 3¢ Delete Lof 1 Create Links... Edit Links... T’ Edit Interface. .. (= Download Certficates... 3¢ Delete All Certificates B

o o g

i--== @l Devices (Hosts, Rodters, ...} a

Active Filter: (Unsaved) 1|l 5

- [Bp &l Traffic Generators = g

‘ % 4l Stream Blocks P Empty Filter iggRefresh | =@c\ear | Actions ‘ f'%

£

ol affic anabers Emulated Device Interface. [ 802.7% | DHCP | Gid/6iod | DS-Lite | DHCP Server | .

E-@ AllPorts . e =

evice ; ] uthentication g

T-@ o Jisit Fort Name Davice Name P Active | Authentication State . Username | Passiord Authenticator MAC 5

- BEEnE » Part {[3i1 Dat1z Click... |1 Authenticated MDS tally Huawei1z3 £l

B Traffic Generator ey VAC oIt O g

Gl Traffic anatyzer £

6 Capture §
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A
P
-

4 O =
= Kt

port
port

[T« ofile-tolly]ldi
i
Test authentication-profile name
Results dotlx-access-pro olly
mac—-access-profi
ccess—-domain to
a ss—-domain to
a ss—-domain to
a

entication ev

0O Kt

H O c =

H

f

v o W
(o]
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Test 2.7 Wireless Mixed Authentication

Verify the mixed MAC and Web Portal authentication methods for a wired client when a Huawei S switch works
Objective as the access control switch and the Cisco ISE server works as the authentication (RADIUS) server. The web portal
is hosted on the Cisco ISE server.

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the management VLAN, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the MAC authentication and Portal authentication profiles on the device.

Puogs N

Configure the DHCP server on the device, and enable combined MAC authentication and Portal authentication
on the correspondent interface.

6. Inthe WLAN view, configure the security and SSID profiles. Bind the security and authentication profiles,
service WLAN, forwarding mode, and SSID profile to the VAP profile. Configure the AP Group and bind it to the
VAP profile.

7. The wireless terminal accesses the network through the SSID for MAC authentication. Expected result 1 is
displayed.

8. For users who fail to pass the MAC authentication, allow them to perform the Portal authentication. Expected
Procedure result 2 is displayed.

(((R)) 4@ Port_1 ¢ 'Ib
L

Network ISE
Wireless Terminal

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device

hows that th hentication .
Pass shows that the authentication succeeds

Criteria Result 2: The user opens the browser and enters any IP address for Portal authentication. Enter the user name and

password, and the device shows that the authentication succeeds.
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1. The user goes online for MAC authentication, and obtains the correspondent VLAN address.

{Tolly_auth>dis acc s -user user-id 112

- MAC

140004

Test nt o : MAC authentication
Results C ent auth :ation method : RADIUS

Current authorization method I
Current unting method : RADIUS
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2. The user goes online for Portal authentication, and obtains the correspondent VLAN address.

~ user-id

ser name
main-name
er MAC

Test
Results

addr

~ aut . : WEB authentication
Current *ation method : RADIUS
( i hod 3 =

RADIUS
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Test 3.1 Built-in Authentication Attribute: Dynamic VLAN
Obiecti Verify the built-in authentication attribute Dynamic VLAN when a Huawei S switch works as the access control
jective switch and the Cisco ISE server works as the authentication (RADIUS) server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the authorization policy on the ISE server: Deliver the dynamic VLAN11. Create VLAN11 on the
device, and configure VLANIF11 as the DHCP IP address pool.

5. Use the PCto initiate the 802.1X authentication, and expected result 1 is displayed.

Procedure 1
¥IP network
ISE

. Port_1 p—y

=i —>
PC DUT

Pass The tested device displays 802.1X authentication statistics information, which indicates that the authentication

Criteria succeeds. Dynamic VLAN11 and IP address can be obtained.

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 63 OF 146



W Huawei S Series Switches with VRP5 Software #216161

Tolly,

1. Configure the dynamic VLAN11 authorization in the ISE server authorization policy.

‘dudls Identily Services Engine Home » Operations +Palicy » Guest Access » Administration » Work Centers

Authentication Authorization Profiling Posture Client Provisioning ~ Policy Elements

Dictionaries  » Conditions  ~Results

o
i Autharization Profiles > Tolly vlan 11
» Authentication i
Authorization Profile
~ Authorization * Name ‘ Tolly wlan 11 ‘

2 = escripti
Authorization Profiles o nptlan‘ )

Downloadable ACLs " Access TYpe | ACCESS_ACCEPT -

E g Network Device Profile | Any |
tibostive Service Template
» Client Provisioning Track Movement 7

¥ Common Tasks

ACL

W VAN TagD 1 | Edit Tag [ID/Name| 11 ‘

+ Advanced Attributes Settings

Selact an item | £ \

Test
Results
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2.

Create VLAN11 on the device. The device goes online after passing the authentication successfully, and obtains
the dynamic VLANT1.

7 auth-vVlanifl1]

7 _auth-ip-pool-v

Test
Results

Tolly.com
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Test 3.2 Built-in Authentication Attribute: Dynamic ACL

Verify the built-in authentication attribute Dynamic ACL when a Huawei S switch works as the access control
switch and the Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the ACL 3000 authorization on the ISE server, and configure the correspondent ACL 3000 description
3000.in on the device.

5. Use the PCto initiate the 802.1X authentication, and expected result 1 is displayed.

6. Use the tester to send packets to the destination address 100.1.1.10, and expected result 2 is displayed.

Procedure

|

¥IP network

Port_1

—

PC DuT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.

Criteria
Result 2: The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.
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Test
Results

1. Configure the ACL 3000 dynamic authorization in the ISE server authorization policy.

Identity Services Engine Home  » Operafions » GuestAccess  » Administration + Work Centers @  LicenseWaming &

Authentication  Authorization  Profiling  Posture  Client Provisioning ~ Policy Elements

Dictionaries b Conditions v Results
—
o )
Network Device Profile | Any |
+ Authentication
Service Template
= Authorization
Track Movement
Autharization Profiles
Downloadable ACLs

¥ Profiling w Common Tasks

» Posture
# AcL 3000
» Client Provisioning

« Advanced Attributes Settings

[HW:HW-Input-Committed-Inform: | = [300000000 |

[HW:HW-Output-Committed-Inforn ©| = [300000000 |

2. Configure the ACL 3000 on the device.

[Tolly auth-acl-adv-

0.1in
destination

eturn
[Tolly auth—-acl-adv
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3. The device goes online after passing the authentication successfully, and obtains the dynamic ACL.

Test
Results

on method
method : None
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4. The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.
E)-[ Spirent TestCenter B add - <F)| Generate Stream Block 3¢ Delete | 57 Edit.. —J— 50.00000 %
i..= all Devices (Hosts, Routers, ...}
[ Al Treffic Generators Scheduling Mode Bandwidth Utilization (%) 50
“Th Al Stream Blacks
G A Traffic Anslyzers £ Port Based Burst Size: f Duration Made: Continuoss +
E‘ @ Alparts ' Load per Stream Block  |Rate Based ™ Inter Frame Gap: 12
B @ dent fi5/s
i [~ Advanced Interleaving Inter Frame Gap Unit:  [bytes ~ Advanced. .,
Devices
i [ Traffic Generator
i Traffic Analyzsr
& Capture © Manzl Based schieddle Scheduling mode crapical example
El- @ Source from intsrnt Jf6/6 T
TG . fctive | Mame Destination Traffic Pattern T Port
i [Bp Traffic Generatar =
<F Traffic Analyzer
X Coptors | \ \ | | | \
ettings T T T T t t t T T T
B |
Displaying Stream Blocks 1 - 1 | Tokal Stream Blacks: 1 | Selected 1 of 1
Basic Traffic:Resuls 1
Basic Traffic Results = Change Resul: view ~ | 1of1 Detailed Stream Results | Change Result iew =
Basic Counters | Evvors | Triggers | Frotoooks | Undersize/Oversizeldumbo | PFE Counters | User Defined | Change Counter Mode:  Basic Mode = @ Resample|
PortMame ste(bps) | TotalRxRatelbps) | TxLi Count (bits) RxLl Court (bits) | TwL1 Rate {bps) RecL1 Rate (bps) TELE Ret Pereerty. | Relyaa| [ SSRkoien B RS RS tnbidi | A0 E
— - - RxPort | AggregatedF
> = y ) Nameflo | TxForthame | RXPOTt | Bogregste
Source fro... S 2 5,049 2 1,044 2 2 =
|| Séreamatoc... |Source From... |Ni& F
& W 8
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Test 3.3 Huawei Authentication Attribute: Dynamic ACL Rule

Verify the Huawei authentication attribute Dynamic ACL Rule when a Huawei S switch works as the access
Obijective | control switch and the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be
imported to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

Enable 802.1X authentication globally and on the interface Port_1.
Configure the DACL authorization on the ISE server.

Use the PC to initiate the 802.1X authentication, and expected result 1 is displayed.

v G

Use the tester to send packets to the destination address 100.1.1.10, and expected result 2 is displayed.

Procedure 1
¥IP network
| SE
Port_1

= - E
= —
PC DUT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.
Criteria

Result 2: The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.
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1. Configure the DACL dynamic authorization in the ISE server authorization policy.

Identity Services Engine Home  »Operations [RARSIGEl * GuestAccess b Administaon  » Work Centers @  LcenseWaming &

Authentication  Authorization  Profiling Posture  Client Provisioning + Policy Elements

Dictionaries  » Conditions ~ ~Results
—

o

¥ Authentication i vLAN TagD 1 | Edit Tag |ID/Name| 11
~ Authorization

Authorization Profiles

Downloadable ACLs + Advanced Attributes Settings
» Profiling

[HW:HW-Data-Filter | = [acl 10006 destip 100.1.1.10 dex

» Posture

Client Provisioning

w Atiributes Details
Selecta network

vice profile to view aftribute details:

Access Type = ACCESS_ACCEPT

Tunnel-Private-Group-ID = 1:11

Tunnel-Type = 1:13

Tunnel-Medium-Type = 1:6

HW-Data-Filter = acl 10006 dest-ip 100.1.1.10 dest-ipmask 32 deny

Test
Results
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2. The device goes online after passing the authentication successfully, and obtains the dynamic DACL.
10004a
Test
Results

uthor on methoc :
unting method : None

[Tolly_auth]
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3. The tester sends packets to the destination address 100.1.1.10, and the traffic is denied.

@ Untitled.tcc - Spirent TestCenter

File Edt View Tools Actions Diagnostics  Help
=3 ErY (= Chassis - | | 3 Apply "8 Bd Technolgies. .. | [P Perspective - Sequencer Reporter Wizards ~ |, Summary... | o Manage Tags.. | & User Defaults|
(8] e Ea Fp > k@ > [ ] =

Test Configuration

B[ Spirent TestCenter [ acd - < Generate Stream Block ¢ Delete | [ Edit.. | FECopy Weard... | ——— —— 5000000 %
= All Devices (Hosts, Routers, ...}
[ & raffic Generators cheduling Mode Bandwidth Uiization (%) 50

= All Stream Blocks
<8 il Traffic Analyzers (" Port Based Burst Size:

1
=@ AlPorts & Load per Stream Block  [Rate Based | ¥]  Inter Frame Gap: I
B @ diet 35
cm Devices [ Advanced Interleaving Inter Frame Gap Unit:  [byres ¥ advanced. .

o[ Traffic Generator

Duration Mode: Continuous ¥

vl Traffic Analyzer
¢ Capturs " ManuslBased St Sehedulng mode craptical example
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|--== Devices Destination Traffic Pattern

ciland,

i [ Traffic Generatar
g8 Traffic Analyzer
e Caphure | ‘ ‘
Settings I 1 i

Displaying Stream Blocks 1 -1 | Total Stream Blocks: 1 | Selected 1 of 1

1of 1 Detailed Strean Results | Change Result View - =@
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Test
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Test 3.4 Huawei Authentication Attribute: Dynamic UCL Group

Verify the Huawei authentication attribute Dynamic UCL Group when a Huawei S switch works as the access
Obijective | control switch and the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be
imported to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Configure the UCL-group 10 authorization on the ISE server, and create UCL-group 10 on the device. Create and
bind ACL 6000 to UCL-group 10.

5. Use the tester as a host to initiate the 802.1X authentication, and expected result 1 is displayed.

6. Use the tester to send traffic that matches ACL6000, and expected result 2 is displayed.

Procedure ‘
\[P network
| SE
Port_1
= - E
= —
PC DUT
Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds. The device can obtain the UCL-group 10.
Criteria

Result 2: The tester sends traffic that matches ACL6000, and the traffic is denied.
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Identity Services Engine

Authentication  Authorization

» Authentication
~ Authorization

Authorization Profiles
Downloadable ACLs

» Profiling
b Posture

» Client Provisioning

Test
Results

Home » Operations ~Policy

Profiling

Dictionaries  » Conditions ~ »Results
R OO IZAUIOTT FYUTIIG

} Guest Access

Posture  Client Provisioning ~ Policy Elements

*Name | Tolly vlan 11|

» Administration

1. Configure the UCL-group 10 dynamic authorization in the ISE server authorization policy.

+ Wark Centers

Description ‘

4

"Access TyPe [ACCESS_ACCEPT -
Network Device Profile | Any | «

Service Template

Track Movement

» Common Tasks
ACL

WVLAN

w Advanced Attributes Settings

HW:HW-UCL-Graup | =[10

v Attributes Details
Select a network device profile to view attribute details:

Access Type = ACCESS_ACCEPT
HW-UCL-Group = 10
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2. Configure UCL-group 10 on the device. Create ACL 6000, bind it to UCL-group 10, and apply it.
ucl-group name
Test
Results
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3. The user goes online after passing the authentication, and obtains the UCL-group successfully.

Test
Results

authentication

1on method
tion method
ng method - None

4. The tester sends traffic that matches ACL6000, and the traffic is denied.

@ Untitled te - Spirent TestCenter (0]
Fle Ed  view Totks Adions  Disgnostics  Help
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=l [y Spirent TestConter 21 B add = 5 Genesate Seam Bock 3¢ Delete | [ Edt... | B oy Waad.,, | — p——on———o
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B A Traffic Genarators Sehsching Mok Eanchickth Llization (%) 10
i, Al Stream Blocks
B A Teafic angivzers = Port Dased Durst Sae: u Dur o Mods: T
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% Caoher vl Based [steite | ehedhdendtiode st exarich
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Test 3.5 Huawei Authentication Attribute: Dynamic CAR CIR (Rate Limiting)

Verify the Huawei authentication attribute Dynamic CAR CIR when a Huawei S switch works as the access control
Objective | switchand the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be imported
to the Cisco ISE server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

Enable 802.1X authentication globally and on the interface Port_1.
Configure the upstream and downstream CAR authorization on the ISE server.

Use the PC to initiate the 802.1X authentication, and expected result 1 is displayed.

v G

Use the tester to send upstream and downstream test traffic, and expected result 2 is displayed.

Procedure 1
¥IP network
| SE
Port_1

= - E
= —
PC DUT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.
Criteria

Result 2: The tester sends upstream and downstream traffic that is limited to a certain rate.
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1. Configure upstream and downstream CAR dynamic authorization in the ISE server authorization policy; the
CAR is limited to 300 Mbit/s.

halis Identity Services Engine

~ Policy » Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning +Policy Elements

Dictionaries  » Conditions = Results

o
Authorization Profiles > Tolly vlan 11
Authorization Profile

» Authentication

~ Authorization

Autharization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

* Name | Tolly vlan 11 ‘

Description |

“AccessType [ACCESS ACCEPT -

Network Device Profile | Any | =

Service Template

Track Movement

Test
Results

¥ Common Tasks

CARYWY] TaglD 1 | Edit Tag |ID/MName| 11

w Advanced Attributes Settings

[Hw:HW-In put-Committed-Inform: ©] = [300000000 |

[HW:HW=Output-Committed-Tnform ©| = [300000000 |
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2. The device goes online after passing the authentication successfully, and obtains the authorized CAR.
i
Us
Js
Dom
Us
Us
Us vpn—-ins
Us IPvVE
Us
u
10}
Test v
Results u

=

=

=

=
L O O O O O 7 L

=

=
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3. The tester sends upstream and downstream test traffic at a rate of 1000 Mbit/s, and the traffic is limited to
300 Mbit/s.

& Untitled.tcc - Spirent TestCenter [_[=]

File Edit View Tools  Actions  Diagnostics  Help

3 =3 = E & E3 (== Chassis ~ Apply & ﬁ El,; 00:00:00 | 5 B Technologies... [P Perspective - | [=] Sequencer .
Test Configuration x
[E-[Z Spirent TestCenter o @Add. i x Delete 1of1 ~Edit... [T Enable Global Analyzer Preload
==t | Devic.es (Hosts, Riouters, ...} — I 10.00000 %
@ All Traffic Generators E
o Allstream Blocks Status Active Mame - Index Controlled By | Source
ﬂ All Traffic Anakyzers =
El- @ Al Ports
= Port [3]1 o n : 100.1.1.10,

-= Devices
E) Traffic Generator
@ Traffic Analyzer

l 1aauanba g puswon T saadolq pesods 3 I

I { Caphure
B @ Part {3z | &
= Devices ;I Displaying Stream Blocks 1 -2 | Total Stream Blacks: 2 | Selected 2 of 2

Port Traffic and Counters > Basic Traffic Results | Change Result Yiew ~ §§| ﬂ, 1af1 Streams > Detailed Stream Results | Change Result Yiew - §§|

Select T Ports:

[

Enars | Tiiggers | Protocols | Undersize/Oversize/lumbo | PFC Courters | User Defined 4| ¥ || all Ports ~ | Select Rx Ports: &l Ports -

Rx Change Counter Mode:  Basic Mode - Resample

Basic Counters ] Errols] Basic Sequencing | Advanced Sequencing 1| ¥

Part Mame  Rx L1 Count bits) Tx L1 Rate (bps) Rx L1 Rate {bps)

95

5
Y30, 284,495, 792 lame

Streamioc

[
: e | | | (e

75517, T
3
Traffic Aggregate View:Results 1 ] Traffic Aggregate ViewResults 2 | Walidation Erars | Log - 1186 messages |
StreamBlockStartCommand Wiaiting For 1 responsels), ﬂ

| A e e e o e PR A

Results

Prrt (1317 Port 1301
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Huawei Authentication Attribute: Service Scheme;
Test 3.6 Generic RADIUS Attribute: Framed-IP-Address (On-demand DHCP IP Address)

Generic RADIUS Attribute: Framed-Pool (On-demand DHCP Pool)

Verify the Huawei authentication attribute HW-Service-Scheme, the generic RADIUS attribute Framed-IP-Address
and the generic RADIUS attribute Framed-Pool when a Huawei S switch works as the access control switch and
the Cisco ISE server works as the authentication (RADIUS) server. Huawei attributes can be imported to the Cisco
ISE server.

Obijective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Configure PPP authentication on the device so that the host can access the network after passing PPPoE
authentication.

4. Configure HW-Service-Scheme: pppoe authorization on the ISE server. Create Service-Scheme: pppoe in the
AAA view. Bind Service-Scheme to the address pool vlan44.
After the PC dials in through PPPoE authentication, expected result 1 is displayed.

6. Add the service scheme pppoe in the default domain. Configure the frame-ip-address attribute in the ISE

Procedure authorization policy, and assign fixed IP addresses to users. Expected result 2 is displayed.

7. Add the service scheme pppoe in the default domain. Configure the frame-pool attribute in the ISE
authorization policy, and assign the IP address pool to users. Expected result 3 is displayed.

PC purt

Result 1: The tested device displays authentication statistics information, which indicates that the PPP
authentication succeeds. The device can obtain addresses from the VLAN44 |P address pool.

Pass Result 2: The PC goes online after passing authentication successfully, and obtains the fixed IP address assigned
Criteria by the ISE server.

Result 3: The PC goes online after passing authentication successfully, and obtains the IP address from the IP
address pool delivered by the ISE server.
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Configuration:
1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Configure PPP authentication on the device so that the host can access the network after passing PPPoE
authentication.

#
interface Virtual-Template1
ppp keepalive retransmit 4
ppp mru 1400
ppp authentication-mode pap
ppp timer negotiate 5
ip address 44.4.4.1 255.255.255.0
#
#
Test interface Vlanif44
Results o
pppoe-server bind virtual-template 1
#
#
ip pool vlan44
gateway-list 44.4.4.1
network 44.4.4.0 mask 255.255.255.0
#

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 83 OF 146



Huawei S Series Switches with VRP5 Software #216161

Tolly,

4.  Configure HW-Service-Scheme: pppoe authorization on the ISE server. Create Service-Scheme: pppoe in the
AAA view. Bind Service-Scheme to the address pool vlan44.

#

ip pool vlan44

gateway-list 44.4.4.1

network 44.4.4.0 mask 255.255.255.0
#

#

aaa

service-scheme pppoe
ip-pool vian44

domain default
authentication-scheme radius
radius-server tolly

#

T 5. After the PCdials in through PPPoE authentication, expected result 1 is displayed.
est

Results Add the service scheme pppoe in the default domain. Configure the frame-ip-address attribute in the ISE

authorization policy, and assign fixed IP addresses to users. Expected result 2 is displayed.
#

aaa
service-scheme pppoe
ip-pool vian44

domain default
authentication-scheme radius
radius-server tolly
service-scheme pppoe

#

7. Add the service scheme pppoe in the default domain. Configure the frame-pool attribute in the ISE
authorization policy, and assign the IP address pool to users. Expected result 3 is displayed.
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Results:

1. Configure HW-Service-Scheme: pppoe authorization on the ISE server.

Policy

Authentication

Dictionaries

Authorization

¥ Conditions

Profiling  Posture  Client Provisioning ~ Policy Elements

> Results

» Authentication

= Authorization

Authorization Profiles

Downloadahle ACLs

¥ Profiling
+ Posture

*» Client Provisioning

* Posture

» Client Provisioning

* Posture

» Client Provisioning

» Posture

Te St + Client Provisioning
Results

Yuthorization Profiles > Tolly vlan 11
suthorization Profile

*MName | Tolly wlan 11

Description ‘ P
" Access Type [ACCESS_ACCEPT -

Metwork Device Profile | gny «

Service Template

Track Movernent

¥ Common Tasks

WLAN

¥ Advanced Attributes Settings

HV:HW-Service-Scheme | = ‘pupue

¥ Attributes Details
Select a network dewice profile to wiew attibute details:

Arcess Type = ACCESS ACCEPRT
HW-Service-Scheme = pppoe
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2. Configure the service scheme pppoe in the AAA view, and bind vlan44 IP address pool to pppoe. The user goes
online after passing authentication successfully, and obtains the pppoe service scheme and IP address.
Tolly auth-aaaldi th
aa
authentication-scheme default
authentication-scheme radius
authentication-mode radius
authentication-scheme tolly
authentication-mode radius
authorization-scheme default
authorization-scheme tolly
accounting-scheme default
ccounting-scheme tolly
ccounting-mode radius
ervice—-scheme pppoe
ip-pool
service-—-sc
Test domain def
Results hentic

N W
v o

a
t
ol

n
ius

I
M
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HHEaHAAA#Aa |

[
[
[
[
[

Test
Results

44b45£610
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3. Configure the frame-ip-address attribute in the ISE authorization policy, and users can obtain fixed IP
addresses.
y_auth-aaa-domain-default]di th
domain default
authentication-scheme radius
service—-scheme pppoe
Test
Results
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Authentication

Dictionaries

Authorization

b Conditions

Profiling

- Results

~Policy

Posture  Client Frovisioning  ~ Palicy Elements

¥ Authenti

~ Authorization

Authorization Profiles

Downloadable ACLs

» Profiling
» Posture

+ Client Provisioninag
» Profiling

» Posture

» Client Prowisioning
» Profiling

» Posture

+ Client Provisioning
» Profiling

» Posture

+ Client Provisioninag
» Profiling
» Profiling

» Posture

» Client Provisioning

Test
Results

suthorization Profiles = Tolly vian 11
suthorization Profile

*Name | Tolly vlan 11

Description |

g

TAccess Type [ACCESS_ACCEPT -
Network Device Profile | apy |+

Service Template

Track Movement

¥ Common Tasks

v Advanced Attributes Settings

: |Radius:Framed-IP-Address | = ‘44‘4.4‘33

¥ Attributes Details
Select 2 network device profile to view attribute details;

Arcess Type = ACCESS ACCERT
Framed-IP-Address = 44.4.4.33
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4. Configure the frame-pool attribute in the ISE authorization policy, and users can obtain IP addresses from the
assigned IP address pool.

~Policy

Authentication  Authorization Profiling  Posture  Client Provisioning ~ Palicy Elements
Dictionaries  » Conditions  ~ Results
—

Suthorization Profiles » Tolly vlan 11
¥ Authentication -
Authorization Profile

~ Authorization *Name | Tolly wlan 11

Authorization Profiles Description | 4
Downlpadable ACLs *Access TYPe | ACCESS_ACCEPT -
T > Prafiing Metwark Dewice Profile | any -
eSt » Posture :
R | Serwice Template
es u tS ¥ Client Provisioning Track Movemnent
» Posture

+ Client Provisioning v Eormmon Tagks

ACL
+ Posture
. e WLAN
» Client Provisioning
» Posture ¥ Advanced Attributes Settings
|Radlus:Framed-Pool | = [vlana4

*# Client Provisioning

¥ Attributes Details
Select a network device profile to wiew atfribute details:

Access Type = ACCESS_ACCEPT
Framed-Poal = wlan44
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Test
Results
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Test 3.7 Generic RADIUS Attribute: NAS-Port

Verify the generic RADIUS attribute NAS-Port when a Huawei S switch works as the access control switch and the
Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.
4. Use the PCto initiate the 802.1X authentication, and expected result 1 is displayed.

Procedure

_-AH

PC DuUT

Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the PC
passes authentication successfully. The access user's physical port number can be viewed on the ISE server
through the NAS-Port attribute.

Pass
Criteria
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1. The tested device displays 802.1X authentication statistics information, which indicates that the PC passes
authentication successfully. The access user's physical port number can be viewed on the ISE server through
the NAS-Port attribute.
16094
16094
¢
Test
Results

authentication
RADIUS

: None
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Test
Results

Source Timestamp

Received Timestamp

Policy Server

Event

Usermame

User Type

Endpoint id

Calling Station Id

Authentication identity Store

identity Group

Authentication Method

Authentication Protocol

Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port id

NAS Port Type

Authonzation Profile

Posture Status

Response Time
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Identity Services Engine

Overview

Event

Username

Endpoint id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Test User Type
Results Endpoint Id

Calling Station Id
Authentication identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IPv4 Address
NAS Port id

NAS Port Type
Authorization Profile
Posture Status

Response Time

5200 Authentication succeeded
tolly &

00:10:04:10:00:03 &

Default >
Default == NIG_PreCPP

PermitA

ISE2
5200 Authentication succeeded

tolly

00:10:94:10:00:03
00-10-84-10-00-03
Internal Users

User Identity Groups:Tolly

dotix

CHAPMDS5

Framed

All Device Types

All Locations

slot=1subslot=0

rt=0;vianid=10

Ethernet

PermitAccess

NotApplicable

Steps

Evaluating Policy Group

Evaluating Service Selection Poli

Queried PIP - Radius.Ca
Matched rule - TLS
Evaluating Identity Policy

Matched Default Rule

22072 Selected identity source sequenc

®

elected Idenfity Source - Interna

24209 Looking up Endpointin Internal E

1ost is not found in the intern

g Authorization Policy

d rule - NIG_PreCPP

7]
®

selected Authorization Profile - P

11002 Returned RADIUS Access-Accep

201
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Test
Results

Other Attributes

ConfigVersionid
DestinationPort
Protocol
NAS-Port

Framed-Protocol

Vendor Specific

Acct-Session-ld
NetworkDeviceProfileName
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
RadiusFlowType

SSID

AcsSessionlD
SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationidentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
AuthorizationPolicyMatchedRule
CPMSessionlD
EndPointMACAddress

ISEPolicy SetName
AllowedProtocolMatchedRule
ldentity SelectionMatchedRule
Network Device Profile

Location

Device Type

RADIUS Username

NA S-identifier

Device IP Address

Called-Station-ID

Result

State

Class

LicenseTypes

nternal Endpoints

Internal Users

testcom

Initial_:

All_AD_Join_Points

AD1

NIG_PreCPP

vZvhOmzN1gmTKdsaaN. Hixe4HhBWxpmpyVPE

Default

TLS

Default

tion#All Locations

Device Type#All Device Types

0bbc20UgWwZvhOmzN 1gmTKdsaaNzO5HIxe4HhBWxpm

vhOmzN 1gmTKdsaaNzO5Hxe4HhBWxpmpyVPEIS

5
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Test3.8 Post-rejection Authentication
Obiecti Verify the post-rejection authentication when a Huawei S switch works as the access control switch and the Cisco
jective ISE server works as the authentication (RADIUS) server.

1. Configure DUT to ensure that DUT and RADIUS server communicate with each other at Layer 3.

2. Create a RADIUS server profile and configure the related parameters, including IP address of the authentication
server, port number, the RADIUS server key, and the retransmission time. Create an authentication scheme, and
configure the authentication mode as RADIUS. Configure a domain name, and apply the authentication
scheme to the domain.

3. Enable 802.1X authentication globally and on the interface Port_1.

4. Enter the correct user name and password on the PC to initiate 802.1X authentication. Expected result 1 is
displayed.

5. Configure the event on the device that if authentication fails, authorize VLAN10 to users. Configure VLANIF10 IP
address pool.

6. Enter the wrong password for authentication on the PC. Expected result 2 is displayed.

Procedure
=
PC DUT
Result 1: The tested device displays 802.1X authentication statistics information, which indicates that the
Pass authentication succeeds.
Criteria
Result 2: The PC authentication fails, and the PC obtains the VLANIF10 IP address.

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 97 OF 146



Huawei S Series Switches with VRP5 Software #216161

Tolly.
1. Enter the correct user name and password, and the PC can go online after passing the authentication
successfully.
FO-DE-F1-E0-AE-B2 - Ll o 25 f0d
tollyl - 0o1
aut 1j slale
auth]di
auth]d
~ ID
© name
ame
) : 4090f fe9 I004aca
i 11 i :
Test User acc T : 802
Results Terminal D

ion method
n method
nting method

None
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2. Configure the event on the device that if authentication fails, authorize VLAN10.

outbound
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3. The PC authentication fails, and the PC obtains the VLANIF10 IP address.

Mo, ITime ISource |Destinatiun ILength IProtocoI IInfo
125 11.475577 1%2.859.11.10 192.89.11.188 344 PADIUY Access-Request(l) (id=1Z4, 1=298)
126 11.481650 19z.89.11.188 192.89.11.10 212 RADIUY Access-Challenge(11l) (id=124, 1=1&&)

1582.8%9.11.10 152.89

426 PADIUS Access-Regquest(l) (1

25,
=

Frame 130: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface O
Ethernet IT, Sre: Vmware 7f:e3:a6 (00:0c:29:7f:c3:a6), Dst: HuaweiTe_c9:95:eh (54:39:df:c9: %a:eh)
Internet Protocol Wersion 4, Sre: 192.89.11.188, Dst: 192.89.11.10

User Datagram Protocol, &rc Port: 1812 (181E), Dst Port: 1812 (181Z2)

= RADIUS Protocol

©code: Access-Reject (3)

acket identifier: 0Ox7d (125)

Length: 44

uthenticator: e9%477c3%22595%1a229%a7ea7le3bBhe

[This i5 a response to a request in frame 129]

Time from request: 0,008348000 secaonds]

Attribute Value Fairs

Test
Results

ST name
Domain-name
- MA

FI

method
ion method
Current accounting method : None
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Test 3.9 Time-based Authentication Policy

Verify the time-based authentication when a Huawei S switch works as the access control switch and the Cisco
ISE server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.
Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa scheme.

Configure the 802.1X authentication profile on the device.

Configure the DHCP server on the device, and enable dot1x authentication on the correspondent port.

S U A W

Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

7. Configure time ranges on the ISE server. Authorization policies vary with different time periods.

Procedure

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria
Result 2: Users obtain different authorization policies based on time periods.
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Configuration
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.

#

radius-server template tolly

radius-server shared-key cipher huawei123

radius-server authentication 192.89.11.188 1812 weight 80

radius-server accounting 192.89.11.188 1813 weight 80

undo radius-server user-name domain-included

calling-station-id mac-format hyphen-split mode2

#

3. Configure the aaa scheme.
#

aaa

authentication-scheme tolly

authentication-mode radius
Test

Results authorization-scheme tolly

accounting-scheme tolly
accounting-mode radius
domain tolly
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly

#

4. Configure the 802.1X authentication profile on the device.
#
dot1x-access-profile name tolly
authentication-method eap
authentication-profile name tolly
dot1x-access-profile tolly
access-domain tolly dot1x force

#
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5. Configure the DHCP server on the device, and enable dot1x authentication on the correspondent port.
#
interface Vlanif4090
ip address 192.89.6.202 255.255.255.0
dhcp select interface
interface GigabitEthernet1/1/0
port link-type hybrid
port hybrid pvid vlan 4090
port hybrid untagged vlan 4090
authentication-profile tolly
#

6. Enter the correct user name and password on the device for authentication. Check the user address and
authentication information, and expected result 1 is displayed.

7. Configure time ranges on the ISE server. Authorization policies vary with different time periods.

Test Results:

Test 1.
Results

Configure different time ranges and two dot1x authorization policies on the ISE server. Users obtain different
authorization policies based on their login time periods.

il |dentity Services Engine

» Guest Access » Administration » Work Centers

Authentication Authorization Profiling Posture  Client Provisioning ~ Policy Elements
Dictionaries  ~Conditions » Results
————————
(<]

» Authentication

Time and Date Conditions

m

» Authorization

Profiling g Condition Name

» Posture R
» Guest

~ Common

Time and Date

dkAdd  FyDuplicate

¥ Delete

Description
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“tuhe Identity Services Engine Home } Operations ~Policy » Guest Access » Administration

Authentication ~ Authorization  Profiling  Posture  ClientProvisioning = = Policy Elements
Dictionaries  ~Conditions  » Results
o

Time and Date Conditions > work_time(AM8-PM6)
» Authentication

* Condition Name : [ work_time{AMg-PM6)] |

¥ Work Centers

@  License Waming

» Authorization ; .
Description |

y

Tol6 ][00 ~[[Pm -]

Fiotiig w Standard Settings
+ Posture ) Al Day (®) specific Hours
(® Every Day () Specific Days
} Guest
(®) No Startand End Dates (O Specific Date Range (O Specific Date
~ Common

» Exceptions
Time and Date

Identity Services Engine } Dperations ~ Policy } Guest Access + Administration

Authentication  Authorization  Profiling  Posture  Client Provisioning |~ Policy Elements
Dictionaries = Conditions b Results
o

Time and Date Conditions > Other_time{(PM6-AMB)
» Authentication

* Condition Name - [ Other_time(PMG-AME) |

¥ Work Centers

@  License Waming

» Authorization F
Description : ‘

)

s -]

Eiciiig « Standard Settings
Test + Posture ) All Day () Specific Hours
(® Every Day () Specific Days
Results P ewet
@® Nostartand End Dates (O Specific Date Range () Specific Date
~ Common

» Exceptions
Time and Date

Home » Operations « Palicy » Guest Access » Administration » Work Centers

ol |dentity Services Engine

Authentication = Authorization | Profiing Posture  ClientProvisioning  » Policy Elements

Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = & Backup & Restore = Policy Export Page

‘ First Matched Rule Applies -

» Exceptions (0)

Status Rule Name Conditions (identity groups and other conditions)
Tolly_dotiX Tolly_Group work_time{AMS-PME)
Tolly-dot1X_2 Tolly_Group Other_time(PMB-AMS)

Permissions

Tolly vian 11

tolly vian 12

License Waming 4k

Edit|~

Edit|«
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2. Auser goes online after passing the dot1x authentication, and obtains the correspondent authorization policy
based on the login time period.

1lly _authld

Identity Services Engine ~Operations » Administration } Work Centers

RADIUS Livelog | TACACSLivelog Reports  » Troubleshoot  » Adaptive Network Control

snfigured Supplicants ' Misconfigured Network Devices ' RADIUS Draps '# Client Stopped Responding R
0 0 0 0
e Sessions 405 Add or Remove Columns + ‘\(5“5 Refresh @ Reset Repeat Counts Reﬁeshl Every 5 seconds v | Showl Latest 50 records v
v Sl Details  Repeat Count Identity L Endpoint ID L Endpoint Profile g Authentication Policy £ Authorization Policy | Authorization Profi
[a_ -] | \
H @ a 3 tolly 00:10:94:00:00:11 Default >> SLAM_dot... Default >> Toly_dot1X | Tolly vlan 11
11:53:32.269 @ a tolly 00:10:94:00:00:11 Default == SLAM_dot... Default == Toly_dot1X Tolly vian 11

Test
Results
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Test 4.1 Change of Authorization (CoA): Session Re-authentication
Obiecti Verify session re-authentication when a Huawei S switch works as the access control switch and the Cisco ISE
jective server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server on the switch.
4. Configure the aaa profile.
5. Configure the MAC authentication profile.
6. Configure the CoA authorization server.
7. Configure the redirection ACL on the switch.
8.  Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.
9. Open a web page and access any website. Enter the user name and password for authentication. Expected
result 2 is displayed.
Procedure
Port_1
((“’)) —
IP
AP DUT
Network ACS
m _=
_n.lﬁ
Wireless Terminal PC
Result 1: When the user accesses the network for MAC authentication, the server delivers URL and redirection
Pass ACL. Open a browser and enter any IP address in the address bar, the page is redirected to the guest
Criteria management page.
Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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Test
Results

et Identity Services Engine Home

Configure the RADIUS authorization server, and enable the device to respond to and process ISE CoA packets.
On the ISE server, change the CoA port number of the access device to 3799 (change the destination port
number in the 1.6.3 case).

#
radius-server authorization 192.89.11.188 shared-key cipher huawei123
#

+ Operations } Policy + Guest Access ~Administration

» System b |dentity Management | = MNetwork Resources | » Device Portal Management  px(Grid Services  » Feed Service b [dentity Mapping

« Metwork Devices  Network Device Groups Metwork Device Profiles  External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM b Loc
L<]
MNetwork devices + RADIUS Authentication Settings
Default Device
Enable Authentication Settings
Frotocol RADIUS
* Shared Secret [ ,pesessss | [ Show
Enable Keywrap [ i
* Key Encryption Key
* Message Authenticator Code Key
Key Input Format '® ASCI HEXADECIMAL
CoAPort | 3709 | [ Set To Default

O |} TACACS+ Authentication Settings
O [} SNMP Sefings

O [} Advanced TrustSec Settings

€D (et
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2. When a new user accesses the network, he must pass the MAC authentication first. After the authentication
succeeds, the page is redirected to the guest management page. A user can log in to the system using a
registered account or a new user can register an account first.

v Admicistrafion  » Work Centers

Misconfigured Supglcants (F Misconfigured Matwork Cess | BADOS Evops Chant Stopoed Responding foapaat Courter
L] o L] 3 3
[ Show Live Sessions 3 Add or Femore Colurns + €% Refresh (0 Assst Repest Counts

Stae cheritity ' oot 10 roiport Profie ' A ' Authorisation ! Auathoriation Prafks ' Hst
a1 Detishs Repeat Coune | Acerii _ Erbort 1D _ Endpord Profie ' ! Authoriation Pty ' Authoration Prafkes ' He

a D 3COTOESE08S SCOTOESEINES  WindowsT Werkst .. [ Dmtadt =5 tol_redr... Gusnt-Fadeect

Q - & £ 2 Windows7-Workat.., Defautt >> tolu_redr... Guest-Radrect S5720M1 Guestinaponts

il llolz Engine Home  » Op B -Foicy

Authentication  Authorization  Profiling  Posture  Client Provisioning v Policy Elements

Authorization Policy

Define the Authorization Palicy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the arder,
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies -

¥ Exceptions (0)

Standard
Status Rule Marme Conditions {identity groups and other conditions) Permissions
tolly tolly Guest_Flow PermitAccess
Standard Rule 1 GuestType_Daily (default) tolly

tollu_redirect | unkown-user Wireless_MAB Wyired_MAB Guest-Redirect |

Test

Results |3. Aftera user registers an account, the system disconnect the user through CoA. The user should log in again
using the new account.

4.  After new users log in to the system, the server authorizes new policies to users so that they can obtain new
permissions.
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er ID

T oname

Mmaln-name
MA

namic ACL num

Test
Results

hentication

None
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Test
Results

Miscordigured Supplcants Miconfpured Natwark Devices RADOLSS Drops
L] o ]
[ Showive Semsicns. 5 Addox Racove Colurre ™ 5 Rofronhs () Rt st Couets
Trno oSk Repoat count | JSTUY Ercport D " EndportProfie ' suthentcation Polcy | Authorization Pokcy
2016-10-28 11:34:50.740 1 tolvi23 3 LIES  Windows7-Workst.., Defaut > MAR Defaut >> Standard ..
20161028 11:33: Urnkrcian Dot »» Mag Dofaudt » > Standard ..

2016-10-28 1!
0161028 1103332 857
2016-10-28 1! &

Authentication

(<N-N:-Q-K ]
bobbo

Authorization

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,
For Policy Export 9o to Administration = Systern = Backup & Restore = Policy Export Page

Frofiling

| First Matched Rule &pplies

-

» Exceptions (D)

Standard

Status

Rule Mame

tolly
Standard Rule 1

tollu_redirect

Pasture

WindowsT-Workst... Default »> MAB »> D... Default »> toku_redr...

= Palicy

Client Provisioning ¥ Folicy Elements

Conditions {identity groups and other conditions)

tolty A0 Guest_Flow

Chant Stopped Responding

Refresh | Bviry § seconds

b mutterizgton Profies

Guest-Redrect

' Wptwerk Do

SETAH
S5T20H]

S5T20H]

Shom | Ly

" DevicePort ©

T Usor |denibilty Growg.,

1+ GuestEndponts

Fermissions

Fermiticcess

0 vgeird 7| wihin| gt

Repeat Counter

4

Igoraity Group | P

Guost Type_Dady (d..

GuestType_Daily (default)

tolly

TR IS ET TelETs_MAE e _AE

GoestRedreTt

201
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Test 4.2 CoA: Session Termination
Obiecti Verify session termination when a Huawei S switch works as the access control switch and the Cisco ISE server
jective works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the MAC authentication profile on the device.
4. Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
5. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
6. Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 2 is displayed.
Procedure
[
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria Result 2: Online users are disconnected from the network by the ISE server, and online user entries are deleted
from the device.
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1. The user goes online after passing the MAC authentication successfully, and obtains the correspondent IP
address.
Test
Results
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2.

Online users are disconnected from the network by the ISE server, and online user entries are deleted from the
device.

e Identity Services Engine

- Operations + Policy » GuestAccess

» Adminisiration » Work Centers
RADIUS Livelog = TACACSLivelog Reports  » Troubleshoot b Adaptive Netwark Control

@ Show Live Authentications ‘;i;' Add or Remove Columns * % Refresh

Refresh | Every 1 mir

Initiated Updated S AVEEEE CoA | EndpointD * Identity PP Address Endpoint Profile
] ]| | | fan Lz |l
] 2016-10-13 06:31:32.884 2016-10-12 06:31:32.884 Authenticated f?% ~ 3C:97:0E:D9 192.89.17.109
] 2016-10-13 06:28:59.145 2016-10-13 06:28:59.145 Authenticated @'D w| 00:10:94:10:00:03  taolly
] 2016-10-13 06:24:59.905 2016-10-13 06:24:59.905 Authenticated f?‘%) w| 00:10:94:00:00:22  00:10:94:00:00:7 10.1.1.11

11 Unknown

Test
Results

0010-
oo10-

0010-

Total: 2, printed:
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Test 4.3 CoA Port Customization in ISE

Verify CoA port customization when a Huawei S switch works as the access control switch and the Cisco ISE
server works as the authentication (RADIUS) server.

Obijective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
Connect the user terminal to the DUT and enable the MAC-authenticated port.

Change the CoA port number of the access device to 3799 on the ISE server.

SN

Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 1 is displayed.

Procedure

O

b DUT

Pass

. Result 1: The CoA port number is changed to 3799, and online users are disconnected.
Criteria

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE |14 OF 146



Huawei S Series Switches with VRP5 Software #216161

Tolly.

Configuration:

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template mac_auth
radius-server shared-key cipher Huawei@123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#

3. Configure the MAC authentication profile on the device.
#
mac-access-profile name mac_access_profile
authentication-profile name mac_auth

Test
Results mac-access-profile mac_access_profile

access-domain mac_auth force

#

4. Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.
#
interface Vlanif12
ip address 12.1.1.1 255.255.255.0
dhcp select interface
interface GigabitEthernet0/0/2
port link-type access
port default vlan 130
authentication-profile mac_auth

#
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5. Connect the user terminal to the DUT and enable the MAC-authenticated port.
6. Change the CoA port number of the access device to 3799 on the ISE server.

7. Configure the RADIUS authorization server on the device and use the ISE server to disconnect online users.
Expected result 1 is displayed.

#
radius-server authorization 192.89.11.188 shared-key cipher huawei123
#

Results:

1. Change the CoA port number of the access device to 3799 on the ISE server.

“dseh: Identity Services Engine Home » Operations » Policy » Guest Access ~Administration

» System  » Identity Management | ~ Network Resources » Device Portal Management  pxGrid Services » Feed Service } |dentity Mapping

~MNetwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  # Loc
———ry
(<]
Network devices ~ RADIUS Authentication Settings

Default Device
Enable Authentication Settings

Protocol RADIUS
Test * Shared Secret [sesessees | [Cshow
Results

Enable Keywrap [ G
* Key Encryption Key
* Message Authenticator Code Key

Key Input Format = ASCIl HEXADECIMAL

CoAPort 3709 | [ Set To Default

O » TACACS+ Authentication Settings
O » SNMP Setlings

O » Advanced TrustSec Settings

[ sve QEES
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2. The online user is disconnected from the network by the ISE server. The CoA port number of the disconnection
packet sent by the RADIUS server is changed to 3799.

No, Time Source Destination |Length |PrDtU:uI Ilnfu

2041 564.018318 192.8%.11.10 192.89.11.188 355 RADTUE Access—Request(l)
2045 564.102148 192.89.11,188 192.89.11.10 233 RADIUS
Z i odlil o i 151: TS
* Z168 582.470221 192.8%.11.10 192.859.11.188 128 RADTUE Disconnect-ACK(41)

Aocess—Accept(2)

#-Frame Z167: 151 bytes on wire (1208 bits), 151 bytes captured (1208 hita) on interface 0

- Ethernet II, Src: Vmware 7f:ic3:ab (00:0c:Z23:7f:c3:ab), Dst: HuaWEiT37c9:Sa:eb (94:3%:df:c9: Fa: eb)
Internet Protocol Version 4, Sre: 192.89.11.188, Dst: 1592.82.11.10

User Datagram Protocol, Src Port: 50168 (50168),' Dst Port: 37299 (37129} |

F-RADIUS Protocol

TR e 0010
010

Test
Results
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Endpoint Profiling with DHCP Packets

Obiecti Verify endpoint profiling with DHCP packets when a Huawei S switch works as the access control switch and the
JECUVE | cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. Configure terminal identification through DHCP on the ISE server. Expected result 2 is displayed.
Procedure
=
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria
Result 2: The ISE server can identify terminals through DHCP.
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Configuration:

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

2. Configure the RADIUS server profile and aaa profile on the switch.
#
radius-server template tolly_mac
radius-server shared-key cipher huawei123
radius-server authentication 192.89.11.188 1812 weight 80
radius-server accounting 192.89.11.188 1813 weight 80
undo radius-server user-name domain-included
calling-station-id mac-format hyphen-split mode2
radius-attribute set Service-Type 10
#
domain tolly_mac
authentication-scheme tolly
authorization-scheme tolly
radius-server tolly_mac

Test .
Results

3. Configure the aaa scheme.
#
aaa

authentication-scheme tolly
authentication-mode radius
authorization-scheme tolly
accounting-scheme tolly
accounting-mode radius
domain tolly_mac
authentication-scheme tolly
accounting-scheme tolly
radius-server tolly_mac

#
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4. Configure the MAC authentication profile on the device.
#
mac-access-profile name tolly
mac-authen username macaddress format with-hyphen normal uppercase
authentication-profile name tolly_mac
mac-access-profile tolly
access-domain tolly_mac

#

5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
#
interface Vlanif4090
ip address 192.89.11.10 255.255.255.0
dhcp select interface
#
interface XGigabitEthernet1/0/0
Test port link-type hybrid
Results port hybrid pvid vlan 4090
port hybrid untagged vlan 4090

authentication-profile tolly_mac

#

6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
Configure terminal identification through DHCP on the ISE server. Expected result 2 is displayed.
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Results:

1. Configure the DHCP attribute to identify the option field in the DHCP packets that match certain conditions.

Identity Services Engine Hone

» Operations ~ Policy » Guest Access » Administration » Work Centers
Authentication  Authorization  Profiling  Posture  Client Provisioning « Folicy Elements

Dictionaries = Conditions  » Results

—
[<]
T Profiler Condition List > windows7-rule-4
= Authentication s
Profiler Condition
Simple Conditions * Name | windows7-rule-<4 | Description
7 P
Compound Conditions * Type | DHCP v|
EAulmEza Lo * Attribute Name | dhcp-class-identifier v|
Profling * Operator [ CONTAINS M|
» Posture * Attribute Value [ MSFT 5.0 |
System Type Administrator Created
» Guest
[ JE=3)
+ Common
MNao. Time Source Destination Protocol Length Info
255 21.76172100.0.0.0 255.255.255. 255 DHCP 379 DHCP Request - Transaction ID Ox6ab39891
256 21.7639220192.89.11.10 255.255.255. 255 DHCP 342 DHCP ACK - Transaction ID 0x6ab39891
257 21.7661580192.89.11.253 192.89.11.188 upP 133 Source port: 59962 Destination port: 8906
258 21.7822810wistronI_e0:ae:b2 Broadcast ARP 42 who has 192.89.11.107 Tell 192.89.11.253
Test 259 21.7829240 HuaweiTe_c9:9a:eb wistronI_e0:ae:b2 ARP 60 192.89.11.10 is at 54:39:df:c9:9a:eb
260 21.7922500 WistronI_e0:ae:b2 Broadcast ARP 42 who has 192.89.11.17 Tell 192.89.11.253
Results Client hardware address padding: 00000000000000000000

server host name not given

goot file name not given

Magic cookie: DHCP
@ option: (53) DHCP Message Type (Request)
# option: (61) Client identifier
@ option: (50) Requested IP Address
# option: (12) Host Name
# option: (81) client Fully qQualified Domain Name
= option: (60) vendor class identifier
Length: 8
vendor class identifie

(o] .
Length: 12
Parameter Request List Item: (1) Subnet Mask
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2. Configure identification policies to invoke attribute identification conditions.

Identity Services Engine Home b Operations [RSSE * GuestAccess  » Administraion  » Work Cenlers

Authentication  Authorization Profiling Posture Client Provisioning » Policy Elements

Profiling Profiler Palicy List > Windows7-Workstation
Profiler Policy
[ L]
= & *Name | Windows7-Workstation Description | Policy for Microsoft Windows 7 workstation
- e
P
» [ Profiling Policies Policy Enabled ¥

» [ Logical Profiles

* Minimum Certainty Factor _ (valid Range 1 t0 65535)
* Exception Action | NONE e
* Network Scan (NMAP) Action | NONE v

Create an Identity Group for the policy O Yes, create matching Identity Group

® No, use existing Identity Group hierarchy

* Parent Policy | Microsoft-Workstation hd
* Associated CoA Type | Global Settings b

System Type  Cisco Provided

Rules
If Candition [ WinPlatiorm <> | Then [ Certainty Factor Increases ] [40 | | & ~
If Condition | Windows7-WorkstationRule1Check ¢ ‘ Then‘ Certainty Factor Increases v‘ ‘20 | W v
If Condition ‘ Win7 < ‘ Then [ Cetainty Factor Increases =] [10 | W T
IfCondition | windows7-ule-4 <> | Then | Cartainty Factor Increases -] [10 -

[ 5= NN

Test
Results
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» System | ~lIdentity Manag
~ldentities  Groups
EndPaints

Users

Identity Services Engine:

External Identity Sources.

printed:

Home » Policy

+ Operations

ement | » Network Resources  » Device Portal Management

Identity Source Sequences ¢ Seffings

L]
Endpoint List

¥ Guest Access

~Administration

pxGrid Services

Endpoints by Profile

Latest Manual Network Scan Results

icrosoft- Workstat...: 33.33%

» Feed Senvice

3. Users go online and identify terminal devices based on identification policies on the ISE server.

¥ Identity Mapping

Unknown: 3333%

___— Windows7-Workstati... 33.33%

Endpoints by Policy Service Node

ISE2.example.com: 100%

Rows/Page 3 v

Test CRefresh  drAdd @ Trash~ G Edit sw & er E Import~  Export~
Resu |tS Endpoint MAC Address Vendor{OUT) Logical Hostname MDM Device IP Address Static Static Portal User
Profile Profiles Server Identifier Assignment Group
Assignment
X
Microsofi- 3C:87.0E:D9:BD:@ Wistron InfoC frue false
Workstation
Unknowr 00:10:94.00:00:02 Performance false true
FO:DEF1:EQAESB2  Wistron InfoC true false
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Test 5.2 Endpoint Profiling with MAC Addresses

Verify endpoint profiling with MAC addresses when a Huawei S switch works as the access control switch and the
Cisco ISE server works as the authentication (RADIUS) server.

Objective

1. Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the RADIUS server profile and aaa profile on the switch.

Configure the aaa profile on the switch.

Configure the MAC authentication profile on the device.

Configure the DHCP server on the device, and enable MAC authentication on the correspondent port.

Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.

SRS N U C

Configure terminal identification through MAC address on the ISE server. Expected result 2 is displayed.

Procedure

Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.

Criteria

Result 2: The ISE server can identify terminals through MAC addresses.
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1. Configure the MAC address segment identification and specify the MAC address OUI provided by the ISE as the
matching condition.

ik Identity Services Engine Home » Operations ~ Policy } Guest Access » Administration }+ Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning |+ Policy Elements

Dictionaries = Conditions  » Results

——
(]
Tn Profiler Condition List > Microsoft-Workstation
~ Authentication %
Profiler Condition
Simple Congitions *Name | Microsoft-Workstation | Description
Ly )
Compound Conditions *Type | MAC ,‘
b Suliizmn * Aftribute Name | MACAddress -]
Prafiling * Operator | CONTAINS v
» Posture * Attribute Value | 3C:97:0E |
System Type Administrator Created
» Guest
B ()
» Common

‘dees Identity Services Engine Home } Operations ~ Policy » Guest Access » Administration » Work Centers

Authentication ~ Authorization  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries = Conditions  » Resulis
C—

o
= Profiler Condition List > MicrosoftOUT

~ Authentication s

TeSt Profiler Condition
R |t Simple Conditions *Name MicrosoftoUl Description Microsoft Corporation CUI
e u 3 E
S S Compound Conditions *Type MAC

bigutbontion * Attribute Name  OUI

Profiling * Operator CONTAINS

¢ Posture * Aftribute Value  Microsoft

System Type  Cisco Provided
» Guest
¢ Common
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2. Configure identification policies to invoke attribute identification conditions.

p: Identily Services Engine Home » Operations ~Policy » Guest Access » Administration » Work Centers

Authentication  Authorization Profiling Posture  Client Provisioning » Policy Elements

Profiling Profiler Policy List > Microsoft-Workstation

Profiler Poli
| 2) q’
. 2 *Name | Microsoft-Workstation Description Generic policy for Microsoft warkstation
» || Profiling Policies Policy Enabled ¥
» [ Logical Profiles
= * Minimum Certainty Factor _ (valid Range 1 to 65535)
* Exception Action | NONE >
* Network Scan (NMAP) Action | NONE v

Create an ldentity Group for the policy O Yes, create matching Identity Group

(®) No, use existing dentity Group hierarchy

Parent Policy Workstation

* Associated CoAType | Global Settings v

System Type Administrator Modified

Rules
IfCandition [ Wicrasofi-Workstation < | Then [ Gertainty Factor Increases -] [0 R
{fCondition | MicrosofOUI <> | Then | Certainty Factor Increases -] [0 | -

[5oc JE=3

Test
Results
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3. Users go online and identify terminal devices based on identification policies on the ISE server.

© 2016 TOLLY ENTERPRISES, LLC

‘il |dentity Services Engine » Operations  » Policy b GuestAccess [RFGIIBIETEIY
» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Identity Mapping
~loentfies  Groups  External ldentity Sources  ldentity Source Sequences b Settings
—
o
Jo— Endpoint List
Users Endpoints by Profile Endpoints by Palicy Service Node
Latest Manual Network Scan Results
icrosoft Workstat..: 33.33% —_
unknown: 66.57%
ISEZ.example.com: 100%
Rows/Page | 3 Y.
CRefresh 4 Add  WTrash~  @eEd > Re B Import~  Exportv
Endpoint MAC Address Vendor(OUI) Logical Hostname MDM Device IP Address Static Static Portal User
Test Prafile Profiles Server Identifier Assignment Group
Assignment
Results *
3C:87:0E:DY:BD:S1 Wistron InfoC true false
Unknown FODEF1:EDAEB2 Nistron InfoC alse alse
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Endpoint Profiling with HTTP Packets

Obiecti Verify endpoint profiling with HTTP packets when a Huawei S switch works as the access control switch and the
JECUVE | cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. When a user goes online after passing the MAC authentication, push the guest management page to him and
allow him to exchange HTTP packets with the ISE server.
Procedure
=
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria
Result 2: The ISE server can identify terminals through HTTP.
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1. Set the HTTP identification: User-Agent is the HTTP identifier of a device.

Identity Services Engine Home » Operations ~Palicy » Guest Access » Administration » Work Centers

Authenfication  Authorization  Profiling Posture  Client Provisioning « Palicy Elements

Dictionaries ~ Conditions » Results

——
o
Profiler Condition List > Huawei_PC
- Authentication il
Profiler Condition
Simple Conditions * Name | Huawei_Pd ‘ Description CalledStationID =54:39:DF:C9:9A:E0
" :
Compound Conditions * Type | P ,l
kg * Aftribute Name [ User-Agent -]
Profiling * Operator | CONTAINS -]
» Posture * Aftribute Value | Mazilla |
System Type Administrator Created
» Guest
D =
» Common

2. Configure identification policies to invoke attribute identification conditions.

Identity Services Engine Home » Operalions - Policy » Guest Access » Adminisiration » Work Centers

Authentication  Authorization Profiling | Posture  Client Provisioning  » Paolicy Elements

Profiling Profiler Policy List > Huawei_PC
r Profiler Polic
( D) ¥
= x'L"J_.a‘. * Mama | Huawei_Pd | Description
Test + [ Profiling Policies Palicy Enabled  (#]

* [ Logical Profiles

ReSU |tS * Minimum Certainty Factor

* Exception Action

10 | tvalid Range 1 o 65538)

* Network Scan (NMAF) Action
Create an Identity Group for the policy @) Yes, create matching Identity Group
O No, use existing Identity Group hierarchy

* Parent Policy

* Associated CoA Type | No CoA

Ii

System Type Administrator Created

Rules

If Condition ‘ Huawei PC < ‘ Then ‘ Certainty Factor Increases -‘ ‘ 10 -

3 =
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Test
Results

3.

Al Mdentfy Services Engine Home  »Opomons v Poscy

Users go online and identify terminal devices based on identification policies on the ISE server.

< r

Encpoint List

Microsoft.Workstat... & 33%
Avaya_Devicei2d £ 335%

Cinco Device £33%

Humwsl_PC: 18 £7% -

printed:

Endpoints by Profile

A

Unknown £5 33%

Endpoints by Palicy Service Node

1S52.80ampls.com: 100%
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Endpoint Profiling with RADIUS Packets

Obiecti Verify endpoint profiling with RADIUS packets when a Huawei S switch works as the access control switch and
JECUVE | " ihe Cisco ISE server works as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. Configure terminal identification through RADIUS on the ISE server. Expected result 2 is displayed.
Procedure
[
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
Pass shows that the authentication succeeds.
Criteria
Result 2: The ISE server can identify terminals through RADIUS.
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1. Set the RADIUS identification: callingStationID is the MAC address of the device.

Identity Services Engine » Operations ~ Paolicy » Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  ClientPravisioning | = Policy Elements

Dictionaries = Conditions  » Results

2. Configure identification policies to invoke attribute identification conditions.

» GuestAccess » Administration » Work Centers

Authentication  Authorization | Profiling Posture  Client Provisioning  » Policy Elements

Profiler Policy List > Avaya_Devicel23

—
o
_ Profiler Condition List > avayadevicel23
~ Authentication o
Profiler Condition
Simple Conditions * Name ‘ avayadevice123 ‘ Description
= 4
Compound Conditions *Type ‘ RADIUS v|
+ Authorization * Aftribute Name ‘ CallingStationID v|
Profiling * Operator ‘ EQUALS v|
» Posture * Altribute Value ‘ cc-f9-54-a1-62-03 |
System Type Administrator Created
» Guest
En =
» Common

profiling
f 5)
.= pat *Name | Avaya_Devicel23 Deseription
= Sy
» [ Profiling Policies Policy Enabled |«
Test » [ Logical Profiles
S * Minimum Certainty Factor | 1 (valid Range 1 to 65635)

ReSUltS * Exception Action | NONE

* Network Scan (NMAP) Action | NONE

=)
af 4

Create an Identity Group for the policy @ Yes, create matching Identity Group

O No, use existing Identity Group hierarchy

*Parent Policy | NONE

* Associated CoAType | Global Seftings

System Type Administrator Created

I

4

Rules

If Condition | avayadevice123

Then [ Certainty Factor Increases ] [0

201
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3. Users go online and identify terminal devices based on identification policies on the ISE server.

Endpoint List

Endpoints by Profile Endpoints by Palicy Service Node

Microsoft Workstat... 6 33%
Avaya_Devicelzd § 33%

Clsco-Device 8.33% \

Hisawei_PC 10878

ISEZ.example.cony 100%

Test
Results
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Test 5.5 Network Scan (NMAP)
Obiecti Verify network scan (NMAP) when a Huawei S switch works as the access control switch and the Cisco ISE server
JECUVE 1 \orks as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the RADIUS server profile and aaa profile on the switch.
3. Configure the aaa scheme.
4. Configure the MAC authentication profile on the device.
5. Configure the DHCP server on the device, and enable MAC authentication on the correspondent interface.
6. Connect the user terminal to the DUT and enable the MAC-authenticated port. Expected result 1 is displayed.
7. Set the SNMP write community password as huawei123, which matches configuration on the ISE. Configure
Nmap scanning on the ISE server. Expected result 2 is displayed.
Procedure
=
PC DUT
Result 1: The user passes the authentication successfully and obtains the correspondent IP address. The device
shows that the authentication succeeds.
Pass
Criteria Result 2: The ISE server identifies the device's IP address and MAC address, and identifies the terminal type based
on the OUL.
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Configuration:

1. Configure the Huawei S switch.

include snmp

gineid 800l
community write cipher Z7%#4% 7iI~Ca#_4.F; ;WE@SP.9e0a+PL!

DLeTD( ,nUl h?
= info

Configure the Cisco ISE server

o huawei@123

© Ldonty Sonices Engie x N N

- C' & b#ps://172.168.10.2/admin/#administration/administration_system/administration_system_settings/profiling

~System | » |dentity gement  » Network R » Device Portal Management  piGrid Sendces  » Feed Service  » |dentity Mapping

Deployment  Licensing  » Cedificates  » Logaing  » Maintenance  Upgrade  Backup & Restore  » Admin Access v Seftings
—

(<]

Client Provisioning Profiler Configuration

FIPS Mode *CoA Type: |No Co -]

Alarm Settings Current custorn SNMP community stiings.  eesess Show |

» Posture Change custom SNMP community strings: | ..........[I | (For NMAP, comma separated. Fleld will be cleared on suc
N

Profiling Confirm changed custom SNMP community strings:

| (For NMAP, comma separated. Field will be cleared on suc

» Protocols EndPoint Attiibute Filter. () Enapled ;

Proxy [‘Reset |
SMTP Server

SMS Gatewray

System Time

Policy Sets

ERS Settings

Telemetry Settings
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'.';I.‘;'g'!;',‘ ldentity Services Engine Home 0 ohs G ~Administration

- System b |dentity Management b Network Resources » Device Partal Management  pxGrid Services » Feed Service » Identity Mapping

Deployment  Licensing  » Cerlificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
_

Deployment Modes List » ise-a
Edit Node

General Settings

Deployment
i e

» o7 Deployment

';:; PAN Failover v RADIUS

Description | The RADIUS probe collects
RADIUS session attributes as  ~
well as COP, LLDP, DHCP,

V]
v ¥ Network Scan (NMAP)

Description | The NMAP probe will scan
endpoints for open ports and

Qs
Manual Scan Subnet | 172.168,10.1/24 (ex 10.10.0.0624 or 2001:db8:1:1:4124)
L _Cancel Scan

Click to see latest scan results

Test 2. Check the scanning result, and the device's IP address and MAC address are displayed. The terminal type is
Results identified based on the OUI.

vldentities  Groups  External [dentity Sources  Identily Source Seguences  » Getlings
—

o
EndPaints Latest Manual Network Scan Results Endpoints
Users
? vigw
Latest Manual Mebwork Scan Results -
Encipoint Profile 4 MAC Address 1P Address Static Assignment
O Huawei-Device FCEZ:3C:99:68:08 172.168.10.10 false
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Test 6.1 Posture Assessment with the Cisco ISE and the Cisco NAC Appliance Agent

Verify posture assessment with a Huawei S switch works as the access control switch, the Cisco ISE server works

ObJeCtlve as the authentication (RADIUS) server, and the Cisco NAC appliance agent.

1. User terminals without the NAC-agent access the DUT in wired mode. Expected result 1 is displayed.

2. After the NAC-agent is installed, the agent checks the user terminals and sends the result to the ISE server.
Expected result 2 is displayed.

3. TheISE server sends the CoA re-authentication to terminal devices that have passed the check. Expected result
3 is displayed.

Procedure

Result 1: The ISE server detects the lack of the NAC-agent on the device through MAC authentication, and delivers
the redirection URL to the NAC-agent download page. The user terminal then downloads and installs the NAC-
agent through the redirection URL.

Pass

Criteria Result 2: When a terminal fails the check, the ISE server redirects the terminal to an URL for software repairing.

The terminal check will not be ended until the terminal passes the check.

Result 2: The device responds to CoA re-authentication, and the user's interface is authorized so that the user is
granted the network access permission.
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1. After the user goes online, the server redirects the user to the URL of the cpp page.
content
g ID
Te St ) 5 on content
) option ID
Results JHCP option content

1 URL content

ShVB8PoPom? '

: None

2. After opening the page, the user is redirected to the cpp page to check whether the NAC agent exists.
The NAC agent is installed successfully.

4. Start the NAC agent for terminal status check. Check whether the command is running. The check result shows
that the command process has not been started, which indicates that the check fails.

5. Click Repair to invoke the command process and check the NAC agent again. The result shows that the check
succeeds and network permissions are granted to the user.
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Guest Management (Guest self-registration and authentication)

Obiecti Verify guest management when a Huawei S switch works as the access control switch and the Cisco ISE server
JECUVE |\ orks as the authentication (RADIUS) server.
1. Configure the switch's IP address so that the switch can communicate with the ISE server.
2. Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
3. Configure the RADIUS server on the switch.
4. Configure the aaa profile.
5. Configure the MAC authentication profile.
6. Configure the CoA authorization server.
7. Configure the ACL redirection on the switch.
8. Users access the network in wired mode for MAC authentication. Expected result 1 is displayed.
9. Open a web page and access any website. Enter the user name and password for authentication. Expected
result 2 is displayed.
Procedure
\ ‘
Port 1
((‘R)) 4€ 3 m—i
| o
AP DUT
Network ISE
o — | I ;q
Wireless Terminal =
PC
Result 1: When the user accesses the network for MAC authentication, the server delivers URL and redirection
Pass ACL. Open a browser and enter any IP address in the address bar, the page is redirected to the Portal
Criteria authentication page.
Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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1. When a new user accesses the network, he must pass the MAC authentication first. After the authentication
succeeds, the page is redirected to the guest management page. A user can log in to the system using a
registered account or a new user can register an account first.
Test
Results
on method
uthorization method
g method : None

© 2016 TOLLY ENTERPRISES, LLC Tolly.com PAGE 140 OF 146



W Huawei S Series Switches with VRP5 Software #216161

Tolly.

Test

Wl Ideniily Sendces Engeie oy 5 + Admiriskraton
A wlog  TACACS Liwiog  Reports
Misconfigured Supplcants Misconfigured Hatwork Devces RADILIS Crrps Clent Stopoed Remondng Roowat ol
0 0 0 3 =

[l Showwbove Sessons 4 Acdd or Remave Cobaors = 8 Aefresh (@) Fiesot Repest Counts Betresh | Evory 5 soconds -| Shees | Latost 100 mmconds

Suns ay " oo 101 oot Profle | Authetication Polcy || Authorization Pokey || Authorization ' Matwerk Covies ' Device Port ' ity Grongs * s St
T » et Bepet cant deany || Ercoont Craknont Profls || Autheritieation Poky || Authorization Pukey ' Authorization Profles ' Natwerk Cevics | Device Port | Tl Grengs Pasture St
-
20E-10-20 11 o o 07 -DESH-2285 97 -0E58:22:8% Windows7-Werkst... Default 53 MAR >> Dafat 5 ol _rec. . Guest-Radiect
Defiudt > toh_tedr... GusstRedrect SETR0HI t+ GuestEndponts

2016-10-20 112, Windows7-Workst... Defaut >> MAR >3

Engine Home ~Policy

Al |gle
PR

Authentication Authorization Profiling  Posture Client Provisioning » Policy Elements

Authorization Policy
Cefine the Autharization Policy by configuring rules based on identity groups andior other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule &pplies 0

¥ Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conditions) Fetmissions
tally tolly GUest_Flow Permithccess
Standard Rule 1 GuestType_Daily (default) tolly
tollu_redirect | unkown-user Wireless_MAB Wired_MAB GuestRedirect |

2. After a user registers an account, the system disconnect the user through CoA. The user should log in again

using the new account.

3. After new users log in to the system, the server authorizes new policies to users so that they can obtain new

permissions.

Results
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Total: 1, printe
[Tli!ll'_ i

Test
Results
ion method
1 method
ounting method

» Administration

Meconfigured Supghcants ¢ Meconfigunid Network Devoes RADIS Drogs Chent $topped Rispondng Repest Counter

0 0 0 3 4

[ Shome v Sossirs 5 A Parsows Cokruos = Radeosh € Rasse Ropaat Conts fatvet [ By 8 0cores ] S Lotert 00 reeers+] [
Tene v T sk Repoat Couny | 0EntY Erckooiot Prfle " A& ' Autherieation Pokey ' thes 1| Natwerk Devien *| Device Poxt_* Ideritity Gow © Pay
a 1t Windkrws 7 wWiorkst. Dofadt »» Standwd
a Urkrawn Detadt >> Standzd =
F. oy sS7aM
a
3 WrdawsTWerbst... Defiit > MAD 35 D... Defadt »> toku_pedr... GuestRedrect ss7a0
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Ll ~Palicy

Authentication | Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Cefine the Authorization Policy by configuring rules hased on identity groups andfor ather conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = Systermn = Backup & Restore = Policy Export Page

First Matched Rule Appliss -

» Exceptions (0)

Standard
Status Rule Mame Conditions {identity groups and other conditions) Permissions
tolly tolly Guest Flow Fermiticcess
Standard Rule 1 GuestType_Daily (default) 1olly
tollu_redirect OTTROWTFOS BT iTEfEss_MAE e _fitAE GoestRedirect

Test
Results
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BYOD (BYOD device self-registration and authentication)

Verify BYOD when a Huawei S switch works as the access control switch and the Cisco ISE server works as the

ObJeCtlve authentication (RADIUS) server.

—_

Configure the switch's IP address so that the switch can communicate with the ISE server.

Configure the management VLAN10, and assign IP addresses to APs. Configure network access for APs.
Configure the RADIUS server on the switch.

Configure the aaa profile.

Configure the MAC authentication profile.

Configure the CoA authorization server.

Configure the ACL redirection on the switch.

Register users on the ISE server. Expected result 1 is displayed.

SONNCO R

Users access the network in wireless mode. Expected result 2 is displayed.

Procedure

AP

P
DUT
P Network ISE

L1l CH&

Wireless Terminal

Pass Result 1: The user registers the access device on the ISE server successfully.

Criteria Result 2: After entering the user name and password, the user passes the Portal authentication successfully.
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1. Allinternal employees must go to the specified website page (My Devices Portal) to register their own BYOD
devices.

4l |dentity Services Engine

Home » Operations » Policy » Guest Access - * Work Centers

» System *» |dentity Management ¥ Network Resources 'Dey'rr:"e‘F"(ﬁal Manaﬁﬁ‘e‘mx} pxGrid Services » Feed Service » |dentity Mapping
T meTs

Blacklist BYOD  Cerificate Provii  Network Devices Iobile_Device Management y De;;;&\?\lSettings
Network Device Groups 1____./}
Network Device Profiles
My Devices Portals External RADIUS Servers

You can edit and customize the defa  RADIUS Server Sequences  itional ones
NAC Managers
External MDM

| Create | Edit | Duplicate | [ Location Senices

My Devices Portal (default)

Default portal used by employees to register and manage their personal devices

« ldentity Services Engine

Home v Operations » Policy v Guest Access ~ Administration » Work Centers

» System  » |dentity Management  » Network Resources | ~Device Portal Management  pxGrid Services  » Feed Service  » |dentity Mapping
Blacklist BYOD  Cerlificate Provisioning  Client Provisioning  Mobile Device Management "My Devices Settings

Portal Settings and Customization

m\ Close |
Portal Name: * Description:

Test | My Devices Portal (default) || Default portal used by employees to register and manzge their person%.u ‘ Portal test URL Language File =

Results

Portal Behavior and Flow Settings /= Portal Page Customization
Use these settings to specify the guest experience for this [i§ & |

Customize portal pages by applying a theme and

portal. specifying field names and messages displayed to users

Enter an employee account.
Click Adding a Device.

Add a device, and the device ID must be the mobile phone's MAC address.

gioogs e

The user has registered the BYOD device successfully, and has to register again on the BYOD device when he
uses the device to log in.

6. The mobile phone connects to the wireless network. After the user enters any website in the address bar of a
browser, the webpage will be redirected to the ISE server's BYOD page.

7. Click Start to enter the registered user name. The ISE obtains the mobile phone's MAC address.

Click Continue to download the TLS certificate and configuration files from the ISE server for login.

After the certificate is installed, the ISE server disconnects the user through CoA. The mobile phone goes online

after re-authentication and obtains the network access permission based on configuration files and the TLS
certificate.
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About Tolly...

The Tolly Group companies have been delivering world-class IT services for over 25 years. Tolly is a leading global provider of
third-party validation services for vendors of IT products, components and services.

You can reach the company by email at sales@tolly.com, or by telephone at

+1561.391.5610.

Visit Tolly on the Internet at:
http://www.tolly.com

Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability
based on your needs. The document should never be used as a substitute for advice from a qualified IT or business professional.
This evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under
controlled, laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance
may vary under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for
their own networks.

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.
Accordingly, this document is provided "as is", and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking,
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness,
usefulness or suitability of any information contained herein. By reviewing this document, you agree that your use of any
information contained herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other
consequences resulting directly or indirectly from any information or material available on it. Tolly is not responsible for, and you
agree to hold Tolly and its related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use of
or reliance on any of the information provided herein.

Tolly makes no claim as to whether any product or company described herein is suitable for investment. You should obtain your
own independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project
related to any information, products or companies described herein. When foreign translations exist, the English document is
considered authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com.

No part of any document may be reproduced, in whole or in part, without the specific written permission of Tolly. All trademarks
used in the document are owned by their respective owners. You agree not to use any trademark in or as the whole or part of your

own trademarks in connection with any activities, products or services which are not ours, or in a manner which may be confusing,
misleading or deceptive or in a manner that disparages us or our information, projects or developments.
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