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Introduction

SMS PASSCODE® is widely used by Cisco customers extending the Cisco ASA VPN
concentrators with both IPsec and SSL VPN extensions. This document provides a visual
step-by-step guide for configuring the system to support SMS PASSCODE®.

Cisco Setup VPN group and radius client

1. Start ASDM and login to the Web interface.

2. Go to the wizards menu and select IPsec VPN Wizard or SSL VPN Wizard
(the following is from IPsec wizard, but configuration is quite similar)

3. Select Remote Access and click next:

T

" VPN Wi_zhld VPN Tunnel Type (Step 1 of..)

Use this wizard to configure new site-to-site VPN tunnels or new remote access VPN tunnels. A
tunnel between two devices is called a site-to-site tunnel and is bidirectional. A tunnel
established by calls from remote users such as telecommuters is called remote access tunnel,

This wizard creates basic tunnel configurations that you can edit later using the ASDM,

WPM Tunnel Type:

Site-to-Site VPN

(©) Site-to-Site

@ Hemols Accesd

it

Enable inbound IPsec sessions to bypass interface access lists, Group policy and per-user
authorization access lists still apply to the traffic,

[ EaraEalries

4. Select the Cisco VPN Client option and click next:

Remote access users of various types can open VPN tunnels to this ASA. Select the type of
VPN dient for this tunnel,

VPN Client Type:

Cisco VPN Client, Release 3.x or higher i
or other Easy VPN Remote product

() Microsoft Windows dient using LZTP over IPsec

Spedfy the PPP authentication protocol. If a protocol is not
spedified on the remote dient, do not specify it.

[]PAP [J]CHAP  [/]MS-CHAP-VL [ |MS-CHAP-v2 [ |EAP-PROXY

Specify if the dient will send tunnel group name as - username @tunnelgroup.

[] Client will send tunne! group name as username @tunnelgroup.

If pre-shared authentication is used with this option then DefaultRAGroup's
pre-shared key and ppp authentication are also modified,

s Erra
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5. Click next once you have set the Pre-Shared Key parameter:

Govwes e S =

r VPN Wi_ rd VPN Client Authentication Method and Tunnel Group Name (Step 3 of ...)

The ASA allows you to group remote access tunnel users based on common connection
parameters and dient attributes configured in the subsequent screens. Configure authentication
method and tunnel group for this remote connection. Use the same tunnel group name for the
device and the remote dient.

Authentication Method

(@ Pre-shared key
Pre-Shared Key: |SacretHasToMad’|OnVPNC\iant

() Certificate
Certificate Signing Algorithm: rsa-sig
Certificate Name: |ASDM_Trusﬂ70intl -

(7 Challenge response authentication (CRACK)

Tunnel Group-
’V Tunnel Group Name: | GrouphameHasToMachOnVPNCient |

B | ) (=) )

6. Name the Server Group Name: SMS PASSCODE® and set the IP address

and the Server Secret key and click ok:

£2) Ne

Create a new authentication server group containing one authentication server.
To add more servers to the group or change other AAA server settings, go to
Configuration > Device Management = Users/AAA > AAA Server Groups.

Server Group Name: SMSPasscode
Authentication Protocol:
Server IP Address:

Interface:

Server Secret Key:

% 8
s
8
5
4

Confirm Server Secret Key:

i
!

7. Select the AAA server option and select the SMSPasscode Group

To authenticate remote users using local device user database, select the first option below,
You can create user accounts in the next step.

To use external A#A servers instead, select the second option. You can select an existing
AAA server group or create a new one sing the New button below.

To manage al other AAA settings, go to Configuration > Device Management > Users/AAA in
the main ASDM window.

() Authenticate using the local user database

@) Authenticate using an AAA server group

AAA Server Group Name: | SMSPasscode v E New...
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8. Select the SMS Pool Name from the pull-down menu and click next. If you

do not have a pool defined, click New... and create the IP pool, select it
and click next .

s e
” VPN Wizard Address Pool (Step 5 of 10)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dents.

Tunne! Group Name :

GrouphameHasToMachOnVPNCient
Pool Mame: &5 v] [ Mew..,
Paol Settings
Range Start Address: 10.255.253.1
Range End Address: 10.255.253.14
Subnet Mask: 255.255.255.0

9. Set encryption to 3DES, Authentication to SHA and Diffie-Hellman Group to
2 and click next:

ETILI I

" VPN Wizard

Al
IKE Policy (Step 7 of 10)

Select the encryption algorithm, authentication algorithm, and Diffie-Helman aroup for the
devices to use to negotiate an Internet Key Exchange (IKE) security assodiation between
them. Configurations on both sides of the connection must match exactly.

Encryption:

Diffie-Hellman Group:

10. Verify “Enable Perfect Forwarding Secrecy (PFS) is checked and click next:
Bowas e =)

Netwark Address Transiation (NAT) is used to hide the intermal network from outside users. You can
make exceptions to NAT to expose the entire or part of the intemal network to authenticated remote
users protected by VPN.

To expose the entire network behind the most secure interface to remote VPN users without NAT,

leave the selection list blank.

Selected Hosts/Networks:

Host/Network
—
s (]

ik

Enable split tunneling to let remote users have simultaneous encrypted access to the resources:
defined above, and Unencrypted access to the internet.

Enable Perfect Forwarding Secrecy (PFS)

Diffie Hellman Group:
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11.You have now set up the Cisco ASA for SMS PASSCODE® two-factor
authentication.

Summary (Step 9 of 10)

Yfou have created a Remote Access VPN tunnel with the following attributes:

VPN Tunne! Interface: outside
IPsec authentication L -shared key: SecretHasToMachOrVPNClient
meHasToMachOnVPNClient

lew oups/
Pool of IP addresses for VPN diients: SMS
(10.255.253.1 - 10.255.253.14)
IKE Policy Encryption / Authentication / Diffie-Hellman Group: 3DES / SHA / Group 2
Internal network elements expased to remate VPN users without NAT:

any

Spit tunneling: disabled

perfect Forward Secrecy (PFS): enabled
Diffie-Hellman Group: 1

Optional setup of the VPN concentrator using command line
interface (CLI)

To use the command line interface, access the Cisco ASA VPN concentrator through the
command line window and configure it as follows:

access-list inside_natO_outbound line 4 extended permit ip any 10.255.253.0
255.255,255.240

aaa-server SMSPasscode protocol radius
aaa-server SMSPasscode (inside) host 10.10.10.10
timeout 5
kay *Hormernes
tunnel-group GroupNameHasToMachOnVPNClient type remote-access
tunnel-group GroupNameHasToMachOnVPNClient general-attributes
authentication-server-group  SMSPasscode
address-pool SMS
tunnel-group GroupNameHasToMachOnVPNClient ipsec-attributes
ore-shared-key **+s

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 656535 set pfs group
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Configuring SMS PASSCODE® authentication for radius

To set-up SMS PASSCODE® for RADIUS, please consult the SMS PASSCODE®
Administrators Guide under the section “Configuring RADIUS Protection.

Using MSCHAPVZ2 protocol

To use MSCHAPV2 protocol instead of PAP the ASA must have a bugfix for CSCtr85499
which should have been fixed in the following releases (please check cisco.com for
CSCir85499 for updated information):

8.4(4.2)

9.0(0.99)
100.8(0.133)M
100.8(33.4)M
100.7(18.75)M
100.8(11.21)M
100.7(6.79M
100.9(2.1)M
100.8(27.7)M
100.9(0.1)M
8.4(4.99)
100.8(34.1)M

== = =

When creating the AAA radius server make sure to enable Microsoft CHAPV2 capable

=

X

Server Group: SMSPASSCODE

Interface Name:

Server Name or IP Address: |10. 10.10.10

Timeout: IEI seconds

RADIUS Parameters

Server Authentication Port: | 1645 |

Server Accounting Port: | 1645 |

Retry Interval: | 10 seconds -
Server Secret Key: [seseesnness |
Common Password: | |
ACL Metmask Convert: [Standard - ]

Microsoft CHAPv2 Capable:

SDI M
Message Table @

ok J[ comcel J[ Hep ]
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And in the Connection Profile “Enable password management”

[ = e
;-Basic Enable Simple Certificate Enrolment Protocal (SCEP) for this Cannection Profile
=-Advanced
L Strip the realm from username before passing it on to the AAA Server
-.Client Addressing
_Authentication Strip the group from username before passing it on to the AAA Server
- Secondary Authenticat
Group Delimiter:
Lot 3
+ Accounting Important: group delimiter is a global parameter. Changing it here affects al other
. Group Alias/Group Ua | | emote connection profis.
'assword
Enable password management
© Notfyuser || days prior to password expiration
@) Notfy user on the day password expires.
Override account-disabled indication from AAA Server

In SMS PASSCODE configuration tool you must make sure that Side-by-side to always

™ SMS PASSCODES - Con -'nluv-lli'-ll—ll—vl H_[.‘
gvE|passcode
Database | Tranemission | Netwok | EnduwserlP
Authentcston | Authorezaton | Miscelaneous |
~ Aliow login when
© Parowedbas egied ¥ Pagsweond mmatt changn l

-

rmumh-uo-un CALTION: Test uter suthenncaton carebly
% Request Polcms ewecution whori Utng ary of these sefingr. Inoonect
[Awes =] o corbey

Sk pavswond vabdaton o the ok e of paswerde
i
i

And that there is a Network Policy allowing the user to log in and change password via the
MSCHAPV2 protocol.
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Password change

A normal logon flow with password change through AnyConnect or Clientless SSLVPN
would look like this

Pleage enter your username and password.

1 | pwdchange

Paggword: | Frreess]

Lo | conl

Answer: | Feereeea
Authentication Message

Enter password again in order to complete ~
password change

)
X

New Password: ‘ — |
Verify Password: ‘ hasasas | |
_—

Password expiring, you must enter a new ~
password to continue,

Contrue | | Cancel

Due to a bug in Cisco ASA password change is not possible via AnyConnect if the
Anyconnect Client Software package is 3.0.x or 3.1.x but working with 2.5.x and below.
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% Add [ Delete S Connect AnyConnect Client Images

w»
Find: Go Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConnect VPN Client , The regular expression is used to match the user-agent of a ?
Py browser to an image.

) 106.0.19 You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to the top of the list,

(2} moxa2.smspasscode.net & 2| Reploce | Dekete] | &

AnyConnect Client Profie
Fg Softn

Reguiar expression to match user-agent

any
Hlp Dynamic Access Polices
3 Group Polices
B Psec(IKEV1) Connection
T Secure Mobility Solution

Dynamic Access Policies
Advanced

Easy VPN Remote
AAA/Local Users
Host Scan Image
Secure Desktop Manager

B3 Certficate Management

-1 Language Localization

So if password change is needed please make sure that the image is not on 3.x

Logon and password change will work fine with 3.x AnyConnect, but if password change
will fail with this error after reentering current password.

9 Cisco AnyConnect | testasa.smspassco...

1 | pwdchange |

Password: | |
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Authorization

SMS PASSCODE® support extension of a VPN connection with authorization detail. E.g.
SMS PASSCODE® can read the individual users group memberships in Active Directory
and if there are Dynamic Access Policies defined, SMS PASSCODE® can parse relevant
membership attributes to the ASA Radius Client.

This can be defined in below window or via CLI:

Description: | Authorization attributes from SWS Passcode Radius | ACL Priority: |0 |
~Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
speafy the logical expression text.
|User has ANY of the following AAA Attrbutes values... v | and the following endpoint attributes are satisfied.
AAAAtrbute  Operation/Value Add Endpoint ID Name/o; I [ A ]
Logical Op.
Advanced )
[-Access/Authorization Policy Attribute:
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
aroup-polcy hierarchy. The resulting VPN authorization policy is an agaregaton of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).
Network ACL Filters | Web-Type ACL Filters | Functions | Port Forwarding Lists | Bookmarks | Access Method |
Network ACLs.
Network ACL (orly all-permit and all-deny entries allowed)
[ Add>>
Auth_Test - ] -
(peee)

Command line interface commands

access-list Auth_Test line 1 extended permit ip any any (change ip any any to the
appropriate)

dynamic-access-policy-record SMS_Authorization
description "Authorization attributes from SMS Passcode Radius”

network-acl Auth_Test
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How to configure SMS PASSCODE® Authorization

Set up SMS PASSCODE® to use authorization with attribute number 25:

(@515 ASSCODES - CongurationTool M=l |
&TE|passcode
General |  Database |  SMS Transmission |  Network
RADIUS Client Protection | Import/Export |  About

Authentication Authorization | Miscellaneous |
F Authorization enabled

— Authorization attribute properties
Max size of attribute:
4 =
Vendo: code:
1 =
Attribute numbes:
|25 =
Prefix Separator:
fou= |:
— Active directory resolve provider

@ Ghbalcataog ( LDAP

 Restrict groups collected into the authorization attribute
Restrict to groups:
| d

group

duld

Down

¥ Only collect st matching group

Revert RADIUS Chent Protection 1o defau seltings |

I T

Please note that the separator is a semikolon
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Setup Group policies in ASA to match the groups

() Cisco ASDM 6.2 for ASA - 106

Manage VPN group polices. A VPN group is & collection of user-anented authorzation attrbute fvalue pars that may be stored internaly on the de
VPN connection profiles and user accounts,

To enforce authorization attributes from an LDAP server you must use an LDAP atribute map.
@2 - f e [ e

Type

| @nex @ Prevous

Lok J{ cocd [ hep |
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ACQL Priceity: |0

Define the AAA and endpont attrbutes used to select ths acoess policy. A policy & used when a user’s authorization attrbutes match the AAA attrbute ovteria
below and every endpont attribute has been satisfied. These attrbutes can be created using the tables below andjor by expandng the Advanced option to
specfy the logcal expression text.

[User has ANY of the folowng AA Attrbutes vakues... v and the folowng endpont atibutes are satisfied.
AAA Atrribute Operaton/Value

Endpont 1D Name Operaton/Value

ES:

 F—T—

Delate

Advanced

- Access[Authorzaton Polcy Attributes

attributes for ths policy. Attrbute values spedfied here will override !hose values obtained from the AAA system and the
mmm.mwmmmsmwdwm.mmmumwmmm
that are not nDAP),

Acton: @ Contrwe ) Termnate O

Speofy the message that wil be dsplayed when this record s selected.

User Message:

ook J[ concd || nebo ]
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(Radius.25 must have a value matching the attribute value from the radius server o be
aware that the value is case sensitive also for group name)

To avoid problems with upper/lower case groups — it is possible to specify
ADGroupname;ASAgroupname

™ SMS PASSCODE® - Configuration Tool Mi=1E3 I
&TB|passcode
General | Database | SMS Transmission | Network
RADIUS Client Protection | Import/Expot | About

Authentication Authorization | Miscellaneous |
M Authorzation enabled ‘

~ Authorization attribute properties
Max size of attrbote:

f4 =

Vendor code:

I =

Altribute number.

1% =

Prefec Sepatator:
fou 8
rmﬁmmm
@ Giobalcatalog  LDAP

~ Restrict groups collected into the authorization attribute
Fueripladn 3}

Note; Group name in attribute is always lower case.

Configure SMS PASSCODE® for co-existence
with a token solution like RSA®

You can make SMS PASSCODE® to co-exist with radius based token solutions. It is a
pre-requisite that the SMS PASSCODCE radius server is configured with radius forwarding
1o the token solution’s radius server.

The Cisco concentrator sends the requests for both SMS PASSCODE® and the Token

solution to the SMS PASSCODE® radius server. The SMS PASSCODE® radius server will
then forward the Token solution’s request to the token solutions radius server.
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In the SMS PASSCODE® configuration tool you specify the side-by-side as “On failure
only”. Optional you can in the SMS PASSCODE® configuration tool set a regular
expression that denies the token code. This will save you from a request to the AD. In
example this expression for numbers: MN\d*$

See screenshot for example.

™ SMS PASSCODER - Configuration Tool

&TB|passcode
'General | Database | SMS Transmission | Network RADIUS Client Protection | Import /Export | About |
— Allow login when
¥ Password has expired ¥ Password must change

— Side-by-side
Enable IASYNPS intemal Connection CAUTION: Test user authentication carefully when using any of these settings.
Request Policies execution: Incomect credentials could be accepted, if forwarding is not configured comecthy.

On failure only | S

Skip password validation for the following type of passwords:

o <

To read more about the advanced Radius configurations in SMS PASSCODE
please refer to SMS PASSCODE administrators guide.

About SMS PASSCODE®

SMS PASSCODE is the leading technology in two- and multi-factor authentication using your mobile phone. To protect
against the rise in internet based identity theft hitting both consumers and corporate employees, SMS PASSCODE offers
a stronger authentication via the mobile phone SMS service compared to traditional alternatives. SMS PASSCODE
installs in minutes and is much easier to implement and administer with the added benefit that users find it an intuitively
smart way to gain better protection. The solution offers out-of-the-box protection of standard login systems such as
Citrix, Cisco, Microsoft, VMware View, Juniper and other IPsec and SSL VPN systems as well as web sites. Installed at
thousands of sites, this is a proven patent pending technology. In the last years, SMS PASSCODE has been named to
the Gartner Group Magic Quadrant on User Authentication, awarded twice to the prestigious Red Herring 100 most
interesting tech companies list, a Secure Computing Magazine Top 5 Security Innovator, InfoSecurity Guide Best two-
factor authentication, a Citrix Solution of the Year Finalist, White Bull top 30 EMEA companies, a Gazelle 2010, 2011,
2012 and 2013 Fast Growth firm and a ComOn most promising IT company Award. For more information visit:
www.smspasscode.com or our blog at blog.smspasscode.com.
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