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Saved

ASA Version 8.4(3)
!
host nane stal wart
enabl e password U30oNL8CXT4y5j.i Wencrypted
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
nanes
!
interface Ethernet0/0
swi tchport access vlan 2

!
interface Ethernet0/1

!

interface Ethernet0/2

swi tchport access vlan 12

nterface Ethernet0/3
nterface Ethernet0/4
nterface Ethernet0/5
nterface Ethernet0/6

!
i
!
i
!
i
!
i
!
interface Ethernet0/7

!

interface Vlanl

no forward interface Vlanl2

namei f inside

security-level 10

ip address 192.168. 10. 254 255. 255. 255. 0

interface Vlan2

nanei f outside

security-level 0

ip address 212.147.49. 18 255. 255. 255. 240

interface Vlanl2

namei f inside2

security-level 100

ip address 192.168. 80. 254 255. 255. 255. 0
1

ftp node passive
clock timezone GMTI 0
dns domai n-1 ookup i nside
dns donai n-1 ookup out si de
dns domai n-1 ookup i nside2
obj ect network obj_any
subnet 0.0.0.0 0.0.0.0
obj ect network Stalwart-office
subnet 192.168.10.0 255. 255. 255.0
obj ect network Primary
host 212.147.49.18
obj ect network Satigny
subnet 192.168.2.0 255.255.255.0
obj ect network SPL
subnet 192.168.11.0 255. 255. 255.0
obj ect network SPL-stal wart
subnet 192.168.80.0 255. 255. 255.0
obj ect network NETWORK_OBJ_192. 168. 130.0_27
subnet 192.168. 130. 0 255. 255. 255. 224
obj ect network JCB_hone
subnet 192.168.9.0 255.255. 255.0
obj ect network MECSA
subnet 192.168.4.0 255.255.255.0
obj ect network Aesch
subnet 192.168.3.0 255. 255. 255.0
obj ect network Mathod
subnet 192.168. 1.0 255.255.255.0
obj ect service MYSQL_port
service tcp source eq 3306 destination eq 3306
obj ect network gateway_stal wart
host 212.147.49. 17
obj ect network nysql _stw
host 192.168. 10. 14
obj ect - group service DM_INLINE_TCP_2 tcp
port-object eq domain
port-object eq hostname
port-object eq ww
port-object eq https
obj ect - group service DM_I NLI NE_SERVI CE_1
servi ce-obj ect object MYSQL_port
service-object tcp destination eq domain
service-object tcp destination eq hostnane
service-object tcp destination eq ww
service-object tcp destination eq https
access-list inside_access_in extended permt tcp object Stalwart-office any
access-list inside_access_in extended pernmt ip object Stalwart-office any
access-list inside_access_in extended permt udp object Stalwart-office any
access-list inside_access_in extended permt object-group DM | NLI NE_SERVICE_1 object Stalwart-office any
access-|ist outside_cryptomap extended pernmit ip object Stalwart-office object Satigny
access-1ist outside_cryptomap_1 extended permit ip object SPL-stalwart object SPL
access-list inside2_access_in extended permt ip object SPL-stalwart any
access-list inside2_access_in extended permt udp object SPL-stalwart any
access-list inside2_access_in extended pernmit tcp object SPL-stalwart any
access-list inside2_access_in extended permt tcp object SPL-stalwart any object-group DM I NLI NE_TCP_2
access-|ist outside_cryptomap_2 extended pernit ip object Stalwart-office object JCB_ hone
access-1ist outside_cryptomap_3 extended pernmit ip object Stalwart-office object MECSA
access-|ist outside_cryptomap_4 extended pernit ip object Stalwart-office object Aesch
access-1ist outside_cryptomap_5 extended permt ip object Stalwart-office object Mathod
access-|ist outside_access_in extended permt object MYSQL_port any object nysql_stw
access-list VPN JCB standard permt 192.168.10.0 255.255.255.0
pager lines 24
| oggi ng enabl e
| oggi ng asdm debuggi ng
ntu inside 1500
ntu outside 1500
ntu inside2 1500
ip local pool VPN-range 192.168.130.10-192. 168. 130. 20 nask 255. 255. 255.0
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e

13.10.2012 18:07



arp ti
nat (i
nat (i
nat (i
nat (i
nat (i
nat (i
nat (i
nat (i
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neout 14400

nsi de, outside) source static Stalwart-office Stalwart-office destination static Satigny Satigny no-proxy-arp route-|ookup

nsi de2, out si de) source static SPL-stalwart SPL-stalwart destination static SPL SPL no-proxy-arp route-|ookup

nsi de, outside) source static Stalwart-office Stalwart-office destination static NETWORK_OBJ_192. 168. 130. 0_27 NETWORK_OBJ_192. 168. 130. 0_27 no-pr«
nsi de2, out si de) source dynami c any interface

nsi de, outside) source static Stalwart-office Stalwart-office destination static JCB_home JCB_hone no-proxy-arp route-|ookup

nsi de, out side) source static Stalwart-office Stalwart-office destination static MECSA MECSA no- proxy-arp route-|ookup

nsi de, outside) source static Stalwart-office Stalwart-office destination static Aesch Aesch no-proxy-arp route-|ookup

nsi de, out si de) source static nysql _stw nysql _stw destination static Prinmary Primary service MYSQL_port MYSQL_port no-proxy-arp

nat (inside,outside) after-auto source dynam c any interface
access-group inside_access_in in interface inside
access-group outside_access_in in interface outside
access-group inside2_access_in in interface inside2
route outside 0.0.0.0 0.0.0.0 212.147.49.17 1
timeout xlate 3:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02: 00 icnp 0:00: 02
tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngycp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-nmedia 0:02:00 uauth 0:05: 00 absol ute
timeout tcp-proxy-reassenbly 0:01: 00
tinmeout floating-conn 0:00:00
dynami c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
aaa authentication telnet console LOCAL
http server enable
http 192.168.10.0 255. 255. 255. 0 insi de
no snnp-server |ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup |inkdown coldstart warnstart
crypto ipsec ikevl transformset ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec ikevl transformset ESP-AES-128-MD5 esp-aes esp-nd5-hnmac
crypto ipsec ikevl transformset ESP-AES-192- SHA esp-aes-192 esp-sha-hmac
crypto ipsec ikevl transform set ESP-AES-192-MD5 esp-aes-192 esp-nu5- hmac
crypto ipsec ikevl transformset ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec ikevl transform set ESP-AES-256- MD5 esp-aes-256 esp-nu5- hmac
crypto ipsec ikevl transformset ESP-3DES-SHA esp-3des esp-sha-hnac
crypto ipsec ikevl transform set ESP-3DES-MD5 esp-3des esp-nd5- hmac
crypto ipsec ikevl transformset ESP-DES-SHA esp-des esp-sha-hnmac
crypto ipsec ikevl transform set ESP-DES-MD5 esp-des esp-nd5- hmac
crypto map outside_map 1 match address outside_cryptonap_1
crypto map outside_nap 1 set peer 212.243.38.202
crypto map outside_map 1 set ikevl transformset ESP-3DES- MD5
crypto map outside_nap 2 match address outside_cryptonap
crypto map outside_map 2 set pfs
crypto map outside_nap 2 set peer 217.193.139.226
crypto map outside_map 2 set ikevl transformset ESP-DES-SHA
crypto map outside_nap 3 match address outside_cryptomap_2
crypto map outside_map 3 set peer 88.183.108.80
crypto map outside_nap 3 set ikevl transformset ESP-3DES- MD5
crypto map outside_map 4 match address outside_cryptonap_3
crypto map outside_nap 4 set peer 217.193.195.2
crypto map outside_map 4 set ikevl transformset ESP-3DES- MD5
crypto map outside_nap 5 match address outside_cryptomap_4
crypto map outside_map 5 set peer 212.243.89.178
crypto map outside_nap 5 set ikevl transformset ESP-3DES- MD5
crypto map outside_map 6 match address outside_cryptonap_5
crypto map outside_nap 6 set peer 94.103.103. 82
crypto map outside_map 6 set ikevl transformset ESP-3DES- MD5
crypto map outside_nap interface outside
crypto ikevl enabl e outside
crypto ikevl policy 2
aut hentication pre-share
encryption 3des
hash nd5
group 2
lifetime 86400
telnet 192.168.10.0 255. 255. 255. 0 insi de
telnet timeout 5
ssh tineout 5
consol e timeout 0

dhcpd auto_config outside
]

dhcpd address 192.168. 10. 100- 192. 168. 10. 140 i nsi de

dhcpd dns 212.147.10.180 212. 147.10.162 interface inside
dhcpd domein stalwart.ch interface inside

dhcpd enabl e inside

1

threat-detection basic-threat
threat-detection statistics host
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
webvpn
enabl e outside
anyconnect image di skO:/anyconnect-w n-2.4.1012-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable
group-policy DfltG pPolicy attributes
dns-server value 212.147.10. 180
vpn-tunnel - protocol ikevl |2tp-ipsec ssl-client ssl-clientless
split-tunnel-policy tunnelspecified
split-tunnel -network-list value VPN_JCB
split-dns value 195.186. 1. 110
nsi e- proxy nethod no- proxy
group-policy GoupPolicy_212.243.89.178 internal
group-policy GoupPolicy_212.243.89.178 attributes
vpn-tunnel - protocol ikevl
group-policy GoupPolicy_217.193.139.226 internal
group-policy GoupPolicy_217.193.139.226 attributes
vpn-tunnel - protocol ikevl
group-policy GoupPolicy_Any-Stalwart internal
group-policy GoupPolicy_Any-Stalwart attributes
W ns-server none
dns-server value 212.147.10. 180
vpn-tunnel - protocol ssl-client ssl-clientless
def aul t - domai n none
group-policy GoupPolicy_212.243.38.202 internal
group-policy GoupPolicy_212.243.38.202 attributes
vpn-tunnel - protocol ikevl
group-policy GoupPolicy_217.193.195.2 internal
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group-policy GoupPolicy_217.193.195.2 attributes

vpn-tunnel - protocol ikevl
group-policy GoupPolicy_94.103.103.82 internal

group-policy GoupPolicy_94.103.103.82 attributes

vpn-tunnel - protocol ikevl
group-policy G oupPolicy_88.183.108.80 internal

group-policy GoupPolicy_88.183.108.80 attributes

vpn-tunnel - protocol ikevl

username ym chaud password gk. Bj L2ZYMHBuwWJP encrypted privil ege 15
usernane jclberthet password 9qi bQp081si SgL7h encrypted privilege 15

tunnel -group 217.193. 139. 226 type ipsec-|2|
tunnel -group 217.193.139. 226 ipsec-attributes
i kevl pre-shared-key *****
tunnel -group 212.243.38.202 type ipsec-|2I
tunnel - group 212.243.38.202 ipsec-attributes
i kevl pre-shared-key ****x
tunnel -group Any-Stalwart type renpte-access
tunnel -group Any-Stalwart general-attributes
addr ess- pool VPN-range
tunnel -group Any-Stalwart webvpn-attributes
group-alias Any-Stalwart enable
tunnel - group 88.183.108.80 type ipsec-12l
tunnel -group 88.183.108.80 ipsec-attributes
i kevl pre-shared-key *****
tunnel -group 217.193.195.2 type ipsec-12|
tunnel -group 217.193.195.2 ipsec-attributes
i kevl pre-shared-key ****x
tunnel -group 212.243.89.178 type ipsec-12l
tunnel -group 212.243.89.178 general -attributes
def aul t - group-policy G oupPolicy_212.243.89.178
tunnel -group 212.243.89.178 ipsec-attributes
i kevl pre-shared-key *****
tunnel -group 94.103.103.82 type ipsec-12|
tunnel -group 94.103. 103.82 general -attributes
defaul t-group-policy G oupPolicy_94.103.103. 82
tunnel -group 94.103. 103.82 ipsec-attributes
i kevl pre-shared-key *****
]
cl ass-nmap inspection_defaul t
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_nap
paraneters
nessage- | ength nmaxi mum client auto
nmessage- | engt h maxi mum 512
policy-map gl obal _policy
class inspection_default
i nspect dns preset_dns_nap
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdntp
nspect sip
nspect netbi os
nspect tftp
nspect ip-options

!

servi ce-policy global _policy global

pronpt hostnane cont ext

no call-hone reporting anonynmous

Crypt ochecksum 724f 29d58aa2cbf 6¢cf 541e1784dbac82
end

no asdm hi story enabl e
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