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:
ASA Version 8.4(3) 
!
hostname stalwart
enable password U3oNL8CXT4y5j.iW encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names
!
interface Ethernet0/0
 switchport access vlan 2
!
interface Ethernet0/1
!
interface Ethernet0/2
 switchport access vlan 12
!
interface Ethernet0/3
!
interface Ethernet0/4
!
interface Ethernet0/5
!
interface Ethernet0/6
!
interface Ethernet0/7
!
interface Vlan1
 no forward interface Vlan12
 nameif inside
 security-level 10
 ip address 192.168.10.254 255.255.255.0 
!
interface Vlan2
 nameif outside
 security-level 0
 ip address 212.147.49.18 255.255.255.240 
!
interface Vlan12
 nameif inside2
 security-level 100
 ip address 192.168.80.254 255.255.255.0 
!
ftp mode passive
clock timezone GMT 0
dns domain-lookup inside
dns domain-lookup outside
dns domain-lookup inside2
object network obj_any
 subnet 0.0.0.0 0.0.0.0
object network Stalwart-office
 subnet 192.168.10.0 255.255.255.0
object network Primary
 host 212.147.49.18
object network Satigny
 subnet 192.168.2.0 255.255.255.0
object network SPL
 subnet 192.168.11.0 255.255.255.0
object network SPL-stalwart
 subnet 192.168.80.0 255.255.255.0
object network NETWORK_OBJ_192.168.130.0_27
 subnet 192.168.130.0 255.255.255.224
object network JCB_home
 subnet 192.168.9.0 255.255.255.0
object network MECSA
 subnet 192.168.4.0 255.255.255.0
object network Aesch
 subnet 192.168.3.0 255.255.255.0
object network Mathod
 subnet 192.168.1.0 255.255.255.0
object service MYSQL_port
 service tcp source eq 3306 destination eq 3306 
object network gateway_stalwart
 host 212.147.49.17
object network mysql_stw
 host 192.168.10.14
object-group service DM_INLINE_TCP_2 tcp
 port-object eq domain
 port-object eq hostname
 port-object eq www
 port-object eq https
object-group service DM_INLINE_SERVICE_1
 service-object object MYSQL_port 
 service-object tcp destination eq domain 
 service-object tcp destination eq hostname 
 service-object tcp destination eq www 
 service-object tcp destination eq https 
access-list inside_access_in extended permit tcp object Stalwart-office any 
access-list inside_access_in extended permit ip object Stalwart-office any 
access-list inside_access_in extended permit udp object Stalwart-office any 
access-list inside_access_in extended permit object-group DM_INLINE_SERVICE_1 object Stalwart-office any 
access-list outside_cryptomap extended permit ip object Stalwart-office object Satigny 
access-list outside_cryptomap_1 extended permit ip object SPL-stalwart object SPL 
access-list inside2_access_in extended permit ip object SPL-stalwart any 
access-list inside2_access_in extended permit udp object SPL-stalwart any 
access-list inside2_access_in extended permit tcp object SPL-stalwart any 
access-list inside2_access_in extended permit tcp object SPL-stalwart any object-group DM_INLINE_TCP_2 
access-list outside_cryptomap_2 extended permit ip object Stalwart-office object JCB_home 
access-list outside_cryptomap_3 extended permit ip object Stalwart-office object MECSA 
access-list outside_cryptomap_4 extended permit ip object Stalwart-office object Aesch 
access-list outside_cryptomap_5 extended permit ip object Stalwart-office object Mathod 
access-list outside_access_in extended permit object MYSQL_port any object mysql_stw 
access-list VPN_JCB standard permit 192.168.10.0 255.255.255.0 
pager lines 24
logging enable
logging asdm debugging
mtu inside 1500
mtu outside 1500
mtu inside2 1500
ip local pool VPN-range 192.168.130.10-192.168.130.20 mask 255.255.255.0
icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
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arp timeout 14400
nat (inside,outside) source static Stalwart-office Stalwart-office destination static Satigny Satigny no-proxy-arp route-lookup
nat (inside2,outside) source static SPL-stalwart SPL-stalwart destination static SPL SPL no-proxy-arp route-lookup
nat (inside,outside) source static Stalwart-office Stalwart-office destination static NETWORK_OBJ_192.168.130.0_27 NETWORK_OBJ_192.168.130.0_27 no-proxy-arp route-loo
nat (inside2,outside) source dynamic any interface
nat (inside,outside) source static Stalwart-office Stalwart-office destination static JCB_home JCB_home no-proxy-arp route-lookup
nat (inside,outside) source static Stalwart-office Stalwart-office destination static MECSA MECSA no-proxy-arp route-lookup
nat (inside,outside) source static Stalwart-office Stalwart-office destination static Aesch Aesch no-proxy-arp route-lookup
nat (inside,outside) source static mysql_stw mysql_stw destination static Primary Primary service MYSQL_port MYSQL_port no-proxy-arp
!
nat (inside,outside) after-auto source dynamic any interface
access-group inside_access_in in interface inside
access-group outside_access_in in interface outside
access-group inside2_access_in in interface inside2
route outside 0.0.0.0 0.0.0.0 212.147.49.17 1
timeout xlate 3:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00
timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
aaa authentication telnet console LOCAL 
http server enable
http 192.168.10.0 255.255.255.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart warmstart
crypto ipsec ikev1 transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac 
crypto ipsec ikev1 transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac 
crypto ipsec ikev1 transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac 
crypto ipsec ikev1 transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac 
crypto ipsec ikev1 transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac 
crypto ipsec ikev1 transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac 
crypto ipsec ikev1 transform-set ESP-3DES-SHA esp-3des esp-sha-hmac 
crypto ipsec ikev1 transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac 
crypto ipsec ikev1 transform-set ESP-DES-SHA esp-des esp-sha-hmac 
crypto ipsec ikev1 transform-set ESP-DES-MD5 esp-des esp-md5-hmac 
crypto map outside_map 1 match address outside_cryptomap_1
crypto map outside_map 1 set peer 212.243.38.202 
crypto map outside_map 1 set ikev1 transform-set ESP-3DES-MD5
crypto map outside_map 2 match address outside_cryptomap
crypto map outside_map 2 set pfs 
crypto map outside_map 2 set peer 217.193.139.226 
crypto map outside_map 2 set ikev1 transform-set ESP-DES-SHA
crypto map outside_map 3 match address outside_cryptomap_2
crypto map outside_map 3 set peer 88.183.108.80 
crypto map outside_map 3 set ikev1 transform-set ESP-3DES-MD5
crypto map outside_map 4 match address outside_cryptomap_3
crypto map outside_map 4 set peer 217.193.195.2 
crypto map outside_map 4 set ikev1 transform-set ESP-3DES-MD5
crypto map outside_map 5 match address outside_cryptomap_4
crypto map outside_map 5 set peer 212.243.89.178 
crypto map outside_map 5 set ikev1 transform-set ESP-3DES-MD5
crypto map outside_map 6 match address outside_cryptomap_5
crypto map outside_map 6 set peer 94.103.103.82 
crypto map outside_map 6 set ikev1 transform-set ESP-3DES-MD5
crypto map outside_map interface outside
crypto ikev1 enable outside
crypto ikev1 policy 2
 authentication pre-share
 encryption 3des
 hash md5
 group 2
 lifetime 86400
telnet 192.168.10.0 255.255.255.0 inside
telnet timeout 5
ssh timeout 5
console timeout 0

dhcpd auto_config outside
!
dhcpd address 192.168.10.100-192.168.10.140 inside
dhcpd dns 212.147.10.180 212.147.10.162 interface inside
dhcpd domain stalwart.ch interface inside
dhcpd enable inside
!
threat-detection basic-threat
threat-detection statistics host
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
webvpn
 enable outside
 anyconnect image disk0:/anyconnect-win-2.4.1012-k9.pkg 1
 anyconnect enable
 tunnel-group-list enable
group-policy DfltGrpPolicy attributes
 dns-server value 212.147.10.180
 vpn-tunnel-protocol ikev1 l2tp-ipsec ssl-client ssl-clientless
 split-tunnel-policy tunnelspecified
 split-tunnel-network-list value VPN_JCB
 split-dns value 195.186.1.110
 msie-proxy method no-proxy
group-policy GroupPolicy_212.243.89.178 internal
group-policy GroupPolicy_212.243.89.178 attributes
 vpn-tunnel-protocol ikev1 
group-policy GroupPolicy_217.193.139.226 internal
group-policy GroupPolicy_217.193.139.226 attributes
 vpn-tunnel-protocol ikev1 
group-policy GroupPolicy_Any-Stalwart internal
group-policy GroupPolicy_Any-Stalwart attributes
 wins-server none
 dns-server value 212.147.10.180
 vpn-tunnel-protocol ssl-client ssl-clientless
 default-domain none
group-policy GroupPolicy_212.243.38.202 internal
group-policy GroupPolicy_212.243.38.202 attributes
 vpn-tunnel-protocol ikev1 
group-policy GroupPolicy_217.193.195.2 internal
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group-policy GroupPolicy_217.193.195.2 attributes
 vpn-tunnel-protocol ikev1 
group-policy GroupPolicy_94.103.103.82 internal
group-policy GroupPolicy_94.103.103.82 attributes
 vpn-tunnel-protocol ikev1 
group-policy GroupPolicy_88.183.108.80 internal
group-policy GroupPolicy_88.183.108.80 attributes
 vpn-tunnel-protocol ikev1 
username ymichaud password gk.BjL2YMmHBuwJP encrypted privilege 15
username jclberthet password 9qibQp081siSgL7h encrypted privilege 15
tunnel-group 217.193.139.226 type ipsec-l2l
tunnel-group 217.193.139.226 ipsec-attributes
 ikev1 pre-shared-key *****
tunnel-group 212.243.38.202 type ipsec-l2l
tunnel-group 212.243.38.202 ipsec-attributes
 ikev1 pre-shared-key *****
tunnel-group Any-Stalwart type remote-access
tunnel-group Any-Stalwart general-attributes
 address-pool VPN-range
tunnel-group Any-Stalwart webvpn-attributes
 group-alias Any-Stalwart enable
tunnel-group 88.183.108.80 type ipsec-l2l
tunnel-group 88.183.108.80 ipsec-attributes
 ikev1 pre-shared-key *****
tunnel-group 217.193.195.2 type ipsec-l2l
tunnel-group 217.193.195.2 ipsec-attributes
 ikev1 pre-shared-key *****
tunnel-group 212.243.89.178 type ipsec-l2l
tunnel-group 212.243.89.178 general-attributes
 default-group-policy GroupPolicy_212.243.89.178
tunnel-group 212.243.89.178 ipsec-attributes
 ikev1 pre-shared-key *****
tunnel-group 94.103.103.82 type ipsec-l2l
tunnel-group 94.103.103.82 general-attributes
 default-group-policy GroupPolicy_94.103.103.82
tunnel-group 94.103.103.82 ipsec-attributes
 ikev1 pre-shared-key *****
!
class-map inspection_default
 match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
 parameters
  message-length maximum client auto
  message-length maximum 512
policy-map global_policy
 class inspection_default
  inspect dns preset_dns_map 
  inspect ftp 
  inspect h323 h225 
  inspect h323 ras 
  inspect rsh 
  inspect rtsp 
  inspect esmtp 
  inspect sqlnet 
  inspect skinny  
  inspect sunrpc 
  inspect xdmcp 
  inspect sip  
  inspect netbios 
  inspect tftp 
  inspect ip-options 
!
service-policy global_policy global
prompt hostname context 
no call-home reporting anonymous
Cryptochecksum:724f29d58aa2cbf6cf541e1784dbac82
: end
no asdm history enable
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