REMOTE

ACCESS

ASA 5525-X

10.218.228.0/29

ctyhlinrtrcprol

ISR4551 Rtr

2
G0/0/1 1L0:10.218.232.2/32

Static Default Route 0.0.0.0/0to

0.0/0%°

ASA 5525-X 10.218.228.1

Specific Routes for FS#52
nets via EIGRP 1400

Tun52
10.218.244.1/29

Tun Source: Lo0

Tun Dest: 10.218.232.1
Ip mtu 1400

ip tcp adjust-mss 1360

s52fdnrtrcpr01

Cisco ISR4331 Rtr
L0: 10.218.232.1/32
Mngt: 10.218.140.1

G0/0/1.900

Tun52
10.218.244.2/29

Tun Source: Lo0

Tun Dest: 10.218.232.2
Ip mtu 1400

ip tcp adjust-mss 1360

REMOTE SITE: ISR ROUTER — LAN NETS:
G0/0/1.136:10.218.136.1/24 — DATA - VL136
G0/0/1.137:10.218.137.1/24 = VOIP — V1137
G0/0/1.138:10.218.138.1/24 — WIFI = VL138
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ASA 5506-X
80’ 10.218.140.2
s52fdnfwicfw01
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Pass and no-nat GRE traffic
NAT default outbound traffic

s52fdnfwlcfw02
ASA 5506-X

10.218.140.2 G>

The FS#52 ASA firewalls permit GRE between the City Hall
ISR4551 Loopback0ip 10.218.232.2 and the FS#52 ISR4331
Loopback0 ip 10.218.232.1

G0/0/1.139:10.218.139.1/24 — GUEST_WIFI_LAN — VL139

G0/0/1.900:10.218.140.1/24 — NETOPS — V1900

Permit GRE traffic only, no
default route traffic coming
through this firewall
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