Switch configuration
vlan 14

name wlc

vlan 50

name untrusted
vlan 51

name guest
vlan 53

name nas

vlan 54

name nam

int vlan 14
ip add 10.2.14.1 255.255.255.0
int vlan 51
ip add 10.2.51.1 255.255.255.0
int vlan 53
ip add 10.2.53.1 255.255.255.0
int vlan 54
ip add 10.2.54.1 255.255.255.0

int g0/1

connected to NAM
switchport mode access
switchport access vlan 54
spanning-tree portfast

int g0/2

connected to wic

switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk allowed vian 14,51-54

int g0/3

connected to NAS untrusted
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk allowed vian 50

int g0/4

connected to NAS trusted

switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk allowed vian 14,51,54

int g0/6

connected to ap

switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 14



switchport allowed vlan 14,50-54

ip dhcp excluded-addresses 10.2.1
ip dhcp excluded-addresses 10.2.5
ip dhcp excluded-addresses 10.2.5
ip dhcp excluded-addresses 10.2.5
ip dhcp excluded-addresses 10.2.5

2.5

4.
3.
4,
1.
1.
ip dhcp excluded-addresses 10.2.51.

NN R

ip dhcp pool vian51
network 10.2.51.0/24
default-router 10.2.51.1

ip dhcp pool vlan14
network 10.2.14.0/24
default-router 10.2.14.1
ip routing

wlc configuration
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Type WLAN
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Status & Enabled
‘Security Policies None
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Broadcast SSID & Enabled

Foot Notes

1 CKIP is not supported by 10xx model APs
3 H-REAP Local Switching is not supported with 1Psee, CRANITE authentication

4 When client exclusion is enabled, a Timeout Value of zero means infiniy (wil require administrati ide to reset
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]

Learn Client IP Address = Enabled 802.11big/n (1 - 255) 1

Foot Notes

1 CKIPis not supported by 10xx model APS
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Interface Address
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- Backup
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