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Introduction

Each system will be provided with its own User Guide, Quick Reference Guide and if needed, an
installation manual. This document is quick reference handbook for basic troubleshooting to ensure to
have same understanding of basic troubleshooting method on Cisco TelePresence Endpoint.




Information on service request

To ensure Cisco TelePresence TAC to assist technical service request and provide quick resolution,
TelePresence TAC require a minimum amount of information for each service request.

When reporting the technical service request, please ensure:

» Describe in detail about problem/issue

» Describe how often the problem occurs

» Describe the latest operation before problem occurs, if any

» Describe in detail, procedure to recreate the problem, if any

» Describe in detail, which steps have already been taken in investigating the problem
» Describe the equipment used and the system serial number (from all sites involved)
» Describe the software version of system (from all sites involved)

» Logs from system including configuration and system status




Terminal software for TelePresence Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensures that all output is logged to a file so
none is lost.

There is multiple terminal software that may use for retrieving the log from system:

Windows HyperTerminal (Serial, Telnet)
Can be found under: Start Menu — All Programs — Accessories — Communications —
HyperTerminal.
The Windows Hyper Terminal supports the Telnet protocol only. Please remember to enable
the Capture Text option (menu “Transfer” — “Capture Text").

TeraTerm
Down load the TeraTerm installation file from http://sourceforge.jp/projects/ttssh2/releases/

Supports multiple Protocols, including Telnet and SSH which are the two relevant protocols for
the TelePresence Endpoint portfolio. It will automatic detect serial port if you are using USB to
serial converter and option for save log with time stamp.

Putty (Serial, Telnet, SSH)
Download the Putty installation file from
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
Supports multiple Protocols, including Telnet and SSH which are the two relevant protocols for
the TelePresence Endpoint portfolio.




Terminal software for TelePresence Endpoint

How to use Windows Hyper Terminal

This following page explains how to use Windows Hyper Terminal.
Please note, Windows Vista and Windows 7 may not have Hyper Terminal installed on default setting.

1. Start Hyper Terminal: Start Menu — All Programs — Accessories — Communications —
HyperTerminal Supports the Telnet protocol only.

2. Under “Connect using” select “TCP/IP (Winsock)” and enter the System IP address.
Connect To @
% Appendix demo

Enter details for the host that you want to call
Host address: 1 10.0.0.30

Port number: |23

Connect using: | TCP/IP (Winsock) v

| OK ” Cancel l

3. Default password is cisco, TANDBERG or blank unless changed. Some Endpoint products
have “admin” or “root” as login name.
Note: C-series and EX-series Endpoint with TC4.0.0 or newer software, root account is disable by
default.
4. To save retrieve logs: Enable the Capture Text option (menu “Transfer” — “Capture Text"), and
save it as a *.log file.
5. Type in the respective commands described in Appendix.
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Terminal software for TelePresence Endpoint

How to use TeraTerm

This following page explains how to use TeraTerm.

1.

2.

Start TeraTerm: Start Menu — All Programs — TeraTerm Pro with TTSSH2 — TeraTerm Pro (if
install software as default setting).

Select “Telnet” and enter the System IP address in “Host".

(Or select “SSH” and enter the System IP address in “Host” in order to establish SSH
connection between systems.)

Tera Term: New connection @

@ TCPHP Host: 7
History
Service: O Telnet
@ 8SH SSH version: SSH?
O Other

TCP port#: 22

Protocol: UNSPEC +

O Serial

I 0K f ’ Cancel I [ Help ]

Default password is cisco, TANDBERG or blank unless changed. Some Endpoint products
have “admin” or “root” as login name.

& 10.91.8.103:23 - Tera Term VT
B [ o Crid Wedw Hep

elcone to Dharmesh.Handoria.0ffice &
AMDBERG Codec Release ES.3 PAL
SV Releasze Date: 2006-14-12

Passuord:

v

Note: C-series and EX-series Endpoint with TC4.0.0 or newer software, root account is disable by

4.

5.

default.
To save retrieve logs: Select “Log” from File menu and select location of saving file and file
name. You may check “Timestamp” option which will add timestamp on log base on PC’s
clock information.
(Example of timestamp format on log: [Wed Feb 25 15:10:30 2009]).
Tera Term: Log rz|®
Save inc | (3 15500052976-0cs v 5 il
= configuration.xml
= status123.xmi
= stabus, sl

[Z] syslog sds. TXT
(] teraterm.log

File name: teraterm. log

Save as type: | AN

Option
[Cginary [“] append [ lain text

Type in the respective commands described in Appendix.
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Terminal software for TelePresence Endpoint

How to use Putty

This following page explains how to use Pultty.

1. Start Putty

2. Select “Telnet” and enter the System IP address in “Host Name”.
(Or select “SSH” and enter the System IP address in “Host Name” in order to establish SSH
connection between systems.)

Category:
| = Session | Basic options for your PuTTY session
- L_oglga'ng Specify the destination you want to connect to
= 1emina
Kosbsard Host Name (or IP address) Port
Bell YOO 30X J00K XX 2
Features Connection type:
= Window ORaw O Telnet ORlogn & SSH O Senial

Annazranca
3. Default password is cisco, TANDBERG or blank unless changed. Some Endpoint products
have “admin” or “root” as login name.
4. To save retrieve logs: Select “Logging” and choose “All session output” and select location of
saving file and file name at “Log file name”.

Category:
=) Session Options controlling session logging
= Teminal Session logging: .
Keyboard O one o Printable output
Bel @M sessonopld> O SSH packets
Features (O SSHpackets and raw data
= Window Log file name:
geamnce VCS_&Y-8M4D_&T log
aviour
: (Log file name can contain &Y, &M, &D for date. &T for
lf"""_"'"c'” time. and &H for host name)
artinn
Note: C-series and EX-series Endpoint with TC4.0.0 or newer software, root account is disable by
default.

5. Type in the respective commands described in Appendix.
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File transfer software for TelePresence
Endpoint

There is multiple file transfer software that may use for retrieving the log from system or/and uploading
file to system:

Command Prompt
Can be found under: Start Menu — All Programs — Accessories — Command Prompt.

Command Prompt support ftp base file transfer between local PC and TelePresence Endpoint.

WinSCP
Download the WinSCP installation file from http://winscp.net/eng/index.php

Support SCP protocol with GUI for Windows base PC which use for safely copying of file
between local PC and TelePresence Endpoint. (Newer TelePresence Endpoint only supports

SCP for file transform, not FTP).




How to use Windows Command Prompt

This following page explains how to use Command Prompt for ftp.

1. Start Command Prompt Hyper Terminal: Start Menu — All Programs — Accessories —
Command Prompt (or Start Menu — Run... - type

Mi

4

er C:AWINDOWS\system32\cmd. exe

ik Mt

J

2. Navigate location for saving download file or file folder which to upload to system by using “cd”
command.
For example, save the download log to log folder under C drive on PC, “cd C\log”.

3. Establish ftp connection by using “ftp <ip address>" command.

4. Default password is cisco, TANDBERG or blank unless changed. Some Endpoint products
have “admin” or “root” as login name.

5. Basic command which will use on ftp session

(0]

Oo0oo0oOo

(0]

Is — list the file directory

cd <foldername> - navigate to specified directory/folder
hash - Toggle printing “#” for each buffer transferred

bin — set to binary transfer mode

get <filename> — download specified file from codec to PC
put <filename> — upload specified file to codec from PC

6. Type “bye” to terminate ftp session between codec and PC




File transfer software for TelePresence Endpoint

How to use WinSCP

This following page explains how to use WinSCP

1. Start WinSCP: Start Menu — All Programs — WinSCP — WInSCP (if install software as default
setting).

2. Select “SCP” as Protocol, enter the System IP address in “Host name”, “root” in “User name”

and system password in “Password”.

Default password is cisco, TANDBERG or blank unless changed.

(winsce Login L2 |t

Session Session
Blorad sessions Host name: Port number:
Environment = A
Directories 19216801| 22
S5H
Preferences User name: Password:
root *00 0
Private key file:
Protocol
File protocol: sSCoF -
Select color
[ Advanced options
About... ] [ Langusges J [ Login J [ S J [ J

Note: C-series and EX-series Endpoint with TC4.0.0 or newer software, root account is disable by
default.

3. After verifying the information click on “Login”.

If the error message below appear during the connection process, just click “OK” and proceed.

Q Emor looking up user groups

4. Find the log file that would like to retrieve from right side of GUI windows and drag it to left
side of GUI windows which is your local PC

By Intel - root - WinscP (e |
Local Mark Fles Commands Session Options Remote Help
O D- JEoES BN Vi3 Default -G~
& C: System LR~ TR G0 Q[ | e | vendberg | EdE e
Name  Bxt Sze Type Changed /| Name  Ext Sze  Changed Rights
A Parent direct...  &/9/2010.. N - 12/5/2010 8:...  rwser-xrax
ExtremeGraphics I7Ib P G92010... K 12/5/2010 81, 1WKeeeee
) Logs I7AL 7. &9f010., ! 10/8/2008 15 1WCweeee
i terminfo 12/5/2010 8:...  rwoorwTwx.
. app 11/17/2000 L., rwoer-Xr-x
L certs L1/2/I010 6., rwoer-xrx
)i crash 12/5/2010 81...  rwserworwee = |
. drectonypolicy 12/5/2010 8:...  rwoor-xr-x
| ete 12/5/2010 81, rwoer-xr-x
images 12/5/2010 8:...  rwoer-XT-X
L iy 11/22/2010 5...  rwoer-xr-x
)i log 12/5/2010 8:...  rweerr-x
. lost+ found 12/5/2010 8:...  FWGC-eeeee
rmanagement 12/5/2010 8:...  nwser-xr-x
persstent 1/26/2011 10... nweorwer-X
|, provisioning 11/19/2010 6., rwner-xr-x
|, presey-registration /62009 i1, rweer-wrx
i thl 1210000 4:.,,  rwerxrx 7
OB of0Bn 0oft 0B of5.365 Bin 0of3l
, t £ F7 Creste Directory AL F10 Quit
8 s et
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Sniffer software for TelePresence Endpoint

Sniffer software for TelePresence Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensures that all output is logged to a file so

none is lost.
There is multiple sniffer software that may use for retrieving the log from system:

Wireshark (IP packet sniffer)
Download the Wireshark installation file from http://www.wireshark.org/download.html

Wireshark is the network protocol analyzer, and is standard across industries.

Cisco TelePresence Solution Support — TelePresence Endpoint Handbook Page 14 of 40



RS-232 Serial Connection

Most of TelePresence Endpoint has the D-Sub 9 pin data port on the back of the unit that may be
used for configuration and administration. The data port may also use for initial configuration. Software
upgrades may also be monitored via the serial ports.

Any RS-232 emulation can be used, such as Microsoft HyperTerminal, TeraTerm, etc. The default
connectivity parameters are:

Model Parameter
Baud Rate 9600 bps
Data Bits 8
Classic Endpoint .
MXP Endpoint Parity None
Stop Bits 1
Flow Control None
Model Parameter
_ ) Baud Rate 38400 bps
C-SeriesEndpoint
Data Bits 8
* EX90/EX60 and Parit None
C20 required y
special console Stop Bits 1
adapter
Flow Control None
Model Parameter
Baud Rate 115200 bps
E20 Endpoint Data Bits 8
* required special Parity None
console adapter Stop Bits 1
Flow Control None




How to capture alog from TelePresence C/EX-
series Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for TelePresence C-series and
EX-series Components.

The table below lists the commands needed for the TelePresence C-series and EX-series Endpoint.
Please type all commands in the same Telnet/SSH session.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

IP issues (H323)

Commands in bold

Open the console/telnet/ssh session with codec
Reboot codec by

Reopen the console/telnet/ssh session with codec

“

(TC2.x or prior software version, please use
H)
Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Hang up call

(TC2.x or prior software version, please use “

")
Once recreated the problem and captured the log, reboot codec by
Access to codec WebGUI for download log file, http://<ipaddress of coded>
Download the latest file “log.tar.gz”
Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file
Important: Tracing MUST be turned off when done. It's not recommended to let the tracing stay
on when the system is used in production.

IP issue (SIP)

Commands in bold

Open the console/telnet/ssh session with codec
Reboot codec by

Reopen the console/telnet/ssh session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Hang up call

Once recreated the problem and captured the log, reboot codec by

Access to codec WebGUI for download log file, http://<ipaddress of coded>

Download the latest file “log.tar.gz”

Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file




Important: Tracing MUST be turned off when done. It's not recommended to let the tracing stay
on when the system is used in production.

Reboot Issue
e After codec restart Access to codec WebGUI for download log file, http://<ipaddress of coded>
e Download the latest file “log.tar.gz”
e Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Basic network status check from C/EX-series Endpoint
Commands in bold
e Open the console/ssh session with codec and login as “root” user
. , check reachability
. , current connected ports on codec
. , current network routing on codec

Sniffer the packet on C/EX-Series Endpoint
Note: Require TC2.0 or newer software version

Note: This method should only use when request by TelePresence TAC.
Important: This works on both H.323 and SIP call, however it must disable encryption.
For SIP, make sure not to use TLS for signaling.

Commands in bold
Open the console/ssh session with codec and login as “root” user

Make a call and keep running until you have recreated the problem

Open WInSCP and reteieve the sniffer log under /tmp directory.

Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Important: Tracing log MUST delete as tmp folder has limited desk space and not design to
capture log.

Note: Make sure to retrieve sniffer log before restarting codec. Sniffer log saved in /tmp directory
will be erased after restart codec.

How to de-activate audio/video protocol in C/EX-series Endpoint
C-series Endpoint support CapSet filter feature useful for connection between legacy system, interop
testing, etc.

Sample of CapSet filter commands;
e To force G.722.1 -> disable all other:

e To force H.263 -> disable H.264

e To force H.261 -> disable H.264 and H.263

e Toreset CapSet filter

Default factory C/EX-series Endpoint

Commands in bold
e Open the console/ssh session with codec and login as “root” user
. , this remove the current configuration file from Codec
[ ]




How to capture a log from TelePresence C/EX-series Endpoint

or
¢ Open the console/ssh session with codec and login as “admin” user

]
Note: You may have configuration back up by retrieving config.db file. Log in as root using
WinSCP, navigate to the folder: ‘/mnt/base/active/’ and copy the file ‘config.db’ to your local PC.

If EX-series Endpoint is not accessible or rebooting use power switch for factory default
e Unplug power cable
Re plug power cable
Immediately when the green led in the bottom left corner of the EX90 lights up, press and hold
the power button for 10 seconds (the led will turn off), until the green led lights up again.
e Push the power button twice within two seconds (two short pushes)

Revert back previous software version on C/EX-series Endpoint
Commands in bold
e Login asroot, i.e., or use ssh terminal software (same method
available when connecting Endpoint from console).
e Execute the command:

e The Codec will now list the two images and tell you which one is active
B COM9:38400baud - Tera Term VT CBEX)
Fle Edt Setup Control Window Help

A

gin: root
ast login: Thu Aug 13 B89:59:56 on ttyS@
[Rana-Mandal-C68:~] § selectsw

imagel

image2 [ACTIVE] [SELECTED]
[Rana-Mandal-C68:"] selectsw imagel
[Rana-Mandal-C6@:"]
[Rana-Mandal-C68:7]

roadcast message from root (ttyS@) (Thu Aug 13 10:80:41 2889>:

rehoot

he system is going down for wreboot NOW?

[Rana-Mandal-C6B:~] % ! o
e Check feedback and select image: (if feedback is “image2 [ACTIVE]
[SELECTED]") or (if feedback is “image2 [ACTIVE] [SELECTED]")

e Reboot the system,
o Codec will automatically restart with previous sw version of Codec had

Alternative method for revert back software by changing the boot configuration

e Connect a serial cable to the system at 38400, 8, N, 1
¢ Reboot the system, and hold b untill see Press 'b' to enter u-boot message
e Press c to stop auto boot, then SATURN> prompt will return.
e Execute the command:
e The Codec will now list the two images and tell you which one is active
¥ 10.81.16.5:2067 - Tera Term VT
File Edit Setup Control Window Help
ATURN> selectsw
affs: Mounting ~/flash
affs: restored from checkpoint
imagel [ACTIVE]
image2
ATURN>
A
e Check feedback and select image: (if feedback is “image2 [ACTIVE]
[SELECTED]") or (if feedback is “image2 [ACTIVE] [SELECTED]")

e Reboot the system,
e Codec will automatically restart with previous sw version of Codec had
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How to capture a log from TelePresence C/EX-series Endpoint

Reset Password on C/EX-Series Endpoint
Commands in bold
e Connect a serial cable to the system at 38400, 8, N, 1

e Reboot the system, power cycle

e Log in with the user " ". This user is only available a short period of time after reboot.

Logging in with this user will reset the password of the root user

B COM9:38400baud - Tera Term VT

EEX

fle Edt Jetup Control Window Help

console handover: boot [udhgB] -> real [ttyB]

log i “m:!?
g'l' OGINT_THU AUG 13 B2:13:32 ON TTYS@
CCESS GRANTED. YOU WILL BE PROMPTED FOR A USER NAHE AND THEN THE PASSWORD TWICE
T

SER: ROO’

SSWORD:

LEASE RETYPE PASSWORD:

NUAL PASSWORD RESET WAS SUCCESSPUL.

HIS PASSWORD IS NOW THE PASSWORD FOR USER: ROOT

W Release Date: 20889-
K

e Change to Endpoint Operation mode,
e Set anew admin password,

Monitor diagnostic for RMA

e Please download latest monitor diagnostic tool and reporting template from partner site and

follow the manual come together with tool.

Cisco TelePresence Solution Support — TelePresence Endpoint Handbook
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How to upgrade TelePresence C/EX-series Endpoint software

How to upgrade TelePresence C/EX-series
Endpoint software

This chapter explains how to upgrade C-series and EX-series Endpoint by using SCP software for in
case of problem with upgrading software from WebGUI or TMS.

Commands in bold
e Open WInSCP and establish the connection with codec
e Upload software under /upgrade folder
Note: SW file name should rename to “pkg” before upload it to codec.

"2 Log - C60 - WinSCP

local Mok Fles Commands Sesdon Options Remote Heb

O LS PR ES B ¥il%l @ & odfar * i@ -
@oe-Q@i=- “iIM” IOwredr ~QPie-=2-MAFD |
Mame -~ Ext See Type Name -~ Ext S2e  Changed
=) Parert| | (8).. 2005/03/05 18:35:4:
ok 81,633,776 Fh
< K >
0B ol 82350KB InDol 1 ODBof0OBNnDofO

? { s 5 7 F7 Create Directory 2

8 SCP 3 00238

e  Wait for completion of file transfer.
SW upgrade automatically start after completion of file transfer
Wait for completion of software upgrade then open the conscle/ssh session with codec and
login as “admin” user

¢ XxCommand SystemUnit ReleaseKey Add Key:<releasekey>

e reboot system, xCommand boot
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How to capture a log from TelePresence T3/T1 Immersive System

How to capture alog from TelePresence T3/T1
Immersive System

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for TelePresence T3/T1
Immersive System.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

Retrieving Log from each C90 codec in T3/T1 Immersive System
Please refer “How to capture a log from C/EX-series Endpoint” chapter

Retrieving Log from TelePresence Control Unit (TCU) - From external PC
The TCU logs should be captured for any issue regarding the Cisco TelePresence T3/T1 Immersive
system and its various components.

e Access TCU web via HTTPS, select the respective log as per date and time of problem

e User name is admin and no password in default

&) TANDBERG Telepresence T3 - Mozilla Firefax r;'@lgl

Els Edt Yew Higtory Bookmarks Took
@ c xos O TR .
18 Most viszed | ] week2 | PseB | Dady | DN-PER

_._‘TTSTWL&M || TTS Ticket View || TTS Tickat List View J TTS Tickat View | TTS Tickst List View | TANDBERG Telep... ﬁ + |-
Some useful links

Done =L @ e

¢ Download log, configuration and status files
e Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Retrieving Log from TelePresence Control Unit (TCU) - Directly from TCU
The TCU logs should be captured for any issue regarding the Cisco TelePresence T3/T1 Immersive
system and its various components.
e Connect the keyboard and Mouse to the TCU via the USB ports.
e The logs are stored on the E drive at the following path: . These logs should
be saved to a USB thumb drive. The USB thumb drive should be 2 GB or larger. When the
drive is inserted into the TCU, it will be seen as the F:/ drive.

¢ With Keyboard and mouse connected, press the keys to open the Task
Manager window.
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Select File, then New Task.

Type explorer in the field

Navigate to

Sort the files by date

Save all files with the same date as the incident.

Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Revert back previous software version on TCU

Connect the keyboard and Mouse to the TCU via the USB ports.

e Press to restart the TCU

e When TCU is restarting, continue to press the keyboard key

e You will see a screen, current booting image is high lighted
option 1 — Windows XP embedded 1
option 2 — Windows XP embedded 2

e Select other image by up / down arrow.

e TCU will then boot up with the old software




How to upgrade TelePresence T3/T1 Immersive
System software

This chapter explains how to upgrade T3/T1 Immersive System by using SCP software.

Upgrade C90 codec in T3/T1 Immersive System
Please refer “How to upgrade C/EX-series Endpoint software” chapter

Upgrade TelePresence Control Unit (TCU) — by using SCP software
Commands in bold
e Open WInSCP and establish the connection with TCU
e User Name is Administrator and default password is tec unless changed.
e Upload software under folder
2 TCU - Administrator@10.91.254.226 - WinSCP
Local Mark Files Commands Session Options Remote Help

& - PES EL FH O+ Vi3 2 & oefak ~ - S Advn » T S F
“wwClocdlD » & &= ~ E G 4[4 e Sueorade @ - -;!AJ_][E]
C:\..\3.0Motal_telepresence3_0_O\total_telepresence3 0_O\TCU  BVchadive/sfiandbeig/upoiads |
Name Ext Size  Type = I ""0?0 A
&. Paentdrectory o bn_
gss?ﬂml(u_3_0‘zip 238,291,... WinRAR ZIP arc...
I TANDBERG TCU Softwa... 190,722 Fovit Reader D... —T;
=) boot
) D_backup
Recycled
) configuration

v

Size Changed
3/3/2009 1
11f20f200¢

238,291,019 3/25/2010:
197,308,967 8/28/2009
213,599,617 11/4/2009

< > € >
0B of 227MiBin Dol 2 0B of 619 MiB in 0 of 4
» (3 F7 Create Directory - XL F10 Quit
8  SFTP3 _ 0.02:23

Wait for completion of file transfer

Open the ssh session with TCU

User Name is Administrator and default password is tec unless changed.
Execute software upgrade,

Image name = TCU software file name

e Once all upgrade completed successfully, “Everything is ok“message prompt back on SSH
console.




e reboot system,
e TCU boot up with new software version

Upgrade TelePresence Control Unit (TCU) — by using USB memory stick
Requirement

e 2 GB orlarger USB memory stick

e The TCU software image file must be zipped (in this example, refer to it as image.zip)

Preparation - USB memory stick

e Download liveusb-creator software from https://fedorahosted.org/releases/I/i/liveusb-
creator/liveusb-creator-2.7.zip (doesn’t have to be latest version of liveushb-creator)

e Download Fedora software, Fedora-9-i686-Live-KDE.iso,
http://archives.fedoraproject.org/pub/archive/fedora/linux/releases/9/Live/i686/Fedora-9-i686-
Live-KDE.iso

e Insert the USB memory stick in the PC

e Format the USB memory stick (FATL1/T32)

e Unzip and start the liveusb-creator software

e Browse for the Fedora ISO image

e Select a Persistent Storage of 500MB (use arrow keys to get the exact size)
e Press

e Create a folder named in the root of the USB memory stick

e Putthe file into the folder

e Put the update scripts into the folder

e Double click the and open folder

e Copy all the files in this folder to the folder on the USB memory stick

Upgrading the TCU software

Commands in bold

Turn off TCU

Insert USB memory stick in TCU

Attached a USB keyboard to the TCU
Power on TCU

He BIOS must be set up to boot from USB




Stop the boot process by pressing key

Change boot order to USB as first order (noted the original boot configuration first)
Save changes and exit from BIOS setting menu

Log in as root after system boot up (with Fedora Linux), no password by default
Execute,

Execute,

Execute,

Execute,

Execute,

Execute again,

Remove the USB memory stick

Turn off TCU by switch off the power

Power the TCU back on

Enter BIOS again and change back boot order to original configuration

Save changes and exit from BIOS setting menu




How to capture alog from TelePresence E20
Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for TelePresence E20
Components.

The table below lists the commands needed for the TelePresence E20 Endpoint. Please type all
commands in the same Telnet/SSH session.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

IP issue (SIP)

Commands in bold

Open the console/telnet/ssh session with codec
Reboot codec by

Reopen the console/telnet/ssh session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Hang up call

Once recreated the problem and captured the log, reboot codec by

Access to codec WebGUI for download log file, http://<ipaddress of coded>

Click the “logs” tab and download “latest.log” file under Historical log files

Attach file to the ticket - Remember to name these or include a description and compress

multiple attachments into one file
Historical log files

Important: Tracing MUST be turned off when done. It's not recommended to let the tracing stay
on when the system is used in production.

Reboot Issue
e After codec restart Access to codec WebGUI for download log file, http://<ipaddress of coded>
e Click the “logs” tab and download “Latest. log” file
e Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Basic network status check from E20 Endpoint
Commands in bold
e Open the console/ssh session with codec and login as “root” user
. , check reachability
. , current connected ports on codec
. , current network routing on codec




How to de-activate audio/video protocol in E20 Endpoint

E20 Endpoint support CapSet filter feature useful for connection between legacy system, interop
testing, etc.

Sample of CapSet filter commands;
e Toforce G.722.1 -> disable all other:

e To force H.263 -> disable H.264
e To force H.261 -> disable H.264 and H.263

e Toreset CapSet filter

Default factory E20 Endpoint
Commands in bold
e Open the console/ssh session with codec and login as “root” user

o , this remove the current configuration file from Codec
[ ]

Note: You may have configuration back up by reteieveing config.db file. Log in as root using
WinSCP, navigate to the folder: ‘/mnt/base/active/’ and copy the file ‘config.db’ to your local PC.

Revert back previous software version on E20 Endpoint
Commands in bold

If you have ssh connection

e Login as root, i.e., or use ssh terminal software
e Execute the command:

e The Codec will now list the two images and tell you which one is active

& COM9:38400baud - Tera Term VT (=13

Fle Edt 3etup Control Window Help

~
ogin: root

ast login: Thu Aug 13 B89:59:56 on ttySA
[Rana-Mandal-C6@8:~1 % selectsw

imagel

image2 [ACTIVE] [SELECTED]
[Rana-Mandal-C68:"] selectsw imagel

[Rana-Mandal-C6@:"]

[Rana-Mandal-C68:7] rehoot

roadcast message from root (ttyS@) (Thu Aug 13 10:80:41 2889>:

he system is going down for reboot HOW?
[Rana-Mandal-C68:~1 5

v

e Check feedback and select image: (if feedback is “image2 [ACTIVE]
[SELECTED]") or (if feedback is “image2 [ACTIVE] [SELECTED]")
e Reboot the system,

e Codec will automatically restart with previous sw version of Codec had
If you have no remote access connection

e Hold down the buttons '4' and '6' while plugging in the power cable. Hold until the red status
led on top of the E20 start blinking.

e Click the button '4' twice to toggle image (led will blink faster on first click and then solid light at
second click)




How to upgrade TelePresence E20 Endpoint software

How to upgrade TelePresence E20 Endpoint
software

This chapter explains how to upgrade E20 Endpoint by using SCP software for in case of problem with
upgrading software from WebGUI or TMS.

Commands in bold
e Open WinSCP and establish the connection with codec
e Upload software under /upgrade folder
Note: SW file name should rename to “pkg” before upload it to codec.

"2 Log - C60 - WinSCP

local Mok Fles Commands Sesdon Options Remote Heb

O LD BB WP B H - FE e ok - §-
@oe~-QF - *IE” Owosd ~Qie-2-EEFER %
Mame -~ Ext See Type Name -~ Ext S2e  Changed
=y, Parent | | (B).. 2009/03/05 18:35:4
ok 81,633,776 Fh
< K >
0B ol 82350KB InDol 1 ODBof0OBNnDofO

? { 5 7 F7 Create Directory 2

5 SCP 3 00238

Wait for completion of file transfer.
SW upgrade automatically start after completion of file transfer

¢ Wait for completion of software upgrade then open the consale/ssh session with codec and
login as “admin” user

e reboot system, xCommand boot
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How to capture a log from MXP series Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for MXP Components.

The table below lists the commands needed for the MXP series Endpoint. Please type all commands
in the same Telnet/SSH session.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

IP issues (H323/SIP)
Commands in bold

Open the console/telnet/ssh session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
Hang up call

Don't worry that the screen is scrolling, just type in and press return to turn off logging

ISDN Issues
Commands in bold

Open the console/telnet/ssh session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
Hang up call

Don't worry that the screen is scrolling, just type in and press return to turn off logging

Reboot Issue
Commands in bold

After codec restart open the console/telnet/ssh session with codec

or

Download event. log file from root directory of Codec
Open Command prompt (and change home directory, if necessary)

Default password is TANDBERG unless changed. Some Endpoint products have “admin” or
“administrator” as login name.




How to capture a log from MXP series Endpoint

The event. log file transfer to directory of Command Prompt specified.

Attach file to the ticket — Remember to name these or include a description and compress

multiple attachments into one file

Default factory MXP Endpoint
Commands in bold

Open the console/telnet/ssh session with codec
Take backup of system configuration and option keys

or

Open the console session with codec by using RS232 cable
Take backup of system configuration and option keys
Restart codec and break the boot sequence

(for hyper terminal), or (for TeraTerm/Putty)
“$” prompt will feedback

B COMB:9600baud - Tera Term VT

Fle Edt Zetup Control Window Help

oot

K
oot r:qunsted. restarting

reak 7
ading (#2> ... Break requested by user, entering boot menu.
OARD: 181878, rev. 7. objectlevel 7
W 891614, rev. 1.15. 2088-81-84
NO:  33A49689
M : HB
LASH: 64MB
AC_B: BB:50:60:02:CE:9E
PU: Core version Bx8882, Core revision Bx2814
Partnum Bxa, Hasknum Bx18, Hicrocode Bx71

o
r

Codec will automatically restart

Revert back previous software version on MXP Endpoint
Commands in bold

Open the console session with codec by using RS232 cable
Take backup of system configuration and option keys
Restart codec and break the boot sequence

(for hyper terminal), or (for TeraTerm/Putty)
“$” prompt will feedback

B COMB:9600baud - Tera Term VT

fle Edt Zetup Control Window Help

oot

K
oot requested, restarting

reak 7

oading <(#2> ... Break requested by user, entering hoot menu.

OARD: 181878, rev. 7. objectlevel 7

M: SA1614, rev. 1.15, 2088-81-84

3 33A49689

M= 4MB

LASH: 64MB

C_B8: BB:50:68:82:CE:9E

PU = Core version BxBB82, Core revision Bx2814
Partnum Bxa, Hasknum Bx18. Hicrocode Bx71

Lol

Wait for “Active application: X" message
If x =1, then
If x =2, then

Codec will automatically restart with previous sw version of Codec had
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How to capture a log from MXP series Endpoint

Monitor diagnostic for RMA
e Please download latest monitor diagnostic tool and reporting template from partner site and
follow the manual come together with tool.
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How to upgrade MXP series Endpoint software

This chapter explains how to upgrade MXP series Endpoint by using ftp software for in case of
problem with upgrading software from WebGUI or TMS.

Commands in bold
e Open Command prompt
e Change the directory, if necessary by using “cd” command
For example, software folder locates under C drive on PC, then

e Type software Release Key in “User:”
e Type password in “Password:”. Default password is TANDBERG unless changed.

¥log»tt

. (or )
For example,

Wait for completion of file transfer.

[ ]
e Reboot the codec manually by remote controller, from Web GUI, from telnet session, etc.




How to capture alog from Classic series
Endpoint

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for Classic Components.

The table below lists the commands needed for the Classic series Endpoint. Please type all
commands in the same Telnet/SSH session.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

IP issues
Commands in bold
Open the console/telnet session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
o , if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
e Hang up call

Don't worry that the screen is scrolling, just type in and press return to turn off logging
e Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

ISDN Issues
Commands in bold
Open the console/telnet session with codec

Make a call and keep running until you have recreated the problem
, if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
o , if issue related to video/audio channel status etc.
Don't worry that the screen is scrolling, just type in and press return to retrieve system status
log
e Hang up call

Don't worry that the screen is scrolling, just type in and press return to turn off logging




Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Reboot Issue
Commands in bold

After codec restart open the console or telnet session with cadec

or

Download event. log file from root directory of Codec
Open Command prompt (and change home directory, if necessary)

Default password is TANDBERG unless changed. Some Endpoint products have “admin” or
“administrator” as login name.

The event. log file transfer to directory of Command Prompt specified.
Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Default factory Classic Endpoint
Commands in bold

Open the console/telnet/ssh session with codec
Take backup of system configuration and option keys

or

Open the console session with codec by using RS232 cable
Take backup of system configuration and option keys
Restart codec and break the boot sequence

(for hyper terminal), or (for TeraTerm/Putty)
“$” prompt will feedback

B COMB:9600baud - Tera Term VT

Fle Edt Setwp Control Window Help

oot

K

oot requested, restarting

reak 7

oading (#2> ... Break requested by user. entering boot menu.

OARD: 181878, rev. 7. objectlevel 7
M: 881614, rev. 1.15, 2PB8-81-84
NO:  33A49689

AN : 64MB

: h4MB
AC_B: BB:50:60:82:CE:7E
PU: Core version Bx8B82, Core revision Bx2814
Partnum Bxa, Hasknum Bx18. Hicrocode Bx71

Codec will automatically restart

Revert back previous software version on Classic Endpoint
Commands in bold

Open the console session with codec by using RS232 cable
Take backup of system configuration and option keys
Restart codec and break the boot sequence

(for hyper terminal), or (for TeraTerm/Putty)
“$” prompt will feedback




How to capture a log from Classic series Endpoint

B COMB:9600baud - Tera Term VT

Ble Edt Setup Control Window Help
ot -

K
notkrgquestud. restarting

real
ading (#2> ... Break requested by user, entering boot menu.

ARD: 181878, rev. 7. objectlevel 7

M: SA1614, rev. 1.15, 2988-81-84

HO: 33A49689

n: 64M

LASH: 64MB

C_B8: BB:50:68:82:CE:9E

PU: Core version BxB@82, Core revision Bx2814
Partnum Bxa, Masknum Bx18. Microcode Bx71

selectsw

Wait for “Active application: X" message

If x =1, then selectsw 2

If x =2, then selectsw 1

q

Codec will automatically restart with previous sw version of Codec had
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How to upgrade Classic series Endpoint
software

This chapter explains how to upgrade Classic series Endpoint by using ftp software for in case of
problem with upgrading software from WebGUI or TMS.

Commands in bold
e Open Command prompt
e Change the directory, if necessary by using “cd” command
For example, software folder locates under C drive on PC, then

e Type software Release Key in “User:”
e Type password in “Password:”. Default password is TANDBERG unless changed.

< C:\WINDOWS\system32\cmd.exe - fip 10.81.11.25 -0

¥log

o B f.

. (or )

For example,

Wait for completion of file transfer.
: WINDOWS\system32\cmd.exe - ftp 1

[ ]
e Reboot the codec manually by remote controller, from Web GUI, from telnet session, etc.




How to capture alog from TelePresence Movi

Important: Please start the log capture from all systems involved in the call before calls/conferences
are started so we capture all the call setup process and ensure that all output is logged to a file so
none is lost.

This chapter explains how to capture the complete log file available for TelePresence Movi
Components.

The table below lists the commands needed for the TelePresence E20 Endpoint. Please type all
commands in the same Telnet/SSH session.

All retrieved logs should attach to ticket including a description and compress multiple attachments
into one file.

Retrieving the Movi log from PC

e Total 6 log file will generate and save on local PC

0 Audio.log Audio specific information

o Client.log Information related to the client, GUI & “Business logic”
o0 Default.log Miscellaneous information

0 GStreamer.log Information from Gstreamer layer

o TAF.log The application framework layer information

o SlP.og Information about SIP signalling

File can be found at below patch on local PC
<CSIDL_LOCAL_APPDATA>\Cisco\Movi\<major version>.<minor version>\Logs\. (Movi4.0 or
prior software version, <CSIDL_LOCAL_APPDATA>\TANDBERG\Movi\<major
version>.<minor version>\Logs\.)
The <CSIDL_LOCAL_APPDATA> folder is typically:
o0 On Windows XP:
%USERPROFILE%\Local Settings\Application Data\

o On Windows Vista:
%LOCALAPPDATA% (typically %USERPROFILE%\AppData\Local)

™ Logs EBX
Ble Edt Vew Favortes Took Hep it
ok - ¥ O sexar Folders X ) @-

Akdress | ) C:\Documents and Settings|Dharmesh, ation Dataitandb 2.0iLogs v B
";'“" Audo.log 2™ Chentlog 2™ Defauk.og £
F““"‘ GStreamer.log ";’" 51P.Jog =™ TAF.Jog
F’:b Logs.ini

7 objects 375 KB “d My Computer

For more detail, please refer “Troubleshooting Movi” section on Cisco TelePresence Movi
Administrator Guide

Attach file to the ticket — Remember to name these or include a description and compress
multiple attachments into one file

Sniffer the Movi signal and payload from PC - Preparation
Important: The encryption must disable and make sure not to use TLS for signaling.
If encryption setting in TMS is auto and Advance setting tab is available on Movi client, then
encryption can be turned off from client menu.
Movi 2 client: Go to Advance setting on login menu
Select “TCP” as transport protocol.




How to capture a log from TelePresence Movi

TANDBERG ™ovi

Advanced X
L
Irtens w3
Privaged rtarrdva
sressereeee [
% ey
¥ Remamber ey Username: gt
= o
4 Remarviver vy Prvvesed

/g mpzemacaly

g e i b Q Cwine

e
ns
T iﬁujm.u.

o If Advance option is not available on client then encryption can be turned off using TMS.

e TMS: Go to System — Provisioning, then select either specific group or client

e Change Encryption policy to “Force TcpNoSrtp”
Veoruipace

-~

A
|'|_t-||}l.“l4|'.
i -~
Mairmen h Bandaan 1492 nod[20] & Tonemy Les
Masimun Gt Bandwidh 1492 noaf20] & Tommy Les
Prons Book Un phormtcokfiarabergprt com o [20] APAC TAL AND PST TEAM
Frezence Server Ui presercelliardtengnst con o [20] APAC TAC AND PST TEAM
Publc Macrum in Sardvedh "2 o [20] APAC TAC AND P51 TEAM
Pt Maorum Out Danchanctn 2 noA [20] APAC TAC AND PST TEAM
Putde phonebookiitenabergpetcom  mowi[20] (L APAC TAC AND PST TEAM
Putdc Precence Saever Un preseceiondvergprticon  non [20] APAC TAC AND PST TEAM
putic <P Server Agaress] oo |2 RS £PAC TAC AND PST TEAMISEEY
A Configu s -
Q | Browse AL
o - |
Dncryption Policy [age |acd conce movi [2.01
Medm Fort Fawrge fra mer 204
Medm Fort Fwrge St merd [204
Ehore Boot Ln e [20]
Draverca Sareer Un e 2104
Brtbe MarTen in Banchaith mera [20]
Stbe Miaman Cut Bardwadh o [20]
Futie Fhces Book L e [2.04
Putihe Fressnce Server U mowi [20] ¥
|Cuse

Sniffer the Movi signal and payload from PC
e Start Wire Shark: Start Menu — All Programs — Wire shark
e Select Capture — Interface, from menu
e Click “Start” on interface that PC is using for network connection.

"I Wireshark: Capture Interfaces

Description P Packets Packatsfs
@ Adapter for generic dislup and VPN capture
@ Irkel(R) 82565MM Gigabit Netwerk Connection (Microsoft's Packet Scheduler) 10918103 106 2 @E
. Irtel(R) Wireless Wi Link 496SAGN (Microsoft's Packet Scheduler) 10.65.32.115 et

@ Jniper Network Connect Virtual Adapter 169.254.139.51
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How to capture a log from TelePresence Movi

Note: If particularly looking for packet between SIP Server (VCS), click “Option”, then type
“host <server_ipaddress>" and click “Start”. Only traffic between SIP Server sniffer and file will
remain minimum size.

Login the Movi 2 client
Make a call and keep running until you have recreated the problem
Stop the sniffer from either Stop Icon on menu or select Capture — Stop, from menu

{Untitled) - Wireshark
B Edt Y o Caphure  Analyze  Jatistics  Help

ua' EEXEE

aecvaTFiEE el @Bk B
o Qear Apply

No. -

97 2009 03

0000 00 le ca 77 38 40 00 la
0010 00 30 89 e7 40 00 80 06
0020 20 1f Od 88 13 <4 ce af
0030 ff ff 1b d6 00 00 02 04

119:13, 94 10.85.
:19:13.734665 10.85.
:19:13.737736 10<85.32 31
19:13‘?82958 10.85.32.31
£13.799158 10.85.8.101
:19:13.801529 10.85.32.31
£19:13.914738 10.85.32.31
:19:14. 063593 10.85.8.101
:19:14.097134 10.85.32.31
£19:14.097197 10.85.32.31
£19:14.007226 10.85.8.101
:19:14.110594 10.85.8.101
:19:14.113055 10. 85,

# Transmission Control Protoceol, Src Port:

(& Frame 90 (62 bytes on wire, 62 bytes captured)
@ Ethernet II, Src: Usi_3c:c6:68 (00:1a:6b:3c:c6:68), Dst: Nortel_77:38:40 (00:le:ca:77:38:40)
# Internetr Protocol, Src: 10.85.8.101 (10.85.8.101), bst: 10.85.32.31 (10.85.32.31)

6b 3c c6 68 08 00 45 00
33 b3 0a 55 08 65 0a 55
3a 20 00 00 00 00 70 02
05 b4 01 01 04 02

File: "CL\DOCUME- 1 \tomemy Jee|LOCALS~1\TempletheriD00a14172° 56 KB 00:00:47

.. k<.h..E.
e.. 3 e.u

Packets: ..

edn—mgr‘ sym: > si [ack] seq=1 Ack
Request : SIJBSCRIBE sip:tommyStandt
sip > edm-mgr-sync [ack] seq=1l Ack
status: 401 unauthorized

Request: SUBSCRIBE sip:tommyStandk
sip > edm-mgr-sync [acK] seq=613 ¢
Status: 200 OK

edm-mgr-sync > sip [ack] Seq=1538
[TcP segment of a reassembled poul
Request: NOTIFY sip:t 0.85.8.
edm-mgr-sync > sip [Ack] Seq=1538
Status: 200 oK

sip > edm-mgr-sync [ack] Seq=2925

edm-mgr-sync (34640, pst Port: sip (50600, seq: 0, Len: O

Profile: Default

Save the retrieved packet (packet range should select “All packets”)
Attach file to the ticket - Remember to name these or include a description and compress
multiple attachments into one file
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST
TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California,
Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright © 1981,
Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE
SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL
WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR
TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING
OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of
Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other
company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and
phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the
document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is
unintentional and coincidental.

© 2010 Cisco Systems, Inc. All rights reserved.




