
Pre Requisites 

 

Jabber MRA 

 

 

The Firewall needs to be supported Nat Traversal. 

DMZ zone is mandatory for the terminating the edge servers. 

 
 

Internal firewall needs to allow the following outbound connections from Expressway-C to 
Expressway-E 
 
SIP: TCP 7001 
Traversal Media: UDP 36000 to 36011 
XMPP: TCP 7400 
HTTPS (tunneled over SSH between C and E): TCP 2222 
 
 
External firewall needs to allow the following inbound connections to Expressway 
SIP: TCP 5061 
HTTPS: TCP 8443 
XMPP: TCP 5222 
Media: UDP 36002 to 59999 
 

 

 

 
 

Expressway Server Certificates Requirements 
 

 Expressway-E server certificates should be signed by 3rd party public CA 

 Expressway-C server certificates can be signed by 3rd party public CA or Enterprise CA 

 Expressway server certificates need to allow for both client & server authentication  



 Public CA signed certificates allow Jabber clients and endpoints to validate the server 
certificate without a CTL 

 Jabber clients with a CTL will not use the CTL to validate Expressway certificate -no 
requirement to include Expressway certs in CTL 
 

 

Subject Alternative Name (SAN) Requirements 
 
Expressway-E Server Certificate 

 
 

 Customer’s service discovery domain is required to be included as a DNS SAN in all 
Expressway-E server certificates 

 Service discovery domain in this case is collab10x.cisco.com 
 

 This domain is used for SRV lookups, extracted from here 

 This is a security measure that allows clients to verify connections to edge servers 
authoritative for their domain (RFC 6125) 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

For Example 

 

DNS X509v3 Subject Alternative Name: DNS:collab10x.cisco.com 

 

 



 

Cisco Meeting Server Requirements 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 


