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Introduction

This document provides a sample configuration for the Protected Extensible Authentication Protocol (PEAP]
with Microsoft Challenge Handshake Authentication Protocol (MS—CHAP) version 2 authentication in a
Cisco Unified Wireless network with the Microsoft Network Policy Server (NPS) as the RADIUS server.

Prerequisites

Requirements
Ensure that you are familiar with these procedures before you attempt this configuration:

» Knowledge of basic Windows 2008 installation
» Knowledge of Cisco controller installation

Ensure that these requirements have been met before you attempt this configuration:

« Install the Microsoft Windows Server 2008 operating system on each of the servers in the test lab.
* Update all service packs.

« Install the controllers and lightweight access points (LAPS).

 Configure the latest software updates.



For initial installation and configuration information for the Cisco 5508 Series Wireless Controllers, refer to
the Cisco 5500 Series Wireless Controller Installation Guide.

Note: This document is intended to give the readers an example on the configuration required on a Microsof
server for PEAP-MS-CHAP authentication. The Microsoft Windows server configuration presented in this
document has been tested in the lab and found to work as expected. If you have trouble with the configurati
contact Microsoft for help. The Cisco Technical Assistance Center (TAC) does not support Microsoft
Windows server configuration.

Microsoft Windows 2008 installation and configuration guides can be found on Microsoft Tech Net.

Components Used
The information in this document is based on these software and hardware versions:

* Cisco 5508 Wireless Controller that runs firmware Version 7.4

« Cisco Aironet 3602 Access Point (AP) with Lightweight Access Point Protocol (LWAPP)

« Windows 2008 Enterprise Server with NPS, Certificate Authority (CA), dynamic host control
protocol (DHCP), and Domain Name System (DNS) services installed

* Microsoft Windows 7 client PC

« Cisco Catalyst 3560 Series Switch

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

PEAP Overview

PEAP uses Transport Level Security (TLS) to create an encrypted channel between an authenticating PEAF
client, such as a wireless laptop, and a PEAP authenticator, such as Microsoft NPS or any RADIUS server.
PEAP does not specify an authentication method, but provides additional security for other Extensible
Authentication Protocols (EAPS), such as EAP-MS-CHAP v2, that can operate through the TLS-encrypted
channel provided by PEAP. The PEAP authentication process consists of two main phases.

PEAP Phase One: TLS—-Encrypted Channel

The wireless client associates with the AP. An IEEE 802.11-based association provides an open system or
shared key authentication before a secure association is created between the client and the access point. A
the IEEE 802.11-based association is successfully established between the client and the access point, the
TLS session is negotiated with the AP. After authentication is successfully completed between the wireless

client and NPS, the TLS session is negotiated between the client and NPS. The key that is derived within th
negotiation is used to encrypt all subsequent communication.

PEAP Phase Two: EAP—-Authenticated Communication

EAP communication, which includes EAP negotiation, occurs inside the TLS channel created by PEAP
within the first stage of the PEAP authentication process. The NPS authenticates the wireless client with
EAP-MS-CHAP v2. The LAP and the controller only forward messages between the wireless client and



RADIUS server. The Wireless LAN Controller (WLC) and the LAP cannot decrypt these messages because
is not the TLS end point.

The RADIUS message sequence for a successful authentication attempt (where the user has supplied valid
password—-based credentials with PEAP-MS-CHAP v2) is:

1. The NPS sends an identity request message to the client: EAP—Request/Identity.

2. The client responds with an identity response message: EAP—Response/ldentity.

3. The NPS sends an MS-CHAP v2 challenge message: EAP-Request/EAP-Type=EAP
MS-CHAP-V2 (Challenge).

4. The client responds with an MS—CHAP v2 challenge and response:
EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Response).

5. The NPS sends back an MS-CHAP v2 success packet when the server has successfully authentica
the client: EAP—-Request/EAP-Type=EAP-MS-CHAP-V2 (Success).

6. The client responds with an MS—-CHAP v2 success packet when the client has successfully
authenticated the server. EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Success).

7. The NPS sends an EAP-type-length—-value (TLV) that indicates successful authentication.

8. The client responds with an EAP-TLV status success message.

9. The server completes authentication and sends an EAP-Success message in plain text. If VLANS al
deployed for client isolation, the VLAN attributes are included in this message.

Configure
In this section, you are presented with the information to configure PEAP-MS-CHAP v2.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This configuration uses this network setup:
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Wireless Client C1  Wireless Client C2

In this setup, a Microsoft Windows 2008 server performs these roles:



* Domain controller for the domain wireless.com

« DHCP/DNS server

e CA server

* NPS ? to authenticate the wireless users

« Active Directory ? to maintain the user database

The server connects to the wired network through a Layer 2 switch as shown. The WLC and the registered
LAP also connect to the network through the Layer 2 switch.

The wireless clients use Wi-Fi Protected Access 2 (WPA2) - PEAP-MS-CHAP v2 authentication to conne:
to the wireless network.

Configurations

The objective of this example is to configure the Microsoft 2008 server, Wireless LAN Controller, and Light
Weight AP to authenticate the wireless clients with PEAP-MS-CHAP v2 authentication. There are three
major steps in this process:

1. Configure the Microsoft Windows 2008 Server.
2. Configure the WLC and the Light Weight APs.
3. Configure the wireless clients.

Configure the Microsoft Windows 2008 Server
In this example, a complete configuration of the Microsoft Windows 2008 server includes these steps:

1. Configure the server as a domain controller.

2. Install and configure DHCP services.

3. install and configure the server as a CA server.
4. Connect clients to the domain.

5. Install the NPS.

6. Install a certificate.

7. Configure the NPS for PEAP authentication.

8. Add users to the Active Directory.

Configure the Microsoft Windows 2008 Server as a Domain Controller
Complete these steps in order to configure the Microsoft Windows 2008 server as a domain controller:

1. Click Start > Server Manager.
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3. Click Next.

Add Roles Wizard

ﬁ Before You Begin

Before You Begn This wizard helps you rstall roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Gorfirmation Before you continue, verify that:
Progress  The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Resuks « The latest security updates from Windows Update are nstalled
If you have to complete any of the precedng steps, cancel the wizard, complete the steps, and then run the
wizard again,
To continue, clck Next,

I skip this page by default

% Previzas || Next > I Install Cancel

4. Select the service Active Directory Domain Services, and click Next.



Add Roles Wizard E3

Select Server Roles

Before You Begin Select one or mave rokes bo install on this server,
Server Roles Roles: Description:
Active Directory Domain - - Active Directory Domain Services (AD
Yy Services [: Active rectory Certificate Services DS stores infonmatoneboitobjads
Confirmation E2Y 4ctive Directory Domain Services on the network and makes this
A [ ] Active Directory Federaticn Services information avalable to users and
YOQUESs [] Active Directory Lightwelght Directory Services network administrators. AD DS uses
Resuks [} Active Directory Rights Management Services doman contro:lers to&l: network
. users access to permitted resources
O Apph:atm-Sewer anywhere on the network through a
L] DHCP Server single logon process,
| | DNS Server
[7] Fax Server

[] File services

[ ] Network Policy and Access Services
[] Print Services

[] Terminal Services

[] UDDI Services

[] web server (115)

|| windows Deployment Services

[T] Windows Server Update Services

< Previous " Next > I Iristal | Cancel

5. Review the Introduction to Active Directory Domain Services, and click Next.



Add Roles Wizard

ﬁ Active Directory Domain Services

Before You Begn Introduction to Active Directory Domain Services

Servar Roles Active Directory Domain Services (AD DS} stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this nformation and facilkates resource sharing and

Active Directory Domain Services collaboration between users, AD DS is ako required for directory-enabled applcations such as Microsoft

Exchangs Server and for other Windows Server technologles such s Group Polcy,

Confirmation
Progress Things to Note
Resuks i To belp ensure that users can still log on to the network in the case of & server outage, instal & minimum of

two domnain controllers For a domain.

i AD DS requires & DNS server to be installed on the network, IF you do not have a DNS server installed, you
will be prompted to instal the DNS Server role on this server,

i After you install the AD DS role, use the Active Directory Domain Services Installstion Wizard
(dcpromo.exe) to make the server a fully functional domain contraller,

i Instaling AD DS will also instal the DFS Namespaces, DFS Replcation, and Fie Replcation services which
are required by Directory Service.
Additional Information
Overview of AD DS
Installing AD DS
Common Configurations For AD DS

< Previous || MNext > I Instal Cancel |

6. Click Install to begin the installation process.



Add Roles Wizard

-

ﬁ; Confirm Installation Selections

Before You Begn
To Install the Following roles, role services, or features, click Install.

Server Roles ~

o . ) (i) 2infermational messages below
Active Directory Domain Services -
Confirmation (i) Tris server might need to be restarted after the installation completes.
Progress ~ Active Directory Domain Services
Resuks (i) After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

~ (dcpromo.exe) to make the server a fully functional domain controler,

Print, e-mail, or save this infarmation

< Previous Next > | | Install I Cancel

The installation proceeds and completes.

7.Click Close this wizard and launch the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to continue installation and configuration of the Active Directory.



Add Roles Wizard

Installation Results

Before You Begin
The followding roles, role services, or Features were installed successfuly:
Server Roles

1 warning, 1 informational messages below
Active Directory Domain Services L ",

Confirmation [ ‘qn Windows automatic updating i not enabled. To instal the latest updates, use Windows Update in
Control Panel to check for updates.

Progress

~' Active Directory Domain Services & 1nstallation succeeded

The following role services were installed:
Active Directory Domain Controller

f;D Use the Active Directory Domain Services Installation Wizard {(dcpromo.exe) to make the server a
fully Functional domain cortroller,
Close this wizard and launch the Active Directory Domain Services [nstalation Wizard {(dcpromo.exe).

Print, e-mal, or save the instalation report

< Previous | Next > | | Close I Cancel

8. Click Next to run the Active Directory Domain Services Installation Wizard.



@! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services [A&D DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

[ Use advanced mode installation

Learn more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back I Next > I Cancel

9. Review the information on Operating System Compatbilty, and click Next.

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 affect older versions of
Windows

1 Windows Server 2008 domain controllers have a new more secure default for the
security setting named "Allow cryptography algorithms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SMB "clients" from
using weaker NT 4.0 style cryptography algorithms when establishing security channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage [NAS] devices that do not support
stronger cryptoaraphy algorithms. Some operations on clients running versions of
Windows earlier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 942564
[http: //go.microsoft. com/fwlink /?Link|d=104751).

< Back I Next > I Cancel




10.Click Create a new domain in a new forest > Next in order to create a new domain.

@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest. ==l

" Existing forest

€ 4sddadomain controller to an existing domain

€ Create a new domain i an existing forest

ver will become the first domain contraller in the new domait.

* Create a new domain in a new forest

More about possible deployment configurations

< Back I Next > I Cancel |

11.Enter the full DNS name for the new domain (wireless.gothis example), and click Next.



@! Active Directory Domain Services Installation Wizard

Name the Forest Root Domain

The first domain in the forest is the forest root domain. [ts name is also the name of
the forest.

Type the fully qualified domain hame [FODN) of the new forest root domain.

FODN of the forest root domain:
Iwireless.con‘l

Example: corp.contoso.com

< Back I Next > I Cancel

12.Select the forest functional level for your domain, and click Next.



@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Details:

The Windows 2000 forest functional level provides all Active Directory Domain a
Services features that are available in Windows 2000 Server. If you have domain
controllers running later versions of Windows Server, some advanced features will

not be available on those domain controllers while this forest is at the Windows

2000 functional level.

More about domain and forest functional levels

< Back I Next > I Cancel

13. Select the domain functional level for your domain, and click Next.

@! Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:

Windows 2000 Native ¥

Details:

The following features are available at the Windows 2000 N ative domain functional a
level:

universal groups

aroup hesting

aroup type conversion

SID history
If you have domain controllers running later versions of Windows Server, some
advanced features will not be available on those domain controllers while the LI

More about domain and forest functional levels

< Back I Next > I Cancel




14.Ensure DNS server is selected, and click Next.

@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.

[V DNS server

V| Global catalog

™ Bead-onlydomain controller (RODE]

Additional information:
The first domain controller in a forest must be a global catalog server and ;]
cannot be an RODC.

“We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back I Next > I Cancel

15.Click Yes for the installation wizard to create a new zone in DNS for the domain.

5—1 Active Directory Domain Services Installation Wizard I

A delegation for this DNS server cannot be created because the
! %, authoritative parent zone cannot be found or it does not run
i Windows DNS server, If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain wireless.com. Otherwise, no action is
required.

Do you want to continue?

Yes | | Mo I

16. Select the folders Active Directory should use for its files, and click Next.



@! Active Directory Domain Services Installation Wizard

Location for Database, Log Files, and SYSYOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate
volumes.

Database folder:

ID\Windows\NTDS Browse... |
Log files folder:
IC:\Windows\NTDS Browse... |
SYSWOL folder:
IC:\Windows\SYSVUL Browse... |

More about placing Active Directory Domain Services files

< Back I Next > I Cancel

17.Enter the Administrator Password, and click Next.

@ ! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: I.ooooooo..o

Confirm password: |"00uooou|

More about Directory Services Restore Mode password

< Back I Next > I Cancel




18.Review your selections, and click Next.

@! Active Directory Domain Services Installation Wizard

Summary

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest.
The new domain name is wireless.com. This is also the name of the new forest.
The NetBIOS name of the domain is WIRELESS

Forest Functional Level: Windows 2000

Domain Functional Level: Windows 2000 Native

Site: Default-First-Site-Name

Additional Options:

To change an option, click Back. To begin the operation, click Next.

-~

[]

These settings can be exported to an answer file for use with Export settings... |

other unattended operations.
More about using an answer file

< Back I Next > I

Cancel

The installation proceeds.

19. Click Finish to close the wizard.




@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Bctive Directory Domain Services is how installed on this ;]
computer for the domain wireless.com.

This Active Directory domain controller is assigned to the
site Default-First-Site-Name. You can manage sites with
the Active Directory Sites and Services administrative
tool.

To close this wizard, click Finish.

< Back I Finish I [Cancel

20.Restart the server for the changes to take effect.

°=I Active Directory Domain Services Installation Wizard [E4

You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

Restart Now I Do not Restart Now

Install and Configure DHCP Services on the Microsoft Windows 2008 Server

The DHCP service on the Microsoft 2008 server is used to provide IP addresses to the wireless clients.
Complete these steps in order to install and configure DHCP services:

1. Click Start > Server Manager.
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3. Click Next.

Add Roles Wizard

ﬁ Before You Begin

Before You Begn This wizard helps you rstall roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Gorfirmation Before you continue, verify that:
Progress  The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Resuks « The latest security updates from Windows Update are nstalled
If you have to complete any of the precedng steps, cancel the wizard, complete the steps, and then run the
wizard again,
To continue, clck Next,

I skip this page by default

% Previzas || Next > I Install Cancel

4. Select the service DHCP Server, and click Next.



Add Roles Wizard E3

Select Server Roles

Before You Begin Select one or more roles ko install on this server,
Server Roles Roles:
DHCP Server | Active Directory CertFicate Services
Network Connection Eindings [: Active Drectory Doman Services (Installed
X Active Directory Federation Services
Lkt | | active Directory Lightweight Directory Services
1Pv4 WINS Setbngs [ Active Directory Rights Management Services
DHCP Scopes E icatlon Server
i DX
DHCPv6 Stateless Mode DNS Server (Instaled
1Pvé& DNS Settings [ Fax Server
|| File Services
DHCP Server Suthorization —
[ metwork Policy and Access Services
Progress L: Terminal Services
Resks [} LoDI Services

[ web Server (115)
| windows Deployment Services
[ ] Windows Server Update Services

More about server roles

Description:

(DHCP) Server enables you to
centrally configure, manags, and
provide temporary IP addresses and
related information for dlient
compakers,

< Previous Il Next > I Instal Cancel |

5. Review the Introduction to DHCP Server, and click Next.




Add Roles Wizard

ﬁ DHCP Server

Before You Begn Introduction to DHCP Server
Server Roles The Dynamic Host Configuration Protocol aliows servers to assign, or lease, IP addresses to computers and
cther devices that are enabled as DHCP cients. Deploying a DHCP server on the network provides computers
DHCP Server and other TCP/IP-based network devices with valid IP addresses and the addiional configuration parameters
o these devices need, called DHCP options, This alows compaters and devices to connect to other network
Network Connecticn Bindngs resources, such as DNS servers, WINS servers, and roukers,
IPv4 DNS Settings .
) Things to Note
CE i You should configure at least one static IP address on this computer.
DHCP Scopes i Before you install DHCP Server, you should plan your subnets, scopes, and exclusions. Make a record of
DHCPy6 Stateless Mode the plan in 3 safe place For lker reference.
1Pv6 DNS Settings Additional Information
DHCP Server Authorization DHCP Server Overview
Confirmation Defining DHCP Scopes
Inteqrating DHCP with DNS
Progress
Resuks

< Previous ” Next > I Install I Cancel

6. Select the interface that the DHCP server should monitor for requests, and click Next.



Add Roles Wizard

E%; Select Network Connection Bindings

Before You Begn One or more network connections having a static IP address were detected. Each network conneckion can
Server Roles be used to service DHCP dlients on a separate subnet.
DHCP Server Select the netwark connections that this DHCP server will use For servicing clients.
Network Connection Bindings
Network Connections:
IPv4 DNS Settings IP Address I Type l
IPv4 WINS Settings [ 192.168.162.12 Pvd
DHCP Scopes
DHCPy6 Skateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confirmation
Progress
Resuks
Detais
Name: Local Area Connection
Network Adapter: Inked(R) PROJ1000 MT Deskkop Adapter
Physical Address: 08-00-27-36-2C-A4

< Previous “ Next > I Instal

Cancel I

7. Configure the default DNS settings the DHCP server should provide to clients, and click Next.



Add Roles Wizard

ﬁh Specify IPv4 DNS Server Settings

Before You Begin
=0 \When clients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles addresses of DNS servers and the parent domain name, The settings you provide here will be applied to dients
DHCP Server using [Py4,
Network Connection Bindings Specify the name of the parent domain that clients will use For name resclution. This domain wil be used For al

scopes you create on this DHCP server,

IPv4 DNS Settings

IPvd WINS Setti Parent Domain:
Iwireless .com
DHCP Scopes
DHCPv6 Stateless Mode
IPvE DNS Setti Specify the IP addresses of the DNS servers that clents will use for name resolution. These DNS servers will be
S used for all scopes you create on this DHCP server,
DHCP Server Suthorization
A Preferred DNS Server IPv+ Address:
o [192.185.162.12 validate |
Progress
Results
Alternate DNS Server IPv4 Address:
I vHidate I

More about DS server settings

8. Configure WINS if the network supports WINS.



Add Roles Wizard [ X

ﬁﬁ Specify IPv4 WINS Server Settings

Before You Begin When clients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of WINS servers, The settings you provide here wil b2 apphed to dients using 1Pv4,
Server Roles
DHCP Server
(¥ WINS is not required for applcations on this network
Network Connection Bindings
IPv4 DNS Settings

" WINS i required for applications on this network

1Pv4 WINS Setbings
DHCP Scopes
DHCPv6 Stateless Mode

VINS servers that chents wil use for name resolution. These WINS servers

U create on this DHCP server

Fy the IP addre:

zed for all scop

WINS Server IP Address:

1PvE DNS Settings I
DHCP Server Authorization
Confirmation I
Progress

Results

Alternate WINS Server IP Addr

More about WINS server settings

< Previous II Next > I Inste | Cancel |

9. Click Add to use the wizard to create a DHCP Scope or click Next to create a DHCP scope later.
Click Next to continue.



Add Roles Wizard

ﬁh Add or Edit DHCP Scopes

Before You Begin A scope is the range of possible IP addresses for a network, The DHCP server cannot distribute 1P
Sacrer Rel addresses to dients until 3 scope is created.

Scopes:
DHCP Server Narme | 1P Address Range |
Network Connection Bindings
1Pv4 DNS Settings

IPv4 WINS Settings Delete

If

DHCP Scopes
DHCPvE Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confrmation
Progress
Resuks

Properties

Add or select a scope to view s properties,

More about adding scopes

< Previous | Next > Install Cancel

10.Enable or disable DHCPv6 support on the server, and click Next.



Add Roles Wizard [ X

ﬁﬁ Configure DHCPv6 Stateless Mode

Before You Begin DHCP Server supports the DHCPYG protocol For servicing IPvE chents. Using DHCPYS, clienks can
akomaticaly configure ther own 1PvS addresses using stateless mods, or they can acquire IPvE
Server Roles addresses in stateful mode from the DHCP server. If routers on your network are configured to support
DHCP Server DHCPv6, verify that your selection below matches the router configuration.
Network Connection Bindings
IPv4 DNS Settings Select the DHCPYS stakeless mode configuration For this server,
1Pv4 WINS Setbings

(% Enable DHCPVE stateless mode For this server
IPv6 clients will be automaticaly configured without using this DHCP server,

DHCP Scopes

DHCPv6 Stateless Mode
1PV DNS Settings (" Disable DHCPvS stateless mode for this server
DHCE Server Authorization After instaling DHCP Server, you can configure the DHCPv6 mode using the DHCP Management console.
Confirmation
Progress
Resuts
More about DHCPYS stateless mode

< Previous I| Next > I Insta | Cancel |

11.Configure IPv6 DNS settings if DHCPv6 was enabled in the preceding step. Click Next to continue.



Add Roles Wizard

ﬁ} Specify IPv6 DNS Server Settings

Before You Begin
Server Roles
DHCP Server
Network Connection Bindings
IPv4 DNS Settings
1Pv4 WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode

1PvE DNS Settings
DHCP Server Suthorization
Confirmation

Progress

Results

\When clients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients
using IPy6,

Specify the name of the parent domain that clienks will use For name resolution. This domain wil be used for al
scopes you create on this stateless IPvé DHCP server.

Parent Domain:
[wireless .com

Specify the IP addresses of the DNS servers that clents wil use for name resolution. These DNS servers will be
used for all scopes you create on this DHCP server,

Preferred DNS Server IPy6 Address:
[Fe&o: :21¢2:8008:9305:3003 alidate I
Alternate DNS Server IPv6 Address:
I VHidate I

More about DS server settings

< Previous II Next > I Insta | Cancel |

12.Provide domain administrator credentials to authorize the DHCP server in Active Directory, and

click Next.




Add Roles Wizard

ﬁf Authorize DHCP Server

Before You Begin Active Drectory Doman Services (AD DS) stores a list of DHCP ssrvers that are authorized to service

dients on the network. Authorizing DHCP servers helps avoid acddental damage caused by running DHCP
Server Roles servers with incorrect configurations or DHCP servers with correct configurations on the wrong network.
DHCP Server

Speafy credentials to use For authorizing this DHCP server in AD DS,
Network Connection Endings

RGNS Se L (¥ Use current credentials

IPv4 WINS Setiings The credentials of the current user wil be used to authorize this DHCP server in AD DS.
DHCP Scopes Ussr Name: |wma.gss1adrrnstrator

DHCPv6 Stakeless Mode

1PvE DNS Settings

DHCP Server Authorization

(‘ .
Confirmation Use alternate credentials
Progress Specify domain administrator credentials for authorizing this DHCP server in AD DS,

User Name:
Resuts I Specify,.. I

" Skip authorization of this DHCP server In AD D5
/1 This DHCP server must be authorized in AD DS before it can service clients,

More about suthorizing DHCP servers in AD DS

< Previous " Next > I Instal | Cancel |

13.Review the configuration on the confirmation page, and click Install to complete the install.



Add Roles Wizard [ X

Confirm Installation Selections

Before You Begin
= To instal the Folowing roles, role services, or feabures, click Install,
Server Roles —
(i) 1informational message below

DHCP Server - 9

Network Connection Eindings (i) This server might need to be restarted after the installation completes.

IPv4 DNS Settings ~! DHCP Server

1Pv4 WINS Setbings MNetviork Connection Bndings: 192.168.162,12 (IPv4)

opes 1Pv4 DNS Settings

DACES0 DNS Parent Doman: wreless.com

DHCPv6 Stakeless Mode DNS Servers: 192.165,162.12

1Pvé DNS Settings WINS Servers: MNone

Scopes: No scopes defined

DHCP Server Authorization DHCPy6 Stateless Mode: Enabled
Confirmation IPv6 DNS Settings
Py DNS Parent Domain: wireless.com

ogress DNS Servers: feg0::a1ca:8008:9a05:30b3
Results DHCP Server fusthorization: Authorize using credentials associated with
WIRELESS\administrator
Print i this if. b
< Previous Next = I Instal Cancel |

The installation proceeds.

14.Click Close to close the wizard.



Add Roles Wizard

ﬁ} Installation Results

Before You Begin
Server Roles
DHCP Server

The following roles, role services, or features were installed successhully:

1 1 warnng message below

Network Connection Bindings [ g Windows automatic updating is not enabled. To instal the latest updates, use Windows Update in
. Conkrol Panel to check For updstes,
1Pv4 DNS Settings

1Pv4 WINS Settings DHCP Server @ 1nstallation succeeded

DHCP Scopes

DHCPyS Stateless Mode

IPy6 DNS Settings

DHCP Server Authorization
Confrmation

Progress

The DHCP Server is now installed.

15.Click Start > Administrative Tools > DHCP to configure DHCP service.
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16. Expand the DHCP server (win—-mvz9z2umms.wireless.com in this example), right—click IPv4, and
choose New Scope. to create a DHCP Scope.
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17.Click Next to configure the new scope via the New Scope Wizard.

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

¢ Back

I Next > I

Cancel |

18.Provide a name for the new scope (Wireless Clients in this example), and click Next.




New Scope Wizard

Scope Name
You have to provide an identifying scope nhame. You also have the option of

praviding a description.

Type a hame and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: IWireIess Clients

Description: I

< Back I Next > I Cancel

19. Enter the range of available IP addresses that can be used for DHCP leases. Click Next to continue.

New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP

addresses.

Enter the range of addresses that the scope distributes.

Start IP address: I 192 168 . 162 . 100

EndlIP address: | 192 . 168 . 162 . 200

A subnet mask defines how many bits of an |P address to use for the network /subnet
IDs and how many bits to use for the host ID. You can specify the subnet mask by
lenath or as an IP address.

Length: 24 =

Subnet mask: I 255.256.255. 0

< Back

20.Create an optional list of excluded addresses. Click Next to continue.




New Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distributed by the
server.

N

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

||... .‘u".ddl

Excluded address range:

Femaove

< Back I Next > I Cancel

21.Configure the lease time, and click Next.

New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this
scope.

N

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fized
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
s = s
= | IU = | IU = |

< Back I Next > I Cancel

22.Click Yes, | want to configure these options now, and click Next.




New Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the

SCOpe.

“When clients obtain an address, they are aiven DHCP options such as the [P
addresses of routers [default gateways), DNS servers, and WINS settings for that
SCOpeE.

The settings you select here are for this scope and override settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

' ¥es, | want to configure these options now

" No, | will configure these options later

< Back I Next > I Cancel

23.Enter the IP address of the default gateway for this scope, click Add > Next.

New Scope Wizard

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:

||. . Add |

192.168.162.2 Remove

|_| |:|

s
Down |

< Back Next > Cancel

24.Configure the DNS domain name and DNS server to be used by the clients. Click Next to continue.



New Scope Wizard

Domain Name and DNS Servers
The Domain Name System [DNS) maps and translates domain hames used by
clients on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain;  |wireless.com

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
SEIVers.

Server name: IP address:

| | . . . fidd |

Resolve 192.168.162.12 Femove

|_| [j

Down

[ w
[ oo

< Back Next > | Cancel |

25.Enter WINS information for this scope if the network supports WINS. Click Next to continue.

New Scope Wizard

WINS Servers
Computers running Windows can use WINS servers to convert NetBIOS computer
names to IP addresses.

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Server hame: IP address:

||. o fidd |

U p I
Dowh I

To change this behavior for Windows DHCP clients modify option 046, WINS/NBET Node
Type, in Scope Options.

< Back I Next > I Cancel

26.To activate this scope, click Yes, | want to activate this scope now > Next.



New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

% ¥es, | want to activate this scope now

" No, | will activate this scope later

< Back I Next > I Cancel

27.Click Finish to complete and close the wizard.

New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To close this wizard, click Finish.

< Back

Install and Configure the Microsoft Windows 2008 Server as a CA Server

PEAP with EAP-MS-CHAP v2 validates the RADIUS server based on the certificate present on the server.
Additionally, the server certificate must be issued by a public CA that is trusted by the client computer (that
is, the public CA certificate already exists in the Trusted Root Certification Authority folder on the client
computer certificate store).

Complete these steps in order to configure the Microsoft Windows 2008 server as a CA server that issues tt
certificate to the NPS:



1. Click Start > Server Manager.
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2. Click Roles > Add Roles.
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3. Click Next.



Add Roles Wizard

ﬁ Before You Begin

Before You Begn This wizard helps you rstall roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Gorfirmation Before you continue, verify that:
Progress  The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Resuks « The latest security updates from Windows Update are nstalled
If you have to complete any of the precedng steps, cancel the wizard, complete the steps, and then run the
wizard again,
To continue, chck Next,

I skip this page by default

% Previzas || Next > I Install Cancel

4. Select the service Active Directory Certificate Services, and click Next.



Add Roles Wizard [ X

Select Server Roles
Before You Begin Sedeck one or more roles to install on this server.
Server Roles
ADCS
Role Services Active Directory Doma “aled)
o [] Active Directory Federation Services
SLUBAIES [ ] Active Directory Lightweight Directory Services
CA Type | ] Active Directory Rights Management: Services
Private Key [] Applcation Server o
DHCP Server (Instaled)
Cryptography DNS Server (Instalied)
CA Name [7] Fax Server
[ ] File Services
Validky Period .
Jaky [ ] Metwork Policy and Access Services
Certificate Database [] Print Services
Confimahion [] Terminal Services
- [ ] UDDI Services
25 [] web Server (I1S)
Results [ windows Deployment Services

| ] Windows Server Update Services

More abouk server roles

Description:

Active Directory Certificate Services
(AD C5) Is used to create certification
authorities and related role services
that allow you to issue and manage
certficates used in & variety of
apphcations,

< Previous ” Next > I Insta | Cancel I

5. Review the Introduction to Active Directory Certificate Services, and click Next.




Add Roles Wizard

ﬁﬁ Introduction to Active Directory Certificate Services

Before You Begin
Server Roles
AD CS

Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Valdity Period
Certificate Database
Confrmation
Progress

Results

Active Directory Certificate Services (AD CS)

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enzble scenarios such as
securs wireless nebworks, virtual private networks, Internet Protocol Security (1PSec), Network Access
Protection (NAP), encrypting Fle system (EFS) and smart card logon.

Things to Note

i The name and domain settings of this computer cannot be changed after 3 certificate authority (CA) has
been installed. If you want to change the computetr name, join & domain, or promote this server to a
domain conkroller, complete these changes before installing the CA, For more information, see certification
athority naming.

Additional Information

Active D BT T T
oo (T i
Certfication Authorky Nami

6. Select the Certificate Authority, and click Next.




Add Roles Wizard E3

Select Role Services

Before You Begin Select the role services to install for Active Directory Certificake Services:
Server Roles Role services: Description:
ADCS — Certification Aukhority (CA) is used to
[V Certification Authaority Frp o tFiates.
Role Services [ Cmﬁlcallon Authoriy Wb Enralment Multiple CAs can be inked to form &
Setup Type L Onlive Responder pubiic key infrastructure,
L [ metwork Device Ervolment Service
CA Type
Private Key
Cryptograpéyy
CA Name
alidity Period
Certificate Database
Confirmation
Progress
Results

More about role services

< Previous " Next > I Inste Cancel |

7. Select Enterprise, and click Next.



Add Roles Wizard

ﬁ Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplfy the issuance and management of
certificates. SpecFy whether you want to 2 up an Enkerprise or Standalone CA.

Server Roles
S & Enterprise
Role Services Select this option if this C4 is a member of & domain and can use Directory Service to issue and manage
e certificates,
Sebup Type
ST " standalone
Private Key Select this option if this C4 does not use Directory Service data to issue or manage certificates. A
Gryptograpt standalone CA can be & member of a domain.
CA Name
Valdity Period
Certficate Database
Coofirmation
Progress
Resulks

< Previous " Next > I Install Cancel

8. Select Root CA, and click Next.



Add Roles Wizard

ﬁﬁ Specify CA Type

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure

Before You Begin
(PKI). A root CA ks a CA that Issues ks own seF-signed certificate. A subordinate CA recetves ks certificate
Server Roles from another CA. Specify whether you want to sst up a root or subordinate CA,
ADCS
Role Services * RoctCA
T Select this option F you are instaling the first or ondy certification authority in 2 public key infrastructure.
Eall e " Subordinate CA
Private Key Select this option ¥ your CA wil obtain its CA certificate From ancther CA higher in a public key
Gryptography infrastructure.
CA Name
Valdity Period
Certificate Database
Confirmation
Progress
Resuts
More about public key infrastructure (PKI)

9. Select Create a new private keynd click Next.



Add Roles Wizard E3

Set Up Private Key
Before You Begin To generate and issue certificates to clients, a CA must have a private key, Specfy whether you wank to
create a nev private key or use an existing one.
Server Roles
A & Create a new private key
Role Services

Use this option if you don't have & private key or wish to create a new private key to enhance security,
s r You will be asked to select 5 cryptographic service provider and specify a key length For the private key.
etup Type To Issue neve cerbificakes, you must also sedect 3 hash algorthm,

" Use existing private key

CA Type

Private Key Use this option to ensure continuity with previously issued certificates when reinstaling a CA,
cryptww 125 as50ciated private key.
Vaidity Period
Certficate Database r
Confirmation ke from an alternate source.
Progress
Resuts

< Previous " Next > I Install Cancel

10. Click Next on Configuring Cryptography for CA.



Add Roles Wizard

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key

Cryptography
CA Name
Vaidity Period
Certficate Database
Confirmation
Progress

Resulks

ﬁ% Configure Cryptography for CA

To create a new private key, you must first select a gryptographic service provider, hash algorithm, and
key length that are appropriate for the intended use of the certificates that you issue, Selecting & higher
vahse for key length will resut in stronger security, but increase the bme needed to complete signing
operations,

Select a cryptographic service provider (C5P): Key character kength:
lRSAtMcrosoft Software Key Storage Provider ;I I 3
Select the hash algorithm For signing certificates Issued by this CA:

shal -

mdz2

s o

I Use strong private key protection features provided by the CSP (this may require administrator interaction
every time the private key is accessed by the CA)

< Previous " Next > I Install Cancel

11.Click Next to accept the default Common name for this CA.




Add Roles Wizard

ﬁh Configure CA Name

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptographyy

CA Name
Valdity Period
Certificate Database
Confrmation
Progress

Results

Type in a common name to identify this CA, This name is added to 3l certificates issued by the CA.
Distinguished name suffix values are automaticalty generated but can be modFied.

Common name for this CA:

Iwileless-WIN-MVZ‘?ZZUM‘JNS-CA

Distinguished name suffix:

DC=wreless,DC=com

Presdew of distinguished name:

CN=wireless-WIN-MYZIZ2ZUMNMS-CA, DC=wireless, DC=com

More about confiquring a CA name

< Previous I| Next > I Insta

12.Select the length of time this CA certificate is valid, and click Next.




Add Roles Wizard

ﬁh Set Validity Period

Before You Begin A certificate wil be issusd to this CA to secure communications with other CAs and with clients requesting
cettficates, The validiy period of a CA certificate can be based on a number of factors, including the intended
Server Roles purposs of the CA and security measures that you have taken to secure the CA.
ADCS
Role Services Select valdity period for the certFicate generated for this CA:
5 IY ¥ I
Setup Type ears
CA Type Ch expiration Date:  2/9/2018 11:49 AM
Note that CA wil issue certificates valid only untd its expiration date.
Private Key
Cryptographyy
CA Name
Valldry Period
Certificate Database
Confirmation
Progress
Results

More abot setting t i ity peri

« Pravious " Next > I Instal Cancel |

13.Click Next to accept the default Certificate database location.



Add Roles Wizard

ig} Configure Certificate Database

Before You Begin
Server Roles
AD C5
Role Services
Setup Type
CA Type
Private Key
Cryptograptyy
CA Name
Validry Period

Certificate Database
Confirmation
Progress
Results

The certificate database records all certificate requests, issued certificates, and revoked or expired
certficates, The database log can be used to monitor management: activity for a C4.

Certificate database location:
|CAwindows!system3z!CertLog Browse.., |
I” | Use existing certFicate database From previcus install=ticn at this location

Certificate database log location;

IC:\thows‘l,systhZ';CertLog Browse. .,

< Previous || Next > I Irnstal | Canel |

14.Review the configuration, and click Install to start the Active Directory Certificate Services.




Add Roles Wizard [X] |

- g
ﬁ?ﬂ Installation Results
Before You Begin
The following roles, role services, or festures were installed successfuly:
Server Roles
11 warning message below
AD C5 o — 9
Role Services P Windows automatic updating is not enabled, To instal the latest updates, use Windows Update in
Conkrol Panel to check for updates,
Setup Type
CA Type ~ Active Directory Certificate Services & Installation succeeded
o The following role services were instaled:
Private Key o -
Certification Authority
Cryptography
CA Name
valdity Period
Certficate Database
Confirmation
Progress
Pri i the i b !
J | | Close I 5

15. After the install is completed, click Close.
Connect Clients to the Domain

Complete these steps in order to connect the clients to the wired network and to download the domain spec
information from the new domain:

1. Connect the clients to the wired network with a straight through Ethernet cable.

2. Boot up the client, and log in with the client username and password.

3. Click Start > Run, enter cmd, and click OK.

4. At the command prompt, enter ipconfig, and click Enter to verify that DHCP works correctly and that
the client received an IP address from the DHCP server.

5.1n order to join the client to the domain, click Staught—click Computer, choose Properties, and
choose Change Settings at the bottom right.

6. Click Change.

7. Click Domain, enter wireless.com, and click OK.



Computer Name/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer hame:
Lab-PC

Full computer hame:
Lab-PC

Member of
@ Domain:
wireless.com|

() Workgroup:
WORKGROUP

[ OK ][ Cancel ]

8. Enter username administrator and the password specific to the domain to which the client joins. This
is the administrator account in the Active Directory on the server.

P

~

Windows Security @

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

| administrator |

|__J [ sessscsscesl ]

Domain: wireless.com

Insert a smart card

[ OK J [ Cancel

9. Click OK, and click OK again.



Computer Name/Domain Changes @

(0) Welcome to the wireless.com domain,

10.Click Close > Restart Now to restart the computer.

11.Once the computer restarts, log in with this information: Username = Administrator; Password =
<domain password>; Domain = wireless.

12.Click Start, right—click Computer, choose Properties, and choose Change Settings at the bottom
right to verify that you are on the wireless.com domain.

13.The next step is to verify that the client received the CA certificate (trust) from the server.

System Properties @

Computer Name i Hardware | Advanced | System Protection | Flemole‘

[ L Windows uses the following information ta identify your computer
T~ on the network.

Computer description: |

For example: "Kitchen Computer' or "Mary's

Computer"'.
Full computer name: Lab-PC.wireless.com
Domain: wireless.com

To use a wizard to join a domain or workgroup, click Network |D
MNetwork [D.
To rename this computer or change its domain or
workgroup, click Change.

[ 0K ] [ Cancel Apply

14.Click Start, enter mmc, and press Enter.
15.Click File, and click Add/Remove snap-in.
16.Choose Certificates, and click Add.



Add or Remove Snap-ins

You can sedect snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Avaiable snap-ins: Selected snap-ins:
Snap-n vendor - [ | Console Root [ Edit Extensions. .. ]
g , 3 Certificates - Current User
pe ActiveX Control Microsoft Cor, .. [ Pom— ]
anuthoﬁzation Manager Microsoft Cor,..
5 Certificates Microsoft Cor... |=
. Component Services  Microsoft Cor. .. Move Up
A Computer Managem.., Microsoft Cor. .. e
=4 Device Manager Microsoft Cor.,. LD el
Add =
=% Disk Management Microsoft and. ..
h—_l] Event Viewer Microsoft Cor. ..
" Folder Microsoft Cor. ..
| Group Policy Object ... Microsoft Cor...
S IP Security Monitor Microsoft Cor...
1P Security Policy M...  Microsoft Cor...
‘.::‘ Link ?gWeb Address Microsott Cor... _ [ Advanced...

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yvourself, a service, or a computer,

[ OK ][ Cancel ]

17.Click Computer account, and click Next.

Certificates snap-in

This snap-in will always manage certificates for:

() My user account
() Service account

@ Computer account

< Back [ Next > ] [ Cancel

18.Click Local computerand click Next.



() Another computer:

This snap-in will always manage:

@ Local computer: (the computer this console is running on)

Eieg EompEr E

Select the computer you want this shap-in to manage.

|

’ [ Browse...

Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

[ < Back ][

Finish

J

Cancel ]

19.Click OK.

20.Expand the Certificates (Local Computer) and Trusted Root Certification Authorities folders, and
click Certificates. Find wireless domain CA cert in the list. In this example, the CA cert is called
wireless—WIN-MVZ9Z2UMNMS-CA.

Help

| 2 £ RED = | BE

. Console Root
a 3 Cetficates (Local Computer)
o L Perseenl
# ] Trusted Roct Certification Authorities
1 Certificates
> [ Erkerpede Trust
> 1) Intermediate Cartification Authorkies
5 1) Trusted Publishers
> [ Uerrusted Cenfizates
> ] Third-Party Root Certification Authueties
> 1) Trusted People
o Rernote Dasitop
> [ Sevart Caed Trusted Roots
» 1 Truited Deviced

Issued To

—IChiss 3 Puiic Prmary Cetficat..
“plClass 3 Puiic Pamary Certficat.,
ZalCopymight () 1987 Microsoft ..
CalDigiCert High Asmrance £V Ro.,

ZalDST Root CAX3

plEntruitnet Secure Server Certdi..
—nlEqufax Secure Certificate Auth..

—plGeoTrust Global C&
ZAGTE OyberTrust Global Root

Calhtcrosoft Aasherticode(tm) Ro..

“alMcrosoft Root Authority

—p/Microsoft Root Certficate Auth..
—INO LIABILITY ACCERTED, ()97 ..

o Thaate Timestamging CA

ZalVeriSign Class J Public Pimary ..,

54 warel MN-MVESZZUNINMS,,

.

[ssued By

Chss 3 Puslic Primary Cetficatio...

Chiss 3 Puklic Pimary Cetficabo..

Copynight (<) 1937 Mcrosoft Corp,

DigCert High Assurance EV Root .,

DST Root CAX3

Eftruitnet Secure Server Certfica...

Equifax Secure Certfizate Quthorny

GeoTrust Global CA

GTE CyberTrust Global Root

NMicrosoft Mshenbicodeitm) Root,.

Mcrosoft Root Acthority

Microsoft Root Certificate Suthern...

O LISBILITY ACCEPTED, ()97 V...

Thawte Time:tamging CA

VeriSign Class 3 Public Primary Ce..,
35 WIN-MVZSZZUMINMS- CA

Experation Date
8028
vnma
12730/1938
12031
RIE1Ure Pl
5252119
8213
swaR
RIS S L
125119
L300
5/9/1021
s
12310000
T/203%
&

[ntended Purposes

Secure Ermail Client..
Secure Bl Client.,

Time Stamping

Server Autherticaby,,
Secwre Errnil, Senve..
Server Autherticabs...
Secure Ermail Serve..
Server Authermicabn.,
Secure Ernail, Client.,
Secure Erail, Code .,

<All>
<Al
Time Stanpen
Time Stamping

Server Authersicaby,,

Friencty Name
VenSign Class 3 Pu..
Venfign

Mizrosoft Timesta,.,
DigiCert

05T Root CAXS
Entruit

GeoTrust

GeoTrust Global CA

GTE CyberTrust Glo,..

Microzoft Authersi.,
Microoft Rect Aut...

Microdoft Rect Cert..
VenSign Teme Sam...

Tryate Timastamp..
Verifign

Seatus

Cert

Trusted Root Certfication Authorities sore cortzins 16 cerdficates.

21.Repeat this procedure to add more clients to the domain.




Install the Network Policy Server on the Microsoft Windows 2008 Server

In this setup, the NPS is used as a RADIUS server to authenticate wireless clients with PEAP

authentication. Complete these steps in order to install and configure NPS on the Microsoft Windows 2008
server:

1. Click Start > Server Manager.

F_v Server Manager

M=1 E3
B Adicn Yiew  Hep
&= |m|
- v G
B & Roles —_—_—e, s
¥ & Festures &
® ’Dlwus ~ ot an overviaw of the status of this server, parform top management tasks, and add or remove server roles and Fastures,
& 34 Coofiguration
B 55 Steeaps -
~ Server Summary ﬂ Lerver Summary Help I~
-~ Computer Information & Change System Propertins
&
Full Computer Marme: WININTIZ2NNMS Eaqvient lewxiCuped hae
W Corfigure Remote Desktop
werkgroup: WORKGROUP
Local Area Connaction: 152.168.162.12, IPv6 ensbled
Remots Desktop: Enabled
Product 1D: 92516-082-2500555-76966
™ Do not show me this corscls at logon
~ Security Information ;‘ G0 to Wirdows Frawal
o .
Windows Frewal: o o Corfigure e
43 Chveck For e Roks =
dows Lipdates: Wot conhigured rrj Run Security Configuration 'Wizard
Last checked for updates: Never [ Corfigure 1 ESC
Last instaded updates: Newver
[E Enhanced Securky Configuration On For Administrators
(EsCx: Qn for Users
~ Roles Summary ﬂ Roles Summary Help
~ Roles: 0o 17 instalad 3 GotoRoks =l
< | ll 4 Last Refresh: 2972013 9:28:96 AN Corfigurs refrash
[ [ I

2. Click Roles > Add Roles.



E_Scrver Manager

fle  Action Yiew  Help

O] x]

% 7mH

® 3 Roles

|

[ Server Manager (WIN-M/ZIZ2UMN

5) View the health of the roles nstalled on your server and add or remove roles and festures,

'~ Roles Summary
~ Robes: < of 17 instabed
2 Active Directory Certificate Services
2 Active Directory Domain Services

DR Server
2 DS Server

'~ Adtive Directory Certificate Services
certificates used in a variety of
# Role Status
Messages: None
System Services: Al Running

L Everts: 1 vaning, 1informational in the bast 24 hours

~ Role Services: ! ictabed

Active Dractory Cerbficate Services (AD C5) is usad to creats certfication sthorkies and related rols sarvices that allow you to Issue and manags

Aok Sarvics | et

ow  Cetiication Authority Tnstaad
Certfication Authority Wb Ereolment Not installed
Qnine Responder Mot inztaled

Network Davice Enrclmenk: Service Vot instalad

P b s
€% Last Rofrosh: 292013 12:38:210 PN Configure refresh

Rnless«nuyueb

i Mdd Rokes
iﬁzmweRdzs

AD C5 Halp —

& 6o to Active Directory Certificate
Services

4 Add Roke Services
a Remove Rol Services

3. Click Next.



Add Roles Wizard

ﬁ Before You Begin

Before You Begn This wizard helps you rstall roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Gorfirmation Before you continue, verify that:
Progress  The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Resuks « The latest security updates from Windows Update are nstalled
If you have to complete any of the precedng steps, cancel the wizard, complete the steps, and then run the
wizard again,
To continue, chck Next,

I skip this page by default

% Previzas || Next > I Install Cancel

4. Select the service Network Policy and Access Services, and click Next.



Add Roles Wizard [ X

Select Server Roles
Before You Begin Select one or more roles ko install on this server,
Roles: Description:
Network Policy and Access Services Active Directory Certficate S s (Installed)

Netweork Policy and Access Services
provides Network Policy Server (NPS),

Role Services Ackive Drectory Doman Services

- Rouking and Remote Access, Health
) ) [ Active Drectory Federation Senvices Regstration Authority (HRA), and
Confirmation [ Active Drectory Lightweight Directory Services Host Credential Authorization Protocol
Progress [ Ackive Directory Rights Management Services (HCAP), which help safeguard the
P [ application Server hieakth and secunity of your network,
DHCP Server (Installed

DS Server (Instaled
[ Fax Server
[ File Services
Al ietveork Policy and Access Services
[T erirk Services

[ Terminal Services

[ ] uDDI Services

[ web Server (115)

[ windows Deployment Services

| ] Windows Server Update Services

More about server roles

< Previous Il Next > I Insta I Cancel |

5. Review the Introduction to Network Policy and Access Services, and click Next.



Add Roles Wizard

ﬁ,ﬁ Network Policy and Access Services

Before You Begin Introduction to Network Policy and Access Services

Server Roles Network Policy and Access Services allows you ko provide local and remote network access and to define and
enforce policies for network access suthentication, authorization, and client health using Network Policy Server

(NPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credenkial
Authorization Protocol (HCAR).

Role Services
Confrmation Things to Note
S i You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as &
= Network Access Protection (NAP) policy server, After instaling NPS using this wizard, you can configure NPS
Resukts From the NPAS home page using the NPS console.

i NAP helps you ensure that computers connecting to the network are compliant with organization network
and cliert health polcies, After instaling NPS using this wizard, you can configure NAP from the NPAS home

page using the NPS console.
Additional Information
QOverview of Network Pobicy and Access Services
NAP ecforcement methods
Network Access Protection (NAP) in NP5
Network Policy Server

6. Select Network Policy Serveand click Next.



Add Roles Wizard E3

Select Role Services

Before You Begin Select the role services to install for Network Policy and Access Services:
Server Roles Role services: Description:
Network Policy and Access Services 20 ictviork Policy Serves Network Policy Server (NPS) alows
— . you to create and enforce
(= ___ Routing and Remote Access Services arganization-wide network access
] | Remote Access Service polcles For chent health, connection
Confkmation [} Routing request authercication,‘a'id
Progress [ Health Regstration Authority ;3:::;?;0 request;utf:m:ym-
‘- . - , you can also dep
Resuiks | Host Credential Authorization Protocol Network Access Protection (NAP), a
clent health policy creation,
enforcement, and remediation
technology.

7. Review the confirmation, and click Install.



Add Roles Wizard

ﬁ Confirm Installation Selections

a |

Before You Begin
Beg To install the following roles, role services, or features, dick Instal.
Server Roles —.
(i 1informational message below

Network Policy and Access Senvices

Role Services lf_i}l This server might need to be restarted after the instalation completes.
Confrmation ~ Network Policy and Access Services
Progress Network Policy Server
Resulks

Priny i ve this informati

< Previous | Next > | Install I Cancel

After the install is completed, a screen similar to this one is displayed.



Add Roles Wizard

.ﬁv& Installation Results
W

Before You Begin

Server Roles

The following roles, role services, or features were instalied successfully:

1 1 warning, 1 informational messages below
Network Policy and Access Services s

Role Services rn Windows automatic updating is not enabled. To install the latest updates, use Windows Update in

Control Panel to check for updates,
Confrmation

Progress ~ Network Policy and Access Services a' Installation succeeded

The following role services were instalied:
Resuks
Network Policy Server
|_i:'| You can use a wizard in the NPS console ko configure Network Access Protection {NAP). To cpen
the NPS console after instalation, go to Server Manasger or click Start, administrative Tools,
Network Policy Server,

v Previous Nexkt > | Close Cancel

8. Click Close.
Install a Certificate

Complete these steps in order to install the computer certificate for the NPS:

1. Click Start, enter mmc, and press Enter.
2.Click File > Add/Remove Snap-in.
3. Choose Certificates, and click Add.



Add or Remove Snap-ins E3

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | vendor - | Console Root Edit Extensions. .. |
;;Active Directory Do... Microsoft Cor...
[i]b:vnctive Directory Site... Microsoft Cor... Remoye |
. Active Directory Use... Microsoft Cor...
£ ActiveX Control Microsoft Cor... Movells |
2 ADSI Edit Microsoft Cor...
mnuthorization Manager Microsoft Cor... Move Down |

5] Certificate Templates  Microsoft Cor... Add > |

Microsoft Cor.,.
i;»](ertiﬁcation Authority  Microsoft Cor,..
. Component Services Microsoft Cor...
L&;Computer Managem... Microsoft Cor,,.

goevice Manager Microsoft Cor...

@DHCP Microsoft Cor... Toaced

“24 Disk Manaaement Microsoft and... ll Advanced...
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

| OK I Cancel

4. Choose Computer account, and click Next.

Certificates snap-in [ X

This snap-in will always manage certificates for:
" My user account
" Service account

¢ Computer account

< Back I MNext > I Cancel

5. Select Local Computernd click Finish.



Select Computer B3

Select the computer you want this shap-in to manage.

— This shap-in will always manage:

¢ Local computer: [the computer this console is running on)

" &nother computer: |

™ &llow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back I Finish I Cancel

6. Click OK to return to the Microsoft Management Console (MMC).

& Fle  Adion Wew Fawortes Window Heb l® ﬂ!

e [m =B [
Corsoks Root Nafe Actions

¥ Q-:mime:n:.aca Computer) 'g'&.u-,m“ (Local Compuker) pe——— .

More Achions ’

7. Expand the Certificates (Local Computer) and Personal folders, and click Certificates.



P cansolet [Console Root) Certdficates (Local Computer)\ Personal Certificates)

& Fe Adon Wew Fawortes Window  Heb | =12) %]
&= 2m ol S ]m
© Corsobs Rock IssusdTo_~ | EsssedBy | Expiraticn Date | Irkended Nare | Actions
= ol Certficates (Local Conguter) Calwrabiss WINMDZAUMMECA  wirebiss-WINSIZ2UMNMSCA 2vjans <Al> aNooe> Certificates ~
= parscod
) More Ackions »
® ) Truzted Rook Certiication A
# ] Erberpase Trust
& Intarmmdiate Cartdication Ay
® | Truzzed Pbikchers
& ] Untrusted Certficates
[ ) Third®arty Reot Cetificatior
# ) Truzed People
| Rencts Desktop
® ) Sowt Card Trusted Roots
o s | 1 | 3
Personal store cortains 1 certificate.

8. Right—click in the whitespace beneath the CA certificate, and choose All Tasks > Request New
Certificate.

P Consolel [Console Root'\Certificates (Local Computter )\ Persanal \ Certill

@ Fle Ao Yew Favorkes Widow Hep ]

=% x|
& | 2m|0lals | |m
| Console Root leaedTo_~ [ 1ssued | ExpraticnDate | Itended Purpozes | Friendly Narre [ Actions
s fo Issued By
B m Certificates (Local Computer) ) wie oderss- WIN-MVZOZ2UNANS . CA Wi iS5 WIN-HVZOZ2UNANS.CA 20972018 <Al> MNoow> Certilicates -
= ] Personal
| Cuetificates Nore &tions »
# ) Trusted Roct Certficakion L
# ) Crterprice Truzt
3 Internediate Certifcation A
F | Tnusted Publshers
# | Untrusted Certficates
& Thied-Party Root Certification
F | Tnusted People A1 T
% ] Remote Desttop Roquast New Certiicate.. .
@ ) Smart Card Trusted Rocks

< I | KT | 2

Contains actions that can be perfoemed on the Rem.

9. Click Next.




I Certificate Enrollment M[=] B3

. Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless networks,
protect content, establish identity, and do other security-related tasks.,

Before requesting a certificate, verify the following:

Your computer is connected to the network
You are logged onto the domain for your organization

Learn more about digital certificates

MNext I Cancel

10. Select Domain Controller, and click Enroll.

I Certificate Enrollment =]

. Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click Enroll.

[ Directory Email Replication 1) STATUS: Available Details %)
[v Domain Controller 1) STATUS: Available Details (¥
[~ Domain Controller Authentication 1) STATUS: Available Details (%)

I~ show all templates

Learn more about certificate types

Enroll I Cancel

11.Click Finish once the certificate is installed.



I Certificate Enrollment

| Certificate Enrollment

=] B3

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

[¥ Domain Controller

J STATUS: Succeeded

Details(¥)

Finish |

The NPS certificate is now installed.

12.Ensure that the Intended Purpose of the certificate reads Client Authentication, Server

Authentication.

™ Consolel - [Console Root'\Certificates (Local Compater ) Persanal\Certificates]

4 Fle Action View Fawortes  Window  Heb

_1=] %
| 7| & LA
Coreole Rook Actions
2 | -:cm.'-c.y:c: (Local Conguter) gt 21972014 Chert Auharticalicn, Server Ahentication Cestilicates ~
= Prrsonal Ll e s WIN- NV O22UMIS  CA i e WIN NAZOZ 2UMNVS CA 29/23 <Al
| Certficates Maee Actions »
Trusted Roct Cestification Au

2 Crkerpass Trust
| Inkermradiate Certfication A
Trusted Aubbsduey
F | Untruzted Certficates
Thied Pacty Roct Cestification
- Trusted Pecpls
| Remote Dedtop
Servset Caed Trustad Rooks

4 J 3 | K3

Parsonsl store contans 2 certficates,

Configure the Network Policy Server Service for PEAP-MS-CHAP v2 Authentication

Complete these steps in order to configure the NPS for authentication:

WIN-MVZIZ2UMNMS.. ~

More Actions >



1. Click Start > Administrative Tools > Network Policy Server.
2. Right—click NPS (Local)and choose Register server in Active Directory.

%5 Network Policy Server =] B3
Import Configuration Started
Export Configuration twork Policy Server (NPS) alows you to creste and enfoice organization-wide nelwork access policies for
e it heakh, connection request authentication, and connection request authorization.
Stop NPS Service
Register server in Active Directory -
rd Configuration -
Properties
= = sonfiguration scenano from the kst and then chck the link below to open the scenanio wzard.
Help Access Protection (NAP) LI
Network Access Protection (NAP)
When you configure NPS as 3 NAP policy server, pou cieate health polcies that allow NPS to validate the
conhguration of N&P-capable clent computers before they connect to your network. Chents that are not comphant
with bealih policy can be placed on a resticled network and automatically updasted to biing them into compliance.
B} Configure NAP B Lean more
Advanced Configuration v
3. Click OK.

Network Policy Server [ X

To enable NPS to authenticate users in the Active Directory, the computers
running MPS must be authorized to read users' dial-in properties from the
domain.

Do you wish to authorize this computer to read users' dial-in properties from
the wireless.com domain?

| oK I Cancel

4. Click OK.

Network Policy Server E3

This computer is now authorized to read users' dial-in properties from domain
wireless.com,

To authorize this computer to read users' dial-in properties from other

domains, you must register this computer to be a member of the RASINPS
Servers Group in that domain.




5. Add the Wireless LAN Controller as an authentication, authorization, and accounting (AAA) client on

the NPS.
6. Expand RADIUS Clients and Servers. Right—click RADIUS Clients, and choose New RADIUS

Client.
9% Network Policy Server =] B3

’Fic Action  View Help
L sl il ? Hos

€ W5 (Local)
RADIUS Cients and Servers

i RADIUS Clents
= Remot  NewRADILS Clent |
@ = Polides Export List JyName | 1P Address | Device Manufactuer | NAP-Capable | Staus

& W Network A = n
B Accounting =¥

? RADIUS clents allow you to specky the network accass servers, that provide access to your netwark.

|

| »f

<

7. Enter a Friendly name (WLC in this example), the management IP address of the WLC
(192.168.162.248 in this example) and a shared secret. The same shared secret is used to configure

WLC.



“%Network Policy Server

Fle Action View Help
@« 2@ Em
& WPS (Local)

B RADIUS Clients and Serve

7 RADIUS Clierks
i3 Remote RADIUS Serve
@ = Polices
[+ W, Network Access Probectior
B Accounting

| |
‘Action: In progress...
|

8. Click OK to return to

%5 Network Policy Server

Fle Action View Help

New RADIUS Client [ X

[V Enable this RADIUS chent

~ Name and Address
Friendy name:
JwLC

Addeess (IP oc DNS):
|192.168.162.248

iccass o your netwaork.

Verify,., I
~Vendor

Specify RADIUS Standard for most BADIUS clients, or select the RADIUS clent
vendo from the kst

Vendor name:
|RADIUS Standard

|

— Shared Secret

To manuall lype & shared seciet, click Manual To sutomaticall genesate a shared
seciet, click Generate. You must configure the RADIUS client with the same shared
seciet entered here. Shared secrets are case- {

& Marua " Generate

Shaed secret

Confiemn shared seciel:

~ Addhonal Options
I~ Access-Request messages must contain the Message-futhenticator attribute

|~ RADIUS client is NAP-capable

| OK I Cancel

the previous screen.

&%= HR

@- N5 (Local)

2
i

# = Polides

RADIUS Clients

8, Accounting

= [ RADIUS Clents and Servers
Remote RADIUS Server G

i B, Network Access Protection

i' RADIUS clients allow you to specify the network access servers, that provide access to your network.

Friendy Name I IP Address [ Device Mmlaelmell NAP-CaEable| Status

2 WLC 1921668.162.248 RADIUS Standard ~ No

Enabled




9. Create a new Network Policy for wireless users. Expand Policies, right—click Network Paligies,

choose New.
%5 Network Policy Server M= E3
Fle Action View Help
e |2m HE
€ NeS (Local) ) - . . : :
= [ RADIUS Clents and Servers [ Network policies allow you to designate who is authorized to connect to the netwaek and the circumstances
- _J‘ under which they can or cannot connect.
B RADIUS Clients
35 Remote RADIUS Server G
=] _;; Policies Pclicy Name I Status l Proeeeethrdul Acoessl’ypel Sl
| Cormection Request Polci _é Conmections to Microzolt Routing and Remote Access serves Enabled 9339939 Deny dccess U
‘ Conmections to other access servers Enabled 933999 Deny dccess U
& % Network
8., Accounting
-~
Conditions - If the folowing conditions are met: i

| Value

Condition

Seltings - Then the fallowing settings are applied

Setling | Value
| LlJ

«| |

[Export List
10. Enter a policy name for this rule (Wireless PEAP in this example), and click Next.




ewNetwork Policy
l Specify Network Policy Name and Connection Type

]
| You can specify a name for your network policy and the type of connections to which the policy is apphed.

Policy name:
[witeless PEAR]

— Network connection method

Select the type of network access server that sends the connection request to NPS. You can select ekther the network access server
type or Vendor specific.

¢ Type of network access server:

I Unspecified ﬂ

" Vendor specific:

Previous || Next I Fmist Cancel

11.To have this policy allow only wireless domain users, add these three conditions, and click Next:

¢ Windows Groups — Domain Users
¢ NAS Port Type — Wireless — IEEE 802.11
¢ Authentication Type — EAP



. Specify Conditions

]
. 'i Specify the conditions that determine whether this network policy is evaluated for a connection request, A minimum

“a of one condion is required.

Conditions:
l Condition Value |
& Windows Groups WIRELESS\Domain Users
%= NAS Port Type \Wieless - [EEE 80211

& Authentication Type EAP

Condition descrption:
The Authentication Type condition specifies the authentication methods required to match this policy.

Add. Edt. | Remove

Previous | Next I Finish | Cancel

12.Click Access granted to grant connection attempts that match this policy, and click Next.



I Specify Access Permission

1
| Configure whether you want to grant network access or deny network access if the connection request matches this

-~ policy,

* Access granted

Grant access if client connection attempts match the conditions of this policy.

" Access denied
Deny access if client connection attempts match the conditions of this policy.

[~ Accessis determined by User Diakin properties (which override NPS policy)
Grant or deny access according to user dial-in properties if client connection attempts match the conditions of this policy.

Previous | Next Finish Cancel

13.Disable all the authentication methods under Less secure authentication methods.




New Network Policy

]
. 'd, Configure one or mare authentication methods required for the connection request to match this policy. For EAP

authentication, you must configure an EAP type, If vou deploy NAP with 802.1X or YPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

. Configure Authentication Methods

EAP types are negotiated between NPS and the client in the order in which they are listed.

Move p I

Move Down

EAP Types:

Add... Edit, Remove

Less secure authentication methods:
[~ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)

I~ Usger can ch nge password after it has expired
[~ Microsoft Encrypted Authentication (MS-CHAP)
I~ | User can change pessword fter it has expired

™ Encrypted authentication ([CHAP)

™ Unenciypted authentication [PAP, SPAP)

[~ &llow clients to connact without negotiating an authentication method.
™ Perform machine health check only

Previous | | Newt I Fmist Cancel

14.Click Add, select PEAP, and click OK to enable PEAP.



. Configure Authentication Methods

'
| Configure one or more authentication methods required For the connection request to match this policy, For EAP
authentication, you must configure an EAP type, If vou deploy NAP with 802, 1% or YPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:
Microsoft; Protected EAP (PEAP)

Moye J[J |

tove Down

Add... Edt.. Remove

Less secure authentication methods:
™ Microsoft Enciypted Authentication version 2 (MS-CHAP-+2)

I~ | Usercan change password after it has expired
[~ Microsoft Encrypted Authentication (MS-CHAP)
I~ | User can change password after it has e spired

[~ Enciypted authentication [CHAP)

[ Unencrypted authentication (PAP, SPAP)

[~ Allow clients to connect without negotiating an authentication method.
[~ Perform machine heath check only

Previous | Next Firnsh Cancel

15. Select Microsoft: Protected EAP (PEAP), and click Edit. Ensure the previously created domain
controller certificate is selected in the Certificate issued drop—down list, and click Ok.



New Network Policy ' X|
Edit Protected EAP Properties E3 |

Select the certificate the server should use to prove its identity to the client.
A certificate that is configured for Protected EAP in Connection Request

Lion request to match this policy. For EAP
h 802.1% or VPN, you must configure

Policy will override this certificate. licy authentication settings.
Certificate issued W IN-MYZIZ2UMNMS, wireless, com
Friendly name:
Issuer: wireless-WIN-MVZ9Z2UMNMS-CA J
Expiration date: 2/9/2014 12:51:57 PM d
]

[V Enable Fast Reconnect
™ Disconnect Clients without Cryptobinding
Eap Types

assvord (EAP-MSCHAR v2)

Move Up

i

Move Down

Add Edit Remove | [ ok | cancel |

I~ | User can change password after it has expred
™ Encrypted authentication (CHAP)
[ Unenciypted authentication (PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method.
™ Perform machine health check only

Previous Next Finish Cancel

16. Click Next.




. Configure Authentication Methods

'
| Configure one or more authentication methods required for the connection request to match this policy, For EAP
authentication, you must configure an EAP type, If vou deploy NAP with 802, 1% or YPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

-

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Microsoft: Protected EAP (PEAP) Move Up I

tove Down

Add... Edt.. Remove

Less secure authentication methods:
™ Microsoft Enciypted Authentication version 2 (MS-CHAP-+2)

= Usercan change password after it has expired
[~ Microsoft Encrypted Authentication (MS-CHAP)
I~ | User can change password after it has e spired

[~ Enciypted authentication [CHAP)

[~ Unenciypted authentication (PAP, SPAP)

[~ Allow clients to connect without negotiating an authentication method.
I~ Peiform machine heath check only

Previous | Next Firnsh Cancel

17.Click Next.



New Network Policy

Configure Constraints

*_i' Constraints are additional parameters of the network policy that are required to match the connection request. If a
: constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are
optional; if you do not want to configure constraints, click MNext.

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:
Lonstraints Specify the maximum time in minutes that the server can remain idle before the connection
is disconnected
%5 Session Timeout [~ Disconnect after the maximum idle time

Tl Called Station 1D

|1 Eﬁ

<% Day and time
restictions

5 NAS Port Type

Previous I | Next I Fnist Cancel

18. Click Next.



New Network Policy

Configure Settings

]
‘*i, NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy
: are matched.,

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:

BADIUS Attribelos = To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attibutes,

(7] Vendor Specific

Metwork Access
Protecbon

W, NAP Enforcement Altibutes:

Name | Value |
Framed-Protocol PPP

Routing and Remote Service-Type Framed
Access

& Multink and
Bandwidth Allocation
Protocol (BAP)

8 Extended State

£ IP Fiters
w4y Enciyption Add... Edit., Hemoye
7] IP Settings |

Previous | | Next I Finish Cancel

19. Click Finish.



New Network Policy E3

I Completing New Network Policy

—as |

You have successfully created the following network policy:

Wireless PEAP

Policy conditions:

Condtion | Value

Wlndows Gtoups WIREIESTDman e T AR TERA=

NAS Port Type Wireless - [EEE 802.11
Authentication Type EAP

NAP Enforcement
Framed-Protocol
Service-Type

Policy settings:
Condition | Value A
Authentication Method EAP
Access Permission Grant Access
Update Noncomplant Clients Tiue

Allow full network access
PPP
Framed

To close this wzard, click Finish.

Previous

Ney I | Finish I Cancel

Add Users to the Active Directory

In this example, the user database is maintained on the Active Directory. Complete these steps in order to &

users to the Active Directory database:

1. Open Active Directory Users and Computers. Click Start > Administrative Tools > Active Directory

Users and Computers.

2.In the Active Directory Users and Computers console tree, expand the domain, right—click Users >

New, and choose User.

3.In the New Object ? User dialog box, enter the name of the wireless user. This example uses the na
Clientl in the First name field and Client1 in the User logon name field. Click Next.



New Object - User [ X

; \ Createin:  wireless.com/Users

First name: ICIienH Initials: I
Last name: |

Full hame: ICIienﬂ

User logon name:
lCIienH | | @wireless.cam =l

User logon name [pre-Windows 2000):
IWIHELESS\ |Clienl1

< Back I Nest > I Cancel

4.1n the New Object ? User dialog box, enter a password of your choice in the Password and Confirm
password fields. Uncheck the User must change password at next logon check box, and click Next.

New Object - User
; \ Create in:  wireless.com/Users
Password: Iooooooooooo
Confirm password: Iouuoooo..|

™ User must change password at next logon
™ User cannot change password
™ Password never expires

[~ Account is disabled

< Back I Next > I Cancel

5.In the New Object ? User dialog box, click Finish.



New Object - User [ X|

2 Y Create in:  wireless.com/Users

When you click Finish, the following object will be created:

Full hame: Client1 ;‘

User logon name: Client1@wireless.com

4]

Cancel |

6. Repeat steps 2 through 4 in order to create additional user accounts.

< Back

Configure the Wireless LAN Controller and LAPs

Configure the wireless devices (the Wireless LAN Controllers and LAPS) for this setup.

Configure the WLC for RADIUS Authentication

Configure the WLC to use the NPS as the authentication server. The WLC must be configured in order to
forward the user credentials to an external RADIUS server. The external RADIUS server then validates the
user credentials and provides access to the wireless clients.

Complete these steps in order to add the NPS as a RADIUS server in the Security > RADIUS Authenticatior
page:

1. Choose Security > RADIUS > Authentication from the controller interface to display the RADIUS
Authentication Servers page. Click New in order to define a RADIUS server.



Ping | Logout Refresh

Saye Configuration

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security

v AAA
General
« RADIUS
Authentication
Accourting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Fitenng
Disabled Chents

User Login Policies

AP Policies
Password Policies
» Local EAP
» Priority Order
» Certificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

RADIUS Authentication Servers

II:P Address -l

r (Dezigned for FIFS customers and requires a key wrap compliart RADIUS server)
| Hyphen -I

Server Index  Server Address

Call Station 10 Type £
Use AES Key Wrap
MAC Delimiter

Port IPSec Admin Status

Network User Management

1. Call Station 1D Type wilf be apglicabie anly for non 802. Ix authentication only.

2. Define the RADIUS server parameters. These parameters include the RADIUS Server IP Address,
Shared Secret, Port Number, and Server Status. The Network User and Management check boxes
determine if RADIUS-based authentication applies to management and network (wireless) users.
This example uses the NPS as the RADIUS server with an IP address of 192.168.162.12. Click Appl

Png  Llogout Refresh

Saye Configuration

HELP EEEDBACK

< Back |

INITOR SECURITY MANAGEME COMMANDS

WIANs CONTROLLER  WIRELESS

__Asply |

Security RADIUS Authentication Servers > New
- - | Server Index (Priority) | 1 .I
GSenera
v RADIUS Server IP Acdress |152.163.162.12

Authartication
Accounting Shared Secret Format IA.SC[( -l
~ _l:ll::ack Shared Secret 'o"ot
» TACACS+
LDAP Confirm Shared Secret [eraes

Local Net Users

MAC Filtering Key ¥ .
Disabled Clients oy Wrop I (Designed for FIPS customers and requires 8 key wrap compliant RADIUS server)
User Login Policies Port Number I!Bll

AP Policies

Password Polices
» Local EAP
» Priority Order

| Enabled = I
| Enabled = I
|2 seconcs

Server Status
Support for RFC 3576

Server Timeout

» Certificate Network User ¥ Enable

» Access Control Lists Management W enasle

, Wireless Protection 1PSec ™ Enable
Policies

» Web Auth
TrustSec SXP

» Advanced




Configure a WLAN for the Clients

Configure the service set identfier (SSID) (WLAN) to which the wireless clients connects. In this example,
create the SSID, and name it PEAP.

Define the Layer 2 Authentication as WPAZ2 so that the clients perform EAP-based authentication
(PEAP-MS-CHAP Vv2 in this example) and use the advanced encryption standard (AES) as the encryption
mechanism. Leave all other values at their defaults.

Note: This document binds the WLAN with the management interfaces. When you have multiple VLANS in
your network, you can create a separate VLAN and bind it to the SSID. For information on how to configure
VLANSs on WLCs, refer to VLANs on Wireless LAN Controllers Configuration Example.

Complete these steps in order to configure a WLAN on the WLC:

1. Click WLANSs from the controller interface in order to display the WLANSs page. This page lists the
WLANS that exist on the controller.

2.Choose New in order to create a new WLAN. Enter the WLAN ID and the WLAN SSID for the
WLAN, and click Apply.

Saye Configuration  Ping  Logout  Refresh

nllhlllc

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANS WLANS > New <Back | Apply |
- - .NWLANS Type I'-‘ALAM -|
5 ot Profile Name |FEAP
SSID |pEAR
1o =

3. To configure the SSID for 802.1x, complete these steps:
1. Click the General tab and enable the WLAN.



WLANSs > Edit 'PEAP’

< Back I Apply

General | Security | Qos | Advanced |

Profile Name
Type
SSID

Status

Security Policies

Radio Policy

Interface/Interface
Group(G)

Multicast Vlian Feature
Broadcast SSID
NAS-ID

PEAP
WLAN
PEAP

M Enabled

[WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)

Al -

l management 'I

™ Enabled
W enabled
J2504

2. Click the Security > Layer 2 tabs, set Layer 2 security to WPA + WPA2, check the

WPA+WPAZ2 Parameters (for example, WPA2 AES) check boxesas needed, and click
802.1x as the Authentication Key Management.

WLANSs > Edit 'PEAP’ <Back | Apply

| General | Security | QoS | Advanced

Layer2 | Layer3 | AAAServers |

Layer 2 Security & | WPA+WPA2 =
MAC Filtering® [~
Fast Transition
Fast Transition [

Protected Management Frame

PMF

WPA+WPA2 Parameters

WPA Policy
WPA2 Policy

| Disabled = I

r
2

WPA2 Encryption ™ aes I Txie

Authentication Key Management

802.1X

W Enable =
CCKM I” enable |
™ Enable

PSK
FT 802.1X [T Enable

4 ILH

3. Click the Security > AAA Servers tabs, choose the IP address of the NPS from the Server 1
drop—down list, and click Apply.



WLANSs > Edit 'PEAP’ <Back | Apply

. General | Security | QoS | Advanced |
| Layer2 | Layer3 | AAAServers |

Select AAA servers below to override use of default servers on this WLAN d
Radius Servers LDAP Servers
Radius Server Overwrite interface | £nabled ‘ferver m
Authentication Servers Accounting Servers
M €nabled V' Enabled gemr m
Server 1 | 1P:192.168.162.12, Port:1812 | | None x| e
Server 2 | None x| |nene ~| 3 [Wone =1
Server 3 | None ]| None =]
Server 4 | None =l None =]
Server 5 | None x| |nene ~| &
Server 6 | None || None =]
Radius Server Accounting
Interim Update r
Local EAP Authentication
, Local EAP Authentication |~ Enabled , _Iﬂ
4 »

Configure the Wireless Clients for PEAP-MS-CHAP v2 Authentication

Complete these steps to configure the wireless client with the Windows Zero Config Tool to connect to the
PEAP WLAN.

1. Click the Network icon in the task bar. Click the PEAP SSID, and click Connect.

Currently connected to: 4
wireless.com
No Internet access
Wireless Network Connection ol |
keytls 1!‘!!
PEAP T
Connect autormnatically
geronimo ‘!!!!
testpsk ‘ﬁ!!
blizard Tl
CCKM L
Nygqren .n!“
Open Network and Sharing Center

7:00 PM
2/19/2013

(% (g A0

2. The client should now be connected to the network.



Currently connected to: ¢
}:b wireless.com

= No Internet access

Wireless Network Connection A
PEAP Connected gl
keytls d“
geronimo -;!“’
testpsk 1._“‘
blizzard d“
CCKM T
Nygren al
Auto2 ,.1“

Open Network and Sharing Center

701 PM
2/19/2013

=20 AN )

3. If the connection fails, try to reconnect to the WLAN. If the issue persists, refer to the Troubleshoot
section.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

If your client did not connect to the WLAN, this section provides information you can use to troubleshoot the
configuration.

There are two tools that can be used to diagnose 802.1x authentication failures: the debug client command
and the Event Viewer in Windows.

Performing a client debug from the WLC is not resource intensive and does not imnpact service. To start a
debug session, open the command-line interface (CLI) of the WLC, and enter debug client mac

address, where the mac address is the wireless mac address of the wireless client that is unable to connect
While this debug runs, try to connect the client; there should be output on the CLI of the WLC that looks
similar to this example:



This is an example of an issue that could occur with a misconfiguration. Here, the WLC debug shows the
WLC has moved into the authenticating state, which means the WLC is waiting for a response from the NP
This is usually due to an incorrect shared secret on either the WLC or the NPS. You can confirm this via the
Windows Server Event Viewer. If you do not find a log, the request never made it to the NPS.

Another example that is found from the WLC debug is an access-reject. An access—reject shows that the N
received and rejected the client credentials. This is an example of a client receiving an access-reject:

When you see an access-reject, check the logs on the Windows Server Event logs to determine why the NI
responded to the client with an access-reject.

A successful authentication has an access—accept in the client debug, as seen in this example:



Troubleshooting access-rejects and response timeouts requires access to the RADIUS server. The WLC ac
as an authenticator that passes EAP messages between the client and the RADIUS server. A RADIUS serv
responding with an access-reject or response timeout should be examined and diagnosed by the manufact
of the RADIUS service.

Note: TAC does not provide technical support for third—party RADIUS servers; however, the logs on the
RADIUS server generally explain why a client request was rejected or ignored.

In order to troubleshoot access-rejects and response timeouts from the NPS, examine the NPS logs in the
Windows Event Viewer on the server.

1. Click Start > Administrator Tools > Event Viewer to start the Event Viewer and review the NPS
logs.
2. Expand Custom Views > Server Roles > Network Policy and Access.



B tvent Viewer Hi=E 1
Me Acion  Wem Hebp

&% 2 m o

7] Eveck Wiamer (Locd) Network Policy and Access Services 23 Events (1) New events avalsbls Actions
) Custom Views Network Policy... ~
W adminizzrative Events o BEant R
S 5 OpenSav...
e ety Cont [Ose snd Tere [Sowcs [ Evertdo] Takcar | = ¢
¥ sctiye Cwectony Domar | UDInfomation— 2J15{2013 4:28:30 P Mcroscft... 6278 Natwerk ... ¥ Createcu,.,
F CHCP Server (;g;.‘m«mmn 2)15{2013 4:23:30 711 Mcrosct... €272 MNetwork ... Inport Cu..
(1) Informaticn ZNH013 ;2B Mcrosoft,,. 6273 Natwwork ...
( 2015{2013 412342 M tMcroscft... 6273 Natwork ... ¥ e Cur...
( 2)15{2013 4:2340 M Microseit... €273 MNetwork ... ] Properties
[+ [ Wirdows Logs (D informaticn ZNHN2013 4:22738 M Microseft... 6273 Natwork ... 88 Fre
) L5 Appications and Sesvices Logs ‘L!)‘lnfo'wm 2192013 412210 PM Mcrosoft... 6273 Network ...
4 Subscrighions (i) infomaticn 2)19{2013 4:22:17 50 Mcrosoft... €273 Network ... bl swekven...
(Dinformaticn 211912013 ¢:23:135M Mcrosedt... 6273 Metwork .. Export i
(i) Informaticn 2)19{2013 4:21:13FM Nes 4500 Neos
o 2/15/2013 3:52:33 M NP 18 Mene Cogre Cust...
W sror 2192013 3:5231 P NS 18 Noow attach Tas...
herror 215{2013 35225 ¢ (] 16 Neoe
e 2)15{2013 3:52:27 M wes 18 MNeoe Mo '
ror 2)192013 3:5225 M N5 18 Nooe G Refresh
Orerror 211912013 352z M oS 18 Neoe _
(i) infomaticn 2)15{2013 3:35557 #M Merosoft... €278 MNetwork ... E reo *
lf Tnformation 201902013 3:3557 oM Mceosalt... 6272 Natwork ... Event 6278, Mi... ~
() Informaticn 2152013 3: 34652 B Marosoft,,. 6273 Network ., ] eventiro
(i) informaticn 2)15(2013 3:32:137M Microsoft... €273 MNetwork ... .
(D mtomaticn 2192013 3:3203 M Mcrosalt... €273 Natwork ... T amach T2z,
(Dinformatcn 21512013 352402 #M Microscft... 6273 Netwerk ... 5 Copr »
(i) Informaticn 2)15{2013 313202 FM nNes 4400 MNeoe -
b seveselec..
Event 6278, Microsoft Windows security auditing. x G Refresh
General lognil;l 7 ’
Network Pokcy Server granted full 3ccess £o 3 usar bacause the host met the defined health policy. ﬂ
User: =
Log Name: Secury
Source: M ft Windows s2cunity auditing Logged: 2/19/2013 4:29:30 PM
Event ID; 6278 Tast Category: Network Policy Server
Levet Information Keywords: Audit Succass
Usen N/A Computer: WINMVZIZZUMNM S wireless.com
OpCode: Info
More Information:  EventLog Online Help
o —| [

| I

In this section of the Event View, there are logs of passed and failed authentications. Examine these logs to
troubleshoot why a client is not passing authentication. Both passed and failed authentications show up as
Informational. Scroll through the logs to find the username that has failed authentication and received an
access-reject according to the WLC debugs.

This is an example of the NPS denying a user access:



B Event Viewer

Fle  Adion  View Help

| #[mEm

14! Event Wewer (Local)
= L Custom Yiems
¥ Advinstrative Events
] ] Server Roles
T tctive Oractory Certic f===

¥ Active Drectory Do
¥ OHIP Server
T O Server

T Network Pobcy and Aco 1

¥ Wb Server

* | Windoms Logs
& L) Appbcabors and Servioes Logs

O —

Network Palicy and Access Services 23 Events (1) New everts svadable

Network Policy..

Y Bivents
| Dote 2nd Trse |sowes | Evenrin| Taskcast.. |
2)15{2013 4:2330 P Maozaft... 6278 Network...
ZNNZ13 4:253730 FM Mroselt... 6272 Swweek...
2015{2013 $:26:29 FM Mosaft. . 6213 Nework..,
2015/2013 4123420 Moz 6273 Newwork...
2192013 4:2340PM M oselt... 6273 Netwoek...
2NH013 422 M Mcrosoft. 6273 Netwoek .,
(i) trfematizn 2)15{2013 4122:18 FM Maosoft... 6273 Newwork...
Infrmation 2)19{2013 4:22:07 M Mozt 6273 Network...
(D) Infeemation ZNOI013 4:25:93EM Mcroselt... 6273 Swtwerk,..
() trformatizn 201912013 4:20:23FM s 2400 Nome
dbr J1Gie013 2.5 23 cen e 1D Noca

Event 6273, Microsoft Windows security audiing,

Genera! | Betalls |

Nebwork Pobicy Sarver denied access to 3 user,
Cortact the Network Policy Server admmnistrator for more nformation,
Usen
Security I0: NULL S0
Account Name: adnin
Account Domain: WIRELESS
Fully Quatfeed Account Name: WIRELESS\acenin
Cliertt Machine:
Security I0: NULL S0
Account Neme: -
Fully Quaified Account Name:
OS-Version; -
Called Station [dent#ier: <8-f3-f3-12-20-40;PEAR
Caling Station Mdentifien 78-e4-00-b2-f-db
Log Name: Secunty
Source; M ft Windows security suditing Logged:
Event 10: 6213 Task Category:
Levek Information Keywords:
User NA Compesten
OpCode: Info
More Information:  EventLog Oaline Help

211372003 4:2%:17 PM

Network Polcy Server

Audt Failure
WIN-MVZIZ2UMNIS wireless com

Actions

A‘ Open Sav...
¥ CresteCu...
Irepeet Cu...

¥ Fiter Curr,.,

| Propeties

[

b swweEven...
Expoet Cu,.y
Copry Cuzt....
Attach Taz.,
Wew »

G Refresh

E s »

Event 6273, Mi... ~

-] tveerpro.

T] Attach Tas...

G Refrash
H ree ’

I

When reviewing a deny statement in the Event Viewer, examine the Authentication Details section. In this

example, you can see that the NPS denied the user access due to an incorrect username:

Authentication Details:

The Event View on the NPS also assists with troubleshooting if the WLC does not receive a response back

Proxy Policy Name:
Network Policy Name:
Authentication Provider:
Authentication Server:

Authentication Type: EAP
EAP Type: -
Account Session Identifier: ]
Reason Code: g

Reason:

Windowys
WIN-MVZIZ2URMNRMS wireless.com

Use Windows authentication for all users

The specified user account does not exist,

from the NPS. This is usually caused by an incorrect shared secret between the NPS and the WLC.

In this example, the NPS discards the request from the WLC due to an incorrect shared secret:
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W Web Server
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) Applications and Services Logs
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21512013 4:23:40 M Merosoft., 6273 Network Inport O ..
20152013 4:22:38 M Merosoft... €273 MNetweork
2013 4:22:38 51 tcrosclt... €273 Natwork ¥ Aierur..,
2192013 4227 M Mcrosoft., G273 Natwork ., ] Propertes
2)15/2013 4:21:13PM Merosoft... €273 MNetwerk ... .
2 P u Save Even,.,
2)15(2013 3:52:31 PM Eeport G
20192013 3:5229 /M NS 18 Neoe
L6220 200, e P S TP - Copry Cust...
Ewvent 18, NPS x Attach Tas...
General | Detals | View 4
O Refrech
1An Access-Request message was received from RADIUS chient 192168, 162,248 with 4 mesiage athanticator attrbute that is ﬂ .
nok valid, Melp
Event 18,NPS =
] Eekro,
] Attach Tas...
oo Copr ’
b Swe selec...
G Refrash
H re ’
Log Name: System
Source: NeS Logged: 2/19/2013 3:52:33 PM
Event ID; 1 Tast Category: None
Levek Error Keywords: Chissic
Usen N/A Computer: WIN-MVZIZZUMNM Siwireless.com
OpCode:
More Information:  Eventlog Online Help
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