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SNMP works
“reasonably well for
device monitoring”

SNMP 2> TT /YA REBIZ(F L L1

RFC 3535: Overview of the 2002 IAB Network
Management Workshop — 2003
https://tools.ietf.org/html/rfc3535
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NETCONF / YANG (RESTCONF & gRPC)

¢ NETCONF - 2006 - RFC 4741 NETCONF @ RESTCONF
(RFC 6241 in 2011)

- YANG — 2010 — RFC 6020 YANG Data Models

. RESTCONF — 2017 — RFC 8040
° gRPC —_— 201 5 — 2|'—7°>‘/—Z7°D —— Vend_qr il Vend_o_r
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int bri

Ethernet

Interface

Ethl/1

"interfaces":

{
"interface": "Ethernetl/1", = T R
s M BRILT—%%
"type": "eth", Ef‘é I~
A TH—IIRT
"portmode": "fabric", d‘ J
"state": "down", i}ﬁf%é

"state rsn desc": "SFP not inserted",

"speed": "10G",

"ratemode": "D"
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(IETF, ITU, OpenConfig, etc.)
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ietf-diffserv-policy.yang
ietf-diffserv-classifer.yang
ietf-diffserv-target.yang

R4
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(i.e. Cisco)

« RUB TSy FIJ4—LEF

cisco-memory-stats.yang
cisco-flow-monitor
cisco-gos—-action-glimit-cfg

https://qithub.com/YangModels/yang
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NETCONF Zara/LDA 2 raF o33y

Some key details:
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NETCONF Protocol Stack
Configuration /
Contont Operational Data <data>




NETCONF LE 21—

NETCONF 3&{S

RA—y =
? 1) TINA RICERL T <hello> THIME
e ' 2) <capabilities> OEN{E

<rpc-reply>
<dntes 3) HEAHAET VERE L TERT 2L0%RE

<interfaces>

<interface> 4) <get-config> R{EZHERL

<oEmp>Gig —
Shypeian 5)Avt— <rpe> EIEE

‘ 6) <rpc-reply> ZH{E
7) <data> DL
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NETCONF & Python: ncclient

from ncclient import manager

m = manager.connect(host="192.168.0.1",
port=830,
username="admin",
password="ciscol23",
hostkey verify=False

)

m.close_session()

NI Full Info at: http.//ncclient.readthedocs.io/en/latest/

Cisco




ZFRL—<32 - NETCONF 79< 3>

<get> ETHDA T4 X2 L—2a3rvBEEUVT/NM ADKREFEHRZEEG
95

<get-config> BESNa 74X L—23y TR M7DERFIE—
HEHRET 5

<edit-config> BESNa 74 FX2L—23 Y T—2RAMFIZTRTOETE
DELIFZ—EHDEBREZOD—FT D

<copy-config> AV 74 F¥2L—23 Y TR NTEREZMTEETH]RZD

<delete-config> OAV74FaLb—2ay T—3R T %EIRT S

<commit> EITHRDT—R2RAMFIIEHDT—F A NT7E3E—9 %

<lock> / <unlock> AV7A4FXa2Lb—23y T—3RAM7 VRATLERKREOYY -
xB vV fEkRYT 5

<close-session> NETCONF v a > DT

<kill-session> NETCONF zv <3 > D&k T



Learning Module

https://learninglabs.cisco.com/tracks/devnet-express-dna-jp

Lab #2:
YANG 7—4& ETILDAMAF S 3y

. Step 3-YANG T—42 ET /)L
https://learninglabs.cisco.com/tracks/devnet-express-dna-jp/06-dmi-jp/06-
dmi-02-introducing-yang-data-modeling-jp/step/3

nin
cisco



pyang IZ&k 5k

I module: ietf-interfaces I

container

list

container

)
L

e
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et —-—-1wW interfaces

P +——TW interface* Key

i 73

Module Name

+--rw name string

+—irw description? string I Leaf
+--rw type identityref

+--rw enabled? boolean

+--rw link-up-down-trap-enable? enumeration {if-mib}?

et -—-10 interfaces-state

= +—--ro interface* [name]

+--ro name string
+--ro type identityref
+--ro admin-status enumeration {if-mib}?
+--ro oper-status enumeration
+--ro last-change? Iyang:date—and—timel Type
+--ro if-index int32 {if-mib}?
+--ro phys-address? yvang:phys-address
+--ro higher-layer-if* interface-state-ref
+--ro lower-layer—-if* interface-state-ref
+--ro speed? yang:gauge64
+--ro statistics
+--ro discontinuity-time yang:date-and-time
+--ro in-octets? yang:counter64

[OUTPUT REMOVED]

DY I CEMIES /=B
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. Step 4 — YANG TETIVIESN=FEEDT/IN( R T—43
https://learninglabs.cisco.com/tracks/devnet-express-dna-jp/06-dmi-jp/06-
dmi-02-introducing-yang-data-modeling-jp/step/4
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interfaces container

EREDTINARAT—EDHE N

— <interfaces Ixmlns:"urn:ietf:params:xml:ns:yang:ietf—interfaces"f Namespace = Capab“'ty = Model

pm <interface>
|<name>GigabitEthernetl</name> | Leaf
() <type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>
o <enabled>true</enabled>
g <ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
(4] <address>
8 <ip>198.18.133.212</ip>
h = <netmask>255.255.192.0</netmask>
.8 </address>
.E </ipvd>
<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"/>
< /interface>
<interface>

<name>GigabitEthernet3</name>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>
<enabled>false</enabled>

<ipv4 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"/>

<ipv6 xmlns="urn:ietf:params:xml:ns:yang:ietf-ip"/>

</interface>

e </interfaces>
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Learning Module

https://learninglabs.cisco.com/tracks/devnet-express-dna-jp

Lab #3:
Introduction to NETCONF

- Step 3 — NETCONF @112 ncclient Z{5
https://learninglabs.cisco.com/tracks/devnet-express-dna-jp/06-dmi-jp/06-
dmi-03-introducing-the-netconf-protocol-jp/step/3
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O—KLE 21— —Part 1

#!/usr/bin/env python

from ncclient import manager 547‘5U0)4sj
import sys 7|_:_I‘

# the variables below assume the user is leveraging the
# network programmability lab and accessing csr1000v
# use the IP address or hostname of your CSR1000V device

HOST = '198.18.133.218"

# use the NETCONF port for your CSR1I000V device
PORT = 2022

# use the user credentials for your CSR1000V device
USER = 'admin'

PASS = 'Clscol2345"

e
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O—kLEa——Part 2
# create a main() method

def main () :

Main method that prints netconf capabilities of remote device.

device params={'name':

with manager.connect (host=HOST, port=PORT, username=USER,
password=PASS, hostkey verify=False,

'default'},

look for keys=False, allow agent=False)

EHL Thello®
L

as m:

# print all NETCONF capabilities

print ('***Here are the Remote Devices Capabilities***x')

for capability in m.server capabilities:

print (capability.split ('?") [0])

if name == main

sys.exit (main())

e
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Learning Module

https://learninglabs.cisco.com/tracks/devnet-express-dna-jp

Lab #3:
NETCONFDArAF S 3y

. Step 5 — T/INA ADHRALRFEF(1513)
https://learninglabs.cisco.com/tracks/devnet-express-dna-jp/06-dmi-jp/06-
dmi-03-introducing-the-netconf-protocol-jp/step/5
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J—K L E 22— (Just the new parts...)

import xml.dom.minidom XML 5’{7‘5U0)’f~/7ﬁ_|‘

# create a main() method
def main() :
[SECTION REMOVED]
# XML _filter to issue with the get operation

hostname filter = '"'
<filter>

<native xmlns="urn:ios"> < Hoy 48
<hostname></hostname> XMEEL 74}bz-tﬂy1;fj_
</native> 6'I‘ﬁ *E%*%;E

</filter>

LI B |
result = m.get config('running', hostname filter) <get-c0nfig>
xml doc = xml.dom.minidom.parseString (result.xml) n
hostname = xml doc.getElementsByTagName ("hostname™") XML LEE—G

“hostname” ZEl 15
PHYPTSERE ST

print (hostname[0] .firstChild.nodeValue)

e
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https://learninglabs.cisco.com/tracks/devnet-express-dna-jp

Lab #3:
NETCONFO A ORI 3>

« Step 7 - IETF €12 3—2xA XD I (H4)
https://learninglabs.cisco.com/tracks/devnet-express-dna-jp/06-dmi-jp/06-
dmi-03-introducing-the-netconf-protocol-jp/step/7
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rpc message

XML Output LE 21—

| <2xml version="1.0" 2> | Identify output as XML

xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<2t 3>

pemm <rpCc-reply message-id="urn:uuid:823b5318-248a-4247-aa74-c94eda2fd9cf" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"

e <interfacesIxmlns:"urn:ietf:params:xml:ns:yang:ietf—interfaces"b Namespace = Capab“ity = Model

e <interface>

| <name>GigabitEthernetl</name>

| Leaf

<enabled>true</enabled>

<address>
<ip>198.18.133.212</ip>
<netmask>255.255.192.0</netmask>
</address>
</ipv4d>

data block

interfaces container
interface node

< /interface>
<interface>

<name>GigabitEthernet3</name>

<enabled>false</enabled>

</interface>

m—— </interfaces>
w— /data>

o < /rpCc-reply>

<type xmlns:ianaift="urn:ietf:params:xml:

<ipv4 xmlns="urn:ietf:params:xml:ns:yang:

<ipv6 xmlns="urn:ietf:params:xml:ns:yang:

<type xmlns:ianaift="urn:ietf:params:xml:

<ipv4 xmlns="urn:ietf:params:xml:ns:yang:

<ipvé6 xmlns="urn:ietf:params:xml:ns:yang:

ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>

ietf-ip">

ietf-ip"/>

ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>

ietf-ip"/>
ietf-ip"/>

DY I CEMIES /=B



J—K L E 22— (Just the new parts...)

# XML file to open

FILE = 'get interfaces.xml' XMLj{)L@[:{E577'f)L%

# create a main() method
def get configured interfaces(xml filter):

Main method that retrieves the interfaces from config via NETCONF.

with manager.connect (host=HOST, port=PORT, username=USER,
password=PASS, hostkey verify=False,
device params={'name': 'default'},

allow agent=False, look for keys=False) as m:

with open(xml_filterilas'f: . ] 77,{}L§Fﬁﬁb\f<get_
return (m.get config('running', .read())) Conf|g>O)B§0)XML7’f)L9&
LTHIA

sl Example edited for simplicity and brevity
CIsco
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PYANG

S pyang -f tree ietf-interfaces.yang

module: ietf-interfaces

T--rwmterfaces UOEBELTOT—R2ETILE

+--rw interface* [name]

+--rW name string “J'J_iFZﬁTL/—C<’h'6

I
|  +--rw description? string
| +--rwtype identityref
| +--rwenabled? boolean
| +--rw link-up-down-trap-enable? enumeration {if-mib}?
+--ro interfaces-state
+--ro interface* [name]
+--ro name string
+--ro type identityref

+--ro admin-status  enumeration {if-mib}?
+--ro oper-status enumeration

+--ro last-change?  yang:date-and-time
+--ro if-index int32 {if-mib}?

+--ro phys-address?  yang:phys-address



YangExplorer

IS RSN D @Y

(1) Select a Profile

Buld | Execute | Manage | Schema |

¥ fhietf-interfaces
¥ Zinterfaces
¥ Sinterface <get-config>

GigabitEthernet0/0

/" name

# description

»ryoe

# enabled

# link-up-down-trap-enable

interfaces-state

(2) Browse Models

(3) Define Operations

(4) Create RPC

proite Ml  Create device profile
—~

Config (2) Oper

Status : Recieved HTTP Result for seript run

Operations | Device Settings | Metconf Settings | Test Data

Platform [llekD {3 -

Hest | 17226249169 | Port| 22

Username | admin Passwerd | cisc0123

(@ NetConf RestConf

Encoding | Console

o o

Property

Ivdue

<interfaces xmlns="urn:d
<interface>

BT : xml :ns:yang:ietf-interfaces">

Pz thernet0/0</name>
Xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>
<enabled>true</enabled>
<ipvd xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>172.26.249.169</ip>
<netmask>255.255.255.0</netmask>
</address>
</ipvd>
<ipv6 xmlns="urn:ietf:params:xml:
</interface>
</interfaces>
/data>
po-reply>

ns:iyang:ietf-iph/>

Ran 1 test in 2.751I8

OK

Custom RPC

I O OED £ 0

Name

name

Erfaces/interfaces/interface/

name

The name of the interface.

A device MAY restrict the allowed
values for this leaf,

possibly depending on the type of
the interface.

For system-controlled interfaces,
this leaf is the

device-specific name of the
interface. The 'config false’

list /interfaces-state/interface
contains the currently

existing interfaces on the device.

If a client tries to create
configuration for a
system-controlled interface thatis
not present in the
finterfaces-state/interface list, the
server MAY reject

the request if the implementation

© 2016 Cisco Systems Inc.
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Model-Driven Programmability Stack

Model-Driven
Apps App Configuration

AP Model-Driven APIs
S YANG Development Kit (YDK)

N ——
| Jp——

Protocol NETCONF RESTCONF

Encoding

Transport

YANG Models _Dri
Telemetry

e
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YDK(YANG Development Kit)
ETILEYT Y API

« SUTNWET TV r—a s . HS ARk
\ \ o YANG £/
- YANGETILETOYSIVSFTEED (Python, C++, Ruby, Go)
DS AEREE—x—TIvEVY °
- MZRibLEIN-a T4 TFT—4 o/o\o /o\o
« YANG ET LI BAPIZAE R l ./o/o/\. l Q/Q/Q/\
WAL YT Ay AN AN

« YILFEE > (Python, C++)




YDK-Py “Hello World” Using OC-BGP

# Cisco YDK-Py OC-BGP “Hello world”
from ydk.services import CRUDService
from ydk.providers import NetconfServiceProvider

from ydk.models.openconfig import openconfig bgp as oc_bgp module: openconfig-bgp
+--rw: bgp!

if _name__ == " main_": +-+rw global :
provider = NetconfServiceProvider(address=10.0.0.1, | §+——rw config i
port=830, 2| #--pw as £

|
username=“admin”, | | +--rw router-id?
password=“admin”, | +--ro state
protocol=“ssh”) | | +--ro as
.crud = CRUDService() # create CRUD service . ... || #--ro router-id?
: : | | +--ro total-paths?
|

: bgp = oc_bgp.Bgp() # create oc-bgp object
+--ro total-prefixes?

: bgp.global .config.as_ = 65000 # set local AS number

E crud.create(provider, bgp) # create on NETCONF devicei
..5-r.‘-o.0.i..d..e.F‘.:.C-l.o..slle.(.)--.-......l.l...’.-......l.l...’.--.....l.l.-.-.-....l.l.l.-.l.-....
exit()

# End of script

e
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