DevNet & Programmability 79 =4JL vy 3>
atfoan
CISCO

CMX REST API & Meraki
APl D Z 524t

DARAVATLAERE$
LI 2HRE
201842 H



DevNet & Programmability 79 =AJL vy 3>

CMX REST API

DARAAVRATLAXEREH
LI 2
201842 A




CMX
Mobility Services API 7Ir—sary—

Prime Infrastructure

Connected Mobile Experiences
(PD_ (CMX)

Wireless LAN Controller (WLC)
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CMX API

o REST
« JSON

Normal | Basic Auth | Digest Auth | OAuth 1.0 | OAuth2.0 @ o environment +

https://10.22.243 125/apiflocation/v2/clients/count

m Preview Pre-request script Tests Add to collection

Body Cookies Headers (7) Tests 200 0K E IZms

Pretty = Raw  Preview o= Q, i+ JSON ~

{
"deviceType”: "Wireless_Client”,
"deviceQueryString”: null, JSON Response
"count™: 142

1

]
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Major Areas in the API

Active Clients (Location)

Maps resources (Configuration)

» .- ¢ e » 5:05

Step 2 of 4 €>

Walk dewn the stairs Into the Rose Room.
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Clients History (Location)

Notification subscription (Configuration)
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Map + Active Clients

« TLEVRDOTALINITTYEEEL, 3ZET 51— —0BREM(V—2)ERT
Active Clients
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Notification
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Map + Clients history
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Major Areas in Map resources AP

/api/config/vl/maps

<7 24K (campuses, building, floors) DIEHR (A XV —2 7% E)
/api/config/vl/maps/info/{campusName}/{buildingName}/{floorName}

Z 49 5707 5% (campusName > buildingName > floorName)
/api/config/vl/maps/image/{campusName}/{buildingName}/{floorName}

%49 5707 A A— (campusName > buildingName > floorName)
/api/config/vl/maps/imagesource/{imageName}

imageName THEELTzAA—D



Map Info

]
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— "floorList": [

i

"aesUid": 727@35828890501222,
"calibrationModelId™: 727835824595533868,
"objectVersion": @,

"name": "1st Floor™,
——

"dimension”: {
"length™: 80.96,
"width”: 49.88,

Floor Dimensions

"height": 1a,
"offsetX": @,
“offsety": @,
"unit": “FEET"

L

"isOutdoor”: false,

“floorlumber™; o

— "image™: {

"imageName": “domain_@ 1432170582667.png",

"sourceFile": null,
"zoomLevel”: 4,
"width": 1897,
“height”: 2@83,
"size": 2088,
"maxResolution™: 8,
“colorDepth”: &

}

pr— F|oor Image Information

"gpsMarkers": [ ],
“zones": [ ],
"obstacles": [ ],

"accessPoints": [ .. ],

-

"referenceMarkers™: null,
"exciters": null,
"filterRegions": [ .. ],
"filterRails™: null,

-

“hierarchyName"”: "Nortech Campus>Nertech-1>1st Floor™,

"aesUidString": "727@3582880@501222"



Map Image

Normal | Basic Auth | DigestAuth | OAuth10 | OAuth20 | @ Noenvironment~

hitps:/10.22.243.125/api/config/vl/maps/image/Nortech Campus/Nortech-1/1st Floor

Body | Cookies | Headers(T) | Tests 2000k [ s7ms

]
CIsco
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URL params

Headers (1)



Major Areas In Active clients AP

/api/location/vZ/clients
IARTDISAT M) AR
/api/location/vZ/clients{?[ipaddress|macAddress|username]}
DTHEELI=2F4 7>k (MAC address, IP address, username)
MAC: /api/location/v2/clients?macAddress=30:f7:ca:cc:3e:xx
IP: /api/location/v2/clients?ipAddress=10.10.10.10
Username: /api/location/v2/clients?username=somelsername
/api/location/v2/clients/count

DSAT U



Clients API

]
CIsco

—

I "macAddress": "78:fd:94:7b:97:93", |

— "mapInfo”: {

"floorRefId": "727035828808501222",

4

“floorDimension": { .. },

4

“image": { . },
"tagList": null

1
1]

"mapHierarchyString”: "Nortech Campus:Nortech-1»1st Floor>Conference Room™,

— "mapCoordinate”: {
"x": 14.096637,
"y": 36.605698,
"z": @,

“unit": "FEET"

1
I

“currentlyTracke&ﬂ: true,
"confidenceFactor™: 16,
"statistics™: { . },

"historylogReason": null,

4

"geoCoordinate”: null,
"networkStatus”: "ACTIVE",
"changedOn": 1432685119542,
— "ipAddress": [
"18.22.243.148",
"feB0:0000: 0000 :0008:0074:1752:7666: fdbe™
1,
"userName": "",
"ssId™: "CMX Facebook™,
"sourceTimestamp”: null,
"band": "IEEE 802 11 A",
"apMacAddress”: "b8:38:61:b4:53:78",
"dot11Status™: "ASSOCIATED",

manutacturer :  ApPpLE
+ "areaGlobalIdList": [ .. ],
"detectingControllers”: "1@.22.243.56",
"bytesSent”: 3e481,
"bytesReceived”: 29777,

“guestUser™: false

Client MAC Address

Map Information

Location On Map

Status



REST APl Documentation

https://<CMX>/apidocs/

alialn
cisco Home DevNet CMX Code

Detect, Connect and Engage Users In-Venue

Whether you are in retail, hospitality, transportation, healthcare, education, or
government, visitors to your venue are always on, always connected. Cisco

Connected Mobile Experiences (CMX) lets you tap into this connected lifestyle and
provide relevant mobile content while gaining meaningful analytics. Our
professional services team can help you define and deliver the Connected Mobile
Experiences to back your business initiatives.

Explore Cisco CMX

[ Jole]

Configuration Location Analytics Connect

Use the Configuration REST APIs to Use the Location based REST APIs to Use the Analytics based REST APIs to Use the Connect based REST APIs to

configure different aspects of MSE find location specific details on visitors. find analytical data on visitors find user session information.
sl View details » View details » View details » View details »

CIsco



Location API

Location API

Toggle All Endpoints |~ Toggle All Methods

Active Clients API List Methods = Expand Methods

This API returns active clients count /api/location/v2/clients/count
This API returns collection of active clients macaddresses /api/location/v2/clients/active

This API returns all clients  /api/location/v2/clients

Tags Information API List Methods = Expand Methods
Beacon Management API List Methods = Expand Methods
Clients History API List Methods = Expand Methods
Northbound notification types and attributes API List Methods |~ Expand Methods

]

cisco i



REST APl Documentation - Try

Home DevNet CMX

Cisco

This API returns history of client by macaddress  /api/location/v1/history/clients/-macaddress

Username / Password

Parameter Value Type Location Description

Ima:address

pathReplace Client Macaddress

Clear results Parameters

Call

9.9.0.08/api//location/vl/history/clients/78%3AFd%3A04%3A7bX3AITE3A9

Response Code

200

Response Headers

{
"x-total-execution-time":
"access-control-allow-origin": "*",
"access-control-allow-methods™ "GET, POST, DELETE, PUT",
"access-conirol-allow-headers™ "Content-Type",
"cmx-token": "CifKsten+JCuWMEGIWRWAO/TRD84yo7DVhWHKSIk4E=",
"content-type": "application/json",
"transfer-encoding": "chunked"

Response Body Select body
[
"macAddress". "76:1d:94:7b:97:99",

ala]e "mapinfo”: {
CISCO "mapHierarchyString"
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« CMX H 4k (on DevNet)

https://developer.cisco.com/site/cmx-mobility-services

- Sandbox

https://developer.cisco.com/site/cmx-mobility-
services/docs/resources/sandbox

« API KExa Ak
IlhEtps://cmxlocationsandbox.cisco.com/apidocs

i "
CIsco



https://developer.cisco.com/site/cmx-mobility-services
https://developer.cisco.com/site/cmx-mobility-services/docs/resources/sandbox
https://cmxlocationsandbox.cisco.com/apidocs
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Merakl Services

vl
CIsco © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 17




Meraki 7 59K IR A D NKR—TAYF

r:} iren@merakicom | my profie | 900Ul

MeEraKl oo (Aseswicamnies ) i
Vaps rganiaation | Remington College networks  Useoe overth ast week: 206 T3 (157 T8 rceved, 497.38 GB sen) | Tis nfwork: 71683 GB (169606 GB,
Access points. Whesiess. 30,77 GB)
NC @ DAL-Campus. 25APs.
ety ~
Rogue APs ‘Connecton: wie, !

o
‘Summary Capabitios: 802110, 24 and 5 Ghe. o
- et : o
Orenig i epnres

Configurs [t @ BIR-Cangus ol
Oganization | Staus: Curenty comociod & @ touz-Conpa
Holp.

\ A

Meraki MR Meraki MS Meraki MX ;
Wireless Ehernet Securit Meraki SM Meraki MC Meraki MV
erne y Enterprise Mobility : .
LAN Switches Appliances Management Voice Security
9 communications cameras
'éllls'élou © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 18

afraln . . . .
asco’ Meraki Meraki for service providers



Cisco Meraki 7 5 K APIs

Dashboard API Scanning API Captive Portal API
"Er Wi-Fi+BLE ) .-t
..... -
= ©

‘deeh Meraki



Meraki API 0)Z15|

Dashboard API Scanning API Captive Portal API

Volare - .
W MAR N0 TO eeeec ROGERS LTE  3:28 PM

|dom ATTRACTION RATE vismoRs RETURNNG VISTORS. AVERAGE VISIT DURATION coupon.getturnstyle.com (4
m s 23% .. 299,815 ce: 53% 1 <15 Subway FREE Wi-Fi

Germany Poland Les - - g s
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Czech Republic  Slovakia : : dfen @ Pty 0w
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Netherlands
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Meraki Dashboard REST
API

vifren] e
CISCO © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



Cisco Meraki 7 5 K APIs

Dashboard API

|||||||||

‘deeh Meraki

Scanning API

mEr  Wi-Fi+BLE

JSON

Captive Portal API
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L
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LD :1,800 1+ /9 o

Configure Network Set Group Policies in
Template Template

Get Store name, Update Store Name,
number, address Location

Claim Order(s) to Create 1,800 Store
Inventory Networks

Bind network to
template

Installer Scans Serial Bind Device to Update Device
Number Network Name, Location

Meraki
API

Meraki

Dashboard Custom App




Meraki 755K APl DIZLH A

API acm\

AP key Generate AP key

Color blind assist mode (OFF)

1. Organization > Settings > Enable APl access
2. My profile > Generate API key.

3. Help > API Docs
http://developers.meraki.com/api

il
CIsco



CLI/API*Y—)L

Postman

Runner Import D Builder « @ A

curl -L -H 'X-Cisco-Meraki-API-Key: <key>' -X GET -H

' s . . f
Content-T H
ype appllcatlonfjscn X colin@lowenberg.org
https://dashboard.meraki.ci

GET https://dashboard.meraki.com/api/v0/organizations/ Params Send v Save

'https://dashboard.meraki.com/api/v0/organizations'

Headers (1) Manage Cookies Generate Code
Successful HTTP Status: 200 ° X-Cisco-Meraki-API-Key {{X-Cisco-Meraki-API-Key}} Bulk Edit  Presets
Body (16) Status: 200 OK Time: 1376 ms Size: 589 B
Pretty JSON =
1-|0
Ze
3 "id": 435358,
4 "name": "Lowenberg"
5 }
6 |1

cURL / Postman

il
CIsCco



Dashboard API

1. GET: https://dashboard.meraki.com/vO/api

2. JSON LAKRIR:

[{
“id” : 435358,
“name”: “ACME Corp”

1]

URL.:

/organizations

/networks

/licenseState

/inventory
/snmp

‘aadmins

Uj Runner Import

https://dashboard.meraki.ci

Postman

E-'p Builder

@

colin@lowenberg.org

GET https://dashboard.meraki.com/api/v0/organizations/ Params Save

Manage Cookies Generate Code

Authorizatior Headers (1) Pre-request Script Tests

@ xCisco-Meraki-API-Key

Body
Pretty | Pre
1
A
3 "id": 435358,
4 "name" :
5 }
6 |1

{{X-Cisco-Meraki-API|-Key}}

aders (16) Tests

JSON =

"Lowenberg"

Bulk Edit

Status: 200 0K Time: 1376 ms

Presets

Size: 589 B




Location Scanning API

vl
CIsco © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 27




Cisco Meraki 7 5 K APIs

Dashboard API Scanning API Captive Portal API
"Er Wi-Fi+BLE ‘-.-t
.—_/
..... -
—— = ©

|||||||||

‘deeh Meraki



Wifi Rx ¥ =20 7—XT O F %

CIsco

alvale
cisco

Meraki

.u-utc’

D o
]
o
]

Probing and associated clients

[]
v

JSON

- AP MAC
- Client MAC
- RSSI

- Timestamp

Real-time HTTPS POST

ssssse

o
Y
o

Customer analytics back-end

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public

29



Wifi ¥+ =4

CIsco

Name
apMac
apTags
apFloors
clientMac

ipv4

ipv6

seenTime

seenEpoch
ssid

rssi
manufacturer
0s

location

lat

Ing

unc

X

y

Format
string
[string]
[string]
string

string

string

ISO 8601 date string

integer
string
integer
string
string
location
decimal
decimal
decimal
[decimal]

[decimal]

Description

MAC address of the observing AP

JSON array of all tags applied to the AP in dashboard
JSON array of all floorplan names on which this AP appears
Device MAC

Client IPv4 address and hostname, in "hostname/address" format; only "/address" if no
hostname, null if not available

Client IPv6 address and hostname, in "hostname/address" format; only “/address" if no
hostname, null if not available

Observation time in UTC; example: "1970-01-01T00:00:00Z"

Observation time in seconds since the UNIX epoch

Client SSID name; null if the device is not connected

Device RSSI as seen by AP

Device manufacturer; null if manufacturer could not be determined

Device operating system; null if the OS could not be determined

Device geolocation; null if location could not be determined

Device latitude in degrees N of the equator

Device longitude in degrees E of the prime meridian

Uncertainty in meters

JSON array of x offsets (in meters) from lower-left corner of each floorplan

JSON array of y offsets (in meteres) from lower-left corner of each floorplan
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- Meraki Y1k (on DevNet)

https://developer.cisco.com/site/meraki/

- Sandbox

https://devnetsandbox.cisco.com/RM/Diagram/Index/a9487767-deef-
4855-b3e3-880e7f39eadc?diagramType=Topology

« API KExa Ak
IlhEtps://developer.cisco.com/docs/meraki/

i "
CIsco



https://developer.cisco.com/site/meraki/
https://devnetsandbox.cisco.com/RM/Diagram/Index/a9487767-deef-4855-b3e3-880e7f39eadc?diagramType=Topology
https://developer.cisco.com/docs/meraki/

Cisco DevNet & DevNet Express for DNA

« https://learninglabs.cisco.com/tracks/devnet-express-dna-|p

« https://qgithub.com/CiscoDevNet/devnet-express-code-samples

DEVNET

L CiscoDevNet / devnet-express-code-samples Leamed e — 2 G
LM-4901: Cisco Oy — 3> X—2 ¥—E X OFA
CMX [ MSE PG DI ABERNLET,
e

<> Code Issues 5 Pull requests 3 Projects 0 In¢

@ Introduction fo CMX 10 Mability Services [Japaness)

+ https://github.cOm/CISCODEVNEL  wmome: sonsewrmnsosmsmoesrisasm =2

CABL 10 @ REST AP HBT 60F — b a s A2 $—KALIUTRUET.

Armen Martirosyan renaming folders per issue #38

q c Natifications rescurce (Japanesel
[l CiscoDevNet / devnet-express-code-samples pvstepeetpran-voppmeprissyrar o e Y
e Sapanasa)
Explrnthe CHXMSE REST AP using Pysen.
<» Code Issues 5 Pull requests 3 Projects 0 Insights [E) NewNotificationBody.js renaming folders
[£) SampleNotificationListener.js renaming folders
Branch: master~ o t-expi di ples /LM-4951/
[E] SampleParseResponse.js renaming folders LM-4951
. denapom11 Delete bot_meraki.py - [E) SamplePuttingltAllTogether.js renaming folders ;",: - Com
[£) SampleRESTCodePostMsg.js renaming folders
@ Inroduction to Morak AP1 Liapanuas)
B cgi-bin updated Meraki code samples [E) active_macs.py renaming folders MbroH APY DR,
9 Dot Expraes Maraki Doshisonrd API Lispanase)
[ excap added excap [ clientcount.py renaming folders el Expross Morski 'y 12 1= 4B, Merakd '3 102 1= AP AP
. . 7 Meraki: Deploy » Click Through Captive Partal (Japansse]
ol I Il ] L K] [E] Dashboard API - SAMPLE template.postman_environmen... updated Meraki code samples [£) mac_history.py renaming folders Werah: 2 57 Ak BT TFLT M-FNOBA, TOF-ZLF SMOBME. 7Yy IAN-DATI VL2 A-VERMTIILTY.
clsco . . ¥ Meraki Location Scanning AP (Japanese)
[El Meraki API Collection.postman_collection.json updated Meraki collection [E) mac_info.py renaming folders Nerai D MHEAS £ =37 AR, Merakl RN 7= AR EAL T, Pymon © Wen ¥ 7Y £ WAL TIS HAET

. 9 Merski APS Mission Liapancss)
[E locationreceiver.py Meraki sample code [£) sampleRESTcode.py renaming folders NMeraki @ AP ERT &3 3 a2


https://learninglabs.cisco.com/tracks/devnet-express-dna-jp
https://github.com/CiscoDevNet/devnet-express-code-samples
https://github.com/CiscoDevNet

What's Next?

DevNet Express

DNA Programmability developer.cisco.com



