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SBG supports API as of March 2018

Product API CRUD Use Case
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AMPA4E

Item

Documents https://api—docs.amp.cisco.com/api_versions?api_host=api.amp.cisco.com

Self Study Contents n/a

Cisco AMP for Endpoints APIDO{#ELYAIZDULYT - Cisco Support Community
https://supportforums.cisco.com/t5/%E3%82%BB%E3%82%ADY%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3-
%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88/cisco-amp-for-endpoints-
api%E3%81%AE%E4%BD%BF%E3%81%84%E6%96%B9%E3%81%ABY%E3%81%A4%E3%81%84%E3%81%A6/ta-p/3220035



Threat Grid

Item

Documents https://panacea.threatgrid.com/doc/main/api—getting—started.html

Self Study Contents DEVNET Learning Labs(Cisco Threat Grid — Introduction to the Threat Grid API)
https://learninglabs.cisco.com/labs/tags/Security,Threat+Grid+API

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://learninglabs.cisco.com/labs/tags/Security,Threat+Grid+API

Cloudlock

Item

Documents n/a

Self Study Contents n/a




Umbrella

Item

Documents

Self Study Contents

https://docs.umbrella.com/developer

DEVNET Learning Labs

© 2018 Cisco and/or its affiliates. All rights reserve


https://docs.umbrella.com/developer

ESA

Item

Documents https://www.cisco.com/c/en/us/support/security/email-security—
appliance/products—programming-reference—guides—list.html

Self Study Contents n/a

https://www.cisco.com/c/en/us/td/docs/security/esa/esa_all/esa_api/b ESA_API Getting_Started Guide/b ESA APl Getting_Star
ted Guide chapter 00.html#con 1092467
IHEEROEFIEATRERE A, 7T T—FE(ICBELTIEERMIZHR—ILTELT
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa_all/esa_api/b_ESA_API_Getting_Started_Guide/b_ESA_API_Getting_Started_Guide_chapter_00.html#con_1092467

CES (API not provided for customer)

Item

Documents https://www.cisco.com/c/ja_jp/support/docs/security/cloud—email—
security/209696—-CES—How—can—-I-use—AsyncOS—APLhtml

Self Study Contents n/a




Firepower

Item

Documents https://www.cisco.com/c/en/us/support/security/defense—center/products—
programming—reference—guides—list.html

Self Study Contents DEVNET Learning Labs




Meraki MX

Item

Documents https://dashboard.meraki.com/api_docs#mx—I3—firewall

Self Study Contents n/a




ASA

Item

Documents https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html#id
44480

Self Study Contents n/a




ISE

Item

Documents https://communities.cisco.com/docs/DOC-66297

Self Study Contents https://<ise ip address>:9060/ers/sdk

TRICIKIFEALTRFRGL EAXRDsdkSER,
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/api_ref _guide/api_ref _book.html



SWATCH

Item

Documents
list.html

Self Study Contents

https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products—programming-reference—guides—

https://developer.cisco.com/docs/stealthwatch/

Flow Collector(Zf=F->TL\K78—A5 FDHDHE/N\—ALTTAT AN ) —LTEIS A EE,

https://github.com/CiscoDevNet/stealthwatch-data-exporter

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://github.com/CiscoDevNet/stealthwatch-data-exporter

WSA

Item

Documents =

Self Study Contents -

Anti-Malware and ReputationD &% & D # T, WSAKIKIZxt T HAPIEELY,
https://www.cisco.com/c/ja |p/td/docs/security/wsa/wsall-
O/user quide/b WSA UserGuide/b WSA UserGuide chapter 01110.html#task 2260707
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https://www.cisco.com/c/ja_jp/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01110.html#task_2260707

CTA

Item

Documents https://www.cisco.com/c/en/us/td/docs/security/web security/scancenter/adminis
trator/guide/b ScanCenter Administrator Guide/b ScanCenter Administrator Guide ¢
hapter 0100011.html

Self Study Contents n/a

SplunkZFE D SIEMIZEBIEIFRZTAXITEE T S HHA
https://github.com/CiscoCTA/taxii-log-adapter/wiki/Integration-with-Splunk

© 2018 Cisco and/or its affiliates. All rights reserve d. Cisco Public


https://www.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guide/b_ScanCenter_Administrator_Guide/b_ScanCenter_Administrator_Guide_chapter_0100011.html
https://github.com/CiscoCTA/taxii-log-adapter/wiki/Integration-with-Splunk

PSIRT

Item

Documents https://developer.cisco.com/site/PSIRT/discover/overview/

Self Study Contents https://developer.cisco.com/site/PSIRT/get—started/getting—started.html
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https://learninglabs.cisco.com/

Lea[’nil’]g Labs Tracks Modules Challenges Help Feedback

DevNet Learning Labs

The DevNet Learning Labs will help you div ‘dste DEVNET co
Partner technologies, including Enterprise || hboration,
Cloud, SDN, and IoT. If you're just getting S Login with Github ng
refresher, the Learning Labs will help you g ering REST

Login with Google

APIs, Python, JavaScript, and other progra ncepts.

Login with Facebook

Springboards are now Tracks.

. Login with a Cisco ID

DevNet Tracks and Modules now make it e 5 and
Modules are designed to guide you throug| = """ it eptually

Login with Cisco Spark
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FMC-REST-API-104:

and error codes

FMC-REST-API-105:
FMC-REST-API-106:
FMC-REST-API-107:
FMC-REST-API-109:

API

FMC-REST-API-110:

compromised host

FMC-REST-API-111:

Introduction to Firepower Management Center (FMC) API
FMC REST api authentication and access

Add/register a device to Firepower Management Center
FMC REST api REQUEST AND RESPONSE structures
Debugging the FMC REST API errors

FMC object(s) and CRUD operations using REST API
Firewall Policy fundamentals and Policy CRUD

Creating a Threat Centric AC Policy using the FMC REST

Using evenstreamer API to identify a potentially

Cisco Threat Intelligence Director (TID) APIs and their

usage via API Explorer and Postman

FMC-REST-API-112:

CRUD operations

Introduction to Firepower Management Center (FMC) API

Firepower eStreamer and Splunk: Learn to create custom Splunk App that

visualize threat data using Firepower Management Center (FMC) eStreamer

API



FMC-REST-API-101: Introduction to Firepower Management Center (FMC) API

REST API Firepower (FP) Devices

Firepower Management Center
Your Application (FMC) e

70535 LMBREST APIZ{E>TFMCA
THHDEIFOHETED RIREITLET,
FMCH\5318 % D DeployZ B L TERED Firepower Threat Defense (FTD)
FIDARBENET Devices

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



FMC-REST-API-101: Introduction to Firepower Management Center (FMC) API

FMCH U RIRYIRAMNAEBEINTWET D TELLEFEIZELTEET,
HSORRYHIREF AT BIZIEFTOFHANETT,

https://developer.cisco.com/site/devnet/sandbox/docs/index.gsp#security/overview
DEVNET LAB MANAGEMENT

SANDBOX ~

SKATAYAM
/' Firepower Management Center

1 INSTRUCTIONS B COMMANDS n(,nwv pouw.u
INSTRUCTIONS

saminter) % Ef (Geme)
4 NAVIGATOR j H

FMC Overview

Diagrams

Access

YRRV IR FTHM5T
T3 AEID/PWHA—)L

The Cisco Firepower Management Center Sandbox is a hybnd always on
environment where users can play with the FMC RE:!

=
Ci= 1‘1
ST API. Firepower
The API is made available through an interface called API Explurar on FMC. API
Explorer provides a limited interface for the REST AP| as well as giving a view of

Firepower_ B
‘o . it Center
the abilities of the REST API. API Explorer for this sandbox is made available
through the following link:

\
{
= \
s for your use-
= |ab is ready |
| Management Center” is setuP: and the
) % “girepower Mar
ot cisco.co ol |
This Sandbox consists of Firepower Management Center version 6.1 with two
Eogp&qed devices; Firepower Threat Defense 6.1 and a Virtual Firepo

pevNet sandbox i |
count for the of your reservation:
| ws! Your user ac jon of you!
| ood Ne
| Firepower
These devices can be explored through the REST API. The FMC REST
AP quick start guide is linked below:

\
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\
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|
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https://developer.cisco.com/site/devnet/sandbox/docs/index.gsp#security/overview

FMC-REST-API-101: Introduction to Firepower Management Center (FMC) API

FHTAIETEMEINTF=A—ILIZEEEHHAID/PWIZTAPIZTVRT7O—5—IZAG (>

'::ll's'é";' Cisco Firepower Management Center - APl Explorer

API INFO Policy Services Domains | Global 4| API CONSOLE

/api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169-
/api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies 6d9ed49b625f/policy/accesspolicies
Bkt DELETE POST
Retrieves, deletes, creates, or modifies the access control policy associated with the specified ID. Also,

retrieves list of all access control policies. Identifier for access control policy.
Devices

Audit

Device Groups

Implementation Notes Examples + query parameter
Object

Content-Type Header | application/json 4

. gie Accept Header  application/json §
Policy Assignments Parameter Required Description Data Type

m Success!
Status objectId true Identifier for access control policy. string

System Information S
4 limit false Number of items to return integer Response Text Response Info Request Info

offset false Index of first item to return integer {

"links": {
"self":
"https://fmcrestapisandbox.cisco.com/api/fmc_config/v1/domain/e27 6abec-
e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies?offset=0&limit=25"
Response 4

Response Content Type | application/json §
. " ": "AccessPolicy",
Response Object AccessPolicy

y Export operation in..
AccessPolicy Model

Field Value Description Constraints

metadata None

metadata. lastUser k None




FMC-REST-API-101: Introduction to Firepower Management Center (FMC) API

APIZ Y — JLIMVSACPEZGETL-§5 R EERDFMC_EDAPC

APl CONSOLE

/api/fmc_config/vi/domain/e276abec-e0f2-11e3-8169- LGENWSEE Policies RV Objects

6d9ed49b625f/policy/accesspolicies

Access Control » Access Control Network Discovery
objectld ‘

Identifier for access control policy.

+ query parameter

Content-Type Header | application/json §

Accept Header|‘ application/json %

AC-TEST-BP
sl Success! Enterprise Policy to Detect and Prevent Threats

Access_Test_Nov13
Response Text Response Info Request Info - -

1 \ [
"type": "AccessPolicy",
"links": {

"self": li M -
"https://fmcrestapisandbox.cisco.com/api/fmc_config/v1/domain/e276abec- AccessPolicy_Marvin
e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies/005056BB-0B24-0ed3-
0000-266287972781" ‘

| AccessPolicyHUEHUEBR

AccessPolicy-veer-test-1

i1
"name": "AC-TEST-BP",

"id": "005056BB-0B24-0ed3-0000-266287972781"
h




FMC-REST-API-101: Introduction to Firepower Management Center (FMC) API

APIAVY—IILDETHUTILAYYThEAFH e

Icllls.ég. Cisco Firepower Management Center - API Explorer

Export operation in python language

Cut & paste below script in the appropriately typed file
or download GET__api_fmc_config_v1_domain_e276abec-e0f2-11e3-8169-
6dSed49b625f_policy_accesspolicies.py:

To execute the script type in following in a terminal by passing in FMC usemame and

# Generated ANC REST API sample scr
2

import json
import sys
import reguests

Response Text Response Info Request Info

server = “https://fecrestapisandbox.cisco.con™

date: Tue, 13 Mar 2018 01:47:33 GMT

vary: Accept-Charset Accept-Encoding, Accept-Language Accept
server: Apache

x-frame-options: SAMEORIGN

content-type: appiication/json

connection: Keep-Alive

username = “admin™

if len(sys.argv) > 1
gsername = sys.argvi1]

password = s

if len(sys.argv) > 2:
password = sys.argvi2]

r = None

headers = { tent-Type': "application }
api_auth_pa /api/fec_platform/vl /generatetoken™ o v, e W““( _—
auth url = server = api_auth path keep-aiive: trmeout=S, max=
- Sgthpgste N . - e
try:
2 ways of making 3 REST call are provided:

s ™ el e Export operation in.. ~
ion turmed off™ i
line where verify=False and commest t
ith SSL verification turmed off:

r = regue: .postiasth_url, headers=headers, auth=reguests.auth.HTTPBasicAu
REST call with SSL verification turmed on: Download SSL icates from y
= requests.post{auth_url, headers=headers, auth=requests.auth.HTTPBasicAsth

L verifica

| Python script
Peri script

 =verify="/p

s
s
=
L
s
s
s

©72018 Cisco and/or its aTnates Al rights reserved. Cisco Public
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