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Solutions De nouveaux lauréats tous les mois !
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Federico
Ziliotto

Technical Solutions Architect

Diplébmé de I'Université de Padoue en ltalie avec une
spécialisation en Ingénierie des Télécommunications. Il a
rejoint Cisco en 2007 en tant qu'ingénieur de support
technique au Centre d'Assistance Technique en Belgique.
En 2011, il rejoint I'équipe commerciale de Cisco France,
ou il assume désormais le réle d'architecte technique.

Federico a prés de 14 ans d'expérience dans les solutions
Wi-Fi et de contrble d'acces, deux certifications CCIE en
Wireless et en Routing & Switching, et est présentateur a
Cisco Live depuis 2012.

Il est également I'un des auteurs de I'examen CCIE
Wireless (350-050), Quick Reference et des Guides de
Certification CCIE Wireless v3 Study Guide publiés par
Cisco Press.
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Diplomé de I'ESIGELEC en Réseaux -
Télécommunications. Il a rejoint Cisco en 2008 en tant
que Channel System Engineer, puis System Engineer
généraliste sur des grands comptes du secteur public.

Fort de son expérience sur ce secteur, en 2018, il rejoint
I’équipe Meraki en tant que Technical Solution Architect
pour développer I'activité autour des ministeres et des
grandes agglomérations frangaises.

Christophe a plus de 20 ans d’expérience dans les
solutions LAN/Wifi et plus récemment dans I'loT en tant
que référent Europe pour les équipes Meraki.
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1. Introduction et avantages des architectures

Catalyst Wireless et de ['approche Cloud Monitoring
2. Fonctionnement et prérequis techniques
de la solution

3. Démo graphigque et études approfondies



Meeting our customers where they are

o S

n

On-prem Cloud-enabled/hybrid Cloud first

Prefer full control and Need to retain on-prem Prefer cloud-enabled
advanced customization. control, with cloud tools to simplicity and operations.
laaS model help monitoring networks SaaS model

(Infrastructure as a Service) (Software as a Service)




Catalyst Wireless: Unified Experience
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(customer managed (public cloud)
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On-prem/Private/Public Cloud cloud)
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Catalyst Wireless Access Points: Unified Network

|

Outdoor Wi-Fi 6E Access Points




Catalyst Wireless: Unified Management

r N\ ( solutions
On-premises Cloud-hosted Cloud management
management Mmanagement
_ _ . ) ] o Cloud first IT Transformation
On-premises functionality /AirGap On-premises functionality in the cloud Operational Simplicity
Deployed and managed by customer Deployed and managed by customer
. . Cloud monitored Catalyst software
( Physical appliance ) ( AWS Cloud VA ) ( Y )
— : ( Cloud managed Meraki software )
( ESXi virtual appliance >
\_ D { C ) U alia Meraki
atalyst Center cisco
el Y Dashboard

< laaS SaaS )

Unified Catalyst Architectures
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Catalyst Center
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Observability &

Insights Zero Trust
Catalyst Center {:5:}
o o
Visibility T —— Programmabiliy

Physical and Virtual Infrastructure
= 8 =
afra]n
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NetOps

AlOps

SecOps

DevOps

Field Tech

Simplify building and maintaining complex networks.

Predictive analytics for proactive operations.

Build and operate a zero-trust network.

Untangle the complexities of systems integrations.

Empower your Field Technicians with simpler tools.
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Cloud Monitoring for Catalyst Wireless

Event Monitoring Incident Response

Reduce incident resolution time when
outages occur

Manage Catalyst Alerts and Events

Automate Alerts and Events
with Webhooks and Dashboard API

Restore network services as quickly
as possible

Meraki Dashboard

DC)

il Catalyst

Wireless

Problem Analysis Change Tracking

Minimize risk when changes are
made to the network

Identify underlying causes of network
incidents

Recording changes made to Catalyst
Devices

Investigation and Diagnosing root
causes of incidents

Configuration Archive for Cloud Monitored Wireless on Roadmap

Performance Monitoring Image Management

Oversee the performance, utilization,

Perform network infrastructure
software upgrades on Catalyst
Devices

and capacity of Catalyst Devices

Image management for Cloud Monitored Wireless on Roadmap

il ) o ) ) )
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Cloud Monitoring Guidelines

Enable Meraki Dashboard
monitoring of Catalyst Wireless

Anywhere access to Catalyst
device status, client & traffic
statistics, topology, alerts, and
network troubleshooting

Single monitoring pane-of-glass

for Meraki and Catalyst
architectures

Catalyst Wireless architectures
that need a lighter pure cloud
monitoring solution

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

What it is not?

Cloud Monitoring is not a .
Catalyst Center replacement

Catalyst Center and Cloud .
Monitoring co-existence is not
supported for the same 9800

The Dashboard will not provide

100% management parity with .

Catalyst Center

Lighter and easier-to-maintain
monitoring platform

Provide value to Catalyst
architectures with existing DNA
Subscriptions, which couldn’t
yet adopt Catalyst Center

Cloud-based scale for multiple
sites/customers
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Cloud Monitoring Capabilities at Launch

Early Availability General Availability :
1st half 2024 2nd half 2024 MEUEUCEA S T
«  Wireless Controller Operations: «  Advanced architecture support (e.qg., « (C9800-CL Support

Guest Anchor, N+1)
«  Organization Summary Wireless LAN

 Live Client and Access Point Counts
«  Port Health

« |0OS-XE Software Image Upgrades
«  Wireless Controller Packet Capture

Controllers
+ CPU and Memory Health Alerting and . Topol S t for Wirel «  Wireless Controller Configuration
Historical Tracking Opology SUppOrt for Wireless Archive
Controllers .
» HA-SSO health . Application Visibility Feature Enablement * Assurance Event Logging
« Access Point Operations: from Dashboard - Additional Alerting Capabilities for
+ Live and Historical Associated Clients Wireless Controllers and Access Points
and Radio Channel Utilization «  Troubleshooting CLI Terminal
* Live RF Settings including Current «  Wireless Controller Web Ul Access with
Channel and Power Settings Dashboard
+ Maps & floor plans for Monitored APs « Access Point Live tools and Packet
«  Wireless Health: Capture
Client Traffic Analytics New Features May Require I0S-XE Software Upgrade
+ Client Connection and Performance
Health

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Prerequisites and Configuration
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Supported Catalyst 9800 Controllers

WLC9800-1 @ alerting  Monitor Only

C9800-40-K9 d9:14:27:2d:bb:f7 Summary APs Redundancy Supported Hardwa re1

C9800-80
A\, Controller memory utilization is . + : - ?
high
9 o o o | | .RP .. RP . 0 .. 2 09800_40
Console

2 Port diagram key o
ee— i\ C9800-L-C
sse Center Experienice : Live data
C9800-L-F
; < Access Points = Clients =
gl 83 928
g— T i Online @ Online @

, |IOS-XE Software
500 Terry A. Francois Bivd, San Francisco, Historical data
CA 94158

17.12.3 / 17.15.1
ek e":;led” Historical connectivity

Mobility group 10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00

WLC_MOBILITY_GROUP

View details

::qulzp.ua.aa (via DHCP) Client count © — 4558 clients ContrO"er Scale3
Public IP 2000

192.195.83.200

2,000 Access Points
one selected

kg i 20,000 Clients
Gateway 300

192.195.83.200

0 clients
1 C9800-CL support on the roadmap
217.9.5 as initial EFT, but not needed anymore
.él|lslélc;. © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 3 |mt|a| phase, Sca”ng SUbjeCt to eVOlVG



Supported Access Points

C9130
C9124
C9120

il
Ccisco

Wi-Fi 6E

C9136

CW9163
CW9162

CW91661/D1

CW9164

C9117
C9115
C9105

© 2024 Cisco and/or its affiliates. All rights reserved.

Wi-Fi 5

AP4800
AP3800
AP2800

Cisco Public

* AP-Bldg-14-HQ-01
CW91641-B co9c:3e:f1:23:70

Monitor Only

Cisco Building MQ
%G
%

!

Google

Map data ©2023 Google

ADDRES &

NIRELESS COb OLLE

® C9800-L-B14-HQ-SSO

VIRELESS CONT ER TAG
Site tag: Building 14 HQ SSO

Policy tag: CLUS-SSIDs

RF tag: Building 14 HQ SSO RF TAG

10DE
local-mode

CLUS
BSSID Details

RADIO SE G

2.4 GHz: 1 (20 MHz; 2 dBm)
5 GHz: 161 (40 MHz; 23 dBm)
6 GHz: 117 (80 MHz; 2 dBm)

Live data
Ports
[ ]
use
<= Uplink

Current clients & 200

Description
2¢:33:11:72:2b:20
2¢:33:11:7a:2b:21

2¢:33:11:72:2b:22

3 v ] results per page

AP port profile

use network default (none currently set)

(see/edit all profiles)

IP address VLAN
10.14.140.76 140
101414075 140
10.14.140.93 140

Utilization on current channels

Channel 1 (2.4 GHz): 100% (Very high, likely a problem)

Channel 161 (5 GHz): 30% (Acceptable)

Channel 5 (6 GHz): 1% (Acceptable)
[

(edit)

MAC address Usage
2c:33:11:78:2b:20 56 MB
2¢:33:11:7a:2b:21 39KB
2¢:33:1177a:2b:22 39 KB

Summary Location

Associated for SsID
17 minutes CLuUs
18 minutes CLUs
18 minutes CLUs

17



Cloud Monitoring Included with DNA Subscriptions

Offer Additional Value for Cisco DNA subscriptions

DNA Advantage DNA Essentials

Sl FeniIing S ol Sl S ies, ieless Full monitoring suite for Catalyst Switches, Wireless
LAN Controllers and Access Points + Client Traffic g y '

Analytics provided by I0S-XE NBAR and NetFlow HANCEITENETS SNl Aeeees FEls

UPLINKS SECURITY APPLIANCES SWITCHES

pry
«
e 212 healthy 4 /4 heaithy
@ volp & video conferencing—MS Teams
. . . Video

Clients  only switchclients = for the last day ~ 3013 GB (4 20.26 GB, 1 9.88 GB) | Matches: 2.93 GB| 203 GB (4 10.7 GB, 9.6 GB)

20 Mbys

15 Mb/s

10 Mb/s

5 Mbjs
0 Mbys
22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00

Applications details
# Description Group Usage % Usage Group usage ¥ Group % usage
1 @ WS Teams Video VolP & video conferencing 20.27 GB — 38.3% 3314 GB 62.6%
2 @ Real-time Transport Protocol Audio VolP & video conferencing 11.41 GB - 216% 3314 GB — 52.6%
3 MS Teams Audio VolIP & video conferencing 5823 MB 1% 3314 GB — 52 6%
4 @ webRTC VolP & video cnferencing 426.4 MB | 08% 3314 GB — 52.6%
5 @ Cisco Jabber Audio VolP & video conferancing 2011 MB 0.4% 331468 — 52.6%
6 Microsoft Teams VolIP & video conferencing 147.9 MB 0.3% 3314 GB — 52 .6%

il ) o 1 : :
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cloud Monitoring Architecture

Native Meraki Tunnel on Catalyst Wireless Controller

Simplified, on-device onboarding: No onboarding application

)

Cisco IOS-XE

Efficient telemetry and live data collection: Increased performance and scale

o
.CII s:clo. © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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|OS-XE Native Dashboard Onboarding

https://catalyst.meraki.com/nodes/register

Register with Dashboard

> Registration Service

Fetch Nextunnel Config config.meraki.com:443

Initiate Nextunnel

Return Meraki Serial Number . .
<€ Register Catalyst Device

Generate Meraki Serial Number

T < > Tunnel Config Service ~..

a'1;ﬁs

S

> (I =

WLC-9800-40-01 (config) #service meraki connect

service meraki connect has been enabled.

E b b g b b b g b b b b b b b b b b b b b b i b b b b b b b b g b b b b b b b b b b b g b b b b b g b b b b b b b g b b b b g b b b b g b b b b b b b b b g b g b i

WLC-9800-40-01#show meraki

Chassis Serial Migration
Num PID Number Meraki ID Mac Address Status
1 Cc9800-40-K9 TTM270100MF Q2ZZ-AZDB-77JW 4c42.lebe. 9380 Registered

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Onboarding Catalyst Wireless to Dashboard

Enable Meraki Connect in the Web Ul

afuafn Welcome r

cisco

Cisco Catalyst 9800-40 Wireless Controller

rvices~ > Cloud Services

ration~ > S

Network Assurance DNA Spaces Meraki

Meraki Connect enasten ()

& M

WLC

Meraki Registration Details

Meraki Cloud

> Meraki Connect Enabled &

v Read Tunnel Config @

Q & Feedba

Config fetch succeeded

09/29/2023 18:40:02

09/29/2023 19:45:53

€s1-2037 meraki.dev.ika

fd0a:9h09:1f7:1:4a49:1aff-feha:03R

> Access Points

AP Model H
CI130AXE-B

C9115AXI-B

CW91661-B

ck IESS

=

Welcome mars

IP Address
172.25.0.6
172.25.0.11
172.25.0.3

B
& %A

Meraki Monitoring
Capable

Yes
Yes
Yes

i}

Misconfigured APs

Tag: 0 Country Code : LSC Fallback :
Meraki Registration
Meraki ID i Status
Q2ZZ-8SWV-NZ7A Registered
Q2ZZ-FXR8-GAVZ Registered
Q5AP-WBAV-235Y Registered

Select an Action

Meraki Registration
Error Detail

Chassis Number = Role PID Serial Number Meraki ID MAC Address  Registration Status = Error Detail
*1 Active C9800-40-K9 TTM270100L8 Q277-2SK3-UHQD Ity  4c42.1ebe.9360 Registered Fetch State
Click here to to navigate to view the Meraki Registration Status of Access Points.
You will be redirected to the AP Configuration Page. Last Fetch
Please check the columns - Meraki Monitoring
Capable, Meraki ID and Meraki Registration Status,
1o view the AP Registration detalls. Next Fetch
Config Server
Cliant IPuf Addrass
B b Cisco Catalyst 9800-40 Wireless Controller
Configuration= > V
W All Access Points
Total APs:3
AP Name
AP-C9130AXE-01 sk [l
AP-C9115AXI-01 i [l
AP-CW9166I-01 i [l
1 10
aliafn . N : _ _
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Onboarding Catalyst Wireless to Dashboard

Access Point Automatic Registration

s://catalyst.meraki.com/nodes/register

> Register with Dashboard Reg istration Service

Initiate Dashboard Registration

Register Catalyst Device

S EI S el Generate Meraki Serial Number

v

Return Meraki Serial Number

CAPWAP HTTPS

WLC-9800-40-01#show ap meraki monitoring summary

Meraki Monitoring : Enabled

Number of Supported APs 2 2

AP Name AP Model Radio MAC MAC Address AP Serial Number Meraki ID Status
AP-C91361-01 C9136I-B 1484.7329.9620 c828.e5e2.al148 FJC271223FJ 0227-83SR-8HQV Registered
AP-C9120AXP-01 C9120AXP-B 2416.1b0d. fca0 10a8.29d5.ddec FJC27112309 0227-AZBV-UVQOR Registered

o
! I ! I ! © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dashboard Claim of Catalyst Wireless

WLC-9800-40-01#show meraki
Chassis Serial
Num PID Number

Meraki ID

Migration

Mac Address Status

1 C9800-40-K9

Claim by serial and/or order number

Generate license keys

You can add devices to the inventory by either adding the order number or the individual
device serial numbers, one per line.

If you want to define the device name at the same time, you can enter it using the format:
“serial number, name" for each line.

Where can | find these numbers?

You can can use this method to claim orders that

Q2CM-ZMQY-S9BG) contain hardware and licenses or just hardware.

License only orders must get claimed via the
License Info page.

TTM270100MF Q2CM-ZMQY-S9BG 4c42.lebe. 9380 Registered

Create network

N

il
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

L

Create network

Set up network

Networks provide a way to logically group, configure, and monitor devices. This is a useful way to sef
physically distinct sites within an organization.

Network name

[ SFWLC ]

Network type O

[ Catalyst WLC v J

Select devices from inventory
Choose the devices in your inventory you'd like to add to this network.
To menitor Cisco Catalyst switches in Dashboard, download the Catalyst switch onboarding app.

[Q3-?;\;\'Jv(-b:)tn".mlcl'v ][ 1 Device type ® v] Tresult  Resetall

items selected

B serial number Model Type

jarate

MAC address

Q2CM-ZMQY-S8BG C9800-40-K9 Catalyst wirsless LAN controller

d9:14:27:2d:bb: f7

A\ 4

Add a Catalyst WLC to Your Network
Complete a few mare steps to ensure your Catalyst device is properly onboarded to your Meraki network
o : s
r—— Enter craderiss conti
Organize your access points
Your APs must be assigned to a Dashboard netwerk to properly wiew all monitoring data, including status
and connectivity.
(®) single network
(® Esisting network [ Chocse netwerk - |

) Now network

Add a Catalyst WLC to Your Network

() Diffesent netwarks (by site tag)

Organize by site tag. Dashbaard will: Complate a few more steps to ensure your Catalyst davice Is properly anboarded 1o your Meraki network

based on ther site tag,

Organize APs Enter cradentiols

Enter console credentials

Please provide the level 15 ¢
also need to provide your C

figuration accs
nable password in some cases.

Usemame

Password

Cisco Enable Password (if needed)

55 Credentials needed to onbioard your device. You may

3

Confiem detasls

Add a Catalyst WLC to Your Network

Complete a few more steps to ensure your Catalyst device is properly onboarded to your Meraki network

[[] By selecting this checkbox, 13
10accass my device cradentia

Organize APs
Cancel A

— Confirm details

“ Metwork: SF WLC

Device placament

Wireless controlles
314272 AT

AP locatian
Al AP will be assigned ts this netwark

[ Gonfiguration changes ()

Enter credentials.

Cregentisls

Confiem dotails

-]

Cancel Al cnanges saved

23




Join at
slido.com
#1205 501

&) Passcode:
qznb62

‘= Active poll 0&

Quelles générations de contrdoleurs wireless et bornes Wi-Fi seront supportés
en Cloud Monitoring ?

a) Catalyst 9800, Catalyst 9100 et supérieurs
@ 0%

b) AireOS 3504/5520/8540, Aironet x800 et supérieurs
@ 0%

c) Catalyst 9800, Aironet x700 et supérieurs
@ 0%

d) Catalyst 9800, Aironet 2800/3800/4800 et supérieurs
@ 0%

e) AireOS 3504/5520/8540, Aironet 2700/3700 et supérieurs
@ 0%



Dashboard “Organization” and “Network”

Dashboard Network

« Maps to logical location (ex. site or
building)

« Defines the Broadcast domain (list
of WLANSs to be broadcasted) with
the policies of the respective SSIDs

« Defines the Radio Frequency (RF)
properties of the APs per radio

o
.CII s.clo' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How do we map devices to Dashboard Networks?

suiding S suiding

* Devices in the same physical LAN
topology should be in the same
Dashboard Network

« Ex. All devices in the same
building

» Devices in different physical topology l l

should be in different Dashboard
Dashboard Network: Dashboard Network:
Building S Building F

Networks
* Ex. Devices in different buildings

» Reduces management complexity

il ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Catalyst Wireless and Site Tags

- - ——

Pan e Access Points g “ael
/’r -------- \\\ ,/’ \\\
't’/ I N / N
et 9 ' \ 4 RF Tag N
¥ \, Policy Tag \ K/ RF o \
i \|£VL¢|N | \ i Profile T Y
\ rofile i /! A
AN S o ‘ i 24CGR S REOAD
LN s N ! i Profile i
L e _ v \ o N\ 6GHz /1
\‘ l' PO|IC\/ ‘} ll \‘ //’ AN . ‘,,/ I’
\ L profie | / am . /
\ b ¥ 4 | Profile /
\\ \\\ ,/ ,’ \\ \\\ 5 GHZ /II ’l
N ST - ,’ SN S ,’
\\\ ’,, \\\ S e I ,,,
* Defines the list of WLANS/SSIDS with e - e Defines the Radio Frequency (RF)
their Correspondlng traffic policies // N“\ properties/prof”es of the tagged APs
RC ~ \\
/’/’ S N
I/,/ * Site Tag \
i AP Join | \
7| . i ;
Iy profle \ : : :
AN fe T i+ Defines the properties of the site (central or FlexConnect)
S ,} « For a Site Tag with a Flex Profile, it also defines the
\ { Flex roaming domain
\ \ Profile [/
\\ \\\ // ,'I
\\ N A
AN D e
\\\ ’,’

i

g IIIS- . lc;- © 2024 Gisco and/or ts affiliates. Al rights reserved. Gisco Public Successfully Configuring Cisco Catalyst 9800 Series Wireless on Your First Shot
https://www.ciscolive.com/on-demand/on-demand-library.html|?#/session/1707505531188001pRGK 27
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Mapping Site Tags to Dashboard Networks

Recommendation is to map C9800 Site Tags to Dashboard Networks

1l
~

pe Organization
Cloud Monitoring TME v
Catalyst b AP'BIdg'14'HQ'01
CWO1641-B cc:9c:3e:f1:e3:70
Monitor Only

Network
Building 14 HQ SSO v »

Cisco Building 149

W All Access Points

Misconfigured APs

Network-wide

Tag : Country LSC Select an Action
Total APs:5 5 0  Code:0 Fallback: 0 - % =
Switching
AP Name * : AP Model :  Policy Tag : | Site Tag : | RFTag : =~ Wireless
o Google Map data ©2023 Google

AP-Bldg-14-HQ-01 Ll CW91641-B CLUS-SSIDs Building 14 HQ SSO EEE:C? 14 HQ SSO *  Organization J— ’

Building 14 H
AP-BIdg-14-HQ-02 &l C9115AXI-B CLUS-SSIDs Building 14 HQ SSO Rﬁ'fg‘g QSSO ® C9800-1-814-HQ-550

Site tag: Building 14 HQ SSO

Site Tag: g Eulking 14 HQ SSOFRF TAG
Building 14 HQ SSO

e —

local-mode

Dashboard Network:
Building 14 HQ SSO

afra]n
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Catalyst Wireless Onboarding Guidelines

Access Points Dashboard Network Assignment

Add a Catalyst WLC to Your Network

O APS automatically aSSigned to Network based on Option Chosen When addlng Complete a few more steps to ensure your Catalyst device is properly onboarded to your Meraki network.
the Controller to a Dashboard Network o . .
Organize APs Enter credentials Confirm

» Each monitored Controller has one AP assignment policy
Organize your access points

o PO“Cy can be mOdlfled to apply NEW AP JOinS and Dashboard Onboard Your APs must be assigned to a Dashboard network to properly view all monitoring data, including status

and connectivity.

@ Single network
Assign all of your access points to a single network.

* Already onboarded Access Points can be moved to new network with
Dashboard Ul or API

@ Existing network [ Choose network v ]
* Assignment Options at Launch: O New natwork
« ALL access points in a single network (All In One Design) O pifferent networks (by site tag)
N Same Network as the 9800 Organize by site tag. Dashboard will automatically detect and create new networks for your access points

based on their site tag.

» User specified network
« Access points in multiple networks (Site-Based Design)
* APs assigned by 9800 configured Site-Tag

Cancel All changes saved

il ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Dashboard Networks for Catalyst Wireless

Dashboard Network Types

Access Points Only A combination of Dashboard Network Types
Cannot Mix MR and Monitored Catalyst APs

Cannot Mix MR and Monitored Catalyst APs in

the same Dashboard Network
Wireless LAN Controller
Wireless Controllers and Monitored Access

Monitored C9800 Wireless Controllers Only Points can be in the same or separate
Dashboard Networks

il ) o ) ) .
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dashboard Networks Assignment Options

All in One Design Site-Based Design

Data Center
,
a?&

0101010
olo olo

Dashboard Network Assignment: Dashboard Networks Assignment:
9800 and all APs in the same Network 9800 in its own Network

APs assigned to their Networks by Site Tags

o
ICII S.C|O' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dashboard Network Assignment: All in One

All in One Design

« Recommended for deployments
where 9800 and APs are in the
same physical LAN topology

« Ex. Buildings, smaller campus, etc.

- Sites that have a dedicated
controller

Dashboard AP Assignment:
9800 and all APs in the same network
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Dashboard Network Assignment: All in One

My Dashboard Org

Network: Campus

> EmEed —~ WLC:HQ-9800-1
BEEEe —~  AP:AP-HQ-1
e —~  AP:AP-HQ-2
AP Assignment: All access points in the -
— . - -
same network — R AP: AP-HQ-3

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Dashboard Network Assignment: All in One

s | Network / & Wireless LAN Controllers ¢« -
‘. Office_HQ
WLC_9800_1 @ Online  Monitor Only

<> Network-wide

C9800-40-K9 e@:ch:bc:a3:03:48 Summary Ports APs Redundancy Mobility
{0 security & SD-WAN
E  Switch Access points
1 K’
. Lagunite W i
%" Wireless - [ Q Search ] [ Status v ] [ Network v ] [ Tags v ] = Filters 144 results
B Systems Manager Status Name Network * Model Serial number MAC address Local IP Connectivity ()
% Camera @ (] My_Catalyst_AP_1 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 I
Woodville @ My _Catalyst_AP_2 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 "
@' Sensors
(] My_Catalyst_AP_3 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 N
i 174
hl Insight Address ) ) © My Catalyst_AP_4 Office_HQ C124AXD  Q3AB-VRG5-9ZNX  98:18:88:fb:70:f4  10.20.50.50 S
500 Terry A. Francois Blvd, San Francisco, CA
®  Organization-wide 94158 (] My_Catalyst_AP_S5 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 I
HA/Redundancy (] My_Catalyst_AP_6 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 |
SSO0 enabled
(] My_Catalyst_AP_7 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 1
Mobility group
WLC_MOBILITY_GROUP (] My_Catalyst_AP_8 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 -—
Mobility MAC address (] My_Catalyst_AP_9 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 _-=-
001e.bd83.b2ff

il ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Dashboard Networks Assignment: Site-Based

Site-Based Design
« Recommended for deployments

— where the 9800 and APs are not In
Data Center the same physical LAN topology
ale « Ex. 9800 is central location and APs are
in different sites

« For a Large Campus, 9800 is in
central location and the APs In

@@ @@ different bUI|d|ngS

« 9800 is in a dedicated data center
« Each AP building is its own network

Dashboard Assignment:
9800 in its own network and APs assigned by Site Tag
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Dashboard Networks Assignment: Site-Based

My Dashboard Org (\/I\-/I\)

Data Center
>

—

= AP: SITE-1-AP-1

>
—

—

= AP: SITE-3-AP-1

—

= AP: SITE-1-AP-2

AP Assignment: Access Points assigned
by Site Tags

N
Iélllslélc;' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public = AP SlTE—3—AP—2
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Dashboard Networks Assignment: Site-Based

s | Network / & Wireless LAN Controllers ¢« -
‘. Office_.HQ
WLC_9800_1 @ Online  Monitor Only

<> Network-wide

C9800-40-K9 e@:ch:bc:a3:03:48 Summary Ports APs Redundancy Mobility
{0 security & SD-WAN
E  Switch Access points
. ”
A Lagunite W )
%" Wireless - [ Q Search ] [ Status v ] [ Network v ] [ Tags v ] = Filters 144 results
B Systems Manager Status Name Network * Model Serial number MAC address Local IP Connectivity ()
% Camera @ (] AP_BC_01 Boston Cafe C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 1
Woodville (] AP_BC_02 Boston Cafe C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 1
" Sensors
(] AP_BC_02 Boston Cafe C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 1
Il Insight Address 4 (] AP_BC_02 Boston Cafe C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 e e
500 Terry A. Francois Blvd, San Francisco, CA
®  Organization-wide 94158 © APBCO02 Boston Cafe C124AXD ~ Q3AB-VRG5-9ZNX  98:18:88:fb:78:f4  10.20.50.59  ee—
HA/Redundancy (] My_Catalyst_AP_1 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 ]
SSO0 enabled
(] My_Catalyst_AP_2 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 1
Mobility group
WLC_MOBILITY_GROUP © My _Catalyst_AP_3 Office_HQ C124AXD Q3AB-VRG5-9ZNX  98:18:88:fb:70:f4  10.20.50.59 ——
Mobility MAC address (] My_Catalyst_AP_4 Office_HQ C124AXD Q3AB-VRG5-9ZNX 98:18:88:fb:70:f4 10.20.50.59 o —————
001e.bd83.b2ff

i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



N+1 HA
My Dashboard Org

My Dashboard Org M
Data Center 1 Data Center 2 ™ Network: Data Center 1

AI&

KA

il ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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il
Ccisco

My Dashboard Org

Network: HA SSO

“="  WLC: 9800-SSO

Since an HA SSO pair is logically one 9800, it will be represented as a single Wireless Controller in the
Dashboard.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Foreign - Anchor

Foreign 9800 Anchor 9800

All in One: APs in the same Network as the

Foreign 9800

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

My Dashboard Org

Network: HQ

/”3 WLC: 9800-Foreign

—

=  WLC: 9800-Anchor

| |

= AP: HQ-AP-1
= AP: HQ-AP-2
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Foreign - Anchor

My Dashboard Org M
Foreign 9800 Anchor 9800
Network: Foreign 9800

| .
06

—
- GETETTD

Site-Based: APs assigned to Networks based

il ) o ) ) .
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wireless Controller Alerts & Events

Unreachable device

Controller unexpected reload at <timestamp>

A power supply is offline

Redundancy Switchover Detected

Redundancy Standby Failure Detected

Controller CPU Utilization is High
Controller CPU Utilization is Critical

Mobility Tunnel Flap Detected on Peer <peer mac>

- CPU = =
- - WNCD Process CPU Utilization is High* C) Mobility Tunnel Down to Peer <peer mac>
e WNCD Process CPU Utilization is Critical* ozl
G
4
RN L /-\ - o
Memory Controller Memory Utilization is High @7 RADIUS Server Timeout on SSID <name(s)>
NN Controller Memory Utilization is Critical BADIUS RADIUS Server Timeout on all SSIDs*
G
4
Interface <interface name> is Disconnected N .
oHep ™ DHCP Server Timeout on SSID <name(s)>*

Flap Detected on Interface <interface name>

Errors Detected on Interface <interface name>

J

.

DHCP Server Timeout on all SSIDs*

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

* Roadmap items planned after the initial launch
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Health and Assurance for Catalyst Wireless

Are my interfaces

C9800-40-K9 ef:cb:bc:a3:83:48

)

Address

¢
Lagunite

What is
my current
AP load?

500 Terry A. Francois BIVd, 5o

94158

HA/Redundancy
S$S0 enabled

Wireless LAN Controller

Track historical CPU and Memory
Utilization, Client Load, and Ports and
Interfaces status and traffic statistics

Mobility group
WLC_MOBILITY_GROUP

Mobility MAC address
@B1e.bd83 .b2ff

LAN P
192.195.83.200

Type
DHCP

Link aggregate
Enabled

Public IP
192.195.83.2008

Gateway
19.92.128.183

DNS

10.92.128.103
18.92.131.26

LAN IPvE

W

up? Are they

Summary Ports  APs  Topology  Redundancy  Mobility accruing CRC or
input errors?
A - *
L
. - 1] W~ S |
Console
Portkey What is my .
current

. client load?
Live data

Access Points O Clients g

83 355

Online & Online &
Historical data (O Lstiznous |

Connectivity

10:00:00 12:00:00 14:00:00 16:00:00 What are my 22:00:00 00:00:00
client load
trends over the
last 12 hours? .
Client count ® Week? Month? — 4558 clients
2000
1500

What is my average

CPU load trends
over the last 12
hours? Week?

1000

-o- 982clients (00:02:00

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

e ?
) CPU utilization Month?
clients
10:00:00 100%
75
50
25 - 1.02%00:02:00
0 SAN ._/\/ &
10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00
Memory utilizatio What is my
R memory usage
g over the last 12 l
” .
: Month? | |
25
0 Has my CPU or

10:00:00 12:00:00 14:00:00 16:00:00

Memory crossed a 22:00:00 9070000
warning or critical

threshold?
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Health and Assurance for Catalyst Wireless

Wireless overview © Lastahours ~  AlISSIDs v New

Connection health ®

Excellent ‘

Failed clients by SSID

What SSID are my
clients failing on?

Average signal quality by SSID (SNR)

How many clients

failed to connect to
an SSID?

Failed clients

5/631 ~ax

Time to connect
0.44 s 0045
pected )

Where are my clients failing?
Association? Authentication?

DHCP?

B Assoc B Auth @ DHCI

150

100

o o A 0

Roaming

0.07 s ~o0zs

Expected < 3s O

and failed clients

Total clients  (_] Smart threshold

MW Total clients M Failed clients Anomal

Performance health ©

Latency

47.22 ms 1991 ms

Expected < 60 ms @

Excellent ‘

Packet loss

2% 1%

Expected 3% - 5% @

erage signal quality (SNR)

What is the average
SNR across all my

40 dB

30de

20dB

clients over 2 hours? 24
hours? Last week?

What is the Client
connection rates for all
my clients over 2
hours? 24 hours? Last
week?

Signal quality (SNR)

49 dB No change

Expected > 27 dB ()

What is the
average SNR

across all my
clients?

W Signal quality

10 dB
0dB
a \,rﬁ v 07:23 07:40 07:56 08:13 08:30 08:46 09:03
A
i ) o ) ) )
cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Client Connection Health

See the health of wireless connections
across the entire network

Client Performance Health

View Latency, Packet loss and SNR of the
client devices
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‘= Active poll o0&

Quels modeles de controleurs wireless Catalyst 9800 seront supportés en
Cloud Monitoring dans la toute premiére phase ?

a) 9800-CL
@ 0%

b) 9800-CL, 9800-L, 9800-40, 9800-80

. (94
- c) 9800-L, 9800-40, 9800-80
Join at & 0%
slido.com
d) 9800-40, 9800-80
@) Passcode:
qznb62 e) 9800-CL, 9800-40, 9800-80

@ 0%



Demo Time

afra]n
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ' fort 9
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‘= Active poll 0&

A partir de quelle version d’lOS-XE on supportera le Cloud Monitoring pour
Catalyst Wireless ?

a) I0S-XE 17.9.5 ou supérieure
@ 0%

b) I0S-XE 1712.3, 1715.1 ou supérieure

@ 0%
: c) I0S-XE 17.9.5, 17.12.3 ou supérieure

Join at @ 0%

slido.com

d) I0S-XE 17.9.5, 17151 ou supérieure

#1205 501 & 0%

&) Passcode:
qznb62 e) I0S-XE 17.12.3 ou supérieure

@ 0%



Cloud Monitoring for Catalyst Wireless

Unified view of Cisco
Wireless Infrastructure

Device Health and
Troubleshooting

Network Client and
Traffic Information

Licensing
DAVARSSISEINIE]S
DNA Advantage

Wireless Platforms
Controllers - Physical 9800s
APs - 28xx, 38xx, 48xX,
C91xx, CW9I1xx

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Un evenement virtuel ultime pour les etudiants en
technologie du monde entier. Et c'est gratuit !

Rejoignez-nous pour notre premiere diffusion en direct de Cisco U.

Mercredi 24 avril 2024 (*sessions en anglais) Cisco U.

Spetlight
Nous mettons en lumiere les sujets et les technologies les plus Connect. Secure. Observe.
importants - depuis les fondamentaux et les meilleures
pratiques, jusqu'aux compétences spécialisées - qui génerent
les principales tendances et innovations d'aujourd’hui.
Découvrez les dernieres stratégies et technologies pour
connecter, protéger et observer les environnements réseau
les plus complexes d'aujourd'hui.

Register for free

- Hands-on Meraki Action

Explorez plus de 25 sessions animées par des technologues,
des leaders du secteur et des experts de Cisco ou de
technologies adjacentes, et plongez-vous dans des keynotes,
des ateliers pratiques, des présentations de niveau expert, ou
les trois !

Apprenez aujourd'hui, dirigez demain. Développez les

compétences nécessaires pour progresser, exceller et piloter Why e o -
la prochaine innovation de votre organisation. attend s, cosre e revr. o
Iéll'S.éICI)' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Who ShOU|d
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https://learningnetwork.cisco.com/s/cisco-u-spotlight?ccid=spotlight24&dtid=email&oid=cxcomms

© O
)

Avez-vous des guestions ?

Si vous avez poseé une question sur le panneau de
Q&R (Q&A en anglais) ou que vous revenez sur la
communauté dans les jours qui suivent notre
webinaire, nos experts peuvent encore vous aider !

Soumettez vos questions jusqu’au 12 abril 2024,

https://bit.ly/AMA-apr24

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Faites valoir votre opinion

Répondez a notre enquéte pour...

« Proposer des nouveaux sujets
- Evaluer nos experts et contenus
- Envoyer vos commentaires ou suggestions

A la fin de cette session, une enquéte s'ouvrira dans
la fenétre de votre navigateur, cliquez sur le lien.
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AMA-apr24

NOS réseaux soclaux

LinkedIn

Cisco Community

Twitter
@CiscoCommunity

YouTube

CiscoCommunity

Facebook
CiscoCommunity

o
IC|| s'clo' © 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public

@ HeyCisco ©

ire en frangais
Redécouvrez Cisco SD-WAN
L'offre Cisco SD-WAN évolue avec une
nouvelle interface graphigue optimisée.

Mardi 17 janvier 202
1= °

Wishing al #CiscoCommunity members a wonderful hol

<«  Cisco Community @
18.5K Tweets

Following

Cisco Community @
@Cisco_Support

A peer-to-peer online community where customers, partners and Cisco experts
collaborate, co-create, share, and learn.

Find out more: cs.c CUY

© San Jose, CA (2 community

co.com [&) Joined November 2009

D Youlibe I 2 0@

@ Cisco Community =

Weicome and merts fox storong iy Ciec - © R

@CiscoCommunity

 Foliowing Visit website

Posts

o

@ CiscoCommunity  fotomars
®

we

Redécouvrez Cisco SD-WAN avec
Aymeric Marchand et Nicolas Boursier

| 2
0
<4

Stay one step ahead ]
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https://www.linkedin.com/showcase/cisco-community/
https://twitter.com/ciscocommunity
https://www.youtube.com/@CiscoCommunity
https://www.facebook.com/CiscoCommunity/

o],
CISCO

The bridge to possible
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