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Agenda

• Introduction to NAC & 802.1x

• Authentication

• Authorization

• Guest Access

• Profiling

• Posture

• Threat centric NAC with Third party 
integration
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NAC End to End solution

Radius ServerEndpoints

• Users

• Devices

• Things

Security Integration

• Cloud Analytics
• Secure Firewall
• Third party security 

products

SecurityEnterprise

Identity Services

• Azure/AD/LDAP
• MDM
• SAML/MFA

ISE

Network Devices

• Switches

• WLCs / APs

• VPN



Radius Server

Fundamentals of 802.1X

RADIUS: ACCESS-REQUEST

RADIUS SERVICE-TYPE: FRAMED

EAP: EAP-RESPONSE-IDENTITY

Credentials
(Certificate / Password / Token)

802.1X

EAP

EAP

RADIUS

EAP EAP

EAP: Extensible Authentication Protocol

Network Device

(Authenticator)

Endpoint

(Supplicant)

Supplicant: Software running on the client that provides credentials to the 

authenticator (Network Device).

ISE

(Identity Store)



Fundamentals of 802.1X

Port-Unauthorized

(If authentication fails)

RADIUS: ACCESS-ACCEPT

EAP: EAP-SUCCESS

RADIUS

EAP

Port-Authorized

802.1X

EAP

EAP: Extensible Authentication Protocol

Radius Server (Identity Store)Network Device

(Authenticator)

Endpoint

(Supplicant)

Supplicant: Software running on the client that provides credentials to the 

authenticator (Network Device).

ISE
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• Introduction to NAC & 802.1x

• Authentication

• Authorization

• Guest Access

• Profiling

• Posture

• Threat centric NAC with Third party 
integration



• Multiple EAP

• PEAP-MSCHAPv2

• EAP-TLS

• EAP-TTLS

• EAP-GTC

• EAP-AKA

• EAP-TEAP

• EAP-SIM

• PEAP 

• ……

What type of authentication



Authentication How and who

And / Or

Machine authentication

User authentication

EAP-TLS

PEAP-MSCHAPv2Passwords

Token / OTP

Certificates

MAC-ID
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Trust User and Machine authentication with TEAP

+

TEAP : Machine & User authentication

ISE
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802.1x supplicant configuration from AD GPO

By default, TEAP is not 
configurable from AD Group 
Policy management

GPO need to be updated to 
support TEAP :

https://community.cisco.com/t5/
security-knowledge-base/teap-
for-windows-10-using-group-
policy-and-ise-teap/ta-
p/4134289

https://community.cisco.com/t5/security-knowledge-base/teap-for-windows-10-using-group-policy-and-ise-teap/ta-p/4134289
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802.1X with EAP-TLS or TEAP to Azure AD

ISE

EAP-TLS / TEAP

ISE separates Authentication from Authorization :

1. Authentication Using Certificate (user OR machine (EAP-TLS)| user AND machine (TEAP))

2. ISE fetches groups & attributes for certificate CN using Azure Graph API

3. Authorization based on Azure AD group membership and attributes

Subject Common Name (CN)
employee@example.onmicrosoft.com

CAP

CACACA

Groups

Azure Active Directory



MAB

802.1X 

Timeout

MAC Authentication Bypass (MAB)

LAN

Network Device

Cisco ISE
802.1X

No 

802.1X

Endpoints without supplicant will fail 802.1X authentication!

EAP: What’s your Id?

Any Packet User: 00-10-23-AA-1F-38

ACCESS-ACCEPT

MAB requires a MAC database   |   ISE can build this database dynamically

Bypassing “Known” MAC Addresses

00-10-23-AA-1F-38 Network Device

Cisco ISE
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Wireless PSK & iPSK

Traditional PSK Identity PSK

ISE

Psk=Cisco123

Psk=Cisco123 Psk=Cisco123

Psk=Cisco123 Psk=pass123

Psk=xvyzp Psk=Cisco123

Psk=234kznT

Internal or external DB
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• Introduction to NAC & 802.1x

• Authentication

• Authorization

• Guest Access

• Profiling

• Posture

• Threat centric NAC with Third party 
integration
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Radius Authorization

802.1X / MAB / WebAuth

It tells what the 

endpoint has access to.

18

Vlan

URL_Redirect

ACL / DACL

Voice Vlan

Port Profile
SGT
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Radius Attribute
IETF 
Attribute

Vendor Specific Attribute
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Radius Server should support Third party Libraries

ISE

IETF attribute

Vendor Specific attribute
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USE case 1 : vlan assignment

Cisco ISE

Endpoints

• Users

• Devices

• Things

ISE

Endpoints

• Wired
• Wireless

quarantaine

Voice

Employee

guest

IOT

Vlan Name
or VLAN #
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USE case 2: Micro-Segmentation, SGT

Radius

Endpoints

• Users

• Devices

• Things

ISE

Endpoints

• Wired
• Wireless

Voice

Data

Cisco DNA Center 

SGT-quarantaine

SGT-IOT

SGT-employes

SGT-voix
NGFW

SGT Rules
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USE case 3: Guest Access

Cisco ISE

ISE

Endpoints

• Wireless

Internet

Self Registered

Sponsored Guest Access

Self-registration by guests, 
Sponsors may approve 

access

Authorized sponsors create 
account and share 

credentials 
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Guest solutions :  traditional vs ISE

• Wireless

Internet

ISE

• Wireless

Internet

Captive

Portal

3 – Permit Access

Traditional
Guest Portal

ISE Guest
Solution

Portal
Activity Logs

NAT
Security policy

NAT
Security policy

Activity logs
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• Authentication

• Authorization

• Guest Access

• Profiling

• Posture

• Threat centric NAC with Third party 
integration
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USE case 4: asset identifications, profiling

Cisco ISE

ISE

Endpoints

• Wired
• Wireless

Netflow DHCP DNS HTTP RADIUS NMAP SNMP

CDP LLDP DHCP HTTP H323 SIP MDNS

ACTIVE PROBES

DEVICE SENSOR

ANYCONNECT ACIDex

AD

ISE data collection methods for Device profiling
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Example : IPAD profiling

Is the MAC Address 
from Apple

DHCP:host-name
CONTAINS iPad

IP:User-Agent
CONTAINS iPad

Profiling policies

Assign this MAC 
Address to ID 
Group “iPad”

I am fairly certain 
this device is an 

iPad

NMAP:operating-system
CONTAINS Apple iOS or 
Apple iPhone OS

DHCP:dhcp-parameter-request-
list
EQUALS 1, 3, 6, 15, 119, 252 
or xxx or xxx or xxx
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Radius server Profiling policies
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Profiling Packages and Integrations

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security

IOT Building & Automation

Library

XML

Medical Devices

250+ Medical 
device profiles Hospital

ISE

Profiles IOT devices and sends endpoint labels via pxGrid to ISE for authorization

Cisco AI Endpoint Analytics

pxGrid

Industrial Devices

Cisco 
CyberVision

Factory

pxGrid

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security
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Example : Cybervision integration

• CyberVision classifies the OT devices 
based on the results of Deep Packet 
Inspection.

• The attributes are then sent up to ISE 
via pxGrid

• ISE populates the custom attributes 
with the ones received via profiling 
pxGrid probe

Administration–> System–> 
Settings -> Profiling

Identity management –> 
Settings –> Endpoint 
Custom Attributes

PxGrid

PLC IO DRIVE CONTROLLER

Modbus

CIP

PROFINET

…..

CyberVision
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PxGrid Probe

Endpoint Details

Custom attributes 
populated from form 
CyberVision
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CMDB integration

Cisco ISE

Endpoints

• Users

• Devices

• Things

ISE

Endpoints

• Wired
• Wireless

quarantine

Voice

Employee

guest

IOT

External Database 
(E.g., ServiceNow CMDB)
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CPP-1309

{

"results":[ 

{ 

"mac_address":"DC:A6:32:6D:A3:BB",

"ipsk":"Ktghmo9M",

"created":"20220819T113319",

"expires":"20230819T113319",

"owner":"thomas@cisco.com",

"status":"Operational",

"department":"Facilities",

"description":"rpi-1 | Raspberry Pi | 

},

{ 

"mac_address":"DC:A6:32:1A:C5:F8",

"ipsk":"Cisco123",

"created":"20220819T113319",

"expires":"20230819T113319",

"owner":"thomas@cisco.com",

"status":"Operational",

"department":"Signage",

"description":"rpi-2 | Raspberry Pi | 

},

...
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ML Analytics

Endpoint
Profiling

Data
Aggregation

Network 
Telemetry 

Probes

Easy 
Onboarding 

Tools

RF 
Fingerprinting 

(Roadmap)

DPI-based 
Fingerprint/

Behavior

CMDB 
Connector

3rd Party 
Visibility 

Tool

Continuous Trust with DNA Center Endpoint 
Analytics 

??

Rapidly reducing the unknowns to gain visibility
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Endpoint Analytics

7Session ID

SD- AVC

NBAR

Cisco DNAC

Catalyst 9k

Meta- data

OS = Windows 7

Model = Ultima 2

Manuf. = Globex Corp.

Device Type = CT Scanner

M
u

lt
i-

F
a
c

to
r 

C
la

s
s
if
ic

a
ti
o

n

End Station

AI Endpoint Analytics for enhanced profiling
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DNA Center Endpoint Analytics and ISE

Telemetry Traffic 
Appliance (TTA)

Distribution Layer

Legacy Cisco Switches / 3rd party devices

SPAN

Cisco ISE

Policy

Cisco DNA + 
Machine learning

Context

Wireless LAN
Controller

Classifications ISE

Catalyst 9000

NBAR 
(SD-AVC Agent)

Netflow

ML Analytics

Endpoint
Profiling

Data
Aggregation
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Continuous Trust with DNAC Trust Analytics:

3

Trust Score

Secure authentication 
and Posture 

Impersonation attacks

Low reputation IP 
Connections

Vulnerability/ Threat Metrics 

ML

Continuously monitor 
anomalies/ threats, 

evaluate Trustworthiness 
and restrict access

EA

Unauthorized ports and 
weak credentials

Embedded / 
Machine 
Learning

Security 
Ecosystem

Continuous evaluation of endpoint security posture  for Trusted Access
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Mac Spoofing

MAC : 
2C:54:91:88:C9:E3

ISE

I am : 
2C:54:91:88:C9:E3

MAB

• DHCP class-ID change
• OS change



40
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Mac & Attribute Spoofing

MAC : 
2C:54:91:88:C9:E3

ISE

MAB

DHCP Class-ID : 
LEXMARK

I am : 
2C:54:91:88:C9:E3

DHCP Class-ID : 
LEXMARK

• DHCP class-ID no change

Cisco DNA + 
Machine learning

ML Analytics

Endpoint
Profiling

Data
Aggregation

• Machine learning
• Detect behavior change

Quarantine

Alert 
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Men in the Middle Attack

MAC : 
2C:54:91:88:C9:E3

802.1x

IP : 144.23.45.23

MAC : 
2C:54:91:88:C9:E3
IP : 144.23.45.23

ISE

Cisco DNA + 
Machine learning

ML Analytics

Endpoint
Profiling

Data
Aggregation

• Machine learning
• Detect behavior change

Quarantine

Alert 
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High Trust (7-10)

Medium Trust (4-6)

Low Trust (1-3)

Deny Access1-3

Limited Access4-7

Full Access7-10

Trust-based Policies
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TALOS integration: Detecting endpoint connections 
to low reputation sites.

• Cisco TALOS IP Reputation feature gets 
blocked list from TALOS to Endpoint 
Analytics to identify and alert admins of 
this behavior.

• Catalyst 9K w/ IOS-XE: 17.7+

• NetFlow configuration on wired/wireless

• DNAC 2.3.3

• Endpoints have unauthorized connections 
to bad reputed sites and and malicious 
IP’s indicating anomalous behavior

Trust Score

EA

Blocked IP list of 
untrusted sites

Internet sites & locations 
with low web reputationUse case

Capability

Considerations

DNAC 2.3.3
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Endpoint Analytics Compatibility Matrix

Capability DNAC

Wired CAT9k Wireless CAT9800 4 Traffic 
Telemetry 
Appliance 

(TTA)
Fabric Non-Fabric Local Flex

DPI Based 
Profiling

2.1.2.x ✓ ✓ ✓ ✓ ✓

AI Smart 
Grouping

2.1.2.x ✓ ✓ ✓ ✓ ✓

AI Spoofing 
Detection2 2.2.2.x ✓ ✓ ✓ ✓ ✓

Anomalous 
profile change 

2.2.3.x ✓ ✓ ✓ ✓ ✓

NAT Detection 2.2.3.x ✓ ✓ ✓ ✓ ✓

Concurrent MAC 
Detection

2.2.3.x ✓ ✓ ✓1 ✓1 ✕

Open Port Scan3 2.3.2.x (CA) ✓ ✓ ✕ ✕ ✕

Weak Credential 
Scan3 2.3.2.x (CA) ✓ ✓ ✕ ✕ ✕

Talos Low 
Reputation2 IP

2.3.3.x ✓ ✓ ✓ ✓ ✓

1 – Concurrent MAC violations can not occur on wireless CAT9k Controller, but can detect concurrent MACs between wired and wireless.
2 – AI Spoofing Detection and Talos low reputation needs netflow configuration, other functionalities need NBAR.
3 – Open port scan, weak credential scan needs security sensor (SDAVC app provisioned as container in Cat9k switch)
4 – Support for Fabric and Flexconnect from IOSXE 17.7+. Local mode supported in 17.6 for Enterprise SSID
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• Introduction to NAC & 802.1x

• Authentication

• Authorization

• Guest Access

• Profiling

• Posture

• Threat centric NAC with Third party 
integration
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USE case 5: posture assessment

Cisco ISE

ISE

Endpoints

• Wired
• Wireless
• VPN

AnyConnect / secure client

OR

Agent Less

Assessment 

• Disk Encryption

• File check

• Patch Mgmt.

• Registry

• Application

• Service

• USB

• Compound

• Firewall

• Anti-Malware 

• Anti-Spyware

• Anti-Virus

Posture condition checks

Automatic Manualor

or

Evaluate

Remediate

CompliantNon-Compliant

quarantine
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Posture check

N
e
tw

o
rk

 A
c
c
e
s
s

Optional

remediation

Mandatory

remediation

Manual

remediation

Compliant

Automatic

remediation

Not compliant

Posture Flow with anyconnect / Secure Client

• Quarantine Vlan

• ACL / DACL

• SGT

Optionnal Quarantine
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Agentless Posture

802.1X / MAB

Posture Status

CompliantUnknown

Employee

ISE

PowerShell

>_
Shell (.sh)
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Application & HW visibility with posture
Per device Application list

Per device HW detail
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Posture Deployment Options
Capability

AnyConnect
secure client

AC/SC Stealth Temporal Agentless

Anti-Malware Checks ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

Firewall Installation Checks ✅ ✅ ❗ ✅ ✅ ✅ ✅ ✅ ✅

Application Inventory ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

Hardware Inventory ✅ ✅ ❌ ✅ ✅ ✅ ✅ ✅ ✅

Process Checks ✅ ✅ ❌ ✅ ✅ ✅ ✅ ✅ ✅

Dictionary Conditions ✅ ✅ ❌ ✅ ✅ ✅ ✅ ✅ ✅

Application Checks ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

File Checks ✅ ✅ ✅ ✅ ✅ ✅ ✅ ❗ ✅

Service Checks ✅ ✅ ✅ ✅ ✅ ✅ ❗ ✅ ❗

Disk Encryption ✅ ✅ ❌ ✅ ✅ ❗ ❗ ❗ ❗

Patch Management ✅ ✅ ✅ ✅ ✅ ❗ ❗ ❗ ❗

Registry Checks ✅ N/A N/A ✅ N/A ✅ N/A ❗ N/A

USB Checks ✅ ❌ ❌ ✅ ❌ ✅ ❌ ✅ ❌

Custom Posture Script ✅ ✅ ✅ ✅ ✅ ❌ ❌ ❌ ❌

Custom Remediation Script ✅ ✅ ✅ ✅ ✅ ❌ ❌ ❌ ❌

Remediation
Auto, 

Manual
Partial

Auto 
(script)

Part Auto Partial Text Text ❌ ❌

Reassessment ✅ ✅ ✅ ✅ ✅ ❌ ❌ ❌ ❌

✅ Supported

❌ Not Supported

❗ Limitations
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USE case 6: MDM integration

Cisco ISE

ISE

Endpoints

• Wired
• Wireless

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSinceLastCheckin
DetailedInfo
DeviceID
DeviceName
DeviceType
DiskEncryption
EndPointMatchedProfile
FailureReason
IdentityGroup
IMEI
IpAddress
JailBroken
LastCheckInTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMFailureReason
MDMServerName
MEID
Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched
RegisterStatus
SerialNumber
ServerType
SessionId
UDID
UserName
UserNotified

MDM API
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Latest endpoint OSs randomize device MAC 
address as they connect to the network. As a 
result, MDM compliance check and other 
security controls fail because of unrecognized 
private MAC addresses as device identifiers.

Problem

Managed assets are provisioned with client 
certificates with unique device identifier 
which is used for NAC services.

Solution

Visibility and compliance for devices with 
Randomized MAC addresses

Mobile Device Manager

Managed Endpoints WLC Cisco ISE

Device
Unique 

ID

Cert
Provisioning

EAP-TLS
(DUID in SAN 

URI/DN)

MDM
Query

RADIUS Response

pxGrid
(Session 
Directory)

“Device Unique Identifier” (DUID) 
as the policy anchoring point instead of MAC addresses

DUID/GUID terms used interchangeably 



53
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Agenda

• Introduction to NAC & 802.1x

• Authentication

• Authorization

• Guest Access

• Profiling

• Posture
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USE case 7: Third Party security solutions 
integration

Cisco ISE

Endpoints

• Users

• Devices

• Things

ISE

Endpoints

• Wired
• Wireless

Context 3rd Party Security solutions

Who

What

When

Where

How

Posture

Threat

Vulnerability

PxGrid API



pxGrid enables these 4 scenarios 

CONTEXT TO PARTNER

ISE makes Customer IT 

Platforms User/Identity, 

Device and Network Aware

CONTEXT

CISCO 

ISE

ECO-

PARTNER

ENRICH ISE CONTEXT

Enrich ISE context. Make 

ISE a better Policy 

Enforcement Platform 

CONTEXT

CISCO 

ISE

ECO-

PARTNER

THREAT MITIGATION

Enforce dynamic policies in 

to the network based on 

Partner’s request

ACTION

CISCO 

ISE

ECO-

PARTNER

MITIGATE

CONTEXT BROKERAGE

ISE brokers Customer’s IT 

platforms to share data 

amongst themselves

CISCO 

ISE

ECO-

PARTNERS
pxGrid
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ISE Continuous trust: threat centric with secure 
endpoint

1

Threat from 
Jim’s device

3

Secure Endpoint notifies the cloud2

Ji
m

Harr
y

Alic
e

5

Cisco ISE
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Continuous trust based on Vulnerability 
Assessment

On-prem Scanner

1

Scan Jim’s Endpoint2

Scans3 Scan report 4

CVSS=10

5

CVSS: Common Vulnerability Scoring System

Authorization Policy

If CVSS is Greater than 8 Quarantine= true, then

Ji
m

Harr
y

Alic
e

6

Cisco ISE
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Example of Infoblox PxGRID integration

• Context based IPAM: 
IP address 
management with user 
and device context. 
“Who has that IP last 
Tuesday?”

• Threat containment: 
Infoblox detects 
suspicious DNS 
resolutions and 
requests ISE 
quarantine over ANC

58
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W

DC

AD

server 1

server 2

Poste client

EPODXL

Trellix

Pxgrid

Quarantaine

Example of Trellix & third party Firewall integration

Quarantaine

ISE
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Example of SIEM Integration
SPLUNK & QRADAR 

Download from Spluk APP Store : https://splunkbase.splunk.com/app/1589/

https://exchange.xforce.ibmcloud.com/hub/extension/6091fd93042043212fd2494fe97ff5b7

Download from IBM Qradar APP store

https://splunkbase.splunk.com/app/1589/
https://exchange.xforce.ibmcloud.com/hub/extension/6091fd93042043212fd2494fe97ff5b7
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61

Users and guests

Devices

Applications Threats & 

vulnerability

Localizations

Posture

Network 

Access Devices

NAC need to trust all context



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Zero Trust & NAC
Authenticate user and device trust 
across wired, wireless, & VPN 
networks

User/Device 
requests network 

access

1

Device posture is 
checked and verified -
User/Device Trust level 

is established 

2

User/Device is 
authenticated, role is 

verified

3

• Simplify and automate guest and contractor access 
based on business need (e.g., ISE Is a RADIUS, 
TACACS AAA server)

• Automatically detect, identify, and categorize 
devices connecting to the network including IoT / OT

• Accelerate and unify network access policy across 
the distributed global network with NAC from the 
cloud

High ProductivityStrong Security

• Authenticate seamlessly - Gain global awareness with 
both cloud and on-prem identity stores using standard 
protocols (e.g., EAP-based)

• Secure BYOD/MDM with device posture assessment for 
managed and unmanaged devices 

• Balance risk with flexible access - Identify devices 
managed/unmanaged, BYOD/MDM, Guest/Visitors to 
align access based on need





64
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Si vous avez posé une question sur le panneau de Q&R (Q&A en 

anglais) ou que vous revenez sur la communauté dans les jours qui 

suivent notre webinaire, nos experts peuvent encore vous aider !

Participez dans le forum de Ask Me Anything (AMA) avant le 17 

février 2023

https://bit.ly/AMA-mar23

Faites valoir votre opinion
Répondez à notre enquête pour… 

• Proposer des nouveaux sujets

• Évaluer nos experts et contenus 

• Envoyer vos commentaires ou suggestions

Cliquez sur le lien

https://bit.ly/WEBenq-mar23

Section title

Avez-vous des questions ?

https://bit.ly/AMA-mar23
https://bit.ly/WEBenq-mar23
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Nos réseaux 
sociaux

LinkedIn 

Cisco Community

Twitter

@CiscoCommunity

YouTube

CiscoCommunity

Facebook 

CiscoCommunity

https://www.linkedin.com/showcase/cisco-community/
https://twitter.com/ciscocommunity
https://www.youtube.com/@CiscoCommunity
https://www.facebook.com/CiscoCommunity/
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