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Les fondamentaux
du Controle d'Acces

Enjeux de la sécurisation, architecture de base, protocoles
sous-jacents, briques logicielles et controle d'acces inscrit
dans une démarche Zero-Trust globale.

Mardi 7 Mars 2023. Inscrivez-vous ici !



https://bit.ly/WEBem-mar23

MAC Authentication Bypass (MAB)

Endpoints without supplicant will fail 802.1X authentication! Bypassing “Known” MAC Addresses
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MAB requires a MAC database | ISE can build this database dynamically
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Guest solutions : traditional vs ISE
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Continuous Trust with DNA Center Endpoint Analytics

Rapidly reducing the unknowns to gain visibility
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USE case 5: posture assessment

AnyConnect / secure client

Endpoints
« Wired

« Wireless
« VPN

Cisco ISE

(

@-
7 ETR

Agent Less

.'Illlll' © 2023 Ci d/or i ffili All righ d
isco and/or its affiliates. r ts reserved.
cisco ¢

A

Assessment

Posture condition checks

+ Firewall + Disk Encryption + Application
+ Anti-Malware « File check + Service
+ Anti-Spyware + Patch Mgmt. + USB
+ Anti-Virus + Registry + Compound
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pxGrid enables these 4 scenarios
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ISE makes Customer IT Enrich ISE context. Make Enforce dynamic policies in ISE brokers Customer’s IT
Platforms User/Identity, ISE a better Policy to the network based on platforms to share data
Device and Network Aware Enforcement Platform Partner’s request amongst themselves
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Retrouvez nos meilleurs experts en francais !
Vous aurez |'occasion de voir l'intégralité du contenu le mardi 7 mars 2023
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Nos derniers webinaires sont déja disponibles ici
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