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SA: RX—rT7Hhok

VA: IN—F ¥ LT Hho 2k

Pl 7O% OV RB VA

SL: Smart License or Smart Licensing

SLP: Smart Licensing Using Policy

CSSM: Smart Software Manager

SSM On-Prem: Smart Software Manager

CSLU: On-Prem Cisco Smart Licensing Utility

RUM report : Resource Utilization Measurement report / 1) — X {# AZFAIE (1SO19770-4)
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Smart Software Manager (CSSM / SSM on cloud)

FAEVANMRESN TS Y —/NTY,

Fl. A AQOFERKRPEERR., TOF VMM ORIV ADIERGEFEZRTESHEEY—ILTT, Cisco Smart
Software Central https://software.cisco.com/ @ Manage Licenses M7 7t ALET,

Cisco Software Central > Smart Software Licensing

dh ms, nc. v
Smart Software Licensing oduct Detads Support Help
Alerts  Inventory  Convertto SmartLicensing = Reports ~ Preferences  On-Prem Accounts
Virtual Account: Tokyo v [117] 8 Minor Hide Alerts
General Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation o Show License Transactions o,
Advanced Search v
O License Billing AvailabletoUs  In Use Substitution Balance Alerts Actions

@ C9300 24P DNA Advantage Prepaid 0

3 - 3 jciont Liconses Actions
@ (9300 24P Network Advantage Prepaid 0 3 3 © Insuficient Licenses Actions »
@ 9300 48P DNA Advantage Prepaid 76 0 . 76 7 A Actions +
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« NX-0S Tl&. 10.2(1) LIFESLP DAY HR— SN TWVET,
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Traditional License & Smart License

Smart Licensing Using Policy

D HYR—k DINAT )y HR—bk DHHYR—k
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&R HR—KFLTLV% Smart Licensing / Smart Licensing Using Policy AXZ#B&LTLE T,
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https://software.cisco.com/ [ZT Manage License ZBi& SL Product Details #%9')v%,

Cisco Software Central = Smart Software Licensing

Smart Software Licensing

e Japan-TAC, Cisco Systems, Inc.

SL Product Details  Support Help

Alerts  Inventory | Convertio SmartLicensing | Reporis = Preferences = On-Prem Accounts  Activity

Alerts Major 645 Minor
Updated Date : 01 Dec 2022

IFirst Hybrid Release First Smart Only IFirst Smart Only First Smart Licensing Using |Smart Licensing
Product Family Product status Current Li ing |Date First Hybrid Version Date Version Policy Version D ion DLC SLR
[opjcatien CentricInflastmieture. e sLp NiA a2 052218 2 524 lact Yes No
Cisco Network Assurance Engine EQS 'Smart only N/A N/A 2/14/20 [4.1.1 N/A NAE EOS Bulletin No No
MDS 9000 Series Multilayer Switches |Active sLp NiA A 112472022 022 922 D3 8000 Series MUlIBVEr |y No
Nexus 3000 (N3K) |Active SLP 12/24/2019 9.3 08/24/2021 10.2.1 1021 Nexus 3000 Yes No
Nexus 7000 (N7K) lActive Hybrid 12/22116 5.0 NiA A A Nexus 7000 Yes No
Nexus 9000 (NIK) lActive sLp 12/2412019 03 08/24/2021 1021 1021 Nexus 9000 Yes No
Nexus Dashboard Fabric Controller Nexus Dashboard Fabric
(NDFC) lActive sLp 12110118 112 012012021 1201 1201 s No No
Smart (10S platform uses
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€D SL & SLP ME LY

L #0(X Smart Licensing (SL) D& MNRESN TLVELT=,

ZFDHR. =B I—FN\vIEBEZEVEFER LIS BT, Smart Licensing Using Policy (SLP) A1) —
RAENFEL=,

Smart Licensing (SL) Smart Licensing Using Policy (SLP)
CSSM Mo D T A4 U RICKBHRBANBE, . Al & WD A DL,

. RANGINIE, HEDOHEE - HREELHIREINEI LA - B MDIEE - HEENFIRS NS & (T4, (HSEC 5
Hbo 1t RA%&k<)

. 30 BZLICE RN L CSSM ARBRIDEHZEKRT 5, . RANRKDLL>TRY O—ZFAT S, R —ITHEL,
90 HTERAIDHARA TN S, &M D CSSM A~ RUM LR— FDEET S,

. CSSM T Out of Compliance (= Insufficient Licenses) A% | ¢ CSSM T Out of Compliance (= Insufficient Licenses) A
EINZHERTES, HAAITHLHEIETES, EINZEHERTEDL, HRAITIEHERTELRLY,
FEE—FAHD, . FHEE— FIXAELY,
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€D SL & SLP ME LY

ZiR&SA VAR EH
D= ZFALT /NI AZ R

290854t X2

GLIE30B S EIZSA U RAES

= HEORE.
EEISEs 90AR DR E 1= (FFEER

AS=3

e T3 RITIR{E

alu ISTERED )
Smart Account Japan-TAC, Cisco Systems, Inc.

virtual Account:H
Export-controlle unctionality: Allowed

CSSM

Smart
Account

aAVTSATUR

HEETS—L LR

Initial Registration: SUCCEEDED on Mar 18 13:13:28 2023 UTC

Last Renewal Attempt: None
Next Renewal Attempt: Sep 14 13:13:28 2023 UTC
Registration Expires: Mar 17 13:08:26 2024 UTC

IL'i cense Authorization :I

Last Communication Attempt: SUCCEEDED on Mar 18 13:13:36 2023 UTC
Next Communication Attempt: Apr 17 13:13:36 2023 UTC

communication Deadline: Jun 16 13:08:34 2023 UTC

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

SWERKREDOLR—kDH
. DR o —IZHEL RUML AR—

CSSM

- Smart
@QIZ{EL=12EDACK Account

HEDFERET/INARIZ | AVTS54T7UR

MEEH&U B L 720N FIEET5—
Ack 215

o,
alicy in use: Merged from multiple sources

Reporting ACK required: Yes

Unenforced/Non-Export:
First report requirement (days): 90 (CIsco default)
ongoing reporting fre uency (days): 365 (CIsco default)
on change report1ng ays): 90 (CIsco default

Enforced (Pepertual/subscription):
First report requirement (days): 0 (CISCO default)
ongoing reporting freguency (days): 0 (cisco default)
on change reporting (days): 0 (CIsco default)

Export (Perpetual/Subscription):
First report requirement (days): O (CIsco default)
ongoing reporting freguency (days): 0 (cIsco default)
on change reporting (days): 0 (cIsco default)

UﬂﬂﬂaﬂﬁﬁﬂﬂﬂﬂﬁI
eceived: Mar 17 09:06:16 2023 UTC

Next ACK deadline: Mar_16 09:06:16 2024 UTC

Reporting push interval: 30 days

Next ACK push check: mMar 17 09:06:58 2023 UTC

Next report push: Apr 16 09:05:59 2023 UTC

Last report push: Mar 17 09:05:59 2023 UTC

Last report file write: <none> 21
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e

v I L
FE)D import /
export HE0N

o

CSSM On Cloud

v

@

CSSM On Cloud

CSSM On Cloud

s

FI54:
FE)D import /
export HHE

\

CSSM On Cloud

No connection to CSSM A
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CSSM On Cloud

No connection to CSSM |
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CSSM On Cloud

No connection to CSSM f

T
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CSSM On Cloud

-

=X TEAB1. CSSM Direct Connection ~smart~

transport Smart NiHF4E

switch(config)# license smart transport smart

)

switch(config)# ip domain-lookup T Nexus 8S [, vrf context < vif & > B2 F T,
switch(config-vrf)# vrf context management %0 vrf Z#8M ¥ % Static Route BERFELET
switch(config-vrf)# ip name-server < DNS Server address >

switch(config-vrf)# ip route 0.0.0.0/0 y.y.y.y < FFT13v

switch(config)# license smart url smart https://smartreceiver.cisco.com/licservice/license << show run all [ZfF7E
switch(config)# license smart proxy address < Proxy Server Address > << A7 3>
switch(config)# license smart proxy port < Port num > < ATFiav

switch# license smart trust idtoken < code > all << KEIZ force {F1FBHEBETFED Trust code BERZ &R H|ITES

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 24

% transport A% smart & cslu M1HE . management LU D vrf H7R—k(£10.3(2) M 5T,



https://smartreceiver.cisco.com/licservice/license

CSSM On Cloud

;N

m

=X TEB1. CSSM Direct Connection - cinome-

transport Callhome DHF&

switch(config)# license smart transport callhome
Call Home &, E A—JLR—XE KU Web R—2
switch(config)# ip domain-lookup TERGVRATL ARVEDBERZEITIWEETT .
switch(config)# vrf context < VRF & >

switch(config-vrf)# ip name-server < DNS Server address >
switch(config-vrf)# ip route 0.0.0.0/0 y.y.y.y <A TFi3v =

Nexus & & interface [L:EEIZEH ST

switch(config)# callnome ethernet slot&F& / port HES THE— SN TLVET,

switch(config-callhome)# transport http use-vrf < VRF £ >

switch(config-callhome)# source-interface < Interface Eth xly > << A 73>

switch(config-callhome)# transport http proxy server < Proxy Server Address > port < Port num > << #7<3>
switch(config-callhome)# transport http proxy enable << # 7 3>

switch(config-callhome)# enable

switch# license smart trust idtoken < code > all << KJEIZ force {75 EBEFED Trust code ERZ5&HI TES

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 25
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= TEHI2. CSLU #2

transport cslu MIFE .3 DDERFEHAHYET,

1. cslu-local ARARZ ELTEEREINTLSES ®

CSSM On Cloud

No connection to CSSM 1
v

2. cslu-local.<domain> &L T, RRAMEMEEFINTULNDIGE

CSLU

3. cslu-local MRRAFZ ELTEERSNTULVELEE A DNS H—/I\HRLEWNGEE

@ BED Community Live B&HYET,

SSM On-Prem & CSLU
https://community.cisco.com/t5/-/-/ev-p/4543913

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26
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A
EQ E 15'] 2 ° CS LU %:% ~cslu-local AR R R ELTEEIATNS ~ CSSM On Cloud

switch(config)# license smart transport cslu

switch(config)# ip domain-lookup

switch(config)# license smart url cslu cslu-local << Default TR EFH @
switch(config)# vrf context management

No connection to CSSM 1
v

switch(config-vrf)# ip name-server < DNS Server address >

CSLU

switch(config-vrf)# ip route 0.0.0.0/0 y.y.y.y <A T3y
Nexus 3 &%, Default T transport cslu AERESNT
LVET, Ef=. Default T cslu-local H\$ B RITIE CTHEERRL
£HELET,
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 27
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==
EQ E 15'] 2 . CS LU %:% ~ cslu-local.<domain> & L TEHF SN T HIHEE ~ i

switch(config)# license smart transport cslu

switch(config)# ip domain-lookup
switch(config)# license smart url cslu cslu-local << Default TEREFH @
switch(config)# vrf context management

switch(config-vrf)# ip name-server < DNS Server address >

switch(config-vrf)# ip domain-name < Domain > << Default Domain name #E %
switch(config-vrf)# ip route 0.0.0.0/0 y.y.y.y <A T3y

No connection to CSSM 1
v

CSLU

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 28

3% transport A% smart & cslu MiHE. management LAS D vrf H7R—k£10.32)M 5T,




=JL ==
EIQ & 15'] 2. CSLU ﬁ‘:% ~cslu-local AR R b & LTEREL TV ~ S

switch(config)# license smart transport cslu

switch(config)# license smart url cslu http://x.y.x.w:8182/cslu/v1/pi

CSSM On Cloud

No connection to CSSM 1
v

switch(config)# vrf context management

switch(config-vrf)# ip route 0.0.0.0/0 y.y.y.y <A T3y

CSLU

ip host aY R ZEE AT H_ET, BT LICRRIARRILTIRE

i) :
ip host cslu-local x.y.z.w
ping cslu-local vrf management

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29

3% transport A% smart & cslu MiHE. management LAS D vrf H7R—k£10.32)M 5T,


http://y.y.y.y:8182/cslu/v1/pi

= E{F3. SSM-OnPrem @) CSLU #%

Cisco_SSM_OnPrem MEHFINTUL\SIGE

switch(config)# license smart transport cslu

switch(config)# ip domain-lookup @

switch(config)# license smart url cslu https://Cisco_SSM_OnPrem/cslu/vl/pi/l<TF 2 F4> Nossmeciontocss

Ei

switch(config)# vrf context management
switch(config-vrf)# ip name-server < DNS Server address >

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 30

3% transport A% smart & cslu MiHE. management LAS D vrf H7R—k£10.32)M 5T,



https://cisco_ssm_onprem/cslu/v1/pi/%3c
https://10.124.46.56/cslu/v1/pi/DL_LVA-1

= TE 3. SSM-OnPrem @) CSLU #%

SSM-OnPrem LEMm 5, CSLU O Transport URL ZEELET,

|t.man Software Manager

Smart Licensing

Merts Convert to Smart Licensing Reports Preferences Activity

I
Local Virtual Account: Default

General Licenses Product Instances SL Using Policy Event Log
Local Virtual Account

Description This is the default virtual account created during company account creation.

Default Local Virtual Account: Yes

©)

Product Instance Ref

The registration tokens by
smart url” on the product
smart transport csiu” to
Smart Call Home Registr

switch(config)# license smart transport cslu
switch(config)# license smart url cslu < Transport URL >

switch(config)# vrf context management
switch(config-vrf)# ip route 0.0.0.0/0y.y.y.y <ATL3v

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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CSSM On Cloud

CSSM On Clo

No connection to CSSM

4

Ei




5% TE 4. CSSM transport off D r—

No connection to CSSMA

CSSM EERBILBWA ISAVHIRIBTIETEEDOFIEIZHELY., A
RUM LiR—b%& CSSM [ZE L. ACK EHRICAV Ab—LLFES,
1. feature xxx TIA U REHET S
f5: feature bgp << LAN Enterprise #;8&LFJ

2. ik AT off (2T D
license smart transport off

3. license smart save usage all < RUM L7ik—k4% > 392K T RUM LiR—hERET S

4. aAE—L7= RUM LR—k%,CSSM 27y 0—K§ 3

Nexus LTI RXEHET 5 Feature (#EE) B EIIC
HoTLELMES . RUM LIR—REERBLERE A,

5. CSSM M5 ACK 24 H>0—K3 %

6. ACK Z/ 2 A+—)LT B
{5l : license smart import bootflash:ACKxx A< FTACK /> A+—)L T3

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 32
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ALIB D — Direct connect

SSM On Cloud

NIK

@ LAN Enterprise

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

1. feature xxx Txxx S1 U RAZEHET S

N9K-1(config)# feature bgp <<< LAN Enterprise ;&
N9K-1(config)# show license usage

License Authorization:
Status: Not Applicable

(LAN_ENTERPRISE_SERVICES_PKG):
Description: LAN license for Nexus 9300-XF
Count: 1
Version: 1.0
Status: IN USE
Enforcement Type: NOT ENFORCED
License Type: Generic

Nexus B G@IES A R%EBEET S Feature (HERE) HAEZNIC
HoTLWEWNES . RUM LIR—MEERLEE A,
Direct connect REMNA-TLV=ELTH, RUM LiR—hE4AR
L%z ACK ZIEFEHRELEFT A,

34



ALIB D — Direct connect

2. NOK m5 CSSM IZ RUM Lik—k£3%£{ET S

N9K-1(config)# show license all

SSM On Cloud S conta)

Usage reporting:
Last ACK received: <none>
Next ACK deadline: Jun 20 12:25:03 2023 UTC
Reporting push interval: 30 days
Next ACK push check: Mar 22 12:35:23 2023 UTC
Next report push: Apr 21 12:30:24 2023 UTC
Last report push: Mar 22 12:30:24 2023 UTC
Last report file write: <none>

NNE@

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 35



Dt — Direct connect

SSM On Cloud

NNE@

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

3. CSSM A RUM LAR—+42{EL ACK 4T 5

General Licenses Product Instances Event Log
Authorize License-Enforced Features... ﬂ+ Search by Device or by Product Type 0,
Name Product Type Last Contact Actions
switch Ng300 2023 Mar-16 08:02.04 Actions «
UDI_PID:DCNM; UDI SN:a57d5425-e3c2-4112-aead-8c. N7000 2023-Mar-07 16:00:14 Actions =
UDI_PID:NIK-C33180YC-EX: UDI_SN:FDO22321MTC; 300 2023-Mar-22 12:30.23 Actions
General
Name UDI_PID:N9K-C9 UDI_SN FDO22321M7C,
Product Nexus 9300 Series
Host Identifier:
MAC Address.
PID NOK-C93180YC-EX
Serial Number FDO22321M7C
uuID
Virtual Account szong-VAO1
Registration Date 2023-Mar-22 12:29:45
Last Contact 2023-Mar-22 123023
License Billng Expires Required

NXOS LAN for Nexus 9300 10G+ Leaf XF Prepaid

1

36



ALIB D — Direct connect

Q@RUMZ{S ., ACKAERL

4. N9K A CSSM IZ ACK = R—1> 4595

SSM On Cloud

!

N9K-1(config)# show license all
<snip>

Usage reporting:
Last ACK received: <none>

Next ACK deadline: Jun 20 12:25:03 2023 UTC
Reporting push interval: 30 days

NRQ — 7

Buyod HOV®

Next ACK push check: Mar 22 12:35:23 2023 UTC
Next report push: Apr 21 12:30:24 2023 UTC

Last report push: Mar 22 12:30:24 2023 UTC
Last report file write: <none>

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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ALIB D — Direct connect

Q@RUMZ{S ., ACKAERL

NNE©@
Buyiod YOV&

T EIRNOVE)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

5. CSSM NN ACK ZiIR{EL.N9K TACK ZEEBEZEHT S

N9K-1(config)# show license all

<snip>

Usage reporting:
Last ACK received: Mar 22 12:35:52 2023 UTC
Next ACK deadline: Mar 21 12:35:52 2024 UTC
Reporting push interval: 30 days
Next ACK push check: <none>
Next report push: Apr 21 12:30:24 2023 UTC

Last report push: Mar 22 12:30:24 2023 UTC
Last report file write: <none>

38



IR D imt — Direct connect £ & &

1. feature x TOA U REHET S
2. N9K A5 CSSM IZ RUM LiR—h4(3%1ET S

3. CSSM A RUM LR—hEZ{EL ACK Z&ERT S

4. N9K H 2. RUM LA R—MEIED 5 7712 CSSM [T ACK %
el D2 A )

5. CSSM A ACK #R{EL.NO9K TACK ZEBEZEHTD

Buyod HOV®

T EIRNOVE)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 39



MIE D T - transport off

SSM On Cloud

No connection to CSSM

NIK

@ LAN Enterprise

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

1. feature xxx TXXTA BV REEHET S

N9K-1(config)# license smart transport off
N9K-1(config)# feature bgp
N9K-1(config)# show license usage

License Authorization:
Status: Not Applicable

(LAN_ENTERPRISE_SERVICES_PKG):
Description: LAN license for Nexus 9300-XF
Count: 1
Version: 1.0
Status: IN USE
Enforcement Type: NOT ENFORCED
License Type: Generic

&

Switch # license smart save usage all bootflash:RUM_test
Failure: save status: The requested item was not found

40



MIE D T - transport off

SSM On Cloud

No connection to CSSM

_ﬁ @RUMZE R

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

2. license smart save usage all xx T RUM LR—+ER7ET S

N9K-1(config)# license smart save usage all 0322_RUM
Success: Saved in bootflash:/RUM0322.
N9K-1(config)# dir bootflash:
<snip>
7072 Mar 22 13:58:25 2023 RUM0322
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MIE D T - transport off

@GRUMZE7vFO—K 3.CSSM [Z RUM LiR—rE7vTAO—KT 3

SSM On Cloud

Cisco Software Central = Smart Software Licensing Japan-TAC, Cisco Systems, Inc. -

Smart Software Licensing SLProduct Deals Support Hel

Alerts ' Inventory ~ Convert to Smart Licensing Preferences  On-Prem Accounts  Activity
No connection to CSSM Reports

Report Usage Data Files Reporting Palicy Synch File for Device Controllers

@RUMZETE

— Devices can be configured fo report the features that they are using

This usage then determines which licenses are needed, in order to be compliant

Upload Usage Data... Search by File Name, Virtual Account o,

(# Usage Data File Reported Virtual Account Reporting Status Devices Acknowledgement

RUM0322 2023-Mar-22 szong-VAO1 Data Being Processed 0 Pending
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MIE D T - transport off

GRUMZE7yFA—FK

4. CSSM M5 ACK 4 H>n—K3 %
SSM On Cloud

> “~ _ >
@AC KEG‘ '-7 ~A F Cisco Software Central > Smart Software Licensing B8 Japan-TAC, Cisco Systems, Inc. v

Smart Software LiCEﬂSing SL Product Details Support Help

Alerts  Inventory  Convertio Smarilicensing  Reports  Preferences  On-PremAccounts  Activity

No connection to CSSM
Reports

@R UM E{% # Report Usage Data Files Reporting Policy Synch File for Device Controllers

Devices can be configured to report the features that they are using

This usage then determines which licenses are needed, in order fo be compliant.

Upload Usage Data... Search by File Name, Virtua! Account 0,

@ Usage Data File Reported Virtual Account Reporting Status Devices Acknowledgement

RUMOG22 WML o o 0 NoEros 1
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MIE D T - transport off

GRUMZE7yFA—FK

W 5. N9KIZ license smart import bootflash:ACKxx TACK (> A+—ILF S
U

PN N9K-1(config)# license smart import ACK_RUMO0322
DB A Done smart import.

N9K-1(config)# show license all

Usage reporting:
Last ACK received: Mar 22 05:41:48 2023 UTC
Next ACK deadline: Jun 20 05:41:48 2023 UTC

No connection to CSSM
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MIBD RN - transport off F & &

BRUME7vFO—K 1. feature x TOA LU REHET D

" 2. license smart save usage all <RUML7R—k 4> T RUM L7R—k
ZREFTD

@ACKES A~k 3. CSSM [Z RUM LR—+&7v7O—KT 3

4. CSSM M5 ACK 28 H>a0—Kd 3
No connection to CSSM

5. NOK [Z license smart import bootflash:ACKxx T ACK A2 X
I )
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B D it - CSLU (windows/On-Prem)

CSLU OEELLA-0EIZLET,

® COMPLETE:Sync request from product instance

@ COMPLETE:Sync request uploaded to CSSM

@ COMPLETE:Acknowledgement received from CSSM

CSLU

(windows/On-Prem) @ COMPLETE:Sync response acknowledgement to product in
stance

@ BED Community Live B&HYET,

SSM On-Prem & CSLU
https://community.cisco.com/t5/-/-/ev-p/4543913
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0 show license usage [ZT Not Applicable A ##t9 %
9 RMA B5IZ#8 45 CSSM (CSLU) Av5 BEITRIBREI AL

9 Transport off B0 Next ACK deadline A¥ 90 BHIZ7/E %




E1511. show license usage [ZT Not Applicable A3k 9 %

SLP & ZHA® Nexus 9000 1) —X R A Y FIZHE T, CSSMMBLIELL Ack Z2ELTWWAIZHEEH 5T,
show license usage 2 < > KIZT. License Authorization Status A% Not Applicable A& L £,

151l : show license usage

License Authorization:
Status: Not Applicable << ##:9 %

(LAN_ENTERPRISE_SERVICES_PKG):
Description: LAN license for Nexus 9300-XF
Count: 1
Version: 1.0
Status: IN USE
Enforcement Type: NOT ENFORCED
License Type: Generic

chix. I Sn=EETY,
WED SLTIE, BHREAAXLELG D=0, BRITEDHERIX. KRR T—F XN Authorized £E77Y FY,

—H T SLP MiFEF. HRICESA O RADTRREDHEZEMLEE A
& 2 T. License Authorization . Not Applicable WEifF SN FE T,



E4512. RMA BFICH#Ea8 5 CSSM Mo HEI THIFR S L7z Ly

SLP % CFIFH® Nexus 9000 ) —XRA wF %, XLI-BOREE LTI TRELYET,

CSLU #HDIFE:

A28 % CSLU THIBL.
SRR O —ITR o= BARR TLR— 2175

@

CSSM On Cloud

CSSM On Cloud

No connection to CSSM ‘

© 2023

CSSM On Cloud

CSSM On Cloud

No connection to CSSM ‘
csLu @

D

Direct connect / transport offMIHFH :
CSSM TIB#230 instance ZHIFRL.
R IR O —ITin o HIB TLAR—FE1TS

CSSM On Cloud

CSSM On Cloud

LELS NOK

Pl (XBETHIBRINELV =8, CSSM 1 LLIE CSLU L THI
BRI E2BHELHYET,
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Jinl

={513. Transport off BFF@ Next ACK deadline A 90 BIZ%4: 5

SLP & ZFIF® Nexus 9000 2') —X R A wFIZHLVT, Transport off B0 Next ACK deadline (& 365 B T A,
TEENDLIIZT0 HRIZEHEESNFET,

NIK# show license status

Usage reporting:
Last ACK received: Oct 27 05:36:12 2022 UTC<<<<<<<<<
Next ACK deadline: Jan 25 05:36:12 2023 UTC<<<<<<<<
Reporting push interval: 30 days
Next ACK push check:
Next report push: Oct 27 05:11:12 2022 UTC
Last report push:

Last report file write:

Zbblk, CSCwd52533 MEFENTULNET,

BEN—avidkREEH-TBY ET, =P NX-OS TEI{ET S Nexus #2512 T. ACK Z{ENTETLY
OO, B A TIEEERREISTVELE A,




6. Troubleshooting




show license all D & 75 (1)

switch(config)# show license all

Smart Licensing Status

<snip>
Policy:
Policy in use: Merged from multiple sources

Unenforced/Non-Export:
First report requirement (days): 90 (CISCO default)
Ongoing reporting frequency (days): 365 (CISCO default)
On change reporting (days): 90 (CISCO default)

Enforced (Perpetual/Subscription):

First report requirement (days): 0 (CISCO default)
Ongoing reporting frequency (days): 0 (CISCO default)
On change reporting (days): 0 (CISCO default)

Export (Perpetual/Subscription):
First report requirement (days): 0 (CISCO default)
Ongoing reporting frequency (days): 0 (CISCO default)
On change reporting (days): 0 (CISCO default)

* First Report requirement (days) :
FEAL R— BT HARE

* Reporting frequency (days) :
ML R—MRDEHALR—F

* Report on change :
ZEZLR—MNEFHAME



show license all D & 75 (2)

Usage reporting:

Last ACK received: Mar 20 13:14:42 2023 UTC -~ ACK ZzZ{ELT-BF

Next ACK deadline: Mar 19 13:14:42 2024 UTC - RD ACK DZZHIR

Reporting push interval: 30 days - RUM L7R— kDS

Next ACK push check: <none> - R[E ACKZER—1) V¥ % HE

Next report push: Apr 19 13:09:40 2023 UTC - R[E RUM LAR— hZREHEIET S HEF
Last report push: Mar 20 13:09:40 2023 UTC - AIEl RUM LAR— FZEE L -/

Last report file write: <none>

v' Trust Code &§%1%
v Reporting push interval Z&(2
LR— b DiE(E v MEEEHE
BRALZIH v SAEURAERKRICEREAHSIEE
v FEITsync 358548

Switch# license smart sync all / local



show license all D B A (3)

Agent Version

Smart Agent for Licensing: 5.5.19 rel/83

NXOS Smart Agent
10.2.x 5.2
10.3.1 5.2
10.3.2 5.5

10.3.3 5.7




CSSMMD R A (1)

C1E1TN9300XF3Y/5Y/7Y
[J License Billing Available to Us  In Use Substitution Balance
| ® DONEssential for 106+ Leaf XF | Prepaid 2 0 Tolower: .|  +1
I @ NXOS FAB for Nexus 9300 10G+ Leaf XF g Prepaid 0 1 - -1

|_@ NXOS LAN for Nexus 9300 10G+ Leaf XF | Prepaid

\

From High... +1 0

(LAN_ENTERPRISE_SERVICES_PKG): (VPN_FABRIC):
Description: LAN license for Nexus 9300-XF Description: FAB License for Nexus 9300-XF
Count: 1 Count: 1
Version: 1.0 Vversion: 1.0
status: IN USE Status: IN USE
Enforcement Type: NOT ENFORCED Enforcement Type: NOT ENFORCED
License Type: Generic License Type: Generic

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Alerts Actions
Actions
Actions

@ Insufficient Licenses

Actions =
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CSSMMD R A (2)

ACI-AD-XF or
C1A1TN9300XF3Y/5Y/7Y

[J License Billing

[® DCN Advantage for 10G+ Leaf XF | Prepaid

@® NXOS FAB for Nexus 9300 10G+ Leaf XF  Prepaid

@ NXOS LAN for Nexus 9300 10G+ Leaf XF  Prepaid

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Available to Us

In Use

Substitution

To Lower: -1

From High... +1

From High... +1

Balance

0

0

Alerts



CSSMMD R A (3)

General Licenses Product Instances Event Log
Authorize License-Enforced Features... G> Search by Device or by Product Type o,
Name Product Type Last Contact Alerts Actions
NIK-1 'ﬁE;EO)SL or N9300 2023-Mar-23 14:34:31 Artinns «
switch SLP on 10.3(2) later  ng300 2023-Mar-23 10:38:46 fransfer...
Remove...
UDI_PID:DCNM; UDI_SN:a5/db42h-e3c2-4112-aead-8c_ N7000 2023-Mar-07 16:00:14 ‘
UDI_PID:N9K-C93180YC-EX; UDI_SN:FD0233804Q3; N9300 2023-Mar-22 12:51-44 Actions ~
UDI_PID:N9K-C93180YC-FX3S; UDI_SN-FDO25021ALG; N9300 2023-Mar-22 13:15:25 Actions ~
UDI_PID:N9K-C93180YC-FX; UDI_SN.FD02222197F; N9300 2023-Mar-08 13:34:49 Actions ~
UDI_PID:N9K-C93180YC-FX; UDI_SN:FD0O233100M1: N9300 2023-Mar-07 07:19:48 Actions +
UDI_PID:N9K-C93180YC-FX; UDI_SN:FD02434045K: N9300 2023-Mar-21 14:36:13 Actions ~
UDI_PID:N9K-C9508; UDI_SN:FGE20491C4B; N9500 2023-Mar-21 07:40:54 Actions ~

SLP on 10.2(1) ~ 10.3(1)
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Troubleshooting - & [t w8

show license status
<snip>

Usage reporting:

Last ACK received: <none>

Next ACK deadline: Jun 22 06:52:19 2023 UTC
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Mar 24 06:54:19 2023 UTC
Last report push: <none>

Last report file write: <none>

Trust Code installed: <none>

switch# show clock
07:22:51.400 UTC Fri Mar 24 2023
Time source is NTP

LHIfRR L iR T TR
mtransport type smart F| B :

ping smartreceiver.cisco.com vrf <vrf name>
telnet smartreceiver.cisco.com 443 vrf <vrf name>

m transport type callhome F| B :

ping tools.cisco.com vrf <vrf name>
telnet tools.cisco.com 443 vrf <vrf name>

m transport type cslu F| A :
ip host cslu-local <cslu IP address> T W E >V %% E
IP 7 KL X T cslu #$§5E http://<cslu address>:8182/cslu/v1/pi

% smart & cslu mode MHE. management IS D vrf H7R—k10.32)h5TT .




Troubleshooting ACK Z{E R

show license status _ o . o
_______________________________ ACK Polling ZiE{EL1=H'. ACK & Z{ETE%LY

<snip> .
CSLU/CSSM fllOEENZEZ 5N S

Usage reporting:

Last ACK received: <none>

Next ACK deadline: Jun 20 12:25:03 2023 UTC

Reporting push interval: 30 days

Next ACK push check: Mar 22 12:35:23 2023 UTC

Next report push: Apr 21 12:30:24 2023 UTC

Last report push: Mar 22 12:30:24 2023 UTC

Last report file write: <none>

&P T Sync X Reset LANLTIHEELH S,

license smart sync all
license smart factory reset




Troubleshooting — show license tech support

N9K-SLP(config)# show license tech support

Upcoming Scheduled Jobs

Current time: Mar 29 2023 06:43:49 UTC

Daily: Mar 29 2023 14:04:02 UTC (7 hours, 20 minutes, 13 seconds remaining)

Authorization Renewal: Expired Not Rescheduled

Init Flag Check: Expired Not Rescheduled

Register Period Expiration Check: Expired Not Rescheduled

Reservation configuration mismatch between nodes in HA mode: Expired Not Rescheduled
Retrieve data processing result: Mar 29 2023 06:44:23 UTC (34 seconds remaining)

Start Utility Measurements: Mar 29 2023 06:51:11 UTC (7 minutes, 22 seconds remaining)

Send Utility RUM reports: Apr 27 2023 14:36:12 UTC (29 days, 7 hours, 52 minutes, 23 seconds remaining)
Save unreported RUM Reports: Mar 29 2023 07:36:21 UTC (52 minutes, 32 seconds remaining)
Process Utility RUM reports: Mar 29 2023 14:52:07 UTC (8 hours, 8 minutes, 18 seconds remaining)
Authorization Code Process: Expired Not Rescheduled

Data Synchronization: Expired Not Rescheduled

External Event: May 23 2023 12:05:59 UTC (55 days, 5 hours, 22 minutes, 10 seconds remaining)
Operational Model: Expired Not Rescheduled

Currenttime L R—hMEZEBREHERLET



Troubleshooting — show license tech support

Communication Statistics:

Communication Level Allowed: DIRECT
Overall State: <empty>

Trust Establishment: Fail > Ongoing Failure ho > kHY

Attempts: Total=3, Success=3, Fail=0 Ongoing Failure: Overall=0 Communication=0 o =
Last Response: OK on Mar 28 2023 14:36:40 UTC EA>TUWVGEULIVIEEELET
Failure Reason: <none>
Last Success Time: Mar 28 2023 14:36:40 UTC
Last Failure Time: <none>
Trust Acknowledgement:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Usage Reporting:
Attempts: Total=3, Success=3, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: OK on Mar 28 2023 14:36:10 UTC
Failure Reason: <none>
Last Success Time: Mar 28 2023 14:36:10 UTC
Last Failure Time: <none>
Result Polling:
Attempts: Total=2886, Success=2886, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: OK on Mar 29 2023 06:43:42 UTC
Failure Reason: <none>
Last Success Time: Mar 29 2023 06:43:42 UTC
Last Failure Time: <none>



Troubleshooting — license event-history

mtrust code M4 Y X b—JLAZh

show system internal license event-history sldebug | i i SANotifTrustSucc

2023-03-25T22:38:02.210623000+09:00 [M 1] [licmgr] E_DEBUG_INTERNAL SLAD - SANotifTrustSucc-Notification type
SmartAgentNotify TrustinstallSuccess going to 0x564bd7297ff0 calling 0x564bd6f24fda then (nil)

aLR—MRE

show system internal license event-history sldebug | i i SAUtiIIReport

2023-03-25T22:38:36.658511000+09:00 [M 1] [licmgr] E_DEBUG_INTERNAL SLAD - SAUtilIReport-Successfully start job
SAUtilityReportsSaveJob timer leaf 10 Seconds

m LAR— FEfE

show system internal license event-history sldebug | i i SAExtEvent

2023-03-25T22:38:42.067184000+09:00 [M 1] [licmgr] E_DEBUG_INTERNAL SLAD - SAExtEvent-Successfully start job
SAUtilityReportJob timer leaf 2592000 Seconds

sACK2{E

show system internal license event-history sldebug | i i SAConversionPoll

2023-03-25T22:43:44.479389000+09:00 [M 1] [licmgr] E_DEBUG_INTERNAL SLAD - SAConversionPoll-SACL License SACL-
TRACE: successful received the response from the server

& Nexus #£33D Troubleshooting [ZT.
% event-history ZHER T HEITIEREICHIITT,







1825 D EHE Community Live #8491

AI—r214tER SSM On-Prem & CSLU

https://community.cisco.com/t5/-/-/ba- https://community.cisco.com/t5/-/-/ev-
p/3877194 p/4543913
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ZZEMN:SSM On-Prem/CSLU @ SR [ZD LV T

- SSM On-Prem/CSLU [&HR— FEHIDHFEZELGEWNY I I 7T,

- SSM On-Prem/CSLU IZf@EA $H S EFE A DN BHIGHFEIFHHR— FELGE L TSR A—T U HH]
BETY,

- SSM On-Prem/CSLU @ SR (EHZEHDERRETE L-HEDEIRXZIEZEHME L., REE
E. RUBREDHEEIAR I 74— bR EGZY FT,

- SSM On-Prem/CSLU [FATREL R Y R/ \—2 3 VOFAZ JIREF S0,

- Cisco 77 ZHIWH—EXZFAH A K [Cisco Smart Software Manager > 7L 2 X (IBY
T4 MIZDOWTY 3hbhbEBETISEIZEI0Y,
https://www.cisco.com/c/dam/global/ja jp/support/loc-tac-guide/pdf/cisco-ts-startup-guide.pdf



https://www.cisco.com/c/dam/global/ja_jp/support/loc-tac-guide/pdf/cisco-ts-startup-guide.pdf

R

+ Cisco NX-OS Licensing Options Guide
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/licensing-options/cisco-nexus-
licensing-options-guide.html

+ Cisco Nexus 9000 and 3000 Series NX-OS Smart Licensing Using Policy User Guide
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing /guide/cisco-

nexus-nx-os-smart-licensing-using-policy-user-guide.html

+ Troubleshooting Smart Licensing Using Policy
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/cisco-

nexus-nx-os-smart-licensing-using-policy-user-guide/m-troubleshooting-slp.html

« Nexus 3/ !) —X : Smart Licensing Using Policy (SLP) (B9 A [EERICEG T 5155k
https://community.cisco.com/t5/-/-/ta-p/4627624
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