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SA: Smart Account

VA: Virtual Account

Pl: Product Instance

SL: Smart License or Smart Licensing

SLP: Smart Licensing Using Policy

CSSM: Cisco Smart Software Manager

SSM On-Prem: Smart Software Manager On-Prem
CSLU: Cisco Smart Licensing Utility

RUM report: Resource Utilization Measurement report

ACK: Acknowledgement
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16.9.1 &Y Smart Licensing D & H7R—

17.3.2a &Y Smart Licensing Using Policy & H7R—

16.9.1 17.3.2a

PAKZAt2 X Smart Licensing Smart Licensing Using Policy
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BoIA L ALRNILOERIKRET—2(X. @EBRORUIM LAKR—FZREINET,

I RTD RUM L7R—k I Catalyst 9000
AAYF IZEHDTERZASIN, CSSMIZL»
THREISNFET,

RUM CSSM [&. Catalyst 9000 R A YFhris
RUM LiR—hT—2%2{EF 5. L
R—MERREEL. SAEVADFERAZED
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S—XE 17.6.x £ T

(config) # service internal

#test license smart rum id-1list

|OS-XE 17.7.x L&

/:;ow license rum id all <‘\

\\\fshow license rum id all 4‘//

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

\\»<snip> 4//

test license smart rum id-list

report 1d:1673725840 state:SmartAgentRumStateUnacknowledged
report 1d:1673725841 state:SmartAgentRumStateUnacknowledged
report 1d:1673725842 state:SmartAgentRumStateOpen

report 1d:1673725843 state:SmartAgentRumStateOpen

test license smart rum show 1673725843
<snip>

Smart Licensing Usage Report:

Report Id State Flag Feature Name
1673377132 UNACK E «4=m Error network-advantage 100M
1673377133 OPEN N <4==Normal network-advantage 100M

show license rum id 1673377133 detail
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Policy W& BH---RUM R T —42 X

RUM A TF—4 X E L)z

New report created by Smart Agent on the device

Open £ L LMERAS LR — R ITBANT & Ik Poll ID

RUM report sent to CSSM or saved locally
ZDOLR—KMZIZENULDEREFEMTET,
CSSM ADBIEDEFENTETLSD, F21ET
TIZ RUM LiR— bk #CSSM NEE B A DIKEE

Unacknowledged

Closed

ACK request Y
RUM report pending acknowledgement from CSSM N
Unacknowledged (poll ID provided)

ACK response

CSSM M b DILEFERZF o> TV HIRE :
RUM acknowledged by CSSM K ledged
Acknowledged LAR—FACSSM IZ&K > TUREBE-ITHEZE N, Acknowledge

HIFRDH R & 72 HIKAE

CSSM
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SLP[ZHEWTIE., TIAILETIAEURIFE
[INUSE] DIRREL LY E T,

show |icense summary

License Usage:

License Entitlement Tag Count Status

network—-advantage (C9300L 24P Network Adv...) 1 IN USE

dna—advantage (C9300L 24P Advantage) 1 IN USE
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Policy M &5 BA---Policy D =

~

Unenforced Perpetual Licenses:

« RYDLKR— EEETDHETICE
Rl e7s & K fE- 365 H

© ROLKR—IEEETIHIETITEA

A] e7 Ex KB fdl— Not required

#show license status
>

icy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)

Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)

v' Unenforced Subscription Licenses:
« RADLR—FEEETDHETICHER
Al AE%r R K EFfEl— 90 H
© ROLKR—FEZETHETICERAT
A7 ER KEFfE- 90 H

nenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)

Report on change (days): 90 (CISCO default) /

20

V AV ADFERKENEIELGEICL
R—r&EETEHRKEFM:

+ Perpetual—90 HLUA

+ Subscription — 90 H LA
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Device
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No connection to CSSM

Device Device

Device
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CSSM On Cloud

No connection to CSSM
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Device Device Device Device

Device Device
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CSLU ## B TCSSM ~
¥

1. Product Instance-Initiated Communication
CSSM On Cloud

2. CSLU-Initiated Communication
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1.Product Instance-Initiated Communication
A) CSLUZAVAR—IL

B) CSLU Preference Zi%3E

0 RAVFEDEE
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2.CSLU-Initiated Communication
A CSLU ZAVAR—IL

B) CSLU Preference Z&%X7E

c) RAVFEDEFE

D) TAEVADIRARRZTHE
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0 ARAYFLEDETE

D) FAEVADFARREZEZHRS
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2. SSM On-Prem Instance-Initiated Communication I




Smart Licensing Using Policy TH/R—kSN 5 ROY—
--On-Prem #ZH T CSSM N #9535 DEREHI

1.Product Instance-Initiated Communication
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B) SSM On-Prem -~ Pl Z31E/0
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2. SSM On-Prem Instance-Initiated Communication
A)  SSM On-Prem A2 Ak—JL

B) SSM On-Prem -~ Pl Z31E/0

0 ARAYFLEDETE

D) TFAEVADIRARRZTHE
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Controller ¥ H T
) CSSM ~ it
1. DNA Center H' Catalyst 9000 R A v FHVi5 RUM report Z ER1F -
CSSM On Cloud

2. DNA Center A% RUM report & CSSM N7y 7A—K
3. DNA Center % CSSM &Y ACK ZENE
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CSSM & CSLU ~ (D
B L

A ITSAE—FRDHRFEH

1.  Transport %€ W

2. WRHEEMD RUM LIR—r D7/ ILEERE

3. ﬂ%*%%%?ﬁ‘%d) RUM l/7|_€_"77’r)l/€ CSSM /\T‘yjol:l—P No connection to CSSM
4. CSSM A\D ACK F7 A ILESF ™ O—K B B B
4 v v

5.  ACK 77 ILERRBERRIZAR—k
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/1—74/7 abs

FrMEA:

® Catalyst 9000 R 1 v F EDEELRE

o BRI RE

® Catalyst 9000 R A Y FIZH(THSLP BEEDY 7 F Oz 7AREES
® CSLU. On-Prem %> CSSM AIDFE &



Catalyst 9000 RAYFI=H1F5 SLP BARDRSTI L
/1—74//777‘,£--- XTE M B

%SMART _L1C-3-COMM_FAILED: Communications failure with the Cisco Smart
License Utility (CSLU) : Unable to resolve server hostname/domain name

[REA:
——— show |icense status ——
Transport:

Type: cslu <<<LCSLU [FT T4 kD TransportTY,

Cslu address: <empty> <<<address LENHRTEITHY T A
Proxy:

Not Configured

R
CSSM #Efi AR Z:EIRL . TN L THESREZRELET,



Catalyst 9000 RAYFI=H1F5 SLP BARDRSTI L
/1—74//777‘,£--- XTE M B

%CALL_HOME-5-SL_MESSAGE_FAILED: Fail to send out Smart Licensing message to:
https://tools.cisco.com/its/service/oddce/services/DDCEService (ERR 218 : Host name resolution
failed)

%SMART _LIC-3-COMM _FAILED: Communications failure with the Cisco Smart Software Manager
(CSSM) : Fail to send out Call Home HTTP message.

[REA:

DA vE—TlE, DNSIZ & Y tools.cisco.com ~NGHIBREZLTELT . R4 YFH5
CSSM &EDPAZIa=-H—arvhkBLE=2EERLTULET,

xR
DNSERTE # RE L. tools.cisco.com & DEREMHEZERELET,



Catalyst 9000 RAYFI=H1F5 SLP BARDRSTI L
/1—74//777‘,£--- XTE M B

® %CALL_HOME-5-SL_ MESSAGE_FAILED: Fail to send out Smart Licensing message to:
https://tools.cisco.com/its/service/oddce/services/DDCEService (ERR 207 : Connection time out)

® %SMART_LIC-3-COMM _FAILED: Communications failure with the Cisco Smart Software Manager
(CSSM) : Fail to send out Call Home HTTP message.

[REA :
Callhome #H®D HTTP BEMNALKBR LTS EFRLTWWET,

X R

iphttp BIEDY —RAR— FPMEESNTVEINEHERDS A, Callhome BHEREZREL
F9,

Switch(config)# ip http client source-interface VIan100



Catalyst 9000 R A v F 2451 % SLP BEREFD b5 7
A 73 ik BRI T R B

Catalyst 9000 X A FH CSSM L BEfET H15E
BEEEERT AICIETEDaT Y F’é*lJFHL'C

{TEELY, Open ERFRSNANIXRTIE ZHIr < 754 ~E— FH%?*IJFHOD%
&y, . RUM LIR—FRUACK 7 7
. oA A IIVEERET ST, Catalyst
Transport A smart D5 H 9000 R 4 v F & CSSM/CSLU/on-
telnet smartreceiver.cisco.com 443 /ipv4 prem/proxy ¥ —/\ & DBRETE % HE

mLTLS Iz,

Transport H° call home DIHF&

telnet tools.cisco.com 443 /ipv4

ARV FZETLTHORELIHEIETOALE

BERRA Y o

ACtrl+C TiRIFA o ENTEET,



Catalyst 9000 R A v F 2451 % SLP BEREFD b5 7
Wora—57429 ﬁ/ﬁ"'ﬁ* 18 % 5 =B

%SMART _LIC-3-COMM _FAILED: Communications failure with the Cisco Smart Software Manager
(CSSM) : Smart Call Home failed to process the request.

%SMART _LIC-5-COMM_RESTORED: Communications with the Cisco Smart Software Manager
(CSSM) restored

[REA:
EFRBOAVE—DIERAS vy FMNCSSM EDBEIZKERL. TOREIBTE2EZTRL
TWET,

xR

BE., FREOAVvE—UR—BHICHAINBIEEE. FISHLIEFETTHS, YR
LEATNBIGEEIX. CSSM EDBETFLTEDNDRRE (CSSM ADEE., FREDEDERT
DREIENEEET 2)HRT HIBHENRHY FT,



Catalyst 9000 R A v FIZH 15 SLP ERKD k5 J
WS a—T 4 2T FE--SRE— T UEOEKRIER

_ show clock Catalyst 9009
o - show version ﬁ
- FIAHD SLP D RAD— - show run
BERENST—OHE - show logging
X . - show license all
AEEODD EENHH-1FE) - show license summary
 BEMEIOEER - show license status
- show license usage
- JRRIZHE T CSSM/CSLU/On-Prem/DNAC - show license eventlog
L DIFEEHRS - show license history message

- show license tech events
- show license tech support ({R;RZ (20 C TEF)
- show tech (KR IZRCTHUS)



Catalyst 9000 R4 YFIZH (15 SLPEEEFRE S
--FN72323

Field Notice: FN72323 - Cisco 10S XE Software: QuoVadis Root CA 2 Decommission Might Affect Smart Licensing,
Smart Call Home, and Other Functionality - Software Upgrade Recommended

=3

+ %SMART_LIC-3-COMM _FAILED: Communications failure with the Cisco Smart Software Manager (CSSM) : Fail to
send out Call Home HTTP message.

+ %SMART_LIC-3-AUTH_RENEW_FAILED: Authorization renewal with the Cisco Smart Software Manager (CSSM) :
Communication message send error for udi <>

+ %SMART_LIC-3-AGENT_REG_FAILED: Smart Agent for Licensing Registration with the Cisco Smart Software Manager
(CSSM) failed: Fail to send out Call Home HTTP message.

+ %CALL_HOME-5-SL_MESSAGE_FAILED: Fail to send out Smart Licensing message to:
https://tools.cisco.com/its/service/oddce/services/DDCEService (ERR 205 : Request Aborted)

+ %CALL _HOME-5-SL_MESSAGE_FAILED: Fail to send out Smart Licensing message to:
https://tools.cisco.com/its/service/oddce/services/DDCEService (ERR 207 : Connection time out)


https://www.cisco.com/c/en/us/support/docs/field-notices/723/fn72323.html
https://www.cisco.com/c/en/us/support/docs/field-notices/723/fn72323.html

Catalyst 9000 RV FIZH (T4 SLPEEFRE S
—-FN72323 D=

RE:

QuoVadis Root CA 2 @ & LE T tools.cisco.com & U smartreceiver.cisco.com [Z& 2 TRA FEhnTLVS
Smart Licensing " —/3F & U Smart Call Home Y —/N\ANEHR T HEY ET,

YI LDz 7HREEES:
CSCvx00521

QuoVadis root CA decommission impacting Smart Licensing and Smart Call Home Functionality

XL ik
16.12.6, 17.3.4, 17.4.2, 1751F = XEFNLUBE~AT Y TSI L—FK
Z =1 IdenTrust Commercial Root CA1 X =31 F7ILTCA Vik—


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx00521

Catalyst 9000 R/ YFIZH (TS SLPEEEFRE S
--FN72578

Field Notice: FN72578 - Cisco 10S XE - Smart Licensing Using Policy Might Cause High CPU/Memory Usage -
Software Upgrade Recommended

RNE:

AAYFREBIEEO>TLSRUM LAR— MIEEAL., CPUBE. ATV —IDREET DATHEMEN
HOHIFERTTI,

VI LD T7FREEES:

CSCwv72609

SmartLicense: High CPU usage triggered by RUM reports
CSCwa85525

Memory leak in *MallocLite* due to growing Smart Agent Memory Utilization

CSCwa85199

Unacknowledged:-Reportscan‘cause High CPU Utilization due to Smart Agent


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72578.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72578.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv72609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa85525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa85199
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XA %
17.3.7. 17.6.5. 1791 FFHITFNLUEAT v THL—F

=075 k1
T4t RIKREDFEAE & BE &R

Device# license smart factory reset
Device# reload

license smart factory reset ZE1T79 5 ¢, T4 LR EHRIAPEHAEINFEITDT, S/ ADBE
BOABETT,



Catalyst 9000 RV FIZH (T4 SLPEEFRE S
—-FN72578 D=

D—0T7 I R2:
254 ARICEE

Stepl:
CSSM L THEBRDE MM VA2 U X ZHIBR

Step2:
license smart transport off A <Y > F TS A 2V AFBEEAR % offline AXIZELTE

Step3:
RUM LTR— FZEBESETHAHALGSSMIZZy TA—FK

Step4:
CSSMMSACK 77AILESAYA—RKRLTHIHABRAL YFIZTA vik—



Catalyst 9000 R VFIZH (T3 SLPREEFREH
--CSCwal1048

ER:
%SMART _LIC-3-COMM _FAILED: Communications failure with the Cisco Smart Software Manager
(CSSM) : Smart Call Home failed to process the request.

%SMART _LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSSM)
restored

—————————————————— show license tech support ------------------
Communication Statistics:

Result Polling:
Attempts: Total=2073, Success=1498, Fail=575 Ongoing Failure: Overall=2 Communication=0
Last Response: INVALID STATUS CODE on Nov 16 11:19:44 2021 EET
Failure Reason: Invalid Polling Id XXXXXXXXX provided in the polling request



Catalyst 9000 R VFIZH (T3 SLPREEFREH
--CSCwal11048 Mix =

AR
CSCwal1048 [Fa— FARE&IZ & Y Transport mode A' Call-home B LM Smart ZFI DRI, SBEI(C
Connection fails & restores, HTTP Server Error 504:Gateway Time-out ' ED A v E—UNH N EINBHFERTT,

x5 %
17.3.5.17.6.3. 1781 F=IEZFNLEA~AT Vv TITL—F

=975V F:

stepl:

# license smart factory reset

# reload

step2:

CSSM & U BG4 X2 2 Z(Pl)HI B
step3:

At R EeBERK


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa11048

Catalyst 9000 R VFIZH (T3 SLPREEFREH
--CSCvy20345

ESE

Network Essentials £ L <& Network Advantage D& ZFF|BADIZEE. —ES/EVADL
R—TaVTEERTNIE. SV RIZEENGVRY TIEBEDOLR—T42 T &R
ETY, CSCvy20345 M ELLEET Usage Reporting(show license all A< KSR )M Next
ACK deadline [CHBBEMNTRRINTLVET,

XL %
17.9.4 . 17.6.6 . 17.13.1(12 BIZY)—RFE)E=IXFNUE~AT v TSI L—FKL T
&L, BIE/N—232) Tl MNext ack deadline] MFTRH None ] [Z73YFET,

Catalyst 9000 Ry F[ZHLVTIX. Network Essentials £,L<[E Network Advantage M &
ZRALTHEY. MV RIZEBLLGVEY., —EDHDLIR—T42 T THEETT,
[next ack deadline] [CRIRESNTWWAHEIZHSTELEICTAI U REMEICEENRE
LEHADT, ZTRIDLESLY,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy20345

Catalyst 9000 XAy FIZE (T3 SLP B EFH

Catalyst 9000 R 4 v FIZ T call home ﬁ"ﬁx)]@fﬁm~ AAYFDREZE=R—T
ST=OICEEAMICY T bz F7/N\—2 3 V/ERFE/AE ) FIAKER/ cPu FIAKR/
crypto BEE % EEED show AT Y KABEMIZEITSINE T,

snmp-server enable traps config MEAMEIZEES. AT FOEITIZHEL.
ciscoConfigManEvent trap [FtH 1SN FE T,

LFEEDHEFTIEETIEGL ., BIFSNEEETIT ., GH. COBEICKLHEIE
wEGEEBHYFEA,

SEFW:

Cat9000 A A v FIZ T call home BN show AT KABEHIIZEITINDE
ZIZDOL\T



https://community.cisco.com/t5/-/-/ta-p/4930629
https://community.cisco.com/t5/-/-/ta-p/4930629

Catalyst 9000 R vFIZHI1T5 SLP B &E1EER

CSSM M LWNb—F U F & T HRF., [Max. Number of Uses] 7 4« —JL RIZEED
BHRERGY, WEBHTIESY FHA

LA L. [Max. NumberofUses] D& CAIZARBYILGEZAALIEEGEEII S —AEA
SN, RE2 VY EKD Token ZFRHRITTELHEWVWELNHY FET,

CSSMIZT b—0 U= H1TT 5B E . [Max. Number of Uses] DERFZ TS99 5.
HOEWNIRZ YD EBHANIZTEIBLELHY EFT,

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this vitual account.

Virtual Account: |
Description: Description
= Expire After: 30 Days

Between 1 - 363, 30 days recommended
Max. Mumber of Uses:

The token will be expired when either the expiration or the maxinunt uses is reached

Allow export-controlled functionality on the products registered with this token @@

Create Token Cancel



Catalyst 9000 R A yFIZ& T3 SLP B E[HFHR

show license tech support ) Communication Statistics: IE B IZ Failure Reason:
{“token”:[“The token xxx‘is not valid”]} MB RSB E. BEFE token DEZN
HRENTINT=., HBWL token DA EBAEZ ONFET,

=2 UDOEDHRIIEEHRKIYERERIGET., #AREIX 1365 HTY,
EVNHRFE-EIHRRERARMBIZETSHE. =T VIFHIRUINIZEY £T,

SERFIR:
CSSM K WU EFT L LN F—2 A BEF®D [Max. Number of Uses] [TDLVT



https://community.cisco.com/t5/-/-/ta-p/4744320

Catalyst 9000 R A yFIZ& T3 SLP B E[HFHR

e write erase T Catalyst 9000 Ry FZ #1841k & . Last ACK received HEFH #EA{E Sh.
<none> ERIREINFT ., CNIFEAFEINSENETT,

® license smart factoryreset AY > R T4 U R FHAEEESNEST, a7 FE
#7122 Catalyst 9000 R/ Y F DHEEEINLHETT,

e CSSMIZEWNWTDPINRRIZDINTIX, 17.3.2am 5 178 x ETIXUDIAPIELT
RERSNEFT, 1791 K YRR FR—LARRTEINET,



Thank You
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