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Catalyst 8000 Edge Platform Family
B | oervior/cioud

Catalyst 8000V
Medium-Large
x86
Branch
Small-Medium

Catalyst 8500 Series Catalyst 8300 Series Catalyst 8200 Series
C8500-20X6C C8300-2N2S-4T2X C8200-1N-4T
€8500-12X4QC C8300-2N2S-6T C8200L-1N-4T
C8500-12X C8300-1N1S-412X
C8500L-854X C8300-1N1S-6T

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 11



Catalyst 8000 License Subscription

Catalyst 8000V i i
atalys Cisco DNA Premier

<5 Hypervisor/Cloud

Cisco DNA Advantage

Cisco DNA Essentials

Platform Family

Cisco DNA Software for SD-WAN and Routing Ordering Guide
Cisco DNA Subscription Software for SD-WAN and Routing FAQ

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 12



https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/nb-06-dna-sw-rout-sub-faq-ctp-en.html

Catalyst 8200 Series Edge Platforms

1IN =1 NIM slot

4T =4 1G Port

ISR4221 Lo RO e e
C8200-1N-4T
ISR4321 ‘
y_ - = L = Lite
ISR4331 Dl RO 1N = 1 NIM slot

4T =4 1G Port
C8200L-1IN-4T (1 PIM slot)

* ISR4k @ End-of-Sale and End-of-Life Announcement [ZEE2 &St TLVS Replacement Product IZZWET,

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia
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https://www.cisco.com/c/en/us/products/collateral/routers/4000-series-integrated-services-routers-isr/select-isr4k-series-platform-eol.html

Catalyst 8300 Series Edge PIatforms

ISR4351
ISR4431

ISR4451

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential C8300-1N 1S-6T
* |ISR4k M End-of-Sale and End-of-Life Announcement [ZEE& &t TLVS Replacement Product [ZHEYET .

2N =2 NIM Slot

2S5 =2 SM slot

4T = 4 1G Port
2X = 2 SFP+
(1 PIM slot)

IN =1 NIM Slot
1S = 1 SM slot
4T =4 1G Port

2X =2 SFP+
(1 PIM slot)

2N =2 NIM Slot

2S =2 SMslot

6T =6 1G Port
(1 PIM slot)

1IN =1 NIM Slot

1S =1 SM slot

6T =6 1G Port
(1 PIM slot)



https://www.cisco.com/c/en/us/products/collateral/routers/4000-series-integrated-services-routers-isr/select-isr4k-series-platform-eol.html

Catalyst 8200/8300 TH|FER[gETE 2 —IL

(- )

Slot type Module type

Pluggable Interface ITE
Module (PIM)
Service Module (SM)
*3300 Only LAN, WAN, VOICE, DSL, ASYNC
Network Interface LAN, WAN, LTE, VOICE, DSL, o
Module (NIM) ASYNC

Cisco Catalyst 8200 Series Edge Platforms Interfaces and Modules
Cisco Catalyst 8300 Series Edge Platforms Interfaces and Modules

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential


https://www.cisco.com/c/en/us/products/routers/catalyst-8200-series-edge-platforms/interfaces-and-modules.html
https://www.cisco.com/c/en/us/products/routers/catalyst-8300-series-edge-platforms/interfaces-and-modules.html

Catalyst 8500 Series Edge Platforms

6C = 6 QSFP
(6 port 40/100GE)
I 20X = 20 SFP+

ASR1001-X e kR ' 4QC = 4 QSFP

_ g (2-port 40/100GE +
2 -k " I—— 2-port 40GE)
ASR1002-X e B S K e 2 12X = 12 SFP+
ASR1006 l“ B it 12X = 12 SFP+
I 8S = 8 SFP
T 4X = 4 SFP+
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 16
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https://www.cisco.com/c/en/us/products/routers/asr-1000-series-aggregation-services-routers/eos-eol-notice-listing.html

Catalyst 8200/8300/8500 T F|FA R E%: SFP

. Cisco Optics-to-Device Compatibility Matrix (tmgmatrix) & Y #EZE A gE

(©) FoRMFACTOR

c8500

i i i QSFP-
Begin your Search (Type in window) 0 asee- @ Tanssstres Descition Sofvare Relesse
QsSFP28 Y
Q 8500‘ a Network bom
Device Transceiver Data Rate Farm Max. Cable Type Media Connector Transceiver Case HW [r— pom
s @ IPDrmn Product ID Factor  Reach Type Type TR bl sw
CBsDO in Nemork DeVIce PrOdUCT Famlly D SFPe m Cas00- E 100 Gbps QSFP28 150m Parallel Fiber MMF MPO-12 Optic: 0to Y 108 XE 108 XE
12X4QG QSFP-100G-SR4- (UPC) 70 1732 1732
C8500-12X4QC in Network Device Product ID © oasLE TYPE [‘*3
Ses
C8500L-854X in Network Device Product ID Search 100 Gbps QSFPZE  2km Duplex Fiber  SMF LC{UPC)  Opiic Ot ¥ 108 XE 108 XE
s 70C 1732 32
Cat5e/6A -
C8500-12X in Network Device Product ID O caseicr @ [
D AT o E 100 Gbps QSFP28  500m Parallel Fiber SMF MPO-12 Optic Oto Y 105 XE 108 XE
a ) (APC) T0C 1732 1732
[] Duplex Fiber e
[ Paraiel Ficer @E)
100 Gbps QSFP28 10km Duplex Fiber SMF LC (UPC) Optic: Oto Y 108 XE 108 XE
+2 more QSFP-100G-LR4 70C 1732 32
8
(©) TRANSCEIVER PRODUCT ID E

tmgmatrix for Catalyst 8200
tmgmatrix for Catalyst 8300
tmgmatrix for Catalyst 8500

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 17


https://tmgmatrix.cisco.com/
https://tmgmatrix.cisco.com/?npf=1241
https://tmgmatrix.cisco.com/?npf=1042
https://tmgmatrix.cisco.com/?npf=1041

GEEE Performance

Catalyst 8200/8300 Performance (1400Bytes)

C8300-1N1S-4T2X

CEF: up to 19.7 Gbps
IPsec: up to 15.8 Gbps
SD-WAN IPsec: up to 15 Gbps

C8300-2N2S-6T

C8300-1N1S-6T

C8300-2N2S-4T2X

= 1

CEF: up to 19.7 Gbps
IPsec: up to 18.8 Gbps
SD-WAN IPsec: up to 18 Gbps

C8200-1N-4T CEF: up to 19.7 Gbps
IPsec: up to 1.9 Gbps
_ 2 . SD-WAN IPsec: up to 1.9 Gbps
= s :
P eE RS O s |

CEF: up to 3.8 Gbps
IPsec: up to 1 Gbps
SD-WAN IPsec: up to 1 Gbps

CEF: up to 3.8 Gbps
IPsec: up to 500 Mbps
SD-WAN IPsec: up to 500 Mbps

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

CEF: up to 19.7 Gbps
IPsec: up to 1.9 Gbps

SD-WAN IPsec: up to 1.9 Gbps



G Performance

Catalyst 8500 Performance (1400Bytes)

caso
L

CEF: up to 500 Gbps
- IPsec: up to 150 Gbps
l' SD-WAN IPsec: up to 100 Gbps

C8500-12X4QC

C8500-12X CEF: up to 200 Gbps
IPsec: up to 36 Gbps
SD-WAN [Psec: up to 33 Gbps

CEF: up to 120 Gbps
IPsec: up to 30 Gbps
SD-WAN IPsec: up to 22 Gbps

IPsec: up to 12 Gbps
SD-WAN IPsec: up to 6.6 Gbps
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Network Software OS Overview

Catalyst 3750 Cisco 800 (ex. 891FJ, 841 M)

Catalyst 3560 Cisco 900 (ex. Cisco921)

Catalyst 6500 ISRG2 (Cisco1900/2900/3900)
4 AR

= e

Catalyst 3850 ASR 1000, Catalyst 8000 |0OS-XE
Catalyst 3650 ISR4k (ISR4200/4300/4400)
Catalyst 9000 ISR1k, CSR1000Vv

FR =4

Networking Software (10S & NX-0OS)



https://www.cisco.com/c/en/us/products/ios-nx-os-software/index.html

|OS vs |OS-XE Software

I0S IOS-XE

IOS Process o

IOS Kernel

Hardware Hardware

- IOSXE =10Sd + Linux process on Linux Kernel
- Linux process IZ[& MAN DT T3 OEZAMNZ LY
CMAN: Chassis Manager
FMAN: Forwarding Manager
sa e e e cocoes [IMANT INterface Manager



Cisco 10S-XE — Polaris ') ) —2X

S ﬂl
15.x E (Switch) el
Polaris (16.x ~) "

- Polaris (16.x ~) KY T A—TSA X R DTSV I+ —LEH—ENT=-S/W R2yUTEEINS
- Z RS SBTIE (HIZ X Router & Switch) FTLLYWA—230 DY) — AN FIHR T B EMNH B,
ELC 17.12.1 TH Switch RIEZFEIZI—REN 17.12.1 FTDFEFELD

Router RIFETY)—REN, ZDIHFT17.12.1a £155

- —’f%l 1) 'J—xéh s/w %b\xé BDIZELHD (17.12.273&)

© 2023 Cisco and/or its affiliates. All rights ed. Cisco Confide
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Catalyst 8000 IZ (T 5 10S-XE D3k L

- Cisco Software Download DY 4 F& U
EETLTHBRFAATES®R/IMVNN—D3 Y
Catalyst 8200 --- Bengaluru - 17.4.1a

Catalyst 8200L --- Bengaluru - 17.5.1a

Catalyst 8300 --- Amsterdam - 17.3.2

Catalyst 8500 --- Amsterdam - 17.3.2

Catalyst 8500L --- Bengaluru -17.4.1a

Catalyst 8000v --- Bengaluru - 17.4.1a



https://software.cisco.com/download/home

Cisco |I0S-XE — Polaris 1) 1) — X (17.x)

4 (B h) T A SN TLET

17.1,17.2,17.3 EM

17.4,17.5,17.6 EM

2022 Cupertino 17.7,17.8,17.9 EM

2023 Dublin 17.10, 17.11, 17.12 EM

% EM : Extended Maintenance release



10S XE Single
IMAGE Image
universalk9 universalk9

Default Mode IOS XE

SD-WAN
‘Controller’
mode

|0S XE
‘Autonomous’
mode

Router# controller-mode disable Router#t controller-mode enable

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 27
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Packet F S IV a—TFT 425
TSI a—TFTa2T

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




slido

&M/ 3. CPU/Memory 2 J)L>a—F+« I TES
EhnTyhwaIN> RElEENTLESD

A. show process cpu/memory
REBR 3

B. show process cpu/memory platform

Passcode * C. show platform resource

-1 2[] E‘: D. show platform software process slot
RO monitor cycles 1

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29



CPU/Memory b5 I a—T 4 2 F12DLVT

- CPU/Memory (EEBLELTORABEN—BEE

- 10S-XE @ Process ¥ =+ 7 ICEHET HILELNH D
|0S: show process cpu/memory [Z& % 10S 7 A+ A FEE
Catalyst 8000 (I0S-XE): A U iR— R > EIZHESR

I0Sd

Hardware




CPU/Memory FZ I a—T 4 12DV T

« CPU: AN DANEZ K Y ELDE L = AV
MEAISH VUL ZRLTVWD5E, EREERRE O TRENDRM

EHEDODLEATTCEEECIGE., RO oFMZED CEMNTELL!
—> FROEME. OJMEBEIXTILELH D
-Devnet HE;FA LRV JFTEHIEREBZEHEL LS

" EEM & TS5 — A vE—C DA EHLEREH D

CPUFHRAEAELER LI-IBEICHEMNICOT ZRET 5 EEM DEZEHI*
*ZDHIE 10Sd DHDEIIRELZYET,



https://community.cisco.com/t5/-/-/ta-p/3161101

CPU/Memory FZ I a—T 4 12DV T

- Memory: BIENH > TH T CIZRICHITEFBEZAIC K Y IEEIL
EEEEKEOSIRELTEH DIff AV, HLLIKIFEAERN]

—> FYRVEHEMBERT. fIZEBEM, £ L<IE2. 3 AEICREF
THCETRVERIOMER Z4 L DDE#E L TLNL

BHEREED-OHSEEAT)ZHERALTLESTOERELHS
—> ZEFERFOOTHEY ., BN O EEMEHERICRID



KRR DFEOT Y F -RP(CP)
2

_/

show platform resource
show platform software status control-processor brief

BE., EEEDOELS% 10S-XE @D R THESERTEE

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

show platform software process slot RP active monitor cycles 1

[CPU]

show process cpu platform sorted
show process cpu platform history
[Memory]

show process memory platform sorted

33



show platform resource

Routerttshow platform resource
*xState Acronym: H — Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical State
RPO (ok, active) H
Control Processor 10. 10% 100% 80% 90% H
DRAM 2590MB (34%) 7562MB 88% 93% H
bootflash 5110MB (70%) 7338MB 70% 90% W
harddisk 797MB (6%) 14534NB 90% 95% H
ESPO (ok, active) H
QFP H
DRAM 23311KB (4%) 524288KB 85% 95% H
IRAM 207KB (10%) 2048KB 85% 95% H
CPU Utilization 0. 00% 100% 90% H

ET R

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 34



show platform software status control-processor brief

Router#show platform software status control-processor brief

Load Average

Slot Status 1-Min 5-Min 15-Min
RPO Healthy 1.75 1.69 1.78

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 7743504 2663356 (34%) 5080148 (66%) 2938152 (38%)

CPU Utilization
Slot CPU User System Nice Idle IRQ  SIRQ IOwait
RPO 0 250 1.60 0.00 8310 0.00 0.10 7.70
0.00 0.00 0.00 100.00 0.00 0.00 0.00
0.00 0.00 0.00 100.00 0.00 0.00 0.00

1.90 2.10 0.00 96.00 0.00 0.00 0.00

1
2
3 0.00 0.00 0.00100.00 0.00 0.00 0.00
4
>

AT AR

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 35



show platform software process slot RP active monitor cycles 1

Routerttshow platform software process slot RP active monitor cycles 1

top - 06:54:04 up 4:45, O users, load average: 1.68, 1.77, 1.80

Tasks: 399 total, 1 running, 398 sleeping, 0 stopped, 0 zombie

%Cpu(s): 8.8 us, 2.1sy, 0.0ni, 89.1 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7562.0 total, 1274.6 free, 2026. 6 used, 4260.9 buff/cache

MiB Swap: 0.0 total, 0.0 free, 0.0 used. 5278.8 avail Mem

PID USER PR NI VIRT RES  SHR S| %CPU %MEM TIME+ COMMAND
20018 root 20 0 2180372 208332 43364 S|143.8 2.7 404:27.04 ucode_pkt+
17105 root 20 0 6120 2036 1364 R| 6.2 0.0 0:00.01 top

1 root 20 0 30864 28028 7944 S| 0.0 0.4 0:03.41 systemd

2 root 20 0 0 0 0S! 0.0 0.0 0:00.01 kthreadd

3 root 0 -20 0 0 0I|] 0.0 0.0 0:00.00 rcu_gp

4 root 0 -20 0 0 0I| 0.0 0.0 0:00.00 rcu_par_gp

AT ERED

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




KRR DFEOT Y F -RP(CP)

-

- )

[Memory]

show process memory sorted

show process memory <PID>

show memory allocating-process totals
show buffers

show buffers leak

show ip traffic

show ipv6 traffic

[CPU]

show process cpu sorted
show process cpu history
show stack <PID>

show interfaces

show ip traffic

show ipv6 traffic

show platform software process slot RP active monitor cycles 1
show platform software process list RP active
show platform software process list RP active process-id <PID>

BE. LD LS5 10S-XE £@EDIAVU R TR A RE

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



show process cpu sorted / show stack <PID>

Routerftshow process _cpu sorted
CPU utilization for|five seconds: 0%/0%; one minute: 0%; five minutes: 0

PID Runtime (ms) Invoked uSecs | 5Sec  1Min  5Min TTY Process
9 22955 11321 2027 10.23% 0.03% 0.00% O Check heaps
141 39283 5186575 7 10.07% 0.03% 0.03% O SIS Punt Process
215 21685 1308076 16 10.07% 0.02% 0.00% O VRRS Main thread
228 23174 2605199 8 10.07% 0.02% 0.01% O IP ARP Retry Age
1 1 14 71 10.00% 0.00% 0.00% O Chunk Manager
<LATEED

Routert#tshow stack 9
Process 9: Check heaps
Tracekey : 1#9f3cd903256¢c7b1670bada076¢cha4c4b

Stack segment 0x7/F2401551000 - Ox7F2401556DC0
RSP: 0x7F2401556D10, PC: :555EB14D9000+A8F7560
RSP: 0x7F2401556DB0, PC: :555EB14D9000+92BBA09

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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show process memory sorted / <PID>

Routerttshow process memory sorted ~
Processor Pool Total: 3788048988 Used: 216096264 Free: 3571952724

reserve P Pool Total: 102404 Used: 88 Free: 102316

Ismpi_io Pool Total: 6295128 Used: 6294296 Free: 832

PIDITTY Allocated Freed Holding Getbufs Retbufs Process

0] 0 290656128 | 111914240 158597896 0 0 *Init*

91| 0 129160480 194840 12942336 0 0 I0SD ipc task
296/ 0 1780424 294448 5451808 0 0 SNMP MA SA
457, 0 11820912 1735240 4127632 849828 0 EEM ED Syslog
<R

Router#tshow process memory 91

Tracekey : 1#9f3¢d903256¢7b1670bada076c5a4c45
Process ID: 91

Process Name: [0SD ipc task

Total Memory Held: 12942336 bytes

Processor memory Holding = 12942336 bytes

size = 2231488, count = 34, pc = :555EB14D9000+AA37385
size = 2165856, count = 33, pc = :555EB14D9000+AA37166
size = 1114792, count = 17, pc = :555EB14D9000+AA2BD37

<ATRE>

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 39



show platform software process list RP active (process <PID>)

Router#fshow platform software process list RP active

Name Pid PPid Group Id Status Priority |Size
systemd 1 0 1 S 20 128028
kthreadd 2 0 0 S 20 |0
rcu_gp 3 2 0 I 010
rcu_par_gp 4 2 0 I 010
kworker/0:0-mm_percp 5 2 0 1 20 |0
<EAUTREES

Router#tshow platform software process list RP active process—id 1
Name: systemd

Process id 1

Parent process id: 0

Group id 1

Status : S
Session id 1

User time : 143
Kernel time : 358
Priority 1 20
Virtual bytes : 31604736

Resident pages : 7007
Resident limit : 18446744073709551615

Minor page faults: 28773
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Major page fau | ts . 41 40



KEEPSICZRIDEEOT Y F - QFP(DP)

[CPU]
show platform hardware gfp active datapath utilization

[Memory]
show platform hardware gfp active infrastructure exmem statistics

show platform resource
show platform software status control-processor brief

BE. LD LS5 10S-XE £@EDIAVU R TR A RE
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show platform hardware gfp active datapath utilization

Routert#tshow platform hardware ofp active datapath utilization

CPP 0: Subdev 0 o Secs 1 min 5 min 60 min
Input: Priority (pps) 0 0 0 0
(bps) 0 0 0 0
Non-Priority (pps) 7 5 5 5 |
(bps) 5928 4328 4288 4288
Total (pps) 7 5 5 5
(bps) 5928 4328 4288 4288
Output: Priority (pps) 0 0 0 0
(bps) 0 0 0 0
Non-Priority (pps) 3 1 1 1
(bps) 17184 8640 8672 8696
Total (pps) 3 1 1 1
(bps) 17184 8640 8672 8696
[Processing: Load (pct) 0 0 0 0
ICrypto/10
Crypto: Load (pct) 0 0 0 0
RX: Load (pct) 0 0 0 0
TX: Load (pct) 0 0 0 0
Idle (pct) 99 99 99
(TR

BE. Load M 95% IZHBEN\rybROvTEN S
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show platform hardware gfp active infrastructure exmem statistics

Routerttshow platform hardware qfp active infrastructure exmem statistics
QFP exmem statistics

Type: Name: DRAM, QFP: 0

Total: 536870912

InUse: 23870464

Free: 513000448

Lowest free water mark: 512989184
Type: Name: IRAM, QFP: O

Total: 2097152

InUse: 211968

Free: 1885184
|_Lowest free water mark: 1885184
Type: Name: SRAM, QFP: 0

—

Total: O
InUse: 0
Free: 0

Lowest free water mark: 0

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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TSI a—TFTa2T

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Fx 5

© 2023 Cisco

SHE 4

Passcode *

1206

and/or its affiliates. All rights reserve

d.

Cisco Confidential

slido

&R 4. Packet RS JIL>a—F« O TEREENON
TWAFETENTLLEDD

A. debug ip packet
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Packet kS JILSa—T 4 2TI2DL\T

- Catalyst 8000 ¥ ASR1k, ISR4k /& & 10S-XE Router &g &R L K D12, RP
(Control Plane) & QFP (Date Plane) MR BT 5T H A VERELTE Y.
Packet Processing E E AT REL HDITTUTHAH S

- Forward: Input 7"— bk T%2E L 7= Packet % QFP (Date Plane) TEELE
(NAT/QoS/ACL/Netflow/IPSec FE &1t - 55 %) # Output 7R— b ANEBRiE

- Punt: Input 7R— bk TE2{E L 1= Packet Z QFP D ¥l T RP ~NEg5i%
(ICMP Request, HSRP/OSPF Hello &)

- Inject: RP TH L L = Packet & QFP #2H L Output IR— k ~NE51E
(ICMP Reply, HSRP/OSPF Hello &)



Catalyst 8000 @D /\7 v F/NR

Interconnect Interconnect

Interconnect

Interface




QFP (Quantum Flow Processor) & PPE, BQS, FIA

-~

QFP complex

Packet Processor Engines

D000 | UEl) =

-
\ Dispatcher Packet Buffer

* FIA:
Feature Invocation Array

PRRGHEREZIEEICNET S

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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| | Netflow Forwarding L IEJ‘AT |
ISG ) | APS |
* IP Unicast ¥
L QPPB i * Loadbalancing WCCP
* IP Multicast °
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IPSec b et SSLVPN
*FRR L Firewall ‘
* AToM Dispos.
* MPLSoGRE | IPSec ‘
ACL
GEC
W 12/13 ]
% Classify E 2
T MLP
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l Accountinﬁ ‘
l TCP MSS Adjust ‘
I Netflow ‘
| Li |
l BDI & b;idﬁinﬁ ‘
l IP Tunnels ‘
‘ gueuinﬁ ‘
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HERBEICERIIDEEOT F-I/F

Interconnect Interconnect

Interconnect

show interface
Interface show policy-map interface
show buffers

show buffers leak

show ip traffic (<I/F>)
show ipv6 traffic (<I/F>)

BE. LD ELS5% I0S-XE £BDOAT R THESR AR
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show interfaces

Router#tshow interfaces GigabitEthernet 0/0/1
GigabitEthernet0/0/1 is up, line protocol is up
Hardware is 4x1G-2xSFP+, address is ecc0. 18f2. 7b21 (bia ecc0. 18f2. 7h21)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
Full Duplex, 1000Mbps, link type is auto, media type is RJ45
output flow-control is on, input flow-control is on
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:11, output 00:00:16, output hang never

Last clearing of “show interface” counters never
I Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 |

ueueing strategy: fifo

Output queue: 0/40 (size/max)

minute input rate its/sec, packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
11 packets input, 4460 bytes, 0 no buffer
R jved broadca 0 IP m icasts
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRG, O frame, O overrun, O ignoreu
0 watchdog, 10 multicast, 0 pause Inpu
9 packets output, 3681 bytes, 0 underruns
Qutput 0 broadcasts (0 IP multicasts)
interface resets
U unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
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show policy-map interface

Router#show policy-map interface GigabitEthernet0/0/1
GigabitEthernet0/0/1

Service-policy output: PARENT

Class-map: class-default (match-any)

15 _packets, 862 bytes
|5 minute offered rate 1000 bps, drop rate 0000 bps |

Match: any
Queueing

ckets
(queue depth/total drops/no-buffer drops) 0/0/0
pkts output/bytes outpu
shape (average) cir 100000000, bc 400000, be 400000
target shape rate 100000000

Service-policy : GHILD

queue stats for all priority classes:
Queueing

i ckets
|(queue depth/total drops/no-buffer drops) 0/0/0 |
pkts output/bytes outpu
Class—map: C1 (match-all)

| 5 minute offered rate 0000 bps, drop rate 0000 bps |

Match: access—group 1
Priority: 10 kbps, burst bytes 1500, Ib/w exceed drops: 0 |

<LATRE>
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KEEPE IR DEEOT Y K - QFP(DP)

Interconnect Interconnect

Interconnect

.

show platform hardware qgfp active datapath utilization (Bijik)
show platform hardware qfp active statistics drop detail
show platform software object-manager fp active statistics

Interface

HrEEa <> FHI:

EE. FRDESA I0S-XE HBDIAT R TRERTT4E NAT: show platform hardware qgfp activ-e feature na-wt datapath stat
IPSEC: show platform hardware qfp active feature ipsec datapath drop

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential FW: ShOW platform hardware qu active feature firewa" drOp



show platform hardware qfp active statistics drop detail

Routert#tshow platform hardware qfp active statistics drop detail
Last clearing of QFP drops statistics : never

ID Global Drop Stats Packets Octets
33 Ipv6NoRoute 69 3864
206 PuntPerCausePol icerDrops 222999 50228489
216 _Unconfiguredlpv6Fia 183624 67325836
23 | TailDrop 5185356 176302473
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show platform software object-manager fp active statistics

Router#show platform software object-manager fp active statistics
Forwarding Manager Asynchronous Object Manager Statistics

Object update: Pending—issue: 0, Pending—acknowl|edgement: 0
Batch begin: Pending—issue: 0, Pending—acknowl|edgement: 0
Batch end: Pending—issue: 0, Pending—acknow|edgement: 0
Command: Pending-acknowledgement: 0

Total-objects: 90

Stale-objects: 0

Resolve-objects: 0

Childless-delete-objects: 0

Backplane—objects: 0

Error-objects: 0

Number of bundles: 0

Paused-types: 3
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KERMEIZRIIDEEOT 2 F -RP(CP)

Interconnect Interconnect

Interconnect

show platform software punt-policer
show platform hardware qfp active infrastructure punt
Interface statistics type global-drop

BE. LD ELS5% I0S-XE £BDOAT R THESR AR
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show platform software punt-policer

Router#tshow platform software punt-policer

Per Punt-Cause Policer Configuration and Packet Counters

Punt Config Rate (pps) Conform Packets Dropped Packets Config Burst (pkts) Config Alert
Cause Description Normal  High Normal High Normal High Normal  High Normal  High
2 [Pv4 Options 1764 1323 0 0 0 0 1764 1323 0ff 0ff
& Layer2 control and legacy 17640 4410 58733 0 0 0 17640 4410 Off Off
4 PPP Control 2000 1000 0 0 0 0 2000 1000 0ff 0ff
5 CLNS [S-IS Control 17640 4410 0 0 0 0 17640 4410 0ff 0ff
6 HDLC keepalives 2000 1000 0 0 0 0 2000 1000 0ff 0ff
7 ARP request or response 2000 1000 0 73584 0 125635 2000 1000 Off off
8 Reverse ARP request or repso 2000 1000 0 0 0 0 2000 1000 Off Off
9 Frame-relay LMI Control 2000 1000 0 0 0 0 2000 1000 Off Off
10 Incomplete adjacency 2000 1000 0 0 0 0 2000 1000 Off Off
1 For-us data 17640 2205 184 0 0 0 17640 2205 0ff Off

Router#show platform hardware qfp active statistics drop detail

ID Global Drop Stats Packets Octets

206 PuntPerIntfPol icerDrops 257 274166
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show platform hardware gfp active infrastructure punt statistics type global-drop

Router#show platform hardware qfp active infrastructure punt statistics type global-drop
Global Drop Statistics

Number of global drop counters = 22

Counter ID Drop Counter Name Packets
000 INVALID_COUNTER_SELECTED 0
001 INIT_PUNT_INVALID_PUNT_MODE 0
002 INIT_PUNT_INVALID_PUNT_CAUSE 0
003 INIT_PUNT_INVALID_INJECT_CAUSE 0
004 INIT_PUNT_MISSING_FEATURE_HDR_CALLBACK 0
005 INIT_PUNT_EXT_PATH_VECTOR_REQUIRED 0
006 INIT_PUNT_EXT_PATH_VECTOR_NOT_SUPPORTED 0
007 INIT_INJ_INVALID_INJECT_CAUSE 0
008 INIT_INJ_MISSING_FEATURE_HDR_CALLBACK 0
009 PUNT_INVALID_PUNT_CAUSE 0
010 PUNT_INVALID_COMMON_HDR_VERSION 0
011 PUNT_INVALID_PLATFORM_HDR_VERSION 0
012 PUNT_PATH_NOT_INITIALIZED 0
013 PUNT_GPM_ALLOG_FAILURE 0
014 PUNT_TRANSITION_FAILURE 0
015 PUNT_DELAYED_PUNT_PKT_SB_NOT_IN_USE 0
016 PUNT_CAUSE_GLOBAL_POLICER 0
017 INJ_INVALID_INJECT_CAUSE 0
018 INJ_INVALID_COMMON_HDR_VERSION 0
019 INJ_INVALID_PLATFORM_HDR_VERSION 0
020 INJ_INVALID_PAL_HDR_FORMAT 0
021 PUNT_GPM_TX_LEN_EXCEED 0
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- Debug ip packet: I0S-XE DG & RP IEBD /Ny FDHF v TF ¥ Sh
5=HFMAE

c EPC: /N Y R E XY TF Y LDRAMD/NY J7[ZIRTFESINBN. #
T bootflash 7 E TIT U A R"— AT HE

- Packet Trace: /8y FEF ¥ TF¥ LT QFP TOED & 5 [TERXENIE
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EPC (Embedded Packet Capture) M Ejiti 5%

B —

EX I ]
monitor capture CAP interface GigabitEthernet 0/0/1 both <<<< |/F$5 7€ A BE
monitor capture CAP control-plane both <<<< CP%,#5 7€ FI &E
monitor capture CAP match ipv4 any any <<<< J4 L2+ 5TE A] &

[+ 7 F+BAR] monitor capture CAP start [show AT K]

[¥ 47 F+{Z1E] monitor capture CAP stop show monitor capture
show monitor capture CAP buffer brief
show monitor capture CAP buffer detailed

[THRHR—NK]
monitor capture CAP export bootflash:CAP.pcap

EC EPC T4 10S-XE & 10S D HENELS
|0S-XE : EPC(Embedded Packet Capture)Z{F L=/ N\ ybX ¥ TF¥ A%



https://community.cisco.com/t5/-/-/ta-p/3160998

EPC (Embedded Packet Capture) D EH 5 &

[Z D FEEEIE]
- XN TFAETIIIL—FIETHEMDDOFELNDLE
- X T FodRELDNTYRE IPVA/IPV6 E75Y, CDP, ARP, PPP I E X ¥ TF ¥ AT
- XN TFoeRED IFIFLLTOEYHEZE A 5L
Routerffmonitor capture cap interface ?
GigabitEthernet GigabitEthernet IEEE 802. 3z

Multilink Multilink-group interface
Port-channel Ethernet Channel of interfaces
Serial Serial

TenGigabitEthernet Ten Gigabit Ethernet

Tunnel Tunnel interface

Vlan Catalyst Vlans

range interface range command

- XN T FN\VITFIELL T SIEE A RE
Router#monitor capture CAP buffer size ?
<1-100> Total size of file(s) in MB



Packet Trace D EH L

X TE]

debug platform packet-trace packet 8192 fia-trace <<<<< 8192 /N yrEWVSHIRICITE T E
debug platform condition interface GigabitEthernet 0/0/1 both <<<< I/F¥&E Bl RE. (XX £ I/F $E%E
debug platform condition interface internal-RP both <<<< CP+,$§%E B] &

debug platform packet-trace copy packet both size 2048

debug platform packet-trace statistics

[+ 7 F+EifA] debug platform condition start
[¥+ 7 F+{Z1k] debug platform condition stop

[show A< K]
show platform packet-trace configuration
show platform packet-trace statistics
E£#AIE T 58 Community URL S HBELEEN show platform packet-trace summary
show platform packet-trace packet all decode

|0S-XE: Packet Trace #HED #ASY
ackel tace fRetaind] (show platform packet-trace packet <Pkt No.> decode)



https://community.cisco.com/t5/-/-/ta-p/4170126

Packet Trace D EH L

[F4ILEFE]

debug platform condition interface Interface [ ipv4 A.B.C.D/nn | ipv6 X:X:X:X::X/0-128 ] { ingress | egress |
both }

debug platform packet-trace drop [ code code-num ]

debug platform packet-trace punt [ code code-num |

debug platform packet-trace inject [ code code-num ]

* 8192 MHIR LN QFP AEVFRAINS=H. HFEICE>TIAILEDNBLE

[drop/punt/inject A—RDFEFRIAT K]
show platform packet-trace code drop
show platform packet-trace code punt
show platform packet-trace code inject
EH#AIEL T 52 Community URL &S BBLEESLY
|OS-XE: Packet Trace #ERED #B T



https://community.cisco.com/t5/-/-/ta-p/4170126

Packet Trace

tH 1 D e ER 451

Router#tshow platform packet-trace summary

Gi0/0/0

Gi0/0/0

Gi0/0/0
Gi0/0/1
Gio/0/0
Gio/0/1
Gio/0/0
Gio/0/1
Gio/0/0
Gio/0/1
Gio/0/0
Gio/0/1
Gio/o0/0

internal0/0/rp:0

internal0/0/rp:0
internal0/0/rp:0
internal0/0/rp:0

internal0/0/rp:0
internal0/0/rp:0

internal0/0/rp:0
internal0/0/rp:0
internal0/0/rp:0

Output

State Reason

internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)

internal0/0/rp:0

PUNT 3 (Layer2 control and legacy)

internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)

internal0/0/rp:0

PUNT 3 (Layer2 control and legacy)

internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)

internal0/0/rp:0
Gi0/0/0
Gio/0/1
Gio/o0/0
Gio/0/1
Gio/o0/0
Gio/0/1
Gio/o0/0
Gio/0/1
Gio/o0/0
Gio/0/1

PUNT 3 (Layer2 control and legacy)

FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD

internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)



Packet Trace HH 71 D HE:

#show platform hardware qgfp active interface if-name G0/0/0

—->HBDHALEEL I/F QlONEBIEFETEETEE

Protocol 1 - ipv4_output

FIA handle - CP:0x55a900fda5a8 DP:0x20ba2980
CBUG_OUTPUT_FIA
IPVA_OUTPUT_VFR
IPV4_NAT_OUTPUT_FIA
IPVA_OUTPUT_THREAT_DEFENSE
IPV4_VFR_REFRAG (M)
DEBUG_COND_APPLICATION_OUT_CLR_TXT
IPV4_OUTPUT_L2_REWRITE (M)
DEBUG_COND_MAC_EGRESS
DEBUG_COND_APPLICATION_OUT
IPV4_OUTPUT_FRAG (M)
IPV4_OUTPUT_DROP_POLICY (M)
DEBUG_COND_OUTPUT_PKT
MARMOT_SPA_D_TRANSMIT_PKT
DEF_IF_DROP_FIA (M)

At 15 | -

NAT XSEZR D /\NT v

Router #show platform packet-trace packet 0 decode
Packet: 0 CBUG ID: 22
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State :FWD
Timestamp
Start :354187806473370ns (01/14/2022 20:55:50.450216 UTC)
Stop :354187806854734 ns (01/14/2022 20:55:50.450598 UTC)
<snip>
Feature: IPV4_OUTPUT_VFR
Entry : Output - 0x70014890
Input  : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
Lapsed time : 1088 ns
Feature: NAT
Direction :INto OUT
Action :Translate Source
Steps  :SESS-CR
Matchid :3
Old Address : 192.168.1.2
New Address : 172.16.1.10
Feature: IPV4_NAT_OUTPUT_FIA
Entry  :Output - 0x700148b8
Input  : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
Lapsed time : 288149 ns



Packet Trace HH 7T D FEEEHI - NAT R4 D /N7y k

#show platform hardware qfp active interface if-name G0/0/0

—-->HADHAHEREEL I/F IO IBIFFERERTRE

Protocol 1 - ipv4_output

FIA handle - CP:0x55a900fda5a8 DP:0x20ba2980

CBUG_OUTPUT_FIA
IPV4_OUTPUT_VFR
IPV4_NAT_OUTPUT_FIA
IPV4_OUTPUT _THREAT DEFENSE
IPV4_VFR_REFRAG (M)
DEBUG_COND_APPLICATION_OUT_CLR_TXT
IPV4_OUTPUT_L2_REWRITE (M)
DEBUG_COND_MAC_EGRESS
DEBUG_COND_APPLICATION_OUT
IPV4_OUTPUT_FRAG (M)
IPV4_OUTPUT_DROP_POLICY (M)
DEBUG_COND_OUTPUT_PKT
MARMOT_SPA_D_TRANSMIT_PKT
DEF_IF_DROP_FIA (M)

Feature: CBUG_OUTPUT_FIA
Entry : Output - 0x7001457¢c
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 85 ns

Feature: IPV4_OUTPUT_VFR
Entry : Output - 0x70014890
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 85 ns

Feature: NAT
Direction : IN to OUT
Action :FWD
FWD-POINT : LOOKUP_FAIL <<< Il NAT SR TULVELY 111
VRF : 0

Feature: IPV4_NAT_OUTPUT_FIA
Entry  :Output - 0x700148b8
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 67893 ns

Feature: IPV4_OUTPUT_THREAT_DEFENSE
Entry  :Output - 0x70014b70
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 2901 ns

Feature: IPV4_VFR_REFRAG
Entry : Output - 0x700148c0
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 42 ns

Feature: DEBUG_COND_APPLICATION_OUT_CLR_TXT
Entry : Output - 0x7001458c
Input  : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 64 ns

Feature: IPV4_OUTPUT_L2_REWRITE

Entry : Output - 0x7000clcc
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 544 ns

Feature: DEBUG_COND_MAC_EGRESS
Entry : Output - 0x70014584
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 928 ns

Feature: DEBUG_COND_APPLICATION_OUT
Entry : Output - 0x70014588
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 53 ns

Feature: IPV4_OUTPUT_FRAG
Entry : Output - 0x70014c14
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 42 ns

Feature: IPV4_OUTPUT_DROP_POLICY
Entry : Output - 0x70014cad
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 3168 ns

Feature: DEBUG_COND_OUTPUT_PKT
Entry : Output - 0x70014580
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 490 ns

Feature: MARMOT_SPA_D_TRANSMIT_PKT
Entry : Output - 0x70014720
Input : GigabitEthernet0/0/1
Output  : GigabitEthernet0/0/0
Lapsed time : 10762 ns



i I DS

Packet Trace

Packet Copy In
209351d3 1801700f 6a7f0b81 08004500 0064003c 0000ff01 4ca2c0a8 0101acl0
01010800 f6ff000c 00000000 0000154e 71f0abcd abcdabed abcdabed abecdabed
abcdabcd abcdabced abcdabed abcdabed abedabed abedabed abecdabed abedabed
abcdabcd abcdabced abcdabed abedabed abed

ARPA
Destination MAC :a093.51d3.1801
Source MAC : 700f.6a7f.0b81
Type : 0x0800 (IPV4)
IPv4
Version 14
Header Length  :5
ToS : 0x00
Total Length : 100
Identifier : 0x003c
IP Flags : 0x0
Frag Offset :0
TTL : 255
Protocol 11 (ICMP)

Header Checksum  : Ox4ca2
Source Address  :192.168.1.1
Destination Address : 172.16.1.1

ICMP
Type : 8 (Echo)
Code :0 (No Code)
Checksum : Oxf6ff
Identifier : 0x000c
Sequence : 0x0000

At 15 | -

Ny EYT

Packet Copy Out
0072783e f1f6a093 51d31802 08004500 0064003c 0000fe01 4da2c0a8 0101acl10
01010800 f6ff000c 00000000 0000154e 71f0abcd abcdabed abcdabed abedabed
abcdabced abcdabed abcdabed abedabed abedabed abedabed abedabed abedabed
abcdabcd abcdabced abcdabed abedabed abed
ARPA
Destination MAC :0072.783e.f1f6

Source MAC :2093.51d3.1802
Type : 0x0800 (IPV4)
IPv4
Version 14
Header Length  :5
ToS : 0x00

Total Length : 100
Identifier : 0x003c

IP Flags : 0x0

Frag Offset :0

TTL 1254
Protocol :1(ICMP)

Header Checksum : Ox4da2
Source Address  :192.168.1.1
Destination Address : 172.16.1.1

ICMP
Type : 8 (Echo)
Code :0 (No Code)
Checksum : Oxfoeff
Identifier : 0x000c
Sequence : 0x0000

* show platform packet-trace packet <Pkt No.> decode M S3R#LI=HD



Packet Trace [ZCRHE9 a7 k<

[punt/drop/inject 3—F B 3E]

show platform packet-trace code drop

show platform packet-trace code punt

show platform packet-trace code inject

[y kR By T ERE]
show platform hardware qfp active statistics drop detail (drop code E&1H™ > 43)
show platform software punt-policer (punt code EEjH 2 43)

[I/F EESL T QFP ALIERS &E]

show platform hardware qgfp active interface if-name <I/F>



Catalyst 8000 k> IL
a—Tad

.CPU/Memory kS TN a—T 49
Packet kS TN a—TFT a2y
TS TN a—TFTa25

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




FHESLBEED ST a—T1 201220\ T

FHEHERBIETEORA Y FASRAEETS

-BREETA-UICAOX TNy IR )T EINBET=8H. ERELER.
syslog b —/Nx@ O MR Ho1=F5H KLY

- Last reload reason & show ver [TRRSNHDTHEZEL THL
- FHIEHBFEEDO L) HA—DHE5NERLTHL

Bl: fIFEMDAT Y FERT, @AFEMID ST 0 VI RIE.
MEMDEEICEY I/FFEIEZT0O FOJLOKREERSE



FHESLBEED ST a—T1 201220\ T

-[F & A EDNIZE Crashinfo/Core 7 7 A IILEEEIICERT 52D T, LU

‘Llid);;z' LY FDICEET 7AADBHEINMERZITL. HAHEEEUR
T 4

[Crashinfo]

bootflash:

harddisk: (harddisk Z & DHEFBEITEEZD/NRICER SN D)
[Core]

bootflash:/core/

harddisk:/core/ (harddisk Z £ DHEIEIIBE ZD/N\RXIZER IN D)



system shell login [Z2DUVT

cERE STV a—T 4 T DIEHE. TAC & Y system shell login T
DOTMBZREZIT A ENHHD. ERMERNIELUTDEY

(1) FTEEaTUFEEMRIEE. public key DY TRAMENE

#request consent-token generate-challenge shell-access auth-timeout 1800
(2) RLXFFID public key MRREA ., BEBITA—)LTEAAIZTIRHIEL
(3) B KYERREO—FERITL T, A—ILTEMT S

(4) X1|:|—C%$L/7‘; B' -FHEZVJF%%‘??L—Cs At HIE: I‘%*ij—%)
Router#request consent token accept-response shell-access <zBEEI—k>
(FrLUPERMBLARVAAANETIORURNTHAHAZ XS BELIZEN)

*A—VILREH 5 LU EHSEE . £5—F [Enter] 1T
SREERTILEL=G, success):l,\ocl:')m:l’ﬂb\.':ljé

(5) Fi2av U RERTTS .
Router#request platform software system shell rO FMIETE Community URL HTSHRFEEEN
(6) LT DAY E—SHRRENELID. [y] EAHTS |0S-XE/XE SD-WAN: system shell login [SDLYT

Activity within this shell can jeopardize the functioning of the system.
Are you sure you want to continue? [y/n]y



https://community.cisco.com/t5/-/-/ta-p/4666712

% %2715 show tech £ 5 R]EE

. |0S-XE 17.x Tl& show tech DEIZF—T— FZ{H(+5 2 & TEHEBBEIZHTS S TIL
a—TFTqa v avy RA—FEREEE

c UTIZHZ WS DOMEE LM, TACHhLERNT BIEENH D

show tech-support license show tech-support aaa

show tech-support routing show tech-support cef

show tech-support nat show tech-support diagnostic
show tech-support ospf show tech-support install

show tech-support bgp show tech-support memory &4

X AT FPOHAEIZHEZRT BN, show tech EREHFIZ show tech XXX | redirect XXX.txt [Z
& U B FTERR AT gE






CSCwf63706

C8300 HSRP received unexpected active hello packet when interface recovered

<EZ>
JTActiveJL— 3 DHSRP I/F/MDownDIKEEM 5 1EIHT HFE. preempt delayD BRI ZHRTE L TLAIZEEH 5T,
I/FINUpIKEEIZ AR S & & HITHSRP Hello 737y bk Z 5t [A{AI T /34 A~NE(ET D Z & THSRPDFlaph FHEAET B

<HEFH>
IL—ARBITIFRIASTR— FEFRALTWAIGE., ZUR— DT —TILIREZEL.
F 1= (L%t [l 7R— bk Dshut/no shut

<EEMBBE>
SFP A R— b EFERAT S
F 1= 1FXIL—2 BIDI/FDshut/no shut

<EBENN—T3>>
17.12.2L1F&


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf63706

CSCwa38451
Packets loss happens on C8300/C8500L when inserting SFP into or no shut other IF with a SFP

<EZE>
SFPAR— k Znoshut, Fi=lZnoshutikKEEDR— FIZSFPEIEAT B L.
FDMDI/FIZToverrun o3 —REF L, Ny FFOYTHAREET S

<EEERBER>
L

<EBEN—T 30>
17.6.3LAF% . 17.7.2L0F%. 17.8.1aLlf&


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa38451

CSCwd84391
C8500L incorrectly drops ip fragments due to reassembly timeout despite fix for CSCwb74917

<EBEZ>
7250 *A2 by FABVFRIZK Y B I B15E . reassembly timeout interval[Z3E L TULVE LM
BE4> 53", reassemblytimeoutlZ& > TiR->TrFAYTEhbB

<HEFH>
C8500L #235 DuptimeMN7:B ~8E LI L

<EER#E>
HEES Duptime NN 7B ~SBIZH BRI HB/EZ—EFEFTIO—FT 3

<EBEN—T3o>
17.6.6LA[% . 17.93LA[%. 17.11.1LI %, 17.12.1L1&


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd84391
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 Cisco Catalyst 8200 Series Edge Platforms Data Sheet

« Cisco Catalyst 8300 Series Edge Platforms Data Sheet

 Cisco Catalyst 8500 Series Edge Platforms Data Sheet

« Cisco Catalyst 8200 Series Edge Platforms Interfaces and Modules

« Cisco Catalyst 8300 Series Edge Platforms Interfaces and Modules

« Cisco Optics-to-Device Compatibility Matrix
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https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8200-series-edge-platforms/nb-06-cat8200-series-edge-plat-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8300-series-edge-platforms/datasheet-c78-744088.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8500-series-edge-platforms/datasheet-c78-744089.html
https://www.cisco.com/c/en/us/products/routers/catalyst-8200-series-edge-platforms/interfaces-and-modules.html
https://www.cisco.com/c/en/us/products/routers/catalyst-8300-series-edge-platforms/interfaces-and-modules.html
https://tmgmatrix.cisco.com/

Reference

« Networking Software (I0S & NX-0OS)

« |OS-XE Polaris [CTDULNT

- 10S-XE : EPC(Embedded Packet Capture)Z R Lf=/\ Yy X ¥ TF ¥
ik

. 10S-XE: Packet Trace #EEED B

« |OS-XE/XE SD-WAN: system shell login [ZDUVT

- CPUFRENLE LEGEICEHEMNICOY ZEG9 % EEM DX EHI*

*ZDHIE 10Sd DHDEERELZYET,



https://www.cisco.com/c/en/us/products/ios-nx-os-software/index.html
https://community.cisco.com/t5/-/-/ta-p/3729648
https://community.cisco.com/t5/-/-/ta-p/3160998
https://community.cisco.com/t5/-/-/ta-p/3160998
https://community.cisco.com/t5/-/-/ta-p/4170126
https://community.cisco.com/t5/-/-/ta-p/4666712
https://community.cisco.com/t5/-/-/ta-p/3161101

Thank You
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