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0 20006

All | Device Connector

- raone The Device Connector is an embedded management coniraller that enables the capabilities of Cisco Intersight, # cloud-bssed management platform, For detailed informatien about configuring the device
» Internal LAN v, please visit Help Canter
» LAN Cloud ‘
Device Connector i3 Settings > Refresh
» SAN Cloud
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3. Device ID &
» Time Zone Management "

FD0262809AF&FD0262809BC =
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.
e Claim Code
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ChRUs Device Connector Intemet Intersight L JU
Chassis T o
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Crypta Cards
Fan Modules Not Claimed

GPU Cards
The connection to the Cisco Intersight Portal is suc
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a new account and follow the guidance or go ta the Targets page and click Claim a New Device for existing account,
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Local Disks
Memary Units
Mini Starage
PSUs
Rack-Mount Servers
Storage Controllers

» License Management
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a © Connected UCSM Managed Domain Aug 16, 2023 11:36 PM
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» LAN Cloud
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» ront

» Time Zone Management
* Capability Catalog

Adapters
Blade Servers
cPUs
Chessis
Caprocassor Cards
Crypta Cards
Fan Modules
GPU Cards
10 Moduies
Local Disks
Memory Units
Mini Storage
PSUs
Rack-Mount Servers
Storage Gontrollers

» License Management

All | Device Connector

The Device Connector is an embedded management controlier that ensbles the capabilities of Cisco Intersight, & cloud-based management platfarm. For detailed information about canfiguring the device
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Device Connector
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Properties

FELTRTRSINFET,

Affected object

Description

ID

Cause

Code

Original severity :

Previous severity : Major

: sys/cloud-mgmt/device-connector

: UCS Manager requires an Intersight connection and Intersight Infrastructure

Service Licenses for Cisco UCS X-Series and/or Cisco UCS M7 generation
servers. Please claim this UCS Manager instance with Cisco Intersight to
maintain compliance

: 149168 Type . equipment
: disabled-or-unclaimed- Created at : 2024-03-
device 29T04:42:43Z
: F2079 Number of Occurrences : 1
Major

Highest severity : Major
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Intersight o*¢ Infrastructure Service

(-]
& Overview o.g Infrastructure Servica ts
& o Orchestrator
-] Operate ~
" (3 Export 2 items found per page [I] of 1
Servers )
B Workioad Optimizer
Chassis Connection Contract Status Bundle Version NX-OS Version "
. © Connected 14 O Not Covered 14
Interconnects My Dashboard
®43(20) 2 2
Networking
E System
HyperFiex Clusters ith Model Bundie... uCS Domain... Ports o UserL.. Admin ... p
Total _ Used _ Avail..
Waming  UCS-FI-6454  4.3(2b) 54 5 a9 off
Virtualization Explore More Services [
S e . wWoming  UCS-FI-8454  4.3(2b) 54 5 a9 off

Integrated Systems
Do

@ Analyze ~
Explorer New
©  configure ~
Profiles
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6  Operate " « All Fabric Interconn
[ Search UCSX X " J (3 Export 2 items found per page
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Chassis Health Connection Contract Status Bundle Version NX-OS Version ’
@ Connected 14 O Not Covered 14
Fabric Interconnects @ @
2 Warning 2 «az(20) 2 s)a3(za) 2
Networking
HyperFlex Clusters i Ports " a
(] MName Health Model Bundle... ucsDomain.. oo (g Avail.  UserL- Admin .. ¥
PR O ucsxF-a & Warning UCS-FI-6454  4.3(2b) 54 5 49 off D
D UCSXFI-B A Warning UCS-FI-6454  4.3(2b) 54 5 49 Launch UCS Manager

Integrated Systems
Launch GLI

@ Analyze ~

Explorer New
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©  configure ~



F B

€ Fabric Interconnects

Upgrade Firmware

~—j

Overview

Operate ~
Servers

Chassis

Fabric Interconnects
Networking

Version
HyperFlex Clusters Select a firmware version to upgrade the Fabric Interconnects to.
Virtualization

Integrated Systems

About Firmware Upgrade

Analyze ~
Do not show this page again

Explorer New O page ag

Configure ~

Profiles Cancel
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cisco

€ Fabric Interconnects

@ Overview U d F
-] Operate ~
@ ceneral General
Servers Ensure selected Fabric Interconnects meet requirements for firmware upgrade
2 Version
Chassis
B Starting from April 1, 2023 Intersight allows you to manage the firmware download through a new domain
B 3 Summary download-ssc.cisco.com. Make sure that you add the new domain name to the firewall and network rules. Learn
Fabric Interconnects
More at Help Center.
Networking

Confirm Fabric Inter Selection 1

HyperFlex Clusters
I single Fabric Interconnect Upgrade

Virtualization

T toms found -
(" Ada Fiter )

Integrated Systems

Domain N. Fabru: Inlercnnnecl A Fabric Inler:nnnect B
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Q search
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@ Overview .
Upgrade Firmware
O Operate A P
© oeneral Version
Servers Select a firmware version to upgrade the Fabric Interconnect
© version
Chassis

Select Firmware Bundle Advanced Mode (D
3 Summary
Fabric Interconnects
@ The selected firmware bundle will be downloaded from intersight.com. By default, the upgrade enables Fabric

traffic Use Mode to exclude Fabric Interconnect traffic evacuation
Networking
HyperFlex Clusters [:] 57 items found page
Version size Release Date Description
Virtualization
O 436 254GiB  Feb15,20249:00... The UCS Infrastructure Software Bundle cont.
Integrated Systems
Q  43(2e) 254GIB  Jan24,20249:00.. The UCS Infrastructure Software Bundle cont...
ﬂ 43(2¢) 25368 Nov14,20239:00.. The UCS Infrastructure Software Bundie cont...
®  Analyze IS O 4320 25268 Aug16,20239:00.. The UCS Infrastructure Software Bundle cont
O a2 240GiB Feb21,20249:00... The UCS Infrastructure Software Bundle cont...
Explorer New
O a2ai) 239GiB  Nov6,2023 9:00 A.. The UCS Infrastructure Software Bundle cont...
& configure A~ O 4260 239GiB  Sep28,20239:00., The UCS Infrastructure Software Bundle cont,
Profiles < Cancel
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2L T. Upgrade #E17LET,

Intersight o*2 Infrastructure Service Q search

€ Fabric Interconnects

@ Overview U d F.
-] Operate ~
©) oeneral Summary
Servers Confirm configuration and initiate the upgrade.
() version
Chassis
B  selected firmware bundle will be downloaded to the Fabric Interconnects and upgraded. Click on Requests to
B e Summary monitor the progress of the firmware upgrade.
Fabric Interconnects
Networking Firmware
HyperFlex Clusters ersion Size
4.3(2) = 2536GiB
Virtualization
Integrated Systems Fabric Interconnects to be Upgraded
@ Analyze ~ DomainN. Fabric Interconnect A Fabric Interconnect B
Model Serial Bundle Versi.. Model Serial Bundle Versi
Explorer New ucsx UCS-FI-6454  FDO262809.. 43(2b) (§) UCS-FI-6454 FDO262809.. 4.3(2b)
Do
&  configure ~
Profiles < Cancel Back
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 Fabric Interconnects

Upgrade Firmware

@ Overview

G Operate ~
@ General Summary
Servers. Confirm configuration and initiate the upgrade.
@ Version
Chassis

. BB Calantad fiemuara hindla will ha dawnslnaded 1o the Fabric Interconnects and upgraded. Click on Requests to

© summary

Fabric Interconnects

Upgrade Firmware

Networking Firmware will be installed on the selected Fabric Interconnects. Are you sure
you want ta upgrade firmware?
HyperFlex Clusters Size
2.53Gie

Virtualization Cancel

Integrated Systems Fabric Interconnects to be Upgraded
@ Analyze ~ Domainhl . Fabric Interconnect A Fabric Interconnect B

" Model Serial Bundle Versi.. Model ial Bundle Versi..

Explorer New ucsx UCS-FI-6454 FDO262809.. 43(2b) () UCS-FI-6454 FDO262809.. 43(2b) (@

©  configure ~
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Intersight o* Infrastructure Service Q search C @u1 = Qe @ @ Q

i
cisco

0 Successfully initiated firmware upgrade for the
selected Fabric Interconnects

N G Fabric Interconnects

# All Fabric Interconn

+] Operate ~
. [ search uesx (3 Export 2 items found per page
Servers
Chassis Health Connection Contract Status Bundle Version NX-OS Version -
© Connected 14 © Not Covered 14
Fabric Interconnects
2 Warning 2 «4.3(20) 2 ©0.3(5)143(23) 2

Networking
HyperFlex Clusters . Ports . a

yp (] Name Health Model Bundle Used.  Avail.  YUserLe Admin ... §
YRR (0 ucsxFra & Waming  UCS-FI-6454  4.3(2b) 54 5 a9 off

O ucsxr-B & Warning  UCS-FI-6454  4.3(2b) 54 5 a9 off

Integrated Systems

(o

@ Analyze ~
Explorer New

©  configure ~
Profiles
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Intersight B E— F

UCSM &IEE— K

H—/\DIREHERE

Servers & J

Equipument® 7

7 o —LHER Intersight Alarm Faults, Event and Audit
Log
Field Notice Intersight RTTH#&H L. BEREET

TXa)T4T FENAHFY

FolL &%k

Intersight Advisories|ZH
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aluali
cisco

M

m

& M

UCS Manager

Equipment / Chassis | Chassis 1 / Servers / Server 1

_|.-..|_
i
i

— 7o—ttn

6 90006

Al v
« Equipment General | Invefory  Virtual Machines Installed Firmware  CIMC Sessions logs  VIFPaths  Hefth  Diagnostcs  Faults  Events  FSM  Statistics
v Chassis
- Chassis1 @ Fault Summary Physical Disptay
» Fans ® - 2
o $ ® —
0 0 0
» PSUs
* Servers |
|
»severz @ SrTASET—TOK
» Server3
(¥) Status Details
» Serverd
» XFM Modules
~ Rack-Mounts Actions
Enclor
nclosures Create Service Profile | B
FEX |
> Servers g .
* Fabric Interconnects
» Fabric Interconnect A (primary) () Propirties
» Fabric Interconnect B (subordinate) (3 Shutdown Server
« Policies Reset Slot ID 1 Chassis ID i1
Port Auto-Discovery Policy Recover Server Product Name Cisco UCS X210c M6 2 Socket Compute Node
Reset All Memory Errors Vendor © Cisco Systems Inc PID © UCSX-210C-M6
g — Revision ‘o0 Serial : FCH2711761C
KVM Consola Manufacturing Date . 2023-03-28

View Health LED Alarms

Tirn an | Aratact EN

Asset Tag

Name
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Faults, Event and Audit Log

00 d00CE©

/| Fauits, Events and Audit Log

g | Faults | Events  Auditlogs  Syslog  CoreFiles  TechSupportFiles  Setiings
Filters (%) ¥ Fiter Y, Advanced Fiter # Export o Print Hide Fault Details oy
Severity ¥, | Severity Code D Affected object Cause Last Transition Description
Show All F1672 127838 sys/backup-UCSX local-internal-backup-failed  2024-03-27T14:20:53Z Local Internal backup fai
B | € Critical
v F0207 148538 hassis-1/blade ink-down 2024-03-28T16:08:40Z  Adapter ether host interfac.
| ¥ Majer
= v F0479 148537 hassis- 1/blad vif-down 2024-03-28T16:09:40Z Virtual interface 694 link st...
- | 4. Minor
) v F0207 148390 ink-clown 2024-03-28T16:08:32Z  Adapter ether host interfac.
© Warning
=] 0 o w cnava 2amana it rtrunin ANPA-NAAATIRNRAIZ  Afichinl interfana G09 fink ob
A 10 WRHH: 1 @ O o 1012550 | ¥RT +
4 Condition
(@ Cleared Details
(D Soaking Summary Properties
E d
@ Suppresse Severity . . Minor/None Affected object : sys/backup-UCSX
Caregory - Description  : Local Internal backup failed while upgrade. Please re-trigger a manual backup.
Lest Transition : 2024-03-27T14:20:532
v| Al [} : 127038 Type : management
v a Actions
eneric Cause . local-internal-backup-failed Created at © 2024-03-27T14:20:532
+ Sarver
ks l Fault
Acknowiedge Fault Code : F1672 Number of Occurrences : 1
| Network
Original severity : Min
+ | Operations riginal aevarity or
+ Sysdebug Previous severity : Minor Highest severity : Minor
| Fsm
+| Equipment

| Management
+ | Connectivity
+| Configuration
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Intersight Servers 27

I;%ealthy Critical FF

'L',';;':',‘ Intersight :-2 Infrastructure Service Q Search

@  Overview Servers

Q) Operate ~
Servers % All Servers ©
Chassis G, Add Filter (Z Export 5 items found 10~ per page 1 of1
Fabric Interconnects ko

Powpr HCL Status Models Contract Status o

Networking

Incomplete 4 © Active 5

Sihy 4 MotListed 1 ® UCSX 210C-MB §
HyperFlex Clusters

Storage
Name Health Model CPU.. O Memary ... ucs Dom... Server Pr... Firmware...
© configure ~

o Heatny @ | ucsx-210c-M6 1456 5120 RTP-UCS 5.0(48)
Profiles

© Healthy UCSX-210C-M6 1456 5120 RTP-UCS-W 5.0(4a)
Templates [ON o Critical @UCsSX-210C-M6 1456 5120 RTP-UCS-WS- 5.0(4a)
Policies © Healthy UCSX-210C-M6 1456 5120 RTP-UCS-WS-. 5.0(4a)
Pools [O] © Healthy UCSX-210C-M6 1456 768.0 RTP-UC 5.0(4a)
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Intersight Server B{k (Critical B¥) —{ ~)L 2154k —i«r&“/h'l‘ﬁ#&

el Intersight Jeg Infrastructure Service v Q [search

) « Servers Details
@ Overview
RTP-UCS-WS-Pod-01-1-3 aciia TAC Case
0O, Operate
. Chassis
Servers General Inventory UCS Server Profile HCL Statistics
— RTP-UCS-WS-Pod-01-1
Chassis
Details Properties Events Profile
Fabric Interconnects o
UCS-WS-SP-VMware-02
i Heaith
Networking — — 1
R Cisco UCSX-210C-M6 Top Alarms 1 a
HyperFlex Clusters @ ComputeBoardPower Profile Status
Nariié Jan 19, 2023 5:06 AM N CSaea R
Storage RTP-UCS-WS-Pod-01-1-3 Motherboard RTP-UCS-WS-Pod- -
01/chassis-1/server-3/board has a critical
power problem R
Virtualization User Label Firmware Version
= + Requests 1 =21 4
Kubernetes 5.0(4a)
Management |P + Advisories No Advisories
Integrated Systems I I Firmware Status
© configure A Serial @ Success
Profiles I I
PID Contract Coverage
Tempiates UCSX-210C-M6
Policies Power () On Locator LED O Off @D Health Overlay
Vendor Contract Status
Cisco Systems Inc "
Pools 4 @ Active
CPUs CPU Capacity (GHz)
Revision
2 1456
[ 4
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Intersight Alarms

bl
cisco

Intersight

[ s :
«*2 Infrastructure Service

Q search

Alarms

Active

Acknowledged

# All Active @ +

A

Add Filter

Message

Severity

Code

(> Export

Source Name

64 items found

Source Type

15~

per page 1

Date/Time

of 5 3] ]

Server RTP-UCS-WS-Pod-01/chassis:
Capacity analysis has found that 1 vol
Capacity analysis has found that 1 vol
Motherboard RTP-UCS-WS-Pod-01/c
The cluster certificate has expired.

The cluster certificate has expired.

Ethernet port switch-FDO21120U58/s
Ethernet port switch-FDO21120U58/s
Ethernet port switch-FDO21120U5B/s
Ethernet port switch-FDO21120U58/
Ethernet port switch-FDO21120U58B/¢
Ethernet port switch-FDO21120U5B/¢
Ethernet port switch-FDO21120U5B/s

Ethernet port switch-FDO21120U5B/s

O Critical
A Warning
A Warning
© Critical
© Critical
O Critical
A Warning
A Warning
A& Wamning
A Warning
A Warning
& Warning
A Warning

A& Warning

ComputePhysicalMissing
StorageNetAppClusterWarr
StorageNetAppClusterWarr
ComputeBoardPower
StorageNetAppClusterCritic
StorageNetAppClusterCritic
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar
EtherPhysicalPortDownAlar

EtherPhysicalPortDownAlar

RTP-UCS-WS-Pod-01/chassis-1/serve
aiqum-rtp.dev.svpod/Cluster-rtp-nas-
aiqum.dcv.svpod/Cluster-lon-nas-01

RTP-UCS-WS-Pod-01/chassis-1/serve
aiqum-rtp.dcv.svpod/Cluster-rtp-nas-
aigum.dcv.svpod/Cluster-lon-nas-01

ucs-ws-n8k1/switch-FDO21120U5B/s
ucs-ws-n8k1/switch-FDO21120U5B/s
ucs-ws-n@k1/switch-FDO21120USB/s
ucs-ws-n9k1/switch-FDO21120USB/s
ucs-ws-n2k1/switch-FDO21120U5B/s
ucs-ws-n9k1/switch-FDO21120U5B/s
ucs-ws-n9k1/switch-FDO21120U5B/s

ucs-ws-n8k1/switch-FDO21120U5B(s

Intersight Managed Server
NetApp Storage Cluster
MetApp Storage Cluster
Intersight Managed Server
NetApp Storage Cluster
NetApp Storage Cluster
Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

Cisco Nexus Switch

15 hours ago

15 hours ago

Feb 2,202310:10 PM
Jan 19, 2023 5:06 AM
Nov 26, 2022 5:20 PM
Nov 25, 2022 5:19 PM
Nowv 25, 2022 1:56 AM
Now 25, 2022 1:56 AM
Nov 25, 2022 1:56 AM
Now 25, 2022 1:56 AM
Now 25, 2022 1:56 AM
Nov 25, 2022 1:56 AM
Nov 25, 2022 1:56 AM

Nov 25, 2022 1:56 AM
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TA4IAEEBRETAETRYAAFELTEET,

=3 Infrastructure Service Q search

Alarms . 7’{)I/QIE E
Active A‘V'_'knoVwIEI:»Iged ° M e S Sa g e
- xI 3 Export  4itemsfound 15 perpage 1 of1 i S eve rlty

I “ | severity Critical x  Add Filter

Message Severity Code Source Name Source Type Date/Time [ P

Server RTP-UCS-WS-Pod-01/chassis: O Critical ComputePhysicalMissing RTP-UCS-WS-Pod-01/chassis-1/serve  Intersight Managed Server  a day ago - C rltl C a |
Motherboard RTP-UCS-WS-Pod-01/c © Critical ComputeBoardPower RTP-UCS-WS-Pod-01/chassis-1/serve  Intersight Managed Server  Jan 19, 2023 5:06 AM v\/ M

The cluster certificate has expired. O Critical StorageNetAppClusterCritic  aiqum-rtp.dcv.svpod/Cluster-rtp-nas-  NetApp Storage Cluster Nov 26, 2022 5:20 PM a r n | n g
The cluster certificate has expired. O Critical StorageNetAppClusterCritic  aiqum.dcv.svpod/Cluster-lon-nas-01  NetApp Storage Cluster Nov 25, 2022 5:19 PM _ | n fo

1 of1

« Code
 Source Name
» QOrganizations
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Intersight Advisories

asco Intersight

o
o* Infrastructure Service v

Advisories

Security Advisoriesfl] Field Notices IEnd of Life Advisorie Acknowledged

© Advispries for affected devic¢s only are listed here. F

r a complete list of advisdgries and more information, see Help Center

¥ AllfSecurity Adviso... ©@ [

Add Filter 1items found 10 v per page 1 of1
Description Severity CVEs Affected Devices Last Update §
ntel 2022.2 IPU - BIOSAdvisory 8 © High CVE-2021-33060 18 Aug 9, 2022 9:00 AM

1 of1

TXa)TAT RN

Field Notice

End of Life ZK/\A4F
1)

Acknowledge

© 2024 Cis

and/or its

4
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alali

cisco

Intersight ¢ Infrastructure Service v Q search

& Advis

INTEL SA 00686

Details

Severity
0 High

D
INTEL-SA-00686

CVEs
CVE-2021-33060

Published
Aug 9, 2022 9:00 AM

Last Update
Aug 9, 2022 9:00 AM

Base Score
7.8

General

Intel 2022.2 IPU - BIOS Advisory

Summary

Summary
A potential security vulnerability in the BIOS firmware for Cisco UCS M6 generation of servers using Intel® Processors may allow
escalation of privilege. Cisco is releasing BIOS updates to mitigate this potential vulnerability. Details

Affected Devices (1)

Details
Workarounds/Solutions

To learn more about this security vulnerability, the affected products, and other details, see:
t tel-sa-00686.html

https://www.intel.co rity-center/advis

Affected Devices (1)

© Advisory notifications are supported only for devices with Advantage or Premier license. Advisories for the devices are
processed every 6 hours. If you update the device, it can take up to 24 hours for the updated status to be displayed for
the device. For more info see Help Center

G 1items found 10 v per page 1 of1
Name Type Model / Type Firmware / Version
Pod-01-1-3 Server UCSX-210C-M6 5.0(2b)
1 of1

Workarounds/Solutions
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Intersight & UCSM @ A% &L

Intersight B E— F

UCSM &IEE— K

04 DiELE Fabric Interconnect @4 | UCSM O 4
Chassis A% Chassis A4
Server A4 (Servera@ 7 1L ET)
sam_techsupportfile % O
Fab\(ic Interconnect (UCSM) /]/\ §
m )
AJWmERORIMN
JWEEOOTNES O %
TAC TO OV W#F O %
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- UCSM B4
yyyymmddhhmmss_ [ X7 L4] UCSM.tar

. Chassis 0%
yyyymmddhhmmss_[ AT L%] BC[Iv—&FE] alltar
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Fabric IFM Server Mezzanine
Interconnect
UCSM a4 O % % %
Chassis A4 % O O O

Chassis O Fo v —UIZBEH INT WA Y —/\%E R L THIFAEE
Mezzanine X5 —/A\DEFEINA > TWWBIGE DA EFAIEE



UMM | UCSM a4

[UCSM |:|’7“J

UCSM_A_ TechSupport

Fabric Interconnect A @ A

Z

UCSM_B_TechSupport F;]brlc Interconnect B @A

sam_techsupportinfo : UCS Manager B DERK. 1 X rOTDEE
)

% UCS DRET—BRVICHERITSITI7AIL

% Primary @ Fabric Interconnect D& IZFEET 5

- Fault, Event log

- Service Profile ®1&E$k

sw_techsupportinfo : Fabric Interconnect D&, A1 X FOTDF &
&

L4
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I_f 3 ;
svc_sam._KR9dAG oY >BIHe | it &q%g&* BEIFAHRH—EADAARN FAY

svCc sam controller.log : FI 7 5 XA A#EEICEET 2 U—EXDA R tay

svc sam dcosAG.log : UCS ¥ X7 L LAR)LMDFeature (firmware, techsupport, core,
timezone, callhome F)Z BB d 5 —EXDA R Oy

svc_sam dme.log: UCS ®H#% 7O+ X DME DA R kO4y

svc sam nicAG.log : Mezzanine, NIC DK - ZFEICEAEST 2 H—EXDA N2 |+
a4

svc sam portAG.log : Fabric interconnect, vNIC ZD#ERL - IRBICEAEYT 59—
AD

AR Oy

svc sam statsAG.log : ¥ 8HR— kD Statistics ZINET HH—ERDA R +tOY
svc sam svemonAG.log : UCS Manager &S —E X ZE /9 5 pmon &MY &
L %

XTS5 IO0LADAR rOY

topout.log : £ Fabric interconnect ET®M, 30 BE®D top AT > FETHR

r




UMM | Chassis 04

[ Chassisl:lﬁ‘ J

CIMCX _TechSupport } Saerver X (Slot #&+5) ®

mnt H scratchpad H techsupport_pidXXXXX }

CIMCX TechSupport.txt - H—/\D#ERE. 1R rOFDEEH
X b—/N\DFETC—BEXRVIHERITLST77141L

- CIMC, BIOS /1\—2 3 >

- Fault, Event Log, SEL

- IPMI Sensor {&

CIMCX TechSupport bios post results.txt : POST 4 X~ NM=ks
CIMCX_TechSupport_biosbmc.xml : BIOS % E &k




UMM | Chassis A4

[ ChassisO %' ]

Server X (Slot &%) @O
p

CIMCX_TechSupport ]

obfl I

obfl-log : onboard failure Tog ¥k, —/X\DN—Fo 74 X2
k

var ]—[ log ]

DimmBL.log : DIMM 1&#k., Y—/\D/N—FJ T TF7AR b
sel/log: SEL mERIIO4




UMM | Chassis O%'

[ ChassisO %' ]

2= h—F X (SlotFES) o0
o

MEZZXX_TechSupport }

debugdump : VIC DA T—R X, 4 N2 MEH

syslog : VIC ARy +O%y

—[ IOCardX_TechSupport] IFM X (Slot&S) on 5

—[ techsupport_detailed iocardX }
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[ techsupport_detailed iocardX ]

eme }—{ tog |

i2c.log : IFM @ i2c chip DRFIT SIS —HV 2 b, A T—2 REH
jom serial num : IFM @) ZILES

mctools frus : Chassis R vik—=x > ME#HR (PID, Serial#)
messages : CMC O h—RILA R Oy

M . CMC @ OBFL B4

ohms.log : Online Health Management System IZ&k A T 5 —#R&1IKR.
IFM Mastership M#EER

pwrmarcli.log : &EiIE D AKX R Pk IE R

thermal.log : FANDEIEIRIR. H—/\. IFM D;REIKRE
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[ techsupport_detailed iocardX ]

_| NX0S I

— show-tech-support-iom-nxos.out : IFM @ Forwarding BE:E

—[ metrics ]—[ readings }

fan.csv: 7 7 VOEFERRDBERIT—4
power.csv : BIRHIEDEHFRY|T—4
temperature.csv : JREDORRIT—4




DN ov niEsE

ZATDI7AILEA

- Fabric Interconnect A%
yyyymmddhhmmss_intersight_[2 X T L 4].tar.gz

. Chassis A%
yyyymmddhhmmss_[2 X7 L] _chassis-[>v—L & F].tar.gz

. Server 04
yyyymmddhhmmss [ X TL4] C[ov—I &S] B[Y—/\&FEF|.tar.gz
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Fabric IFM Server Mezzanine
Interconnect
F@bric Interconnect A O % % %
9
Chassis A% % O % %
Server A4
7 x o o o

Server AT XEAFROY—/\OATE 5
Mezzanine [EH—/\DEBRENA > TWLSIH5EDHENIF A EE
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[ Fabric Interconnect @4 ]

Fabric Interconnect A @M A
FI-A .
 — 7
Fabric Interconnect B @ A
FI-B 5
W h info =~ Fabric Interconnec N >
&

x Fabric Interconnect MFETC—BERAIHERIT S5T774)L

device connector.log: T/NM RAaARTADAR +bAY
x Intersight & Fabric Interconnect D EFIK R ZHRET 5774

mng—IQ—dQng o0 ¥NATUAVERRAR—FDY 0N T Yy MKR
anflg a. Qut Fabnc Interconnect 0) ') /7 PNy MR
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L peer tech support UCSX-B.log

tech support UCSX-A.log

04 774 )LIREROER

O EEICRETELRWGEICHEET S

(B4 R ¥

Successfully added sw_trace logs

1559 Successfully copied boltDb logs

1724 Collecting techsupport files from the Peer Fabric Interconnect

1264 Success: Techsupport files are saved in workspace:/techsupport, Tech-support
filename:20240325065247 _intersight UCSX.tar.gz




BV Chassis 0%

[ ChassisO %' J

loCard-1.tar.gz | IFMA A%

~

loCard-2.tar.gz | FMB ®A%Y

J

—[ techsupport_detailed_iocardX J RAR— THARNRE

peer tech support UCSX-B.log
tech support UCSX-A.log
049 774 )LEEEOER




MM Chassis A4

[ techsupport_detailed iocardX ]

eme }—{ tog |

i2c.log : IFM @ i2c chip DRFIT SIS —HV 2 b, A T—2 REH
jom serial num : IFM @) ZILES

mctools frus : Chassis R vik—=x > ME#HR (PID, Serial#)
messages : CMC O h—RILA R Oy

M . CMC @ OBFL B4

ohms.log : Online Health Management System IZ&k A T 5 —#R&1IKR.
IFM Mastership M#EER

pwrmarcli.log : &EiIE D AKX R Pk IE R

thermal.log : FAN O EIERR. H—/\, IFM DREIKEE
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[ techsupport_detailed iocardX J

_| NX0S I

— show-tech-support-iom-nxos.out : IFM @ Forwarding BEE

—[ metrics ]—[ readings ]

fan.csv: 77 VOEFEKREDERHIT—2
power.csv : BRI DRFRSIT—4
temperature.csv : ;REDERI|T—43




NI server o4

[ Server A4

]

CIMCX_TechSupport ]

Server X (Slot &%) @O
p

mnt H scratchpad H techsupport_pidXXXXX ]

C

C
C

IMCX TechSupport.txt : H—/\D¥ERE. 1 R rOSTDEED

X H—N\DRET—BEANERILHTI7AI
- CIMC, BIOS /v—2 3 >
- Fault, Event Log, SEL

IPMI Sensor {&
IMCX_ TechSupport bios post results.txt : POST 4/ R kO4
IMCX_TechSupport_biosbmc.xml : BIOS % E &R




NI server o4

[ Server A% J

Server X (Slot &%) @O
p

CIMCX_TechSupport }

obfl I

obfl-log : onboard failure Tog ¥k, —/X\DN—Fo 74 X2
k

var H log J

DimmBL.log : DIMM 1&#k., Y—/\D/N—FJ T TF7AR b
sel/log: SEL mERIIO4
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[ ChassisO %' ]

MEZZXX_TechSupport } A h—F X(SlotHFEE) may

debugdump : VIC DR T—H X, 41 N2 MER

syslog : VIC DA R +04y

—[ IOCardX_TechSupport} IFM X(Slot& &) on 4y

—[ techsupport_detailed iocardX }
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[ techsupport_detailed iocardX ]

eme }—{ tog |

i2c.log : IFM @ i2c chip DRFIT SIS —HV 2 b, A T—2 REH
jom serial num : IFM @) ZILES

mctools frus : Chassis R vik—=x > ME#HR (PID, Serial#)
messages : CMC O h—RILA R Oy

M . CMC @ OBFL B4

ohms.log : Online Health Management SystemIZ & % T 5 —&&14KiR.
IFM Mastership M#EER

pwrmarcli.log : &EiIE D AKX R Pk IE R

thermal.log : FANDEIEIRIR. H—/\. IFM D;REIKRE
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[ techsupport_detailed iocardX J

_| NX0S I

— show-tech-support-iom-nxos.out : IFM @ Forwarding BEE

—[ metrics ]—[ readings ]

fan.csv: 77 VOEFEKREDERHIT—2
power.csv : BRI DRFRSIT—4
temperature.csv : ;REDERI|T—43
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el Intersight 32 Infrastructure Service Q search

Alarms X
Active  Acknowledged
% AllActive &+
Add Filter 64items found 15 per page 1 ofs GG
Message Severity Code Source Name Source Type Date/Time R
Server RTP-UCS-WS-Pod-01/chassis @ Critical ComputePhysicalMissing  RTP-UCS-WS-Pod-01/chassis-1/servi  Intersight Managed Server 15 hours ago
Capacity analysis has found that 1vel 4 Waming lusterWarr  sigum-rtp.d diCluster-rtp-nas  NetApp Storage Cluster 15 hours ago
Capacity analysis has found that 1vol 4 Waming JusterWarr  aigum.d o Nethpp Storage Cluster  Feb 2, 20231010 PM
Motherboard RTP-UCS-WS-Pod-01/c @ Critical ComputeBoardPower RTP-UCS-WS-Pod-01/chassis-1/servc ~ Intersight Managed Server  Jan 19, 2023 5:06 AM
The cluster certificate has expired. @ Crtical lusterCritic  aiqum-r luster-rtp-nas  NetApp Storage Cluster  Nov 26, 2022 5:20 PM
The cluster certificate has expired. 0 riieal lusterCritic  aiqum.dev. svpod/C NetApp Storage Cluster  Nov 25, 2022 5:19 PM
Ethernet port switch-FDO21120USB/s & Waming i ownAlar itch-FDO21120USB/s  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Ethernet port switch-FDO21120USB/s & Waming ownAlar D021120USBfs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Ethernet port switch-FDO21120USB/s & Waming ownAlar DO21120USBs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Etheret port switch-FDO21120USB/s & Waming ownAlar J FDO21120USBfs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Ethernet port switch-FDO21120USB/s & Waming ownAlar 4 FDO21120USBfs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Ethernet port switch-FDO21120USB/s & Waming ounAlar D021120USBfs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
Ethemet port switch-FDO21120USB/s & Warming ownAlar DO21120USBfs ~ Cisco Nexus Switch Nov 25, 2022 1:56 AM
C ts af s. All rights rese Etheret port switch-FDO21120USB/s & Waring DownAlar Kifswitch-FDO21120USBfs  Cisco Nexus Switch Nov 25, 2022 1:56 AM
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https.//community.cisco.com/t5/-/-/ta-p/4702987
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https://community.cisco.com/t5/-/-/ta-p/5007001
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o Your token has expired due to inactivity in the last 30 X
days. Please provide your Cisco ID credentials to
regenerate the token and retry the upgrade.
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Intersight o+ Infrastructure Ser Q search

& Fabric Interconnects © Your token has expired due to inactivity in the last 30 X
days, Please provide your Cisco ID credentials to

Upgrade Firmware regenerate the token and felry the upgrade

@ Overview

O Operate ~
@ Gceneral Summary
Servers Confirm configuration and initiate the upgrade.
@ version
Chassis
B selected firmware bundle will be downloaded to the Fabric Interconnects and upgraded. Click on Requests to
X © summary monitor the progress of the firmware upgrade.
Fabric Interconnects
Networking Firmware

HyperFlex Clusters Version size
4.3(2c) = 253 GiB
Virtualization
Integrated Systems Fabric Interconnects to be Upgraded
¢+ litems found 10 g
@ Analyze ~ Domain N, Fabric Interconnect A Fabric Interconnect B
- Model Serial Bundie Versi.. Model Ser Bundie Versi..
Explorer New X UCS-FI-6454  FDO262809. 4.3(2b) UCS-FI-8454  FDO262809.. 4.3(2b)

©  configure ~

Profiles < Cancel pgrade
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& Fabric Interconnects @ our token has expired due to inactivity in the last 30
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Upgrade Firmw ragenerate the token and retry the upgrade.

@ Overview

Generate Security Token

-] Operate ~
@ ceneral B 7o upgrade firmware from Cisco Repasitary,
Servers Intersight must be enabled for Clsco Software
@ Varsion Download Servicas. Learn more at F
Chassis
P e 1o geners oy ohen thar sapes 10 the Fabric Interconnects and upgraded. Click on Requests to
Summary
P immwace images from the cio
h{ oken axpires if there has been no upgrade activity in the
Networking " 30 days
HyperFlex Clusters CiscolD* size
u | e
Virtualization

Integrated Systems
Password *
[[ R ” s found

tA Fabric Interconnect B
Bundle Versi.. Model s Bundle Versi...

Explorer New : 43(20) (§) UCS-FI-6454 FDO262808.. 4.3(2b) (D)
Cancel
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# Fabric Interconnects

Upgrade Firi

@ Overview

-] Operate ~ e End User License
@ General Cisco's End User Software License Agreement
Servers
@ version L fonare NE——
Chassis

Fabric Interconnects and upgraded. Click on Requests to

© summary

Fabric Interconnects
Networking

HyperFlex Clusters size

2.53GiB
Virtualization

Integrated Systems.

per page [
@  Analyze ~ Fabric Interconnect B
Model Serial Bundie Versi...
Explorer New UCS-FI-6454  FDO262809.. 43(2b) (D)
Cancel
Do
©  configure ~
Profiles <
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Q search

T Fabric Interconnects @ successfully initiated firmware upgrade for the x

selected Fabric Interconnects

% All Fabric Interconn.

G Operate A
[ searen uesx x Filler ® ] (3 Export  Zitems found [75 ] per page Dvlw
Servers
Chassis Health Connection Contract Status Bundle Version NX-OS Version

. © Connected 14 © Not Covered 14
Fabric Interconnects
2 Warring 2 . 43(20) 2 «0.3(5)143(2a) 2

Networking

HyperFlex Clusters (] Name * Health Model Bundle... UCS Domain... Ports UserL. Admin ...
Total _ Used
Virtualization O ucsxrra & Warning  UCS-FI-8454  4.3(2b) 54 5 a8 off
(O ucsxr-B & Waming  UCS-FI-8454  4.3(2b) 54 5 a9 orf

Integrated Systems
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Explorer New
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BEANARE 4 (CSCwal0354) IZkYFAE

CSCwal0354 - UCSX-210C-M6 CIMC OOM due to NMPowerManager
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwal0354
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa10354

thnl

[EEEH: —/\EHETR

* All Servers 8 Turn On Locator

[Intersight Servers 271> [79i3avA=a1—] >
[System] > [Reboot Management Controller]

Health Reset VKVM
~ Lock Front Panel In
M5 CIMC B2 &) .
Unlock Front Panel
Reboot Management Controller
Nam He Clear TPM
Power Enable Tunneled vKVM
JJ AN
q:; System Disable Tunneled vKVM
Profle > ) Healthy UCSX-210C-M6
N — W O 2 > Install Operatin g System ) Healthy UCSX-210C-M6
5.0(1 v Lb—
Upgrade Firmware ) Healthy UCSX-210C-M6
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd20046
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Cisco UCS X V1) —X FVa5—VRT A
https://www.cisco.com/site/jp/ja/products/computing/servers-unified-computing-
systems/ucs-x-series-modular-systems/index.html

Cisco UCS X-Series Modular System
https://www.cisco.com/c/ja |p/support/servers-unified-computing/ucs-x-series-modular-
system/series.html

Cisco Intersight B BE—K 2 I74FXal—3> H4(F
https://www.cisco.com/c/ja jp/td/docs/unified computing/Intersight/b Intersight Managed
Mode Configuration Guide.html
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