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Catalyst 9800 Wireless Controller

COK-SW C9800-40 C9300-CL
200 AP 2000 AP 1000/3000/6000 AP
4000 254 7> b 32000 2 547> 10000/32000/64000
2547 b

7'1&
0000000

C9800-L C9800-80

250 AP 6000 AP
5000 7 247~k 64000 7 747~
N
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10S-XE

Hosted

BinOS Z#~—X(Linux Kernel) Apps

|IOSIEIRTE 10SdL TLinux daemons

LSRR E D Process

|I0S-XE 16.x/17.X [ZEN & 8 TREL \__BinOS




SoftWare 7—=x%T%9 F
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J\EH%

h
=

ol

REPM = Replication Manage(HAXL1E)

NMSPd= Handles communications with Location Server
Rogued = Rogue #&#E

RRMd = Radio Resource ManagementisE

Mobilityd = Mobility4% gt

|0Sd = 10S daemon
DBM = Database Manager
ODM = Operational Data Manager -+ &processit &4 dDatabaseh &Y% .

FMAN-RP = route processor (Control Plane/CP)

FMAN-FP = forwarding processor (Data Plane/DP)

LSMPI = Linux Shared memory Punt Interface (linux kernel )
LFTS = Linux Forwarding Transport Service (linux kernel )



Punt/Inject/Plumb Path

o

FMAN RP

FMAN FP

CPP-Client/FED

v
Linux kernel

Dataplane (CPP/ CPP SW/Doppler)

Le end =»Plumbing Path < |PC
’ — =¥ Punt Path =% Inject Path
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WNCd & [

WNCd [ZWireless Network Control

Daemon MDERELZY APEYVSAT UL
tyia EEETSHTOEX

EWC (on AP and Catalyst 9k switches) 1

C9800-L 1
« CAPWAP

C9800-CL (small) 1
« Dotll
° AAA C9800-CL (medium) 3
e |P Learn C9800-40 5

* Policy Manager
 LISP

C9800-CL (large) 7

C9800-80 8



WNCdDFEER
1  WNCD#i#ER

Jlshow processes memory p

23899 99 368432 136 13824 368&32 wncd_0

{LCI800H

WLCI800kshow wireless loadbalance ap affinity mac aceiienc APHY E Dwned
AP acZa.alll.6dac 15 connected tc wned 0

Discovery Timestamp - 04/26/26 06:36:36, Join Timestamp - 04/26/24 06:36:42

JI CARAAR<how wireles; loadbalance ap affinity wncd ?
<B-7> Enter wncd instance number

JLC98@@#Show wireless loadbalance ap affinity wncd O 3 WNCDIZEDAP

Discovery Timestamp Join Y rrestemp

04/11/24 B9:58:39 04711724 B9:58: 44 defaul t-si1te-tag
04726724 B6:36:36 04726724 B6:36:42 defaul t-si1te-tag




Enhanced Site Tag-Based Load Balancing A

17.10.1
ag site test_balancingl
HLC98@@(conflg Slte tag)#load 7
<B-1600> Fstlmage of the relative load contributed by the site. AP count can
be used as an approximation Y,
1 Load#(E%E

HLC98@@(c0n¥19 site- tajltload 100

i¥:The default value 0 means no load recommendation for the site.
JLC980AHsho wireless tag site detailed test_balancingl

>ite Tag Name : test_balancingl
Jescription :

2 % Usite taglBFRIER

AP Profile : default-ap-profile

: Yes
[mage Download Profile: default

abric AP DHCP Broadcast : Disabled
abric Multicast Grovg=tPyifafliddeess @ 232.255.200.1

est_balancingl Load : 108

I C9800#sho wireless loadbalance tag affinity

Tag tupe Ho of AP’s Joined Load Config Wncd Instance 3

lefault-site-tag SITE TAG 1 NA %Site tag'l%*&

est_balancingl

SITE TAG 1 108



Catalyst 9800 A %

« Trace-on-failure: fRENESNI=A N+ DE
#show logging trace-on-failure summary(17.1LAHI)
#show logging profile wireless trace-on-failure(17.1LL[F)

- Always-on-tracing: debugZL CEIZiEfxshd05
#show logging profile wireless start timestamp “time” filter mac <addr> to-file
<filename>

- RadioActive tracing: ERBREICINEI 50T
# debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x }
¥ : Conditional DebuggingEt.5:d>



ZNANIZH

IOSd Logging
Binary Tracing

Live Debugging
7 :#monitor logging profile wireless filter mac<>7T. AireOS “debug client"®d &> 12

Data Plane Packet Tracing

Embedded Packet Capture $% :Catalyst 98007/ ¥ LALANI FO—5D D
AVLRAT NG EATREITDNT

Per-Process Non-Conditional Debugging
#show logging process <process> to-file <debugtrace.txt>

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

10Sd logging Vs btrace

WNCd-0 tracelog (wncd_x_R0-0.2280_41.20181009080530.bin)

Client join
messages

L2 RAuthentication Key Exchange Start. EAP type: PERP, Resolved VLAN: 185, Rudit Sessicon id:RBCD
EAP Key management successful. AEM:FT-DOT1X Cipher:CCMP WEBAZ

Mobility discovery triggered. Client mode: Local

ADD MOEBILE sent. Client state flags: 0x72Z BSSID: MAC: abcd.abecd.cdef capwap IFID: 0x1234
Client IP learn successful. Method: IP Snooping IP: 10.0.0.1

Client state transition: 5 _CO_IF LEARN IN FROGRESS -> 5_CO RUN

Btrace Library

Final RUN state
message

Syslog, VTY (term mon), console, ...

Oct 9 09:12:15.383 UTC: %CLIENT ORCH LOG-6-CLIENT ADDED TO RUN STATE: Chassis Z RO/0:

wned: Username entry (bob) joined with ssid (foo) for device with MAC: 1234.1234.5678
10S Logger

Btrace Library

IOSd tracelog (IOSRP_R0-0.14671_21.20181009041228 bin)

Oct 2 08:12:15.363 UIC: %CLIENT ORCH LOG-6-CLIENT ADDED TO RUN STATE: Chassis Z RO/0:
wncd: Username entry (beob) Jjoined with ssid (foo) for device with MAC: 1234.1234.5678

SE.
1:Catalyst 9800 !)—X T Trace archive A Z#WE 3 5 5%
2: 9800 @ Trace OV ZENEREILEBALE=2F S

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 23


https://community.cisco.com/t5/tkb-%E3%83%AF%E3%82%A4%E3%83%A4%E3%83%AC%E3%82%B9-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88/catalyst-9800-%E3%82%B7%E3%83%AA%E3%83%BC%E3%82%BA%E3%81%A7-trace-archive-%E3%83%AD%E3%82%B0%E3%82%92%E5%8F%96%E5%BE%97%E3%81%99%E3%82%8B%E6%96%B9%E6%B3%95/ta-p/4123524
https://community.cisco.com/t5/tkb-%E3%83%AF%E3%82%A4%E3%83%A4%E3%83%AC%E3%82%B9-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88/9800-%E3%81%AE-trace-%E3%83%AD%E3%82%B0%E3%82%92%E5%8B%95%E4%BD%9C%E6%A4%9C%E8%A8%BC%E3%81%97%E3%81%AA%E3%81%8C%E3%82%89%E3%83%A2%E3%83%8B%E3%82%BF%E3%81%99%E3%82%8B/ta-p/4763878

Radioactive Tracing (X @

« Conditional Debug
« B ELIP or MACIZXILT

- o &EELLYAY
LbE : Always On: 18 lines & Radioactive: 180 lines

Packet

.

Log3




Wireless Client Debug Bundlel#gE

|IGIHERDIE S . asingle debug command CHEIZUTOOS 228 MBI 5
ZEAHHE

« %L IHRD RA traces(debug level) & internal RA

« TARHEIZD“Show tech wireless client MAC”&AP logs

IR DBIEIZEEHH>TLVS WLC control plane ) Packet captures

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 25



Commands - i

#debug wireless bundle client mac <mac>

WLC9800#debug wireless bundle client mac 9607.26Te.88el ﬁﬁEErnac

Hireless Client debug bundle add event

WLCI800H#




Commands - i

#debug wireless bundle client start
Or
#debug wireless bundle client start <ap-archive> <epc> <time>

Al
i

Debug

ILC9800#debug wireless bundle client start e

lireless Client debug bundle start event

BT LLTOEE

4LC98@@#d¢bug wireless bundle glient start ? _
ap—archive Enable ap archive collecting on a site tag
epc Enable embedded packet capture on control plane

gl
i

Debug

monitor-time Max time to trace the condition {(Default: 1800secs)
LCcrr {cr»




Commands - ;L

RUN THE TEST e =L 2 ~EAA

WLC980BHdebug wireless bundle client stop-all collect all

Wireless Client debug bundle stop event e $§7_-;( |~5+"|_-,T



Commands - i

5 O 774)LEER

WLC980@#show bootflash: | in Bpr_15_2024.tar
816 243200 Apr 15 2024 14:38:19.0000000000 +00:00 wireless _bundle 143818 UTC Apr_ 15 2024 . tar
317 223144 Apr 15 2024 14:40:49.0000000000 +00:00 wireless bundle 144049

B “UTC_Apr_15_2024 . tar
252928 Apr 15 2024 14:43:20.0000000000 +00:00 wireless_bundle_144319 UTC_Apr_15 2024 . tar

252928 Apr 15 2024 14:45:32.0000000000 +00:00 wireless _bundle 144532 UTC_Apr_15 2024 . tar

6 A9 774 )LEE

1L C9800H#copy bootflash: tftp:
Source Tilename [test]? wireless bundle 162453 _UITC_Mar 27 2024 . tar

ddress or name of remote host [17 2.2.2.2

Destination filename [wireless bundle 162453 UTC Mar 27 2024 . tarl? [




5] : BundleTHAOIN7=-07

1. debug wireless bundle client mac 9607.26fe.88e7

2. debug wireless bundle client start epc monitor-time 120 ap-archive site-tag default-site-
tag level debug

3. debug wireless bundle client stop-all collect all

JoBHshow boottlash: | 1n Hpr_ 24 . tar

3815 243200 Apr 15 2024 14:38:19.0000000000 +00:00 wireless _bundle 143818 UTC_Apr_15 2024 .

816 223144 Apr 15 2024 14:40:49.0000000000 +00:00 wireless bundle 144049 UTC Apr 15 2024

823 330752 Apr 15 2024 15:14:35.0000000000 +00:00 wireless bundle 151434 UTC Apr 15 2024
il LOSO0H



5] : BundleCTHAOSIh=057741L

o wireless_bundle_151434_UTC_Apr_15_2024
4,.“ AP22_client_bundle.17.13.0.107.20240415.151130 2024/4/16 (:11
2 3 epc_ 151040 UTC_Apr_15_2024 202474116 (10
bw wireless_bundle_9607.26fe.88e7 202474716 010

oo AP22 client_bundle17.13.0.107.20240415.151130.messages

oo AP22 client_bundle17.13.0.107.20240415.151130.5yslogs

oo AP22 client_bundle17.13.0.107.20240415.151130.tech_cdb_0

oo AP22 client_bundle17.13.0.107.20240415.151130.tech_cdb_1

ﬂf ra_trace_9607.26fe.88e7_151033_UTC_Meon_Apr_15_2024

ﬂf ra_trace_internal_9607.26fe.88e7_151035_UTC_Mon_Apr_15_2024

ﬂf show_tech_support_wireless_client_after_RA_stop_9607.26fe.B8e7_151033_UTC_Mon_Apr_15_2024
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EOR

Wl Co8A#<how version | 1 untime!Tnstallation mode!Cisco TOS Sof tware

Cisco 105 Software [IOSKE], C9800 Software (C9800_T0SKE-K9), VYersion 17.13.1, RELEASE SOFTWARE (fc9)

HLC980A uptime is 1 week, i dayv, 20 hours, 47 minutes
Installation mode is INSTALL

HLC9800"show environment all Tip: Install mode HERE
Sensor List: Environmental Monitoring

Sensor Location State Reading

Temp: BRDTEMP1 RO Normal 46 Celsius

Temp: BRDTEMPZ2 RO Normal 44 Celsius

Temp: CPU Die RO Normal 95 Celsius

WLCY8UVHR dir boottlash:/coref | 1 corejsvstem—report

Directory of bootflash:/core/

Y9101 ru- 4Y59d Jun L ZvZ7 el Jy 9800HA_1
286161 -rw- 34105288 Jun 1 2022

997514 -rw- 35832 Apr 2022

269818 -ruw- 131063116 Apr 2022

O-system—report_20220602-085249-JST-1info. txt
B-system—report_20220602-085249-JST . tar . gz
B-system—report_20220429-105647-JST-1nfo. txt
O-system—report_20220429-105647-JST. tar.gz
_20220429-101242-JST-info . txt

997513 -ruw- 13732067 Apr 2022 01:12: : 9800HA_1
997011 -rw- 26091 Apr 2022 00:28: : 9600HA_1
269817 -rw- 17330285 Apr 2022 00:28: : 9600HA_1
997510 -ruw- 26109 Apr 2022 21:01: : 9800HA_1
269816 -rw- 16402582 Apr 2022 21:01: : 9800HA_1

B-system—-report 20220429-101242-JST . tar . gz
B-system—report_20220429-092842-JST-1info. txt
B-system—-report_20220429-092842-JST . tar . gz
B-system—-report 20220428-060136-JST-1info. txt
0-system-report_20220428-060136-JST. tar.gz

R
R
E

997512 -ru- 22994 Apr 29 2022 01:12: : E 0-system—report
R
R
R
R



= RN

“show platform”, “show inventory”& “show license summary 7G&&

WLC9800#sho platform
Chassis type: C9800-L-C-K9

C9800-L-C-K9
BUILT-TN-4x2_ SGE
BUILT-IN-2x10GE-C
C9800-L-C-K9
C9800-L-C-K9
PUR-12Y
C9800-L-C-K9-FAN

CPLD VYersion
19050918

19050918
19650918

\ actiue
, active

16.12(3r)
16.12(3r)
16.12(3r)

Insert time (ago)

1wld
1wld
1wld
1wld
1wld
1wld
1wld




CPU. A®!)—. Data Plant&z=

#show platform resources

1L C9800#sho platform resources
=State Acronym: H - Healthy, W - HWarning, C - Critical
esource Harning Critical

RPA {nbr nrfiun}
Control Processor
DRAM 4793MB(30%) 15465HB 88%
SPO{ok. active)
QFP
DRAM 196509KB(10%) 1835008KB 85%
IRAM 207KB(10%) 2048KB 85%

Cruouiilization 000N 100% 90%

L COB00H

ITITIITIITITITIT T




Active Standby

H AO) EE =2 9800 9800

#show redundancy | i ptime|Location|Current Software state|Switchovers




Active Standby

HAO) EE =3 9800 9800

#show redundancy switchover history

S I1' hll ‘el P'-|i:-:..;t|_::|r;-,..-

SWwitchover

11:37:16 UTC Mon Apr



https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_ha_sso_dg.html

Mobility D RS2

- —
— —

o

#show wireless mobility summary

WLIP2-WLC9808-1#sh wireless mobility summary
Mobility Summary

Wireless Management VLAN: 2529

Wireless Management IP Address: il
Wireless Management IPv6 Address:

Mobility Control Message DSCP Value: 48
Mobility High Cipher : False

Mobility DTLS Supported Ciphers: TLS ECDHE RSA AES128_GCM SHA256, TLS_RSA AES256_GCM SHA384, TLS RSA_AES128 CBC_SHA
Mobility Keepalive Interval/Count: 18/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.8.8
Mobility Multicast Ipvt address:

Mobility MAC Address: &<
Mobility Domain Identifier: @x3dac

Contreollers configured in the Mobility Domain:
Public Ij M A Group Name Multicast IPv4
defau
defau 8.9.8.0 4 1 And Data Path Down

test-h 0.9.8.0 4 Control And Data Path Down
test 8.9.8.0 4= Control And Data Path Down



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html

AP EnERE 1

c EBLDAPHM?
#show wireless stats ap join summary

JLC98B@Hshow wireless stats ap join summary
unber of APs: 2

thernet MAC AP Name IP Address Status Last Failure Phase Last Disconnect Reason

c2a.alll.63ac AP22 192.168.2.22
c64.f17f.fF84 AP23 192.168.2.23 Not Joined Run Heart heat timer expiry




AP IEiGtEsR 2

« ZOAPDEREIL? \'

#show wireless stats ap mac-address <AP Base MAC>join detailed | b AP

d C9800HEss stats ap mac-address 1484.733b.1ch@ join detailed | b AP
ast AP message decryption failure details
Reason for last message decryption failure : NA

AP reported disconnect detail
ni'cr‘nnnﬂr“l' rFeasnn 'Fl'ﬁl'l'l np - Mn

AP reported reboot detail

Reboot reason from AP : No reboot reason

ast HP disconnect details

Last Disconnect Phase

Last Disconnect Reason

Last Disconnect Time :
Current Join Status : Joined



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/218396-troubleshoot-catalyst-9800-ap-join-or-di.html

E;FE:{HQEFHLA

#show wireless stats client detail

Ul C9800#<how wireless stats client detail
lotal Number of Clients : 1

Protocol Statistics

Client Count

.11n 2.4GHz

.11n-5 GHz

1lac

.11ax-5 GHz

1lax-2.4 GHz
802 .11ax—6 GHz

Current client state statistics:

Authenticating
Mobhility

IP Learn

Hebauth Pending
Run
Delete-in-Progress

£ ERD IR 2
« Protocol base M iR %k

i AR K RE

Client

W



it A BEE 5 2 << (( Ci

client global statistics:

assoclation requests received

L3 Access associlation requests received

assoclation attempts

FT/LocalAuth requests

associlation failures :

assoclation response accepts : «Q0FEFE LI MDstats
assoclation response rejects : .
association failures due to exclusion list : counters [&#k
associlation drops due to multicast mac

assoclation drops due to random mac

assoclation drops due to throttling

association drops due to unknown bssid

association drops due to parse failure :

association drops due to capwap queue delay when cac throttling is off:

association drops due to capwap queue delay at L1 cac stage: 0

association drops due to capwap queue delay at L? cac stage: 0

association drops due to capwap queue delay at L3 cac stage: @

assoclation drops due to socket read delay when cac throttling i1s off: @

assoclation drops due to socket read delay at L1 cac stage:

assoclation drops due to socket read delay at L2 cac stage: 8

association drops due to socket read delay at L3 cac stage: 8

associlation drops due to high per client association rate: 0




X EE At

lient state statistics:

huerage Time in Each State (ms)
Egsgc1ated htate g
tate :
Mobility State : 0 AR IR R ] 1R 3R
IP Learn State : 3764
L3 Auth State - B

Fuerage Run State Latency (ms) 1885

Average Run State Latency without user delay (ms) : 1884

atency Distribution (ms]
160
200
300
600
1066




Im R IEER 4 (UH

Webauth HTTP Statistics
Intercepted HTTP requests
I0 Read events
Received HTTP messages
I0 write events
Sent HTTP replies
I0 AAA messages
SSL O OK
S5L Read would block
SSL write would block
Socket opens
Socket closes

*WebauthBE:E D {F#

oo

Time spent in each httpd states {in msecs)
Samples
I0 Reading state
I0 Writing state
state
after reading
after writing
after AAA

IHebauth HTTP status counts

HTTP 200 OK
HTTP 201 Created

HTTP 202 Accepted
HTTP 2@3 Progisional Info



Client

AL L =
ImARAEEE 5 ((( -
Total client delete reasons

4 ~ Ly pl7| g
_ « ControllerfB B M SinRDYIMLI=1E
No Operation
Unknown $I§
Session Manager
Connection timeout
Datapath plumb
WPA key exchange timeout
802 .11w MAX SA queries reached
Client deleted during HA recovery
Inter instance roam failure
Inter instance roam success
Inter controller roam success
Due to mobility failure
NAS error
Policy Manager internal error
80211v smart roam failed
DOT11v association failed
DOT11r pre-authentication failure
SAE authentication failure
DOT11 failure
DOT11 SAE invalid message
DOT11 denied data rates
802.11v Client RSSI lower than the association RSSI threshold
invalid QoS parameter
DOT11 IE validation failed
DOT11 group cipher in IE validation failed
DOT11 invalid pairwise cipher
DOT11 invalid AKM
DOT11 unsupported RSN version

LI IIoeneaooeoa@



R 6 (M

Client 1nitiate delete

Deauthentication or disassociation request
] DHCP
EAP timeout
8021x failure
device 1dle
captive portal security failure
decryption failure
interface disabled
user triggered disassociation
miscel laneous reason

IR EAPIREF M5 Y]
BrL =& %R

- @
i
- @
- B
- @
- B
- B
- @
B
- @

When client 1s sending disassociation
Idle timeout

Client ACL mismatch

AP authentication stop

Association expired at AP

h-way handshake failed

DHCP timeout



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html

3.CPU M IV a—F14




10Sd & IOS-XE EH 5 DCPUERZE

%9 TacdDshow T, ELLDcpufEAEMDFER

* show processes cpu —>10Sdfil
« show processes cpu platform—> |0S-XE {8l

HE & - terminal exec prompt timestamp D % & CHEIFEREZ HS
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IOSAdDFEEER

# show processes cpu | ex 0%

HLC9800#<show processes cpu | ex 8%

Ho time source, =15:18:21.668 Japan Fri Har 22

PID Runtime(ms)
355 163861
372 17389

uSecs
3270
3ai

Invoked
50101
56501

2Sec
1.19%
0.15%

2024

1Min
A.42% 1.09%
0.03% 0.07%

This command only shows processes inside the I05 daemon.
Please use ’'show processes cpu platform’
to show processes from the underlving operating system.

oMin TTY Process

@ HTTP CORE

@ SEP webui wsma_h




|IOS-XEDFEER
#show processes cpu platform sorted | ex 0%

HLC980O#show processes cpu platform sorted | ex 8%

Mo +3mo cormcn  w1Ged 791 £3F  laman Cei Has 29 9091

ICPU utilization for five seconds: 4%, one minute: 5%, five minutes: 5%
. Ly ULlliitsdeion 1or 11ve =econds. 1A, ONne minuLe. A, 11VEe miLNUuLes.,
: CPU utilization for five seconds: 1%, one minute: 2%, five minutes:
: CPU utilization for five seconds: 1%, one minute: 2%, five minutes:
: CPU utilization for five seconds: 5%, one minute: 6%, five minutes:
: CPU utilization for five seconds: 4%, one minute: 5%, five minutes:

: CPU utilization for five seconds: 1%, one minute: 1%, five minutes:
: CPU utilization for five seconds: 39%, minute: 3R% minutec-
1Min oMin Status Size Name

23876 1% 1% 2319064 | fman_fp_image

oh% oh% 316556 |ucode pkt PPEG
4333 1% 2% 1462284 ¢1linux_iosd-imag

{514} : 9800-CL & 9800-L: T—4E5:%IZ CPU a7 & A9 A& T ucode pkt PPEQ” M1

WAONEEDENE,



CPU History

#show processes cpu platform history

W rORAAKsho processes cpu platform history 7
Imin CPU utilization history with 1 min interval
omin CPU utilization history with 5 min interval
sec CPU utilization history with 5 sec interval (default)
6Bm1n CPU utilization history with 68 min interus

WLC9800kshow processes cpu platform history
9 seconds ago, CPU utilization: &%

seconds ago, CPU utilization: 4%

seconds ago, CPU utilization: 6%

seconds ago, CPU utilization: 4%

seconds ago, CPU utilization: 4%

seconds ago, CPU utilization: 4%

=1

seconds . utilization:
seconds \ utilization:
seconds \ utilization:

seconds \ utilization:
seconds \ utilization:
seconds \ utilization:




GUI v b

CPU Utilization Wireless Interface Management Summary Redundancy

® I0SD CPU Dump Liatapath Lillzaticn @ Datapath Utilization Dump
in

Process 5Sec TMin 5M Data Plane Core 2 Core 3
HTTP CORE 0.00% 1.82% 0.683% PP (%) 0.43 0.00
SEP_wabui_wsma_h 0.00% 0.45% 0.18% R (%) 0.00 0.03
Check heaps 0.00% 0.03% 0.05% ™ (%) 0.00 1.40
SASReVINOWrk2 0.00% 0.08% 0.04% IDLE (%) 99 57 ag 57
Crimson config p 0.07% 0.03% 0.02%

CPU trend

{CPU (%) ws Device Tima)

Slot: Active CPU: | O (Platform/Contral/Service Plane) [ @ Control Plane Data J

120%

100%
B0% 2 (Data Plane)

0% 3 (Data Plane)
40%
20%

1 {Platform/Control Plane)

16:11
= Lisar — Systam =— ldla

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Data Plane D FE:R

#show platform hardware chassis active qfp datapath utilization

WLCI800#show platform hardware chassis active gfp datapath utilization

D A Subdev 0
Input: Priority

Non-Priority
Total

Qutput: Priority
Non-Priority
Total

Processing: Load

{pps)
{bps)
(pps)
{bps)
(pps)
{bps)

(pps)
{bps)
(pps)
{bps)
(pps)
{bps)
{pct)

9 secs
1

1840

&
1768

5

3608

1 min
1
5904
5
2504
6
3408

9 min
1
59976
5
2408
6
8384

60 min
1

6056

5

2232

6

3288




Data Plane —> AP Drop

Capwap:
#show platform hardware chassis active qfp feature wireless capwap datapath statistics drop all

HLC980B#Eactive gfp feature wireless capwap datapath statistics drop all

Drop Cause

Capwap unsupported link tvpe Error
Capwap invalid tunnel Error

Capwap 1input config missing Error
Capwap invalid TPID Error

Capwap 1lngress parsing Error
Capwap invalid FC subtupe Error
Capwap SHAP Invalid HLEN Error
Capwap Invalid SHAP Error

Capwap ipv4 tunnel not found Error

~Fooohoo@
Lo bh@oa@@

-



Data Plane —> Client Drop

Wireless Client:
#show platform hardware chassis active qfp feature wireless wiclient datapath statistics drop all

HLC980B#Eactive gfp feature wireless wlclient datapath statistics drop all

Drop Cause

Y6 Max Address drop

dls Client IPGlean Counter Index Error

dls Client IPGlean Counter Unchanged Error
dls Client IPGlean alloc no memorv Error
dls Client IPGlean bucket max limit drop
dls Client iplearn 12 punt data packet skip
dls Client iplearn vw& punt data packet skip
dls Client iplearn w6 punt data packet skip
dls Client input subblock missing error




Data Plane —> Global Wireless Drops

#show platform hardware chassis active qfp statistics drop all | in ---|Global|WIs

untGlobalPolicerDrops
SdwanGlobalDrop
i1sCapwapError
i1sCapwapFragmentationErr
iH1sCapwapNollidb
i1sCapwapReassAllocErr
i1sCapwapReassFragConsume
i1sCapwapReassFragDrop
H1sClientError
H1sClientFNFY9Err
H1sClientFNFY9Report
H1sDt1lsProcessingError

L CI9800H

—
SO

oA




Data Plane —> Punt to Control Plane

# show platform hardware chassis active qfp feature wireless punt statistics

W rARAAEr-m _hardwara chassis active qfp feature wireless punt statistics

CPP Wireless Punt stats:
App Tag

CAPYAP_PKT_TYPE_DOT11_PROBE_REQ
CAPHAP_PKT_TYPE_DOT11_MGMT
CAPHAP_PKT_TYPE_DOT11_TAPP
CAPHAP_PKT_TYPE_DOT11 RFID
CAPWAP_PKT TYPE_DOT11_RRHM
CAPHAP_PKT_TYPE_DOT11_DOT1X
CAPWAP_PKT_TYPE_CAPWAP_KEEPALIVE
CAPWAP_PKT_TYPE_MOBILITY KEEPALIVE
CAPWAP_PKT_TYPE_CAPYWAP_CNTRL
CAPWAP_PKT_TYPE_CAPWAP_DATA
CAPWAP_PKT_TYPE_CAPWAP_DATA_PAT
CAPWAP_PKT_TYPE_MOBILITY CNTRL
WLS_SMD_WEBAUTH
SISF_PKT_TYPE_ARP
SISF_PKT_TYPE_DHCP
SISF_PKT_TYPE_DHCP6
SISF_PKT_TYPE_IPY6_ND
SISF_PKT_TYPE_DATA_GLEAN
SISF_PKT_TYPE DATA_GLEAN V6
SISF_PKT_TYPE_DHCP_RELAY
WLCLIENT_PKT_TYPE_MDNS

CAPWAP_PKT_TYPE_CAPWAP_RESERVED

Packet Count

190819
8
6
0



4. Memory NI a—T424

'



98004 € ') —

Cisco Catalyst 9800-L Wireless Controller Cisco Catalyst 9800-40 Wireless Controller Cisco Catalyst 9800-80 Wireless Controller
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AE!)—
#show platform resources

ILC9800#show platform resources
xState Acronym: H - Healthy, W - Warning, C - Critical
Warning Critical

RPO (ok, active)
Control Processor
~ DRAM 4 196MB({31%) 15469MB

EEglOK, active)

DRAM 196541KB{10%) 1835008KB
IRAN 207KB(10%) 2048KB
CPU Uti1lization 0.00% 100%

{LC980040

LTI IO =TT

State L AEYFEHEZTHEET 5.



|OSd % fEER

#show processes memory sorted

#sho processes memory sorted
Processor Pool Total: 1655560060 Used: 457665640 Free: 1197894420
reserve P Pool Total: 102404 Used: 88 Free: 102316
Ismpi_io Pool Total: 6295128 Used: 6294296 Free: 832

PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 884005920 576459536 281962696 ¥ nit*
725 34428160 51800 34752360 SBC main process
189 32284536 1392720 28769160 CWAN OIR Handler
6 20988224 107208 20635440 RF Slave Main Th
93 26929344 568824 20141120 I0SD ipc task
299 10395392 461976 SNMP MA SA
0 0 0

- [P I S [ S

o B I

EEAEYLETALRERET D,



GUIM 5 FEER

10S Daemon Memory Detail

[¥ Export to Excel
PD Y TIY Y  Allccated Y Freed Y  Holding Y  Getbufs Y Rethufs Y  Process
o] 1] 884005920 576459536 281962696 0 0 *Init*
725 4] 34428160 51800 34752360 i} 4] SBC main proce
189 1] 32284536 1392720 28769160 o 0 CWAN QIR Hand
6 0 20988224 107208 20635440 0 0 RF Slave Main T
93 0 26882192 568824 20173816 0 0 I0SD ipc task
299 0 10395392 461976 6198824 0 0 SNMP MA SA
o] 1] 0 0 5580400 0 0 *MallocLite*
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|IOS-XE & HEER
#show processes memory platform sorted

HLC980A#show process memory platform sorted

Svstem memory: 15836760K total, 4912564K used, 10924196K free

: 10872032K )
Dynamic ' EEAR)ETOCRERTET S,

422560 1468188 1468188 linux_iosd-imag
995 589768 13844 589768 wncd_@
138 359012 4728 359012 wncmgrd

23036 345300 1024 345300 ucode_pkt PPE@
568 339388 53376 339388 dbm
254072 1460 254072 cpp_cp_Ssvr

232300 3228 232300 fman_fp_image

213612 228 213612 cli_agent

201396 3716 201396 mobi1lityd

1871880 4176 1871880 rrm

183784 6072 183784 sessmgrd

178388 3836 178388 rogued




AE(FEH=

#show processes memory platform accounting

WLC9800kshow processes memory platform accounting
Hourly Stats

process callsite ID{bytes) max_diff_bytes callsite ID{calls) max_diff_calls tracekey timestamp{UTC)

sessmgrd_rp_0 1F9D1FFB381D0083 1317399 11B8F820A8 768000 1H7795F451FFal070328449cke287613d3 2026-84-17 10:57
linux_iosd-imag_rp_0 3B0178764BECCOB1 636672 E2AR338E11594083 1#0ch8badb8Ba3B8579ddifailalloacl2?2 2026-04-17 14:42
cpp_cp_svr_fp_@ N956951D3CCFCOBY 230003 E20N338E11094003 1#6b022d82a894043da3491aab32050143 2026-04-11 14:48
nmspd_rp_0 24BAGE12C37C408A 222336 24BAGE12C37C400A 1#829fa9df fcd 9dabedbed 119d51cd66 2026-84-17 1407
wncloudm_rp_0 DADES28A166A4081 196584 NOB633EBS2A6CHB2 1#ed718d57e487004 1df62f6d19663f2d6 2026-04-17 11:87
wncd @ rp B FD888B90501F 8683 184320 D9B196BAE 4BEA000 1kc1e89256a805ebal 132644318 10th08o 2026-04-11 14:22

HLC9800#show processes memory platform accounting | in Stats|process|——|

Hourly Stats ] ]
process callsite_ID{bytes) max_diff_bytes

mncd B 0] FD88BB20LO1F8003 1400832 = . s
Dasly Stats HEHE B, BB, B, SHbL,
Process callsite_ID{bytes) max_diff_bytes

wncd_0_rp_0 537A9134A236C001
Weekly >tats

process callsite_ID{bytes)

wned A Fp A 237A9134R236C001
Monthly Stats
process callsite ID{bytes)

wncd B rp B 937A9134A236C001
Yearly Stats
I uLeEs> callsite_ID(byteS)

~wncd_0_rp_0 537A9134A236C001
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Web Ul 7—FT 9 F

NGINX
) ‘ : WSMA
Webserver

10S

AngularlS

HTTP/HTTPS
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P command Prompt + o~

C:\Users\zhecu >ping 192.168.2.222

Pinging 192.168.2.222 with 32 bytes of data:
Reply from 192.168.2.222: bytes=32 time<lms TTL=255

WLC98B0B#<show running-config | in crypto

crypto pkil trustpoint TP-self-signed-29343614178

crypto pki trustpoint SLA-TrustPoint

crypto pki certificate chain TP-self-signed-2934361478
crunto bkl certificate chain SLA-TrustPoint

WLC9800HE

WLC98BB#show running-config | sec 1ip http
ip http server

ip http authentication local

1p http secure-server

WLLYSVuH

Ping 9800,&{E TS4h"

SFRAZE DRERD

HTTPHTTPS D5 ERESD.



NGINX Process

WLC9800kshow platfnrm sof tware yang-management process
: Not Running
: Not Running
: Not Running

: Not Running
oMot Dunning

: Running

: Not HKunning
: Not Running
: Not Running

‘Not Running’ £7%:435 4, webserver process AYdown



GUIH 5 Web Server Logs #Eifg

‘n @ 2 Q & Feedback = [J

B lulie Cisco Catalyst 9800-L Wireless Controller Welcome netadmin | 4

1713

Troubleshooting = o Need help on what logs to collect for various scenarios?

Web Server Logs
MNumber of recent lines to display 100 & Download Last 100 lines from Log & Refresh  4Scroll to Top Download Full Log

Unified Decoder Library Init .. DONE
Found 1 UTF Streams

Syslog License logs

2024/03/19 16:15:59.423991830 {nginx_RO-0}{1}: [stdout] [1051]: UUID: 0, ra: 0 (note): 2024/03/19 16:15:59 [warn] 1090#0: *1700 using uninitialized " validation" variable, client: 192.168.2.123, server: , request: " GET /webui/features/logs/views/
logsView.html HTTP/1.1", host: " 192.168.2.222", referrer: /1192.168.2.222fwebuil"

2024/03/19 16:15:59.451226251 {nginx_R0-0}{1}: [stdou : UUID: 0, ra: O (note): 2024/03/19 16:15:59 [notice] 1090H0: *1700 [lua] usr:netadmin type:0 priv_level:15, client: 192.168.2.123, server: , request: " GET /webuiffeatures/logs/views/
logsView.html HTTP/1.1", host: * 192.168.2.222", referrer: //192.168.2.222/webui/"

2024/03/19 16:15:59.451838012 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: O (note): 2024/03/19 16:15:59 [warn] 109040: *1695 using uninitialized " validation" variable, client: 192.168.2.123, server: , request: " GET /webuifrest/dummy HTTP/1.1", host:
"192.168.2.222" , referrer: "https://192 168 2222 fwebui/f
2024/03/19 16:15:59.479113525 {nginx_R0O-0}{1}: [stdout] [105
"192.168.2.222", referrer: " https://192.168.2.222 fwebuif
2024/03/19 16:15:59.514194982 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: O (note): 2024/03/19 16:15:59 [warn] 109040: *1700 using uninitialized " validation" variable, client: 192.168.2.123, server: , request: " GET /webui/troubleshooting/logAnalysis/
webserverLog?limit=100 HTTP/1.1", host: " 192.168.2.222"  referrer: " hitps://192.168.2 222/webuif

2024/03/19 16 9.541456175 {nginx_RO-0}{1}: [stdout] [1051]: UUID: 0, ra: O (note): 2024/03/19 16:15:59 [notice] 1090#0: *1700 [lua) usr:netadmin type:0 priv_level:15, client: 192.168.2.123, server: , request: " GET /webui/troubleshooting/logAnalysis/
webserverLog?limit=100 HTTP/1.17, host: " 192.168.2.222", referrer: " https://192.168.2.222/webui/

2024/03/19 16: 9.544694543 {nginx_R0-0}{1}: [stdout] [1 : UUID: 0, ra: O (note): uest: " GET /webui/rest/dummy HTTP/1.1", host: " 192.168.2.222"  referrer: " https://192.168.2.222/webui/

2024/03/19 16:15:59.544696003 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: 0 (note): [access_log] 192.168.2.123 - - [19/Mar/2024:16:15:50 +0000] " GET /webuifrest/dummy HTTP/1.1" 200 5 " https://192.168.2.222/webui/* " Mozilla/5.0 (Windows NT
10.0; WinB4; x64; rv:123.0) Gecko/20100101 Firefox/123.0"

2024/03/19 16:15:59.544696581 {nginx_RO-0}{1}: [stdout] [1051]: ULID: O, ra: O (note): [warn] 1090#0: *1700 using uninitialized " validation” variable, client: 192.168.2.123, server: , request: " GET jwebuifrest/dummy HTTP/1.1", host: " 192.168.2.222",
Walk Me Through > referrer: " https://192.168.2.222/webui/"

2024/03/19 16:15:59.544697101 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: 0 (note): [notice] 1090#0: *1700 [lua] usr:netadmin type:0 priv_level:15, client: 192.168.2.123, server: , request: " GET fwebui/rest/dummy HTTP/1.1%, host: " 192.168.2.222"
referrer: " https:/{192.168.2.222/webui/"

2024/03/19 16:15:59.544697647 {nginx_R0O-0}{1): [stdout]
10.0; Wing4; x64; rv:123.0) Gecko/20100101 Firefox/123
2024/03/19 16:15:59.544752803 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: 0 (note): [warn] 1090#0: *1700 using uninitialized " validation” variable, client: 192.168.2.123, server: , request: " GET /webui/rest/dummy HTTP/1.1", host: " 192.168.2.222",
referrer: " https://192.168.2.222/webui/"

2024/03/19 16:15:59.544753285 {nginx_R0O-0}{1}: [stdout] [1051]: UUID: O, ra: 0 (note): [notice] 1090#0: *1700 [lua] usr:netadmin type:0 priv_level:15, client: 192.168.2.123, server: , request: " GET fwebui/rest/dummy HTTP/1.1", host: " 192.168.2.222"
referrer: " https://192.168.2.222/webui/"

2024/03/19 16:15:59.544753731 {nginx_RO-0}{1}: [stdout]
10.0; Wing4; x64; rv:123.0) Gecko/20100101 Firefox/12:

Annatnnlan seaccocasacsans Lot Fus alfal [oad

: UUID: 0, ra: O (note): 2024/03/19 16:15:59 [notice] 1090H0: *1695 [lua] usr:netadmin type:0 priv_level: 15, client: 192.168.2.123, server: , request: " GET /webui/rest/dummy HTTP/1.1", host:

[1051]): UUID: 0, ra: O (note): [access_log] 192.168.2.123 - - [19/Mar/2024:16:15:53 +0000] " GET /webui/rest/dummy HTTP/1.1" 200 5 " https://192.168.2.222}/webui/" " Mozilla/5.0 (Windows NT

[1051): UUID: 0, ra: O (note): [access_log] 192.168.2.123 - - [19/Mar/2024:16:15:54 +0000] " GET /webui/rest/dummy HTTP/1.1" 200 5 " https://192.168.2.222)webui/" " Mozilla/5.0 (Windows NT

fancaliiufea —afad Lo 1 anaoua.dazan. i S S Uy =Y = S SO WOy ST A = = = S S TPy
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NGINX Z O+ X

# set platform software trace all verbose

WHset plattorm software trace a

JLC98@B#

ILCIB00H
ERTRAME

ILC9800#show loggin process nginx internal to-file bootflash:testnginxl
ogging display requested on cosa/04/17 17:44:32 (Uapany Tor nostname: (vWLC980A]1, Hodel:
[17.13.011, SN: [FOC25060H0Z1, MD_SN: [FCL250600A4]

Jisplaying logs from the last @ days, @ hours, 10 minutes, B seconds

2xecuting cmd on chassis 1 ...

1les being merged in the background, please check [/bootflash/testnginxl] output file
nified Decoder Library Init .. DONE

inified trace decoder estimates: [14] number of files, [1954197] number of messages
that may be processed. Use CTRL+5HIFT+6 to break.

ound 1 UTF Streams
2@2& ﬂ& 17 1? &ﬁ 32.810791 - unified trece decoder estlmete processed Ny




NGINX B4 7 7 4 JLIEH

2024/04/17 17:44:32 (Japan) for Hostname: [WLC98@@], Model: [C980@-L-C-K9 ], Version: [17.13.01],
{nginx_Re ©}{1}: [stdout] [1847]: (note): 2024/04/17 17:39:10 [warn] 1886#0: *658 using uninitialized "
{nginx_ RO ©}{1}: [stdout] [1847 (note): 2024/04/17 17:39:10 [warn] 1886#0: *658 [lua]

{nginx_Re ©}{1}: [stdout] [1847 (note): LuaModule:
{nginx_Re ©}{1}: [stdout] [1847 (note): User session has expired, client: 192.168.2.123, server: , r
{nginx_RO ©}{1}: [stdout] [1847 (note): 2024/04/17 17:39:10 [warn] 1886#0: *658 [lua]

{nginx_Re ©}{1}: [stdout] [1847
{nginx_Re ©}{1}: [stdout] [1847
{nginx_Re ©}{1}: [stdout] [1847

(note): Blocking forbidden uri=/webui/logout.html, client: 192.168.2
(note): 2024/04/17 17:39:18 [warn] 1886#0: *662 using uninitialized "
(note): 2024/04/17 17:39:18 [notice] 1886#0: *662 [lua] usr:netadmin
{nginx_R@ ©}{1}: [stdout] [1847]: (note): 2024/04/17 17:39:19 [warn] 1886#0: *662 using uninitialized "
{nginx RO ©}{1}: [stdout] [1847 (note): , server: , request: "GET /webui/rest/dummy HTTP/1.1", host:

[ DA AlLf141l., lcddanisl 10471, (wmada\. [fimmds ncnl 100cun: #rnad 1ual icmimadadusn diima D mmsie Taiinl. 1

]
]
]
5.
{nginx_RO 0}{1}: [stdout] [1847]: (note): LuaModule:
]
]
]
]
]




JSHmsary—)Lay

Dashboard
Metwork Wireless LANS
6 GHz o — 1
5 GHz 0 — 0

2.4 GHz o

b Metwork  {} Style Editor () Performance O Debugger 4k Memory E Storage 'i' Accessi

fli] 7 Filter Output

b EED GET hitps://192.168.2.222 /webuifrest/clientDeviceTypecount
dbal: operaticn reg ap recerds count
dbal: operatien notreg ap records count

dbal: operaticn ap_countrycode_miscenfigured recerds count

dbal: eperation ap_lsc_misconfigured records count
dbal: operation ap_tag_misconfigured records count
dbal: operatien clients records count

dbal: operation excluded clients records count

dbal: operaticn sleeping clients records count

dbal: operation Interferer Schz records count Copy all Messages

dbal: operation Interferer 24Ghz records count i
2 Save all Messages to File

dbal: operatien Interferer &chz records count




TS9N 5 HARZ 74 )L

S5E:

s Radios X Web 75904 ETOF+TF¥ (HAR I7A)L ) Bi§ A%
« Google Chrome MNHEBT 3
Le Down  RadioRole (@ M2 * Firefox MBI
« Microsoft Edge ™oHR1ET %
« Internet Explore MHERBT 3
1§ vevion [0 stylekditor () Performance 3 0:@0 gl - X

[l 4+ Q@ @ [DisableCache Mo Thrott 2 E $%f§0)ﬁ¥?§ﬂ7li?§ﬂ
Persist Logs 1. Console log
2. HAR

3. [REL7%ESEmEcapture

Images Media WS Other

kR transferred Finish: 4. 4R min
Import HAR File

Save All As HAR

Errors (2] Warnings Logs Info Debug (B
5 MECoras count

records count

Copy All As HAR
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https://community.cisco.com/t5/tkb-%E3%83%AF%E3%82%A4%E3%83%A4%E3%83%AC%E3%82%B9-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88/web-%E3%83%96%E3%83%A9%E3%82%A6%E3%82%B6%E4%B8%8A%E3%81%A7%E3%81%AE%E3%82%AD%E3%83%A3%E3%83%97%E3%83%81%E3%83%A3-har-%E3%83%95%E3%82%A1%E3%82%A4%E3%83%AB-%E5%8F%96%E5%BE%97%E6%96%B9%E6%B3%95/ta-p/4071281
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