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Autenticacion Pasiva

Lee de hasta 5 diferentes Active
Directory (AD) y comparte
informacion sobre eventos de
inicio de sesion de usuarios con el
Firepower Management Center
(FMC).

Similar a User Agent, pero permite
a varios usuarios conectados al
mismo tiempo a la misma
maquina, otorgando un rango de
puertos para reconocer usuario:

Usuario 1: 10,001-20,000
Usuario 2: 20,001-30,000
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User Agent

TS Agent

Passive
Identity
Agent

Cuenta también con el uso de
SGT para la identificacion de
trafico de interés.

—

Fuente de identidad autorizada
que proporciona datos de
conocimiento del usuario para
usuarios que se autentican
utilizando Active Directory (AD),
LDAP, Azure AD or RADIUS.

Remplaza User agent. Agente que
se instala en el AD, y envia
informacién de usuarios al FMC.
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AD Integration with FMC

Realm

User Download

FMC

A collection of Domain servers and a selection of user/group all tied to the same domain. ]

— AD
— LDAP

— Azure AD

Microsoft Active Directory

Other supported LDAP servers (OpenLDAP)
Passive authentication with ISE*

FMC > Integration > Other integrations > Realms

Firewall Management Center

Realms

QOverview Analysis Policies Devices

Cloud Services Realms Identity Sources High Availability eStreamer
I
Realms Realm Sequences Sync Results
I
Name - Type Description
Prometheus AD Traning
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Host Input Client

Objects Integration Deploy Q G-!:I- © admin~

Smart Software Manager On-Prem

Compare Realms | Add Realm

Value State

cisco.com @ ) Enabled + /By

LDAPS

LDAP

N

%
389 <-TCP Port-> 636

Realm documentation
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/identity-realms.html?bookSearch=true

Passive Identity Agent (PIA)

Descarga el Agente desde el portal de Cisco

Software Download

Downloads Home / Security / Firewalls / Firewall Management / Secure Firewall Management Center Virtual / Firepower System Tools and APls- Passive Identity Agt

(O\ Search...

(ExpandAl\ | CollanseA\l)

Latest Release

Passive Identity Agt

All Release

eNcore for Splunk

eNcore for CEF

User Agent

Threat Containment

e

~

>
>

Release Passive Identity Agt
A My Notifications

File Information

Installer for the Cisco Passive Identity Agent
CiscoPassiveldentityAgentinstaller-1.0.msi
Advisories []
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) Secure Firewall Management Center Virtual

Related Links and Documentation
Release Notes for Passive Identity Agt 1.0

Release Date Size

16-Sep-2024 1.59 MB

Active Directory Domain

Instalacion de
Passive Identity
Agent
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https://software.cisco.com/download/home/286259687/type/286271057/release/Passive Identity Agt

Topologia General

Host
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User Logon

User Download

|[dentity
Provider

User-Ip-Map

FMC FTD

User-Ip-Map

Pide al usuario que genere un
evento de inicio de sesion.

]
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System Support Trace on FTD —

>system support trace

Working

10.18.19.70 55605 -> 151.101.129.91 443 6 AS=0 ID=0 GR=1-1 Starting with minimum 4, 'Test user',
and SrcZone first with zones 2 -> 1, geo © -> @, vlan 0, src sgt: 0, src sgt type: unknown, dst
sgt: O, dst sgt type: unknown, svc @, payload 0, client 9, misc 0,

10.18.19.70 55605 -> 151.101.129.91 443 6 AS=0 ID=0 GR=1-1 match rule order 4, 'Test user',
action Allow

Non-Working
10.18.19.20 55794 -> 208.67.220.220 53 17 AS=0 ID=6 GR=1-1 Firewall: starting rule matching, zone
2 -> 1, geo 9(0) -> 0@, vlan 0, src sgt: 9, src sgt type: unknown, dst sgt: @, dst sgt type:
unknown, user 9999999, host fmc.api.threatgrid.com, no xff

]
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