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Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services
purchased by you or your authorized reseller on your behalf, This document contains guidance based on Cisco’s recommended
practices,

You remain responsible for determining whether to employ this guidance. whether it fits your network design, business needs.
and whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your
business,
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alert tcp SEXTERNAL NET ANY -> S$HTTP SERVERS S$HTTP PORTS \

(msg:"SERVER-IIS newdsn.exe access"; flow:to_server, established; \
content:"/scripts/tools/newdsn.exe"; nocase; http uri; \

metadata:ruleset community, service http; \

reference:bugtraqg,1818; reference:cve, 1999-0191; reference:nessus,10360; \
classtype:web-application-activity; sid: 1024; rev:20; )

/
NmLRF

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 20




Snort ZEEZ LY b

T

cEETELUVBED IP PRLR/R—NZH/BTBHICEAIL—ILTERI N SE
cTELADSIEBEDIL—IEEBEZ VY TILICT S

[(A72x Y+ (Objects) 1>[A72 2 &R (Object Management) | >
[Z#t v b (Variable Set) ] THEERATAE

alert tcp SEXTERNAL_NET dny -> $HTTP_SERVERS SH-ITTP_ PORTS

c T7 AWM D RY AZEBDOERD ATEE
[ AR
Bl R—hEH

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia 21



Snort ZEEZ LY b
ZHty b

- VAT ARNTYIL—TILESN-ZH

- Bty b EFBRIT S ETEROER Y
IL—71LHA]RE

[Default-Set] (377 A )L NOZEEHE Y b

- Talos L=V TERAINDZIXTD
TEHIEENR TS

VAT, ERNROBREEZRMISLSIC

Default-Set Z#{ (5] : SHOME_NET) %
TEITLH LR

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

New Variable Set

Name:
New_Variable_Set

Description:

Enter Description

iable Name

Customized Variables

This category is empty

Default Variables

DNS_SERVERS

EXTERNAL_NET

FILE_DATA_PORTS

FTP_PORTS

Type

Network HOME_NET

Network any

Port [HTTP_PORTS, 143, 110]

Port [21, 2100, 3535]

atels}
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| Intrusions / Events

Drilldown of Event, Priority, and Classification

Firepower Management Center

CISCO  Anal

» Search Constraints (Edit Search Save Search)

Overview

Analysis Policies

Events By Priority and Classification iswic: woron)

Table View of Events Packets

Devices Objects

Intelligence

Q © i+ @ 627639gdouka ¥

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search ’IPredeﬁned Searches v I

2021-06-18 00:01:05 - 2021-06-18 12:04:35 |l
Expanding

Jump to...

0o

O 0O

+ Time x

2021-06-18 11:56:56
2021-06-18 11:41:27
2021-06-18 11:41:27
2021-06-18 11:41:27
2021-06-18 11:25:04
2021-06-18 11:13:19
2021-06-18 10:50:05
2021-06-18 10:48:01
2021-06-18 10:42:33
2021-06-18 10:41:28

2021-06-18 10:32:27

Priority X

low
high
high
high
high
medium
medium
medium
low
medium

high

Impact x

Inline
Result

-

- +

Source IP X Source

Country

110.1.112.31

£310.1.119.9

£110.1.119.9

£110.1.119.9
192.99.198.158  [+«] CAN

£J10.1.45.16

£110.1.104.64

£310.1.104.36

£110.1.88.14

£110.1.78.4

£310.1.10.6

Destination IP X

104.20.16.113
185.43.223.6
185.43.223.6
185.43.223.6
0310.1.22.8
64.12.249.201
95.172.94.20
152.163.66.132
50.17.197.129
95.172.94.56

204.152.254.221

Destination .
Country

=5 UsSA
= NLD
= NLD

=NLD

= USA
3 GBR
i USA
g USA
i3 GBR
i USA

Source

Port [ ICMP X
Type
51723/ tcp
49202 / tcp
49200 / tcp
49200 / tcp
80 (http) / tcp
54245 [ tcp
57874 [ tcp
60040 / tcp
54231 / tcp
54287 [ tcp

49203 / tcp

Destination
Port / ICMP x
Code

80 (http) / tcp
80 (http) / tcp
80 (http) / tep
80 (http) / tcp
50473 / tcp
80 (http) / tep
80 (http) / tcp
80 (http) / tcp
80 (http) / tcp
80 (http) / tcp

80 (http) / tcp

Message X

HI_CLIENT_IIS_UNICODE (119:7:1)

MALWARE-CNC Win.Trojan.ZeusPanda outbound cnc connection (1:48499:1)
MALWARE-CNC Win.Trojan.ZeusPanda outbound cne connection (1:48504:1)
MALWARE-CNC Win.Trojan.Zeus encrypted POST Data exfiltration (1:27919:5)
EXPLOIT-KIT Angler exploit kit Internet Explorer encoded shellcode detected (1:319
HI_CLIENT_OVERSIZE_DIR (119:15:2)

HI_CLIENT_OVERSIZE_DIR (119:15:2)

HI_CLIENT_OVERSIZE_DIR (119:15:2)

HI_CLIENT_IIS_UNICODE (119:7:1)

HI_CLIENT_OVERSIZE_DIR (119:15:2)

MALWARE-CNC Win.Trojan.CryptoWall variant outbound connection (1:34318:5)
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