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Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services
purchased by you or your authorized reseller on your behalf. This document contains guidance based on Cisco’s recommended
practices.

You remain responsible for determining whether to employ this guidance, whether it fits your network design, business needs, and
whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your business.
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LSA & iF

LSA (Layered Service Architecture) & (&

Layered Service Architecture (LSA) (&. NSO Z=fEE{L L. RT—IL7 T NS EB 557 70—
FTY, LSA #FERAL. B+AULDOT /NS R/ IT2HB IO —EXZBETEEXY,

<> .
Service Request:

‘CFS Instance

‘ CFS CFES -> RFS mapping

RFS1 nstanc/ \FSQ Instance

‘ RFS1 RFES -> device mapping ‘ RFS2

lDevce Config.

Devicel Device2 Device3 Deviced

lDevce Config.

CFS (Customer Facing Service)
J—HYHHEET % NSO

RFS (Resource Facing Service)
TI\A RZ18{ET 5 NSO

NSO 53 ¥T
CFS/RFS [FR—/N\—Y 3V

NSO 5.4 B[
CFS/RFS TE# % /\— 3 v OJgE

NSO 5.5 LABE
O7'(C Trace ID AMff5 & . CFS/RFS TD
Ty THEZIC
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LSA & & ATX TNSO 04 YA M—ILAE | h5DBEE

B{A NSO H—/\ /VM DA vy

BT /INA ZABPETIT DT —ERH,. FOU—ERDEMESICL>TRERD Y —INEGRDET,

CPU
e MK EL 8T, TEZEITHN TINA % T—EX% CPU % *EY (GB)
“w |~ —
=< °
« 2GHz 1637 <3GHz 8 1,000 10,000 2 32
AF 1,000 25,000 4 32
- CDB (Configuration Database) %
TOF—5H RAM cRiFEnEy, 00 25,000 ° >
« CDB & T Z288Y B shDIEE 10,000 100,000 8 64
AEVENBELELET,
o DI EE 32 GBRAM DA HE 50,000 1,000,000 16 224
ZLXIANA. CDOB 1 XIZIH LU Th
By —2EZHHET, admin@ncs> show ncs-state internal cdb datastore running

| select ram-size | select disk-size
NAME DISK SIZE RAM SIZE

running 28.51 KiB 240.99 KiB
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RFS (TfiZ NSO) oty k7 v

RFS /—R (FUNSO) oty b7y 7ld. BEDRXY Y RF7ZOY NSO EFEAEEZVNDD
FtHA, E—DIELZE., ncs.conf [C_EAI CFS /— R EXFEET S 7= (2 NETCONF Northbound
EBMICTBUNENHSLETT,

<netconf-north-bound> ncs.conf FHER |
<enabled> true </enabled> (R#%)
<transport>
<ssh>

<enabled> true </enabled>
<ip> 0.0.0.0 </ip>
<port> 2022 </port>
</ssh >
</transport>
</netconf-north-bound>




RFS (TfiZNSO) oty c 7 v 7D FEES

SEEAE LT, Commit queue & LSA TERT 5I5ATH. RFS /— R Tld Commit queue %
BT 2V EEIHDFEA, EMCFS /—RIFBEYBZRIIY N7 ZT%THARFS /—RICH
FHICEE L £

72U, RFS/ —RHO O BEZEREZEZERT 2R8I 0555, RFS/—RTHTFEEDL DI
Commit queue =27 O0—/VLBEMELL. 2TO/—RTHEBEICT D EEZEITIHULET,

admin@lower-nso(config)# devices global-settings commit-queue enabled-by-default true

LSA #8i2{A T Commit queue D—BMMNRVEE. TEED &K S IC rollback-on-error A 7 3 v
ZERELTWLWTH, Commit queue @B L TWRWEIMIO—ILINY I TETF, Tt T VT Y
VaveEhEO—)L/I\y I TERLBRSaEELHD T,

admin@lower-nso(config)# devices global-settings commit-queue error-option rollback-on-error

Commit queue DML, Tz cE&BIEE N,
https://developer.cisco.com/docs/nso/quides/#!the-nso-device-manager/commit-queue
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CFS (EFINSO) otzy k7 v

CFS /—RIClE. TNXA4RELT THLRFS /—RZ2&ZFLET., ZOREIC, BEDIP 7KL
7\%-’71'5 rEEDHpDbhIC, " Isa—remote node" =IEEIT B & T LSARFS /—RThHdZ
R L £ 9, Isa-remote-node (&. "cluster remote-node" [CERE S Ni-BEZSRBLE T,

\

admin@upper-nso# show running-config ncs:devices device lower-nso-* 1
ncs:devices device lower-nso-1
Isa-remote-node lower-nso-1

ssh host-key ssh-ed25519

key-data AAAAC3NzaC1IZDITNTESAAAAIL+
|

authgroup default
device-type netconf ned-id Isa-netconf
state admin-state unlocked

admin@upper-nso# show cluster connection
LOCAL REMOTE
REMOTE NODE ADDRESS PORT CHANNELS USER USER STATUS TRACE

Bwer—nso—1 127.0.0.1 2023 - admin admin up disabled




CFS (EFINSO) otzy k7 v

HIEDBR DI, CFS /—RDty b7y 7d, TEEORNTEIEL XY,

€@ LSANED 0#daiAd (RILF/N—Y 3 LSA DIFEDH)
RFS /—RD/\—3 3 VT3 % LSANED Z55dA& £ d ., CFS & RFS AR L /N—
TayvThiGald. A NED ZF|FHAJRE/RT=sb. LSA NED DFRIHMIAIMHIAETT,

9 Cluster remote-node DERE
RFS / — RAD#ELEER% cluster remote-node (CERFEL X T,

© LSA 7/ 1 2 &R
RFS /—R&ZTFT/NA AELTEHFELET,



LSADty h7 v

(1) LSA NED D3R AIA I (RILF/K—T 5y LSA DIEEDH)

NSO 5.4 LIETIld, CFS /—K&E RFS /—RKRHAE/N—U 30 TH LSA DEENAIEEL D £
U7z, YILFI/IN—U 3V LSA %8BT 2155(E. TaDFIEEZEITL TS,

LSANED (4 X h—=JLT7« L2 YA SNCS_DIR/packages/lsa [CH D £7,
TE2 7 # )L % cisco-nso-ncs-x.y D x.y "D CFS /—RKHHR—MLTWSRFS /—KD
IN—23VT9Y,

S Is ~/nso-6.1.4/packages/Isa/
cisco-nso-nc-5.7 cisco-nso-nc-5.8 cisco-nso-nc-6.0 cisco-nso-nc-6.1

RFS /—RD/N—U 3 VIS d % LSANED #X1TIRIET 4 Lo b @ packages 7 # )L ¥ (C
OEE—FEo Ry o) %ER L. SIAAT T,

S ncs-cli -C -u admin

S In -s nso-6.1.4/packages/Isa/cisco-nso-nc-5.7 ncs-run/packages
admin@upper-nso# packages reload




LSADTy N7y
@ Cluster remote-node MDERE

TEED L DT, RFS / — RADEHIEEHR% cluster remote-node [CEREL X9,

admin@upper-nso# config t

admin@upper-nso(config)# load merge terminal

Loading.

cluster remote-node lower-nso-1 authgroup default username admin
cluster remote-node lower-nso-1 address 127.0.0.1 port 2023
cluster remote-node lower-nso-2 authgroup default username admin
cluster remote-node lower-nso-2 address 127.0.0.1 port 2024
cluster device-notifications enabled

cluster commit-queue enabled cluster device-notifications enabled:
(Ctrl+D) CFS /—FkH RFS_/ — R oEmrInic
0 bytes parsed in 129.05 sec (0 bytes/sec) TINA A B ZRETESLIICLET,

admin@upper-nso(config)# commit _
cluster commit-queue enabled:

LSA @ Commit queue Z#Fx{LLE T,

RFS /—K®D SSHRAMF—ZFELET,

admin@upper-nso# cluster remote-node lower-nso-* ssh fetch-host-keys




LSADty h7 v
=L =

(2 Cluster remote-node DEZTE

TEEDLDIC. Cluster R EZIEFRTEET,

admin@upper-nso# show cluster connection

LOCAL REMOTE
REMOTE NODE ADDRESS PORT CHANNELS USER USER STATUS TRACE
lower-nso-2 127.0.0.1 2024 - admin admin up disabled
lower-nso-1 127.0.0.1 2023 - admin admin up disabled

admin@upper-nso#
admin@upper-nso# show cluster remote-node

RECEIVED
NAME NAME STATUS LAST EVENT NOTIFICATIONS
lower-nso-1 device-notifications up 0000-01-01T00:00:00-00:00 O
ncs-events up 0000-01-01T00:00:00-00:00 O
lower-nso-2 device-notifications up 0000-01-01T00:00:00-00:00 O
ncs-events up 0000-01-01T00:00:00-00:00 O

admin@upper-nso#




LSADty b7y

B3 LSA 7\ A A &%

TROLIICRFS /—REFNAREULTERLET. ned-id [ RFS / —RHFEN—Y 3

DIEE I FIAHFD “Isa-netconf”, B/IN— 3 vV DIBSIEFE

ncs-x.y” ZIELX T,

BO)TEEMIA A TENED “cisco-nso-

admin@upper-nso# config t

admin@upper-nso(config)# load merge terminal

Loading.

devices device lower-nso-1 device-type netconf ned-id Isa-netconf
devices device lower-nso-1 authgroup default

devices device lower-nso-1 Isa-remote-node lower-nso-1

devices device lower-nso-1 state admin-state unlocked

devices device lower-nso-2 authgroup default

devices device lower-nso-2 Isa-remote-node lower-nso-2
devices device lower-nso-2 state admin-state unlocked
(Ctrl+D)

0 bytes parsed in 152.12 sec (0 bytes/sec)
admin@upper-nso(config)# commit

devices device lower-nso-2 device-type netconf ned-id cisco-nso-nc-5.7

lower-nso-1
B/N—2 3

J \

lower-nso-2
» > ~ ~
BEN—v3ay

— CFS (upper-nso)
version 6.1.4

RFS (lower-nso-2)
version 5.7.1

RFS (lower-nso-1)
version 6.1.4

®

b



B3 LSA 7\ A A &%

RFS /—R® SSH /KA MF—%HE L. /devices/device M/XZIZTHLTH RA M F—DOFH
#{TL\, sync-from ZE{TL £ T,

admin@upper-nso# ncs:devices device lower-nso-* ssh fetch-host-keys W
admin@upper-nso# ncs:devices sync-from
sync-result {

device lower-nso-1

result true

}

sync-result {
device lower-nso-2
result true

}

RFS /—RICCFS /=R S EFBHETERVRERAN D > 2IHE. CFS & RFS OMICIEM
HANRELE T, FFEEEATE CFS / — RO SERERATESLDIC. TEREZHENDHLET.

admin@upper-nso(config)# ncs:devices device lower-nso-* out-of-sync-commit-behaviour accept
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RFS 4 —E XE&E A NED OYERL (—/x—2 3> LSA)

CFS /—RMB RFS DY —EXRAVRY YV ADIEMZERT 57=6(CIE. CFS /—RICT RFS @
H—EZXETIL (YANG) iS5 NETCONF NED /Xy — I HEB L. A MENH D FT,
ZZTld. RFS /—RICTH—EZX/NN\y 4T — (mybgp) DIEM KR V'R HAFSHERETEHBAL £,

B—/)\—3 3y LSA DBEEIE. TEED L DI ncs-make-package AX Y KR TERLE .

S ncs-make-package --no-netsim --no-java --no-python \
--Isa-netconf-ned package-store/mybgp/src/yang \
--dest upper-nso/packages/mybgp-ned --build mybgp-ned

ncs-make-package A ¥ 3 v

--no-netsim, --no-java, --no-python:
netsim directory, java / python class & 4R L 70,

--|sa-netconf-ned:
CITHEESNETALY MJUADRFS Y—EXEFIL (YANG) A5 NETCONF NED % 4R,
T 7 #)L KT, Isa-netconf ZFEALTCIV/INMILENZET,

--dest:

EREnfz/N\yor—IDBEEM, RFSOH—ER/NNy o —J L FREICT R Ex2HEHLET,
--build:

Ny T—IDERMERBFICEILRLETD,



RFS —E ZE8EFH NED O1ERL (vLF/x—< 3 LSA)

TILF/IN—I 3V LSA DIFEEIE. TEROLYBATYay TN\ sy—I%ERLET,

S ncs-make-package --no-netsim --no-java --no-python \
--Isa-netconf-ned package-store/mybgp/src/yang \
--Isa-lower-nso cisco-nso-nc-5.7 \

--package-version 5.7 --dest upper-nso/packages/mybgp-5.7 \

L ~-build mybgp-5.7

ncs-make-package A ¥ 3 v

--|sa-netconf-ned:
CITEESNETA LY NURD RFS H—E ZXEFIL (YANG) A5 NETCONF NED % 4R,
T 7 #)L N T, Isa-netconf ZERALTCIV/\MILahZET,

--|sa-lower-nso:
T{IRFS /— R ® ned-id 2 EEL £ Y.

--package-version:
THLRFS /—RON—=Y 3 vaEELET,

ncs-make-package A 7 3 v OFMIEI T e E 2B ZE 0,
https://developer.cisco.com/docs/nso/quides/#!ncs-man-pages-volume-1/ncs-make-package
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LSA [CH T 55— ZX1ER

RFS H—EZXBEFEH NED OV /A ILEED TS5 —

-

RFS O —EXEFILHAMED YANG EFILANDIKEFREFZRZFDIHE. JV/N1ILICKEEL. T
DL OBRIT—IREELXT,

augmented/mybgp@2016-01-01.yang:1471: error: the node 'devices' from module 'tailf-ncs' (in
node 'config' from 'tailf-ncs-internal-mount') is not found
augmented/mybgp@2016-01-01.yang:3091: error: the node 'devices' from module 'tailf-ncs' (in
node 'live-status' from 'tailf-ncs-internal-mount') is not found

tnake: *** [Makefile:31: ncsc-out/.done] Error 1

TEEDfITIE. type leafref ZF VT RFS / — RICEFRUIZT/INA ANSTIN\A AL %=IEIRTE
5E3ICLTVWETH,. CFS /—RASIERFS /—RDF/INA R A NESBTERINES.,
I7—NRHRELEXT,

leaf device {
type leafref {
path " /ncs:devices/ncs:device/ncs:name”

}

| )




LSA [CH I 55— ZX1ER

RFS H—EZXBEFEH NED OV /A ILEED TS5 —

-

HEDLODSBIT—HIREUIESF. CFS /—RD HY—EXETFTIL (YANG) [CH T2/
A —% EFE% type leafref h5 type string R EICEETSHE T, IEFICAVINAILTED LD
[CRDEI, RFS /— R TOEBIEEFITNETT,

leaf device
type leafref {
path "/ncs:devices/ncs:device/ncs:name";

b

leaf device
type string;

leaf neighbor

type inet:ipv4-address;
leaf neighbor

type inet:ipv4-address;

leaf routerid

type inet:ipv4-address;
leaf routerid {

type inet:ipv4-address;
R
|
leaf as

type inet:as—number;

leaf as
type inet:as-number;

{1F#& (4. CFS /— R packages/src 74 L2 MUICT make OAX Y REE{TL., aV/N1IL
ZENTITITo> TS,



LSA [T 2 —E RERL
RFS " —E AR ER

INy T =T %ER. AV ILAEEICTET U
sync-from #XR{TL £ 7.

NED D JL.J%L_J%

5. CFS /—RICTN\wH—IHFHH

admin@upper-nso# packages reload
reload-result {

package mybgp-ned

result true
}
admin@upper-nso# ncs:devices sync-from
sync-result {

device lower-nso-1

result true
}
sync-result {

device lower-nso-2

result true

}

N

VNN



CFS /— RhSDH—E BT

ST T IHE. TEDLIICCFS /—RASRFS /—RDY—ERAVRY Y A{ER 1T
DSCENTEBLDICKRDZET,

I CFS /— KT —E ZXERL L RFS / — K TOEEMERR
admin@upper-nso(config)# ncs:devices device lower-nso-1 W admin@lower-nso-1# mybgp test get-modifications
config mybgp test device ex0 as 100 routerid 10.1.1.1 outformat cli-c
neighbor 10.1.1.2 cli-c {
admin@upper-nso(config)# commit dry-run outformat native local-node {

——- omitted --- data devices device ex0
device { config
name ex0 router bgp 100
data router bgp 100 bgp router-id 10.1.1.1
bgp router-id 10.1.1.1 neighbor 10._1 .1_.2 remqte—as 100
neighbor 10.1.1.2 remote-as 100 address-family ipv4 unicast
address-family ipv4 unicast neighbor 10.1.1.2 activate
neighbor 10.1.1.2 activate exit-address-family
exit-address-family |!
|! !.
|
} } )
admin@upper-nso(config-mybgp-test)# commit }




D RFS / — REFH-<H—EXDDE

BEDRFS /—RI[CH3 Y —ERREZITOREHICIE. CFSICTY—ERNyT—I% BT %
MWENRGHDEXT, Ny T—IDERIEITEROLDBRNTERIT S ENTE, BEDAYYRYT
Oy NSO TOH—ERNy T—IEREHEDENIHD FHA.

IN = 2T )L s v DIERK

ncs-make-package ANX Y REBRAWT, Ny T —IDRATIL NV EERLET,

ChICED, U—ERICEBER T 74 ILABIFERINE T,

H—EXETIL (YANG) DiRE
T —EXREDICHICHLBERANNI A=Y ZEELE T,

XML 7Y 7L —hDiRsE
Sync U/ I RFS / —RASAERB U XMLIC, Y —EXETILTEELILNTA—5 %
BYIRERICESIAD CE Yy EY Oy 2Rk LE T,

INY T — U DERAIAF
NSO CLI [CT packages reload AY Y RZE{TL. {ER L/ —EX Z BRARIEERIKREICL X T,




LSA [T 2 —E RERL
o

I CFS /—RASTER7 2DNFA—9 TRBS RFS /— RICEHEI N 2 T/ ZITHL T
IBGP X EZ{TOHIZFAWNT, CFS /—RTOTF—EXR/N\y T —IEmAEEZ CHIALET,
iBGP
RELL iz CFS /—K o e = e
upper-nso 17 /XA 2D iBGP BREEIT
H—EX/\y T — (mybgp) (&

/\ & RFS / — RICTHERL - ftdmA S

B—/)\—Y 3> LSA

THLRFS /—R
lower-nso-2
dA—Hhs5DAN (7188)

T{LRFS /—FK
lower-nso-1

AS 100 - AS&E:100
_v_ s T RFS /—K1:lower-nso-1
> e e FINA R1: ex
= « FNARTIPZRELZ:10.1.1.1
ex1 * T RFS /—K2: lower-nso-2
101 1 1 ° 7_;/\’]/12 ex3

FINA A2IP7 KL X:10.1.1.2



LSA 28 28— E X1ER
Stepl1: /Xy —I R )L b Y DYERK

CFS /—RODOETIRIET 4« L7 b (£[Eld upper-nso) @ packages 7 # LT,
ncs-make-package VY REZRAWNT, Ny —IDRTILNVEERHRLET,

S cd upper-nso/packages

S ncs-make-package --service-skeleton python-and-template cfs-bgp
S Is cfs-bgp

README package-meta-data.xml python src templates test




LSA [CHH 55— ZX1ER

Step2: H—EXETJ)L (YANG) DiREE

t—E XE 7T )L (upper-nso/packages/cfs-bgp/src/yang/cfs-bgp.yang) Z=#RE&E L.

A—FANDPVERNTA=5ZEELET, SEIIF. TEL7 2DNTA-—FZEELET.

AS &HE: as

T{I RFS /— K 1: dev1-lower-nso
TI/\A X 1: devl

TINA A1IP 7 KL X:devl-addr
T RFS / — K2: dev2-lower-nso
T INA RX2: dev2

TINA A2 IP 77 KL RX: dev2-addr

RFS /—RICEEFULIZT/NAI AU X MDS
BEERENROT/INA AZ 722 BT 5 &M
TERUNZ8H, 2Tl type string (XFF

AN) ELTLWET,

RENT I LIS,
upper-nso/packages/bgpmgr/src
T7AILFICHEEIL. make ZEITL.
YANG Z IV /\MILUZEXT

leaf devl-lower-nso
type leafref {
path "/ncs:devices/ncs:device/ncs:name";

}

leaf dev2-lower-nso
type leafref {
path "/ncs:devices/ncs:device/ncs:name";

¥

leaf devl
type string;

leaf dev2
type string;

leaf devl-addr
type inet:ipv4-address;

leaf dev2-addr
type inet:ipv4-address;

leaf as
type inet:as-number;

cfs-bgp.yang & E



LSA [CH I B —E ZX1ER

Step3: XML 7> 7L — b DiRE

XML 7> 7L — b (upper-nso/packages/bgpmgr/templates/cfs-bgp.xml) Z#&E&E L.
FT—EXETNETNAZETNEDR Yy EYTOI Y V%R LET,
F9. CFS /—RICTRFS /—RIZHLT mybgp U —ERA YV RY Y REERT Bl ICWE

IRERTE 2 XMLIZZICEHR L £ 97

RFS /— R ® CDB [C

admin@upper-nso(config)# ncs:devices device lower-nso-1 config
mybgp test device ex0 as 100 routerid 10.1.1.1 neighbor 10.1.1.2
admin@upper-nso(config-mybgp-test)# commit dry-run outformat

xmi . -
result_xml{ CFS /_ I\OJ CDB ‘u..

local-node { ETRINDRE
data <devices xmIns=" http://tail-f.com/ns/ncs" >
<device>
<name>lower-nso-1</name>
<config>
<mybgp xmins=" http://example.com/mybgp" >
<name>test</name>
<device>ex0</device>
--- omitted ---
</device>
</devices>

N B
lsa-node { EZIAFENDEHRE
name lower-nso-1
data <devices xmlIns=" http://tail-f.com/ns/ncs" >
<device>
<name>ex0</name>
<config>
--- omitted ---
</config>
</device>
</devices>
<mybgp xmins=" http://example.com/mybgp" >
<name>test</name>
<device>ex0</device>
--- omitted ---
</mybgp>
}
}
admin@upper-nso(config-mybgp-test)#




LSA [T B —E XER
Step3: XML 7> 7L — b DiRE

XML Z#ai& D> 7 4 7 D local-node @ <device> ~ </device> # IE—L. XML 7Y 7L —h
(upper-nso/packages/cfs-bgp/templates/cfs-bgp-template.xml) @ <device> ¥ JENa Bz £,

admin@upper-nso(config-mybgp-test)# commit dry-run W version-deployment-test > upper-nso > packages > cfs-bgp > templates > ™ cfs-bgp-te
outformat xml conT1 ‘ xmins="http://tail-T.com/ns/conftig/1.0" N
result-xml { Vi xmlns="http://tail-f.com/ns/ncs" %Y
local-node {
data <devices xmins=" http://tail-f.com/ns/ncs" >
<device>
<name>lower-nso-1</name>
<config>
<mybgp xmlIns=" http://example.com/mybgp" >
<name>test</name> g
<device>ex0</device>
--- omitted ---
</device>
</devices>

{/device}

}

Isa-node {
--- omitted ---

}
admin@upper-nso(config-mybgp-test)#




LSA [CHH 55— ZX1ER
Step3: XML 7> 7L — b DiRE

ZE., WTNDRFS /—REEUNN=IUg3 Uy DEIUT—EXETIL (mybgp) OFERAZEET S/,
<device> ¥ V&N E FTERDLDICHI—ER—AMNUZEYT, RFS /=R CEICERBRDZT—EXETI
ZERT 5EHEIE. NED fERD5EREL TS,

admin@upper-nso(config-mybgp-test)# commit dry-run 1 N cfs-bgp-template.xml X
outformat xml
result-xml { single-version-deployment-test > upper-nso > packages > cfs-bgp > template{
local-node { C ig—temp Llate ﬁm Lns=" n'[u.)://'cal L-T.com/ ::5/ config/1.0"
data <devices xmIns="http://tail-f.com/ns/ncs" > cesxnine= hitpi /ol LT, Con/na/ncs
<device> -
name>lower—-nso-1</name
<name>lower-nso-1</name> )
<config>
<mybgp xmlns=" http://example.com/mybgp" >
<name>test</name>
<device>ex0</device>
--- omitted ---
</device>
</devices>
}
Isa-node {
--- omitted --- —
}
admin@upper-nso(config-mybgp-test)#




LSA [TH 1+ B —E XERL
Step3: XML 7> 7L — h DfRE
H—EXETITEELIENTA=5% {|ZRZ} ICEZHRZ T,
* AS ?%%: «  FI/\A R2: {/dev2}
= T/NA R {/devi} « FNAR2IIL—TNv7:
© TINARTNUN=TN 7. « i RFS ./ — K2: {/dev2-lower-nso}
«  T{IRFS /—K1:{/devl-lower-nso}

ower-nso-1</name ~>{/devl-lower-nso}</name

xmlns="http://example.com/mybgp"
=) name

{/dev1}

hborH{/dev2-addr}
erid4{/devi-addr}

RFS /—R1AYvEYT

RFS /—R1RAYvEYT

<name></name> (X, RFSYH—EXA VXYV ADHEHFTI, CZTlE. CFSTH—ERXRAM VRS
VA% (nhame E VWS EZEITEBEER)EFAUEELTVWET,



LSA [CHH 55— ZX1ER

Step3: XML &> 7L — b DiRE
RFS /— R 2HAODY v EVILREICESHRZ T,

« ASFHFS:

«  TFJ/NARX1: {/dev1}

« TINARTIN—=T /Ny

« T RFS /—K1:{/dev1-lower-nso}

«  TFJ/\A R2: {/dev2}
« TINAR2IN—=TI\v7:
«  TfIRFS /— K2:{/dev2-lower-nso}

{/dev2-lower—-nso}</name

RFS /—R2AYvEVT devic RFS /—R2AYvEVY

<name></name> (X, RFSYH—EXA VXYV ADHEHFTI, CZTlE. CFSTH—ERXRAM VRS
VA% (nhame E VWS EZEITEBEER)EFAUEELTVWET,



LSA (8T 28 —E X1ERK
Stepd: /Ny T — 3 DFRdIAH

CFS / — RI(CT packages reload XY REETL. fER LIz —E X%

AHFET,

S nes_cli -C -u admin
admin@ncs# packages reload

>>> System upgrade is starting.
>>> Sessions in configure mode must exit to operational mode.
>>> No configuration changes can be performed until upgrade has completed.
>>> System upgrade has completed successfully.
reload-result {
package cfs-bgp
result true

admin@ncs#

admin@ncs# show packages package oper-status
packages package cfs-bgp

oper-status up

admin@ncs#

|




LSA [CH I B —E ZX1ER

CFS /— KA S5DHY—ERKRTE

PER L e —E XNy 7 — cfs-bgp ZAHWT. EfZCFS /—RASTE7 D2D/NTA=FT
7325 RFS )L—F [CHEfiesn/c 2 T /X4 XICXH L T IBGP REZXR{TLE T,

admin@upper-nso(config)# cfs-bgp ex1_ex3 dev1-lower-nso
lower-nso-1 dev1 ex1 devl-addr 10.1.1.1 dev2-lower-nso
lower-nso-2 dev2 ex3 dev2-addr 10.1.1.2 as 100

admin@upper-nso(config)# commit dry-run outformat native
native {

device {
name lower-nso-1
--- omitted ---
<config>
<mybgp xmlns=" http://example.com/mybgp" >
<name>ex1_ex3</name>
<neighbor>10.1.1.2</neighbor>
<routerid>10.1.1.1</routerid>
<as>100</as>
<device>ex1</device>
</mybgp>
--- omitted ---
device {
name ex1

data router bgp 100
bgp router-id 10.1.1.1
neighbor 10.1.1.2 remote-as 100
address-family ipv4 unicast
neighbor 10.1.1.2 activate
exit-address-family

--- omitted ---
device {
name lower-nso-2
<config>
<mybgp xmlIns=" http://example.com/mybgp" >

<name>ex1_ex3</name>
<neighbor>10.1.1.1</neighbor>
<routerid>10.1.1.2</routerid>

<as>100</as>
<device>ex3</device>
</mybgp>
--- omitted ---
device {
name ex3

data router bgp 100

bgp router-id 10.1.1.2

neighbor 10.1.1.1 remote-as 100
address-family ipv4 unicast
neighbor 10.1.1.1 activate
exit-address-family

|

1

}
}

admin@upper-nso(config)#




LSA [CH I B —E ZX1ER

TMIRFS /—RZ=BHEANSESAE

BIARDFEITIEL. TR RFS /—KZIEEL TWE LA, dispatch-map Z{ER L. T/81 XZ&H 5
THLRFS /—RZBEFASNTBHIENTEZXT, REDHANIEITEEDED TY,

T —EXETIL (YANG) DiRE
Dispatch-map FHOEZZEBIML. I RFS /—RADNSA -5 EEZHIFBRLET.

XMLT Y 7L — b Dir&E
Dispatch-map #2888 L. T/IN\A AEN S RFS /—RELEZHREBTE=5HICLET,

INY T — T DEFR A P
NSO CLI [CT packages reload AY Y RZE{TL. {ER L/ —E X Z BRARTEERIKREICLE T,

Dispatch-map D{ERL
TFTINAREGEFNIERITSDRFS /—ROYvEYT#/ELET,




LSA [CHF B —E XER
Step1: H—EXETI/L (YANG) DiREE

—E XE7 )L (upper-nso/packages/cfs-bgp/src/yang/cfs-bgp.yang) Z=#wE&E L.
Dispatch-map FADOFEEZEML. T/\14 X% % Dispatch-map ZRICZEL X7,

revision 2016-01-01 {
=]
description CfS-bgp.yang ”x;E{ﬁu
"Initial revision.";
1
J

container devices {
list device
key name;
1reference
leaf name {
type string;
}

leaf lower-node {

mandatory true;

type leafref {
path "/ncs:cluster/ncs:remote-node/ncs:name";

leaf devl
type leafref {

1
J path "/cfs-bgp:devices/cfs—-bgp:device/cfs—bgp:name";

¥ }
N B0

s leaf dev2
type leafref {
list cfs-bgp { path "/cfs-bgp:devices/cfs-bgp:device/cfs—bgp:name";

description "This is an RFS skeleton service"; } DiSpatCh—map %%EE(CZQE

RENTTT L7z, upper-nso/packages/bgpmgr/src 7 # )L ICFEENL. make Z=E{TL.
YANG ZzV /X1 ILUZET




LSA [CHF B —E XER
Step2: XML 7> 7L — b DiRE

XML 7> 7 L — b (upper-nso/packages/cfs-bgp/templates/cfs-bgp-template.xml) @ T{i RFS ./ —
K& (2= 58845 % Dispatch-map ICTT/NA RZITHIET BT RFS /—RKREZWBEIT5LDICEE
LFErI,

N cfs-bgp-template.xml X N cfs-bgp-template.xml X

developing-with-ncs > 22-|sa-single-version-deployment-test > upper-nso > pac ncs > 22-Isa-single-version-deployment-test > upper-nso > packages > cfs-bgp
mplate xmlns="http://tail-f.com/ns/config/1.0" config—template xmlns="http://tail-f.com/ns/config/1.0"
xmlns="http://tail-f.com/ns/ncs" d xmlns="http://tail-f.com/ns/ncs"

e#{/devl-lower-nso}k/name

ex{/dev2-lower-nso}¥/name
config

config

emp late

-DL_ tZ:E;)L(iE@J: 5 @B%E <‘: 7Ld: 2 C EB D . S pyang -f tree cfs-bgp.yang

module: cfs-bgp

deref(dev1) (£, devl D/NRAZEUF L. RIUFEED  +-rw devices
lower-node OEZEE L X 9, | +--rw device* [name]

+--rw strin
| t
| +--rw -> /ncs:cluster/remote-node/name



LSA [CH T2 Y —E RERL
Step3: /Ny T — I DRI IAH

CFS /— RI(CT packages reload XY REE{TL. {fERLIY—EXRZBES:

HPIAHE T,

S nes_cli -C -u admin
admin@ncs# packages reload

>>> System upgrade is starting.
>>> Sessions in configure mode must exit to operational mode.
>>> No configuration changes can be performed until upgrade has completed.
>>> System upgrade has completed successfully.
reload-result {
package cfs-bgp
result true

admin@ncs#

admin@ncs# show packages package oper-status
packages package cfs-bgp

oper-status up

admin@ncs#

|




LSA [CH I B —E ZX1ER

Step4: Dispatch-map D{ERX,

TROLSIC. 7/ RRETNAEHT B RFS /— KOy EV /2 RELET.

admin@upper-nso# config t

Entering configuration mode terminal
admin@upper-nso(config)# load merge terminal
Loading.

cfs-bgp:devices device ex0 lower-node lower-nso-1
cfs-bgp:devices device ex1 lower-node lower-nso-1
cfs-bgp:devices device ex2 lower-node lower-nso-1
cfs-bgp:devices device ex3 lower-node lower-nso-2
cfs-bgp:devices device ex4 lower-node lower-nso-2
(Ctrl+D)

0 bytes parsed in 7.03 sec (0 bytes/sec)
admin@upper-nso(config)# commit

Commit complete.




LSA [CH I B —E ZX1ER

CFS /— KA S5DHY—ERKRTE

(dispatch-map FI| i)

H—EZ/Cy r— cfs-bgp ZFAWNT. T RFS /—RZEERIIC. L CFS /—RA ST
5DDINT A=Y TERRD RFS L= [CEHRS N2 T /N RICWH LT IBGP BEZXITTE S &

2ICIRD F LT,

admin@upper-nso(config)# cfs-bgp ex1_ex3 dev1 ex1 dev1-
addr 10.1.1.1 dev2 ex3 dev2-addr 10.1.1.2 as 100

admin@upper-nso(config)# commit dry-run outformat native
native {

device { FTINA X ex1 W ¥EEET S

name lower-nso-1 RFS /— K% B#1ES
--- omitted ---

<config>
<mybgp xmlns=" http://example.com/mybgp" >
<name>ex1_ex3</name>
<neighbor>10.1.1.2</neighbor>
<routerid>10.1.1.1</routerid>
<as>100</as>
<device>ex1</device>
</mybgp>
--- omitted ---
device {
name ex1
data router bgp 100
bgp router-id 10.1.1.1
neighbor 10.1.1.2 remote-as 100
address-family ipv4 unicast
neighbor 10.1.1.2 activate
exitraddress-family.

--- omitted --- N e
device { T INA X ex3 HERET 5

name lower-nso-2 RFS /— R %= BE#EE
<config>
<mybgp xmlIns=" http://example.com/mybgp" >
<name>ex1_ex3</name>
<neighbor>10.1.1.1</neighbor>
<routerid>10.1.1.2</routerid>
<as>100</as>
<device>ex3</device>
</mybgp>
--- omitted ---
device {
name ex3
data router bgp 100
bgp router-id 10.1.1.2
neighbor 10.1.1.1 remote-as 100
address-family ipv4 unicast
neighbor 10.1.1.1 activate
exit-address-family
|
!.
}
}

admin@upper-nso(config)#




LSA [CH T 55— ZX1ER

Trace ID

NSO55 &h. T7A#)LMTCL 2&L427TdD Northbound A5DY T T XML T, Trace ID

EIEENSEBD ID AEEESNDLDICEDFELZ, LI CFS /—K® Trace ID £F U ID
ATHIRFS /=R THEASNBID. bITINYa—T 4 v IHLPT<BoTVET.

admin@upper-nso(config)# cfs-bgp ex1_ex3 dev1 ex1 devl-addr 10.1.1.1 dev2 ex3 dev2-addr 10.1.1.2 as 100

admin@upper-nso(config-cfs-bgp-ex1_ex3)# commit | details
applying transaction for running datastore usid=408 tid=1409 trace-id=85b4c053-0ad4-4b16-9ff9-eb8cbeedfecy

upper-nso devel.log

<INFO> 11-Jan-2024::23:04:09.174 cw-nso ncs[3315334][<0.11538.1>]: ncs progress usid=408 tid=1409 datastore=running context=cli
trace-id=85b4c053-0ad4-4b16-9ff9-eb8cbeedfec subsystem=device-manager device=lower-nso-1 push configuration: ok (0.573 s)
<INFO> 11-Jan-2024::23:04:09.174 cw-nso ncs[3315334][<0.11539.1>]: ncs progress usid=408 tid=1409 datastore=running context=cli
trace-id=85b4c053-0ad4-4b16-9ff9-eb8cbeedfec9 subsystem=device-manager device=lower-nso-2 push configuration: ok (0.573 s)

lower-nso-1 devel.log

<INFO> 11-Jan-2024::23:04:09.048 cw-nso ncs[3315457][<0.10486.1>]: ncs progress usid=311 tid=1244 datastore=running
context=netconf trace-id=85b4c053-0ad4-4b16-9ff9-eb8cbeedfecH subsystem=device-manager device=ex1 push configuration: ok

(0.155 s)

lower-nso-2 devel.log

<INFO> 11-Jan-2024::23:04:09.048 cw-nso ncs[3315610][<0.5742.1>]: ncs progress usid=196 tid=504 datastore=running
context=netconf trace-id=85b4c053-0ad4-4b16-9ff9-eb8cbeedfecH subsystem=device-manager device=ex3 push configuration: ok

(0.241 s)
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NSO HA DOiE%E
EXZEM DA _ED =6 D HA FERK

—Z8D )/ — R TEERELIISETYH., VAT AZBKE S BT S/-0C. BARIETIE HA &R
HEBHIEEWERLUTLWEYT, NSO6.1.2 UETIFLDEEFER Raft HA #H/R— ML TWWE T,

NSO 5.3 LLHl NSO 5.4 NSO 5.6 / 5.7

NSO 6.1.2 L H#EE

NSO / — R DO%E|
(Master/Slave) EDEf
EIZ DN TDHAR,
HA Framework API %

ERAULHIET 7Y
T—3 YV DREH W
&, Ciscold. E&EH
& LT, tailf-hcc/Cy

T—I% NH.

! CDB !
Gepllcatlon

Master Slave

Master / Slave D&
MEEZCLIIC L D 1T
AJREIC, Tailf-hce 5.0
AU Y—XEh. L3JT
RORENBZICIED
F U7, L2/L3LEIC
X, HE/Sy r—Ip
WETY,

cL  CbB Ll

replication
e Q

Master Slave

Master / Slavefil T®D
Ny T — DSyncHYA]
BEIC, Ny —IFvy
TOL—KRE VT
{t. B|RIRREIL—ILIC
€LY, Split BrainZ [A]
WY BT, ZTEA,

CcLl  €bB Ll
replication
e e
Packages
Master Slave
<>

Raft>77)LJY X A (HA
TR —5M/—R
THOIRETY —5—
BHVPEEZETT

%) &R—RE LTHA
EHR—b, HAZ S
Ay —E. NI EE

A

Leader

O—0

Follower Follower

O N7 7V Ik BHA
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Raft HA

Raft 7))L Y X A

Raft HA @ TSN L 5B IV Y IXR—D Raft 7))L T XAZEAL. Split Brain OERE(C XL

LEJ.

Raft 7)LJY X ADEE

CX
|) —4 —i&=% (Leader Election) @

USRI —ANTBEBOREESFLI1 DD/ —RY
D—F—,ixb, ZnPSHET7 07 —ERS

o —4—(3FHARYIC heartbeat £ 7 A O —(23%D
7 # 0O 7—(& election timeout NIC heartbeat %3S
TERWNGE., U —F—REEERDEZEZRHIBT S

o U5 EFEFREIC Term A* +1 Th3

«  Election timeout (&, 15EEEH (ex. 150-300ms) AT
J—REBICHES VYT AIERESINDS

0 7# %! (Log Replication)

s ZEQFFITYV—SF—oOJICTVrIUELTENEINS

« U—%—h5Sheartbeat ZF|BL 7+ QT —(TERIEE
Sh. BEEDENZEER I SHELENRMREINS

o ZTEKME V—4F—FT7A0T7—ICFOEEEMT S

U—45—EH TERRICEBFHROGEIVERLLH. RNIEBBREBRDET,

Y RaftHA DAY v

o Xy NT—U500RIC &S Split Brain DIREEICE> TH.
BEERITITIN—TOHhEBESEELENTES

. DEEEERIE. BEITY I RY—HIHIERIND

« Term DEHNKEWVADY —F —DEEEDRICTEAT
5ET, VIARY—ADT—9 D—BM#F DO LN
TE%

B

|

|

Raft HA D7 AU v

e RN/ —RKHPE
2 /— RIBROIZE. BT 2 D=6,
EEANFETDET T AT —HHEEEL RN

« 2/ —RORKEZICHET BICE. &5/ — K&

1./—NKIC
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Raft Consensus Algorithm: https://raft.github.io/
Raft Visualization: https://thesecretlivesofdata.com/raft/
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https://raft.github.io/
https://thesecretlivesofdata.com/raft/

Raft HA Dtzy b7 v

Raft HA Dt v b 7w 7IE. TEDANTEMBL E I,

@ 5 —FOBEFH
95 RAT—DESN./ — KDRE ncs.conf ZE# L. HA Raft #Fx1L.
SSL/TLS NTA—=F R EZHRTELEXT,

@ /SRy —1EET Va3 v OIFUHL

) —45—& L7=\./ — R T ha-raft create-cluster 72 > 3> %E{TL.
9T —%=HHEILL X9,



Raft HA

O &/ — R OEREEH (BERRTE)

TEDOLSIC. BEAN/ —RICXWTL T nes.conf #E/FE L £ 9. cluster-name / seed-node (&
J—REBT—REIEHIVELADODET, £/-. HA /—KREOBEILSSL/TLS AT 7 AL T

BaibahTnEd,

<enabled>true</enabled>

<cluster-name>sherwood</cluster-name>

<listen>
<node-address>ash.example.org</node-address>

</listen>

<ssl>
<ca-cert-file>S${NCS_CONFIG_DIR}/dist/ssl/cert/myca.crt</ca-cert-file>
<cert-file>S{NCS_CONFIG_DIR}/dist/ssl/cert/ash.crt</cert-file>
<key-file>S{NCS_CONFIG_DIR}/dist/ssl/cert/ash.key</key-file>

</ssl>

<seed-nodes>
<seed-node>birch.example.org</seed-node>

</seed-nodes>

</ha-raft>

1. Raft HA OB
2.9 R9—% (V7 A5—#H5l%)

3. /—R7Z7RKLZR (/—R#ERR)

4. SSL/TLS WBEDRTE
4-1.CARIRRE 7 7 1 ILDIETE
4-2. /—REEBET 71 ILDIEE
A-3. WERET 71 ILDIETE

5. EEFICERTT S/ — RO RL X



Raft HA

D&/ — ROBRTEEH GHE)

1. Raft HA @B %11t ncs-config/ha-raft/enabled
Raft HA (77 # /L b TERIMEESh TS 728, true TEMILL X T,

2. 7 7 A5 —%4: ncs-config/ha-raft/cluster-name (string)
DR —ZHNTBIODEFTY ., V7R —ZHN—HULEBN/—RHAS5DEHKIFIESSNE

9, LSAERBRETERDY S XY —DBHEL TLWABICERIULBWNT T AY—IC ./ — R EHES
nNs0=HELY,

3. /— R 77 KL XR: /ncs-config/ha-raft/listen/node-address

J— REHPT D= DELEIT. nl.acme.com. 10.45.22.11 B EDFEHXTIEEL X T, Vi &
H—D2E@F Ry M)DAEFNTWVWBELELADHDET, BURADNTERD HA / — R E2BES B 515
Bl%. ncsd@nl.acme.com BT/ —RKID Z@TCIEEIT DL TEET,



mailto:ncsd@n1.acme.com

O &/ — R OFREE (FFH)

4. SSL/TLS BEDERE: /ncs-config/ha-raft/ssl

/J—REIDBE(E. SSL/TLS TRESNFE T, 7714 X—KEREEE (CA) DiLs EIF¥» / — REEEA
ZDERBEICELTIE. NSO A VX h—=ILT 4 LY b UAD examples.ncs/high-
availability/raft-cluster [C# % openssl O< Y RE{THI%E SSBLLES LY,

J—=R7RLZRZIP7RLRATRELISBEE. SREOY 7Y 27 MAEE (subjectAltName;
SAN) I IP 7 KL R%Z1BINT 20BN H D ET,

5. BEIRFICERT 5/ — KD 7 K L X: Incs-config/ha-raft/seed-nodes

seed-nodes [C1 DU ED/ —KEZIBEEIT S E/—KRIE. 77 R5—ICSMNI 50D s/ —
RUZXKNZEFETBHHIC. CDO/—RANDEHGZHITLET. T2/ —RKUZANZEEIT S
HICIE, HMOITXRTO/—RIFARILY—KR/—RZH/ELTWBLENHD ET,



Raft HA

D&/ —RKRDBEEF (FDfth)

Raft HA 7 S X7 —AD ./ —RIFHEWC, 1D/ —RKRDTEER—bAD TCP IEHZN TE ZMEN
HNFEI, R— 4369 BIME nes.conf TEHEIODZEHNAIEGETT,

- 4369 <ha-raft>
. 4370 — 4399 (ZETLE) <listen>

<min-port>4370</min-port>
<max-port>4399</max-port>
</listen>
</ha-raft>

F7=. /ncs-config/cdb/operational/enabled & & U ncs-config/rollback/enabled (&L 7Y 4 —
VavOIMEICEEEZEZ S0, /—REIT—RIZIVLELNHDET,

/ncs config/encrypted-strings ADIEH ) —F —t B D RICT /N1 A LEHRTERVREEZ A
W BHIC/ —REITRUEDRENVETT,



@ 7525 —VERT Y 2y DT L

) —4&—& LT\ /— KT, ha-raft create-cluster 77 a3 >v&xE{TL. 755 —%#H{LL
X9, seed-nodes ZEYJICEREL TS E, TEDEDICAY/N—/—RDEHIERLREINET,

admin@ncs# ha-raft create-cluster member [ ?
Possible completions:
] birch.example.org cedar.example.org
admin@ncs# ha-raft create-cluster members [ birch.example.org cedar.example.org ]
admin@ncs# show ha-raft
ha-raft status role leader
ha-raft status leader ash.example.org
ha-raft status member [ ash.example.org birch.example.org cedar.example.org |
ha-raft status connected-node [ birch.example.org cedar.example.org ]
ha-raft status local-node ash.example.org




NI a—TFTqa T

Raft HABIED TS — XA vt —IH LU Raft 7L T X ADLERBEMEICE T 25HAIBIRI.
logs/raft.log ICHASINET., T7AI N TEBTHE>TH D, ncs.conf THALRNIZZEETE

x9,
<raft-log>
<enabled>true</enabled>

<file>
<name>S${NCS_LOG_DIR}/raft.log</name>
<enabled>true</enabled>
</file>
<level>info</level>
</raft-log>

Raft HA (. ZEXMRICEFBORBIANERIS. V7RI —/—RKREOEFEEELAENE. b+
o av A=y MIEEEZRIFIAIEELHD T,



A )N\—/— RKOEM - gk

|) —% —(d. ha-raft adjust-membership 77 a3V ZHWNT, 77X —ICFHLW/—KZEML
=h. BlIFRLIED TE XY, HIFRS N/ —RIFEIFRES N2 & ZFBHE I . candidate R 7—% X
ERDY—F—EZEZMAIBELET., DI, BIFRLIE/ —RIFIvy Yy MO VT 2RENHD XY,

admin@ncs# show ha-raft status member

ha-raft status member [ ash.example.org birch.example.org cedar.example.org |

--- /— RHIBR ---

admin@ncs# ha-raft adjust-membership remove-node birch.example.org
admin@ncs# show ha-raft status member

ha-raft status member [ ash.example.org cedar.example.org |

--- /—RiEm ---

admin@ncs# ha-raft adjust-membership add-node dollartree.example.org
admin@ncs# show ha-raft status member

ha-raft status member [ ash.example.org cedar.example.org dollartree.example.org ]




Raft HA

) =5 —DBIED

Raft HA () =45 —ABEITRELET., V—F—ZBEHLI-VWGE, L UIERED/ —RIC
) -5 —={FE-\N5EE. Y—5—/—RKICT. ha-raft handover 77 7’/3 VaERBULET,

admin@ncs# show ha-raft status leader

ha-raft status leader ash.example.org

admin@ncs# ha-raft handover to-member dollartree.example.org
admin@ncs# show ha-raft status leader

ua—raft status leader dollartree.example.org

ha-raft handover Z 5|8/ LU XTI % &, U—4F—EZDORIENA MY H— (SVUFTAICY—F—NH
RE) X,






IL—=ILX—X HA & (&

)L—ILX—Z HA ($BAAd HA) (£, NSO 5.4 TS N=SHRIICEERESINIIL—ILICIE>THA Y
TR —=EEI BHAEETY ., ncs.conf [T T RY —BNIFP T = — LA — /K OENMEZ FRIICER
FLTHEET,

None

7y TTL—RBEREICHA
50—/
O—AILICREFES /= CDB ®
FAHELD - EEZIAHATEE

Primary Secondary Secondary
(Failover Primary) (;kZA. Secondary)



II—IX—ZXHA DY 7 v T 1

BAYIN—/—RIZXFLT. TEED&LSIC ncs.conf DERFEZITLWET,

<ha>

<enabled>true</enabled> 1. HA z B3k

<ip>192.168.1.1</ip> 2.HA / — REDERICERT S IP 7RL R

<port>4570</port> 3.HA /— REIDEFKICERT 2 R—FES

<extra-listen>
<ip>fe80::1</ip> 4. HA / — REOEHICHERIT 28D IP 7 KL X
“pardb e - 5. HA / — RREIDEEICERT 2BMD K— MBS

</extra-listen>

<tick-timeout>PT20S</tick-timeout> 6. FLEEEDREPE (F7 L ~20%)

L</h8> Primary - Secondary i T7 7 # JL b T20¥ERT

tick message &% D £9., Tick-timeout D 3 f&ZD
RERILAA(C tick message 2= ELBN 725, %
D/—RFBFLELTWEEHBREINET,
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JII—ILX—XAHADEY N7 vT2

BAYN—=/—RIZFLT, TEEDLSICEEEITVET,

admin@n1# show running-config high-availability | display xml
<high-availability xmIns=" http://tail-f.com/ns/ncs" >
<token>S9SC8FdSyaPbs4w84a81DWI6Z/4clZLAOO=</token>
<ha-node>
<id>n1</id>
<address>192.168.1.1</address>
<nominal-role>primary</nominal-role>
</ha-node>
<ha-node>
<id>n2</id>
<address>192.168.1.2</address>
<nominal-role>secondary</nominal-role>
<failover-primary>true</failover-primary>
</ha-node>
<ha-node>
<id>n3</id>
<address>192.168.1.3</address>
<nominal-role>secondary</nominal-role>

<failover-primary>false</failover-primary>
</ha-node> config (¥&#%)

1.HA OV 2 A9—RATHEIT S =0V
2. HA 7 5 25 — A )\—1EFR

2-1. / — R O#HRBF

2-2. /—RDIP7RLZX

2-3. 8Bt/ —RDEE

2-4. 7z —)A—N—BICT 47 VICKBD
(1/—REEFEED)



IW—ILX—Z HA

JII—ILRX—ZXHA Dty 7wy T3

BAYN—=/—RIZFLT, TEEDLSICEEEITVET,

<settings> ‘
<enable-failover>true</enable-failover>
<reconnect-secondaries>true</reconnect-secondaries>
<start-up>
<assume-nominal-role>true</assume-nominal-role>
<join-ha>true</join-ha>
</start-up>
<reconnect-interval>10</reconnect-interval>
<reconnect-attempts>6</reconnect-attempts>
<consensus>
<enabled>true</enabled>
<algorithm>rule-based</algorithm>
</consensus>
</settings>
</high-availability>

config (¥x#%)

3. 7x—ILA—N—ZBHETEN
Tz ILA—N—RICT T4 <) ICBERERT

N

.nominal-role ZENM{EO—)LEREL T T X7 I2EM
.5 RS —SANEC Primary N O xR 1T

~ o O1

. Primary N ##aR1TRIE
. Primary N ##5waA1T[R1EK

[09)

9. Split Brain OF4 %[ d 57 )L Y XADEMIL
10. )L—IR—Z2DAVEYHR7ILTY XA%ER

7 2 —I)LA—IN—BFDEME (NSO 5.7 LIETHR—K)
» Failover Primary:
Primary (2782 H%, #mAHEND BRE— RAFRICK S,
Secondary WEMULIES. iHED ERZEMICT 2.
« % B_Lo Primary:
INRTOD Secondary NDEFEFmMN KON EE, O—I)L%
none [CZHE, 1 DTH Secondary / — RAEH SN T
WBIEEE. Primary DE £ICRH 5,



IW—ILX—Z HA

FCFNRF DENE

EERFOEI{EIL. ncs.conf @ high-availability/settings/start-up O} EICHE> TEITESNE T,

assume-

‘orminal-role  Join-ha  nominal-role REEIRFDENE
true false primary primary &73%
true false secondary nominal-role: primary @/ — R ([CEfxa R A5
true false none AIH®EZ5 =T
false true primary IRFED primary NDIESEEEITL. secondary & LTY 5 X5 —ICE
false true secondary IRED primary ND#ESEEHITL. secondary £ LT 5 XY —ICEN
false true none AIH®EIZ5 =R
true true PR IRTFED primary ;\9?&%7%?5197‘5 7 . ?%%ﬁﬁlﬁ‘é_m%é(at_secondary
E LT, BHEAABIZEE primary & LTY 2 X5 —(ITEM
true true secondary IRTED primary ND#ESHEHITL. secondary &£ LT 5 XY —ICEN
true true none AIH®EIZ5 =R
false false - AIH®EIZ5 =T




IW—ILX—Z HA

HA Bt | A7 —% R DOHERE

BAYN—/—RTTFROOY Y REZETL. HAZBMLLE T,

admin@n1# high-availability enable
result enabled

show high-availability (CL D, JL—=ILX—X HA DEEXT—Y XA 2R TZZET,

admin@n1# show high-availability
high-availability enabled

high-availability status mode primary
high-availability status current-id n1
high-availability status assigned-role primary
high-availability status read-only-mode false
ID ADDRESS

n2 192.168.1.2
n3 192.168.1.3

admin@n2#




)L—ILX—Z HA D#l{E

TROLS . O—LOPER. HABMIL | Sk, HAIMDE— FAOBIHREETI T EN
TEEY,

admin@n1# high-availability ?
Possible completions:
be-none Order the local node to assume ha role none
be-primary Order the local node to assume ha role primary
be-secondary-to Order the local node to connect as secondary to the provided ha node
disable Disable NCS built in HA and assume a ha role none
enable Enable NCS built in HA and optionally assume a ha role according to
/high-availability/settings/start-up/ parameters
local-node-id Identify the which of the nodes in /high-availability/ha-node (if any)
corresponds to the local NCS instance
read-only Toggle read-only mode, if the mode is 'true' no configuration changes can occur
admin@n1#
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Tail-f HCC /\w o —3/
Tail-f HOC /¢y or— 3

Tail-f HCC /Xy 4 —Y(d. NSOHA 2 X% —® Primary ./ — KAEHT HREIP 7KL X (VIP) %
BELET, /N\—IU3>6.0.0 £H. Raft HA [CEFIELTWE T,
L2 HA /L3 HA @2 DD =Y R—MLTWET,

Router Router Router

eBGP
Virtual IP
L2 Domain

eBGP
L2 Domain

L2 Domain

Virtual IP

K e N\

Port 4570

Physical IP

Embedded Embedded
GoBGP GoBGP
daemon daemon
Master Slave Slave
L2 HA L3 HA
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Tail-f HCC /S or—

Tail-f HCC /\v T —

Tail-f HCC /N 4Zr— <[4, Cisco Software Download (https://software.cisco.com/download/home)
DS O—KAJgeETI,

Crosswork Network Services Orchestrator 6

Release 6.2 Related Links and Documentation

A My Notifications - No related links or documentation -

Release Date Size
0.15 MB v \._/

File Information

Cisco NSO Tail-f HCC Package[ 22-Nov-2023
ncs-6.2-tailf-hcc-project-6.0.1.signed.bin
Advisories [

Ny —IDFBAEICELTIE. TaexcsB S,
https://developer.cisco.com/docs/nso/quides/#'high-availability/tail-f-hcc-package
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Layered Service Architecture (LSA) (C& D . NSO #
fEEkL., RT—=IL7OhSEBBIENTEET,

SERL VAT AZEES Rl 57125, N&Tﬂi
IN—U 3 VI U T, WS DH D HA R A T R—
SN TWETY,

Raft HA (&, U —4%—&H - ZERRICEFHDEEN
WERZS., RPBFEHEOS VBT,

JL—=ILX—Z HA (&, FFICERELIL—ILICHRELY.,
T4 YDERER, V759 —DFER. LU
T 1= IILA—=/IN—DRITESNZETT,

NSO HA 2 5 24 —® Primary / — R \IEf 9 5k4E
7 RLZ(VIP) ZE&E 9 %I, Tail-f HCC /v
Z:i%ﬂ%bi?
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« NSO Layered Service Architecture: LSA Overview (3£38)
https://developer.cisco.com/docs/nso/quides/#!Isa-overview

« NSO Administration Guide: High Availability (323E)
https://developer.cisco.com/docs/nso/quides/#!high-availability



https://developer.cisco.com/docs/nso/guides/
https://developer.cisco.com/docs/nso/guides/

examples.ncs

NSO ZEHRIVFTYYN, 1 VA M=ILT4 L7 MYUD examples.ncs 7 # )L 57 [C1&HH
SNTVWEYT, ERICFZENL T LSA/HABREZAI ENTEET,

<LSA Bg&E>

« examples.ncs/getting-started/developing-with-ncs/22-Isa-single-version-deployment

« examples.ncs/getting-started/developing-with-ncs/24-layered-service-architecture-scaling
« examples.ncs/getting-started/developing-with-ncs/28-Isa-multi-version-deployment

<HA EdE>
« examples.ncs/high-availability/raft-cluster - Raft HA
« examples.ncs/development-guide/high-availability - JL—)LX—XHA
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