C’ # Cisco
# . Customer Experience

Ask the Experts

XR®DSIA A4tV
FRIROEZSY ) VT

’ °
(XR FCM - SIA license utilization monitoring) i 3
(202 4% 38 14H]




Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services
purchased by you or your authorized reseller on your behalf. This document contains guidance based on Cisco’s recommended
practices.

You remain responsible for determining whether to employ this guidance, whether it fits your network design, business needs, and
whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your business.

=

L

OXEEF, SERELLESBHRONBATHZRE Y I—DBALLI IOV —ERICEEL T, BFFAHNEBICSV\TEAY
52EEERNELTIUROMRMITZ VA DADMRERTY, COXZICIEVRAOANHRET LTI T74 AE DI FFIENEHSINT
WET,

BERRIE. COFF|E2FERTINENPERRORY N T — UGB LU0EBFLOZ—XCZDFF|ENFEE L TVBHEN. S5(C
[FCDF|ENERE (PERFEOEFBICEBRAINSREH LOBY, X1V T4 LOBESLUTIANY—ICHTZEHEEHET) IC
WL TOWBHEN EHIT 2&5F 23| Efm=AaVET,



AHDODFEENHNA :

FCM 2 A4 ROAVTS5AT7VAFT VY
5

BEESA LY ADPEEREDLR— N5E
FCM B ED ZERIEDO BENML AE




@ FCM (Flexible Consumption Model) #t%
(2) SARTM AV T SAFYRF T Y7

@ T4V R - RHEA VATV ALR—F

@ FCM B&h1t. 1 Smart Licensing APIs

(5) FCM B#h{t,2 NETCONF
@ FCM B&h1t. 3 EZ-Register

() =% r



@ FCM (Flexible Consumption Model) #t%

(



FCM (Flexible Consumption Model) % _
Cisco IOS-XRD# /e Z 1V XAETI

Flexible Consumption Model (FCM)

Flexible Consumption Model (FCM) (. N\N=R D7 DX v /\I T 4 (FEIE) YV 7 bJU 1 7 DHEEE
ZIHEDEVRAZ—ZAPRY NT—VEHICEDETEA, SS5ITFROZ—IVPEHFICEDLET
MRS L VEMTE 5728, REZR ﬁngéﬁﬂ%waj‘

WERDODETIL FCM BT 2% v /(T 4 HORTUZEA*

: . o HBHEFILICLD. BER ' '
“ * v /00T 1 HORTUEEEA ssssssssss
EEEEEEEE © AR AR E IR *ZECMITIR/\— K = 7 DHIEREE A

BHCE R\ RORTUDBEA D N E

R I (S ] BEEDODEMNEH Smart Account
(RTU) e EALTVSR—~DFED 000
FIFRTUZ 4 &
® BEERDSmMart Account|Z
T—IlENRTUZEE%X £
feht> THIFARTRE
® RTUZ #EEX 7 < FI| B

RERE

RTUDHEHIF

o BAEHDORTUZETL LV/\— 4
£9x 7 AR g33%y (Z3EEEEEEE:
© 200 crcoanjor e RTU: Right to Use (kY 7 kI = 7 5 A £V R) O TAEVADEVELNTE e 55Ny P
s v SIA: Software Innovation Access (4722 ) 7Y 3v) IBA=KD 25 MN=RT )



FCM (Flexible Consumption Model) &

FCM= A & A&

FCMIZXd e U7e/A— R 1 7 ERTUESIAZ A E DB TEBALET

® RTU [CHILI 2 TRI T3y e ‘

FCM ® IOS XR DHEREANDT V£ (N=Ya>y : !
3 7v7) P RIUDKR—YEUT &5 | Essentials | | AdvglrjAtage i

1

1

[ ) #V/f’/?%i{ﬁ 10G / 100G / 400G : SIA 1
m ® V7~ 7#EE . Essentials / Advantage ' _____ ! y
EEEEEEEE s
e
O N—RITTFDFTNITAEYTRILT Fr/lY

HBEICH T 2KV 7 b7 148V R T4)
® v /{7 4 B : 10G / 100G / 400G :
® V7 b 7HHEE . Essentials / Advantage ESSF?_IE‘SaB

Advantage
RTU

0 /\— R T7DHEIRM

O EFEY—UVPEIATTAVA—RICE
RTU TERATZ 2 8EIEDF v /X T 4 A ﬁ
R AVAN

)

* )\— R T PHEREE A B ([ S K3ERID SIA A NE
*N—R U PHEBARFEE/N\— R T 7ICERES N TV SER/N\RD Essentials RTU bjuz\%
ok —SRDBIRICIE T AR ZAEVADNHDET (I BNG T4t X, DCO T4tV R)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



@ SIA/RTM OV FSA FYRAF Ty Y

(



SIA/IRTM AV T S5AT7VRAF vy

T4tV ADEHE

2TDTA Y ADEML. Cisco Software Central [CTITD T EMNAJEETT,
Bk4 T %“'IEEEL_ 1 DDR—FILYA MO STILERAETT, BHOAY—NT7HO Y MNEEEL

TWBGE., AN—h7HD VM ZYIDBZTENZFNOERERICZVEALET,
Cisco Software Central z VRIZ D ———————
https://software.cisco.com/ DY

A=K7k abc.com
PAKD &I A=K M4V ADER
LRP CSSM 1T
License Registration Portal Cisco Smart Software Manager
ZhovhER

a SPNA / EAO & -
EA Workspace Manage Account




SAIRTM AV 7247V RF v Y

B (X

FJA4 T ADEE

Cisco Software Central (https://software.cisco.com/)

FRD

R R
O EIH)

Cisco Software Central

||||c||||
cisco

Cisco Software Central

Ay O—

A= VT7bhozT

NFR—=Iv

SAEYAEBIFLERLES, HRDS
VRAEAN—R TRV AREBRUET,

FAEVADER >

FLWYIRI 70Ty O—RPEEFEY
ThU7DEHELET,

FovO0—RiEF7IER >

A=K7 HhO Y hDER

FHho Y MEREEHL. 1—YZ2EBLE

EAT —2 AN—2X

CISCO Enterprise Agreemen
P LOBEELET,

EA T—J AR=ZANDT I LA >

AX—hTHhov sOYE

VRAAAR—hKVYT Iz 7XX— v (CSSM)

Cisco Software Central > R¥—hY 7RI TP VR

AX—KY TR T7 514tV R

Fo—h  AYRYRY | AV—RSAEVIAOEH  LE—k | BE AVTLIRATAIVE | PUFCET
@ CS Demo Labs v
p IN—=F )L A k: FCM-Demo ~ (]
2 F1EvR BRAVAYVA ARvk Oy
. SIEVR YTEEET B STEVZDFH.. (23 Sty
YORT
0O s1e>z REER Available to Use s KA bz 7=
@ 8201 Base HW Tracking PID TJURTLE 30 0 +30
@® Core & Aggr Advance SIA per 100G for Cisco 0
7 = 8000 series FUNSE 200 4200
3 N
,TE;E @ 4 { t /X @® Core & Aggr Advance SW Right-to-Use per 0
100G for Cisco 8000 series TURAE 200 +200
PAKR—=ZDZA Y AP ZDRDT/I\A 2D
= g N R - P
SAEVAFES Y REED)RERLT AX—hcT7HOY DER
[S3EVESC
FHOYIOTONTA | K=FeNPHOVE | 2% HRILSY | FAUVEUSTRL | Notifications @ | <>k OY

LRP [£7V &R >

DEE

IVFAMLXY K

WIR—%JL T, eDelivery, \—Y 3> 7

Virtual Accounts

Create Virtual Account

& O virtual Account Dascription Tags

vFIL—R, &5 DEBEEZFIAT O EN-Demo
EHLSICBEDELR, O DCN-Demo

O Dpce-Demo
MCENDT7ER > (O WAN-Demo

O se-n, P Dama | ahs



https://software.cisco.com/

SIA/IRTM OV 7547

CSSM

AN—bKT7H

— b M DDBEARICKRRESNET., AT¥

>
V%,

DrZ
B

73—#@ 7—
VIR UDNORITIT B ENTEET,

(703

FM%%HE@TﬁTéhi?O%T

3 NETRE. <A
NI 2703

Cisco Software Central > A¥—RMY 7 07514V

AN—KYT7hoz7514EVRK

77—k

77—k

FIRREER 7> a Y v

0O EXE

o

0 0O 0O 0O
o

REA VA VY ADEHICKE. ..
BEAVRI DV ADEMICKY...
FAEV ADHBMNERIULTL. ..
[FRIEHF 1 ZADHRD ...

[FHRIBEH T ZDHRD ...

AR=K MY ANDER LR—b BRE AVTILIRTFHIVE FITAETA

I\—=F+ )L 777>k "UDI_PID:Tailf-NSO; UDI_SN:a6a2bb2a-b72a-4cff-b9d3-2be2ab81ee86; " ...

IN—=F )L 7H7 > K "UDI_PID:Tailf-NSO; UDI_SN:e5a05ae3-a9d7-4a5b-b4aa-67f4611adab3; "

Smart Software Managert 7 4 k "dCloud-mekawaba-20230718" (&, 27 daysHEIRIHIL TLE. ..

N=F )L 7AT> K MdCloud-pimoh-20221205") D& >R > X M™UDI_PID:8201; UDI_S...

IN=Fv)L 7HU >k MdCloud-pimoh-20221205"; DEGA > X% > Z ™UDI_PID:8201; UDI_S..

EET

SP-Demo

SP-Demo

dCloud-meka...

dCloud-pimo...

dCloud-pimo...

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

CS Demo Labs ¥

SL Product Details 17R—




SIAARTM AV T ZAT7VAF v Y
CSSM - (&8 - ERB 1 v A MER
[ARVMNIV]D[ZAEVR]ZTICIE. BIRUENA=FIL ZPHIVEIRET DALV RD
4//\/|\'J T4V ZOERKT BAE) LU TS—EARERSNKFET, hickD.
VT oA T AR EBER A Y Z%%ZEEW&J:U a3 TAM Y RERX)EEITTEET,

SL Product Details #7R— Kk AJLF

Cisco Software Central > A¥—KY 7Dz 7314EVR

AN—hY TR0 T754EVR

~ BRE AVTILIRTHIVE TIOTFAET A

77—k ARV NY AX— RSV ANDER LR—
77— hEIERRICTS

IN—F v )L 7HD > k| FCM-Demo ~ @ *vr— @ 17—
34 F1EVR HBRAAVRI VR ARy~ Oy
ZAEITIEE Y77
FIREERTIVa Y ~ SAEVR HIEEERT D SAEYRADFH... » SAEYANSYH IV STEVITRE o,
Y DRR
FElIRER v
O 314tvx REBER Available to Use fERH KH 2= 75—k Fovay
@ Core & Aggr Advantage SIA per 100G TIURAR 100 2 +98 V7 P4
+98 roravs~

TIURAR 100

Core & Aggr Essentials SIA per 100G
SKU Quantity: BAAHE
2023-Jun-06
12

@] EETT Manual Entry
YI20U T3> 1D NA ESS-100G-SIA-3 4
772 HARR:
Network Convergence System 2033-Jun-03

© 2024 Cis
5500 Series




SIAARTM AV T ZAT7VAF v Y

CSSM - A4tV A4 Ry NY 75— N

SA LY IRE. HREE. HRYNAREDRICTS— MR RESNWET, 75— eV UV I T2
E. TS NOEARVO NS TN 2 —F 4 VIR EEERTEEY,

0O 51tvz BSWEH  AvallabletoUse R KA %S 77—k Fovay
@® Core & Aggr Essentials SIA per 100G for . 216
a 5 $ S - o 74 D
Cisco 8000 series TURLE 2 - 214 © STEYANRRLTLY 77¥aY
@® Core & Aggr Essentials SW Right-to-Use 216
. N e 3 - - 3 D
per 100G for Cisco 8000 series TURSR 2 - 214 0 1tV ANRRLTV 7YY -
TNTET M
Insufficient Licenses Insufficient Licenses
IN=FvJL 7AD k "dCloud-mekawaba-20230815" [ I& "Core & Aggr Essentials SW Right-to-Use per 100G for JS=F ¥ )L 7H > k "dCloud-mekawaba-20230815" IZ (& "Core & Aggr Essentials SW Right-to-Use per 100G for
° Cisco 8000 series” 71 Y ADNRRBLTWEY, AV T T 7Y AEBERRY I, 214 BOS 1Y XD ° Cisco 8000 series” 51 ZYANFBLTWEY, AV TS PV RAEBERRT ZICIE. 214 BOS 1Y
=T, =T,

il NSTNY2—F1Y

WEA Y RY VA& >T "Core & Aggr Essentials SW Right-to-Use per 100G for Cisco 8000 series” 4% & &1 3 EfAR _ R .
% 5/(= B "dCloud-mekawaba-20230815" BR1 Y25 Y R DEAEBIT It TF, EA SNAERIENET T A0
E—BERTWET, SN () 57 TRETEET,

. N=F v THIY b dCloud-mekawaba-20230815
N=FvIL 7HD Y NETEE : :
o AEERIBAR. BON—F v P HIY DS TDN—F LT ATV MCSAEYRAERELTIREW, 1Y &l Core & Aggr Essentials SW Right-to-Use per 100G for Cisco 8000 series
ZDEE. . P—
o AHERBER. 1 DULOMRA Y RAI VY REZDN—F vIL AV MO S+RRIA LV RADHEZN—F v 7 o .
AV EBHLTIEE W, REOKE 2
35S 216
BEEORZDERE : -
: 214
c ZOFAEVR YA TEBEET BURA VRAY Y AOBEERDICLET.
WA : BBEAAY b
« FREAN-FZIHDEMTI Y RAEBALET, WTFiR 77— hOERICOYICRBRENLEEIRY N (BK104) TF,
i o FHRBER. BLNLOFIEYRY A THSERBEN/N—F BLHIC+RBRIAEVYRIATADT v TTL— i
REMALTIEE W, Xyt—Y B Sl=

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



SIAIRTM AV T SAT7VRAF vy
CSSM - b owFx>V T4V R
NovxyIo4t VR, HW ZBBAT S EIEESNZ/N—FvIL 7 AU Y MCEFEMESNS 71

VAT, BASINT HW O CSSM NDEFFEEVCEEOBREN ZIBIET 5/-HICERSNE T,
PID O&&(C [-TRKI "D EXd, 24V RAEEIMND EEA,

Cisco Software Central > A¥—RMY 7 MOz 731EVR

CS Demo Labs ¥

AN—KNY Tz T75214ER SLESOHE YK—k LT

73—k | AYRYRMY | AX—bITAEVANOESR | LR—b | BE  AVTILIZRTAIVE | FUTAETA

IN—=F )L 7H7D Yk FCM-Demo v B 17— | FI-hEHERETS

2% F1EVR HWRFAVRIVR ARy~ OF

REITHEE Y77

AFRIREB T 2 2 3 Y ~ SAEYR FUEEET B SAEYRAOFM.. | (P S4EvARSVHsYs | tracking o |
Y DRR
O s1tvr REER Available to Use R+ KA s 77—k Fovay
© 8201 Base HW Tracking PID TIURAR 7 5 - +2 7orav s«
(4 FHIE )
O EETT: Manual Entry SKU: Quantity F%kA
H727U7va 1D NA 8201-TRK 1 2023-Jun-06
773V HARR:

SpitFire Product Bookings 2033-Jun-03




SIAIRTM OV 72547

CSSM -
%] 57 & 'O\ RET S

VZ%IW7

77— D XA—)L1BX]

FICEIHHKRLR—

b X—)LXET DI ENAIRETT,

Cisco Software Central > A¥—RY 7D x7514tEVR

AN—KYT7 ko754

75—k ARV KY AX—= KM SA Y ANDER
F1EVRERE
BRERN—T Y %
BEDZ1EYADFH: BB
AZN=HL AV RDFK: 3/l d
(YRR TTDSAEVARS B
YUY Y 3 Y DEBORT
FRIBFHSA Y ADEA VA ~— i34
I

LR—

b omE

EEEEERR
EEEREERR
EEREE = RR

EREEERR

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

BHEHOARY bOYIY—

HUTFTRRENIARY NESTHBMOBFA—INOYII—%RET S
BFA—I)LT KL Z: mekawaba@cisco.com
N=FvILF NV hDER: 5RRFH v

OEMIZBFA—LTRNLR: A ERGH

FI—h ARV

FHOY N TOERBIERATERS MY ABEBITVEYT

M 51tYAFRRE-

@ MY ADBEBRINE SRR TS - PENE SV AN E bR HRINICBZ I E2EELET,

@998 0608 0308 0148 78 o018

O

FAEVZDHEBHARNLTWS - BREAZ S Y ADMRINICRD E Ulce 1Y AEHHRICHTIESHERENLBH S LBEOHARTINE T,

BRA VR Y APERICKBRUE Ul - RENEFRBEACERICERSNTVWEEA,

0 WREAVRIVADEHICEBUE UL - RN BAFEEFBHAICER CERSNTWERATU .

Y774 FEEHIEBRINTYT - U7 51 MAFHSNIBERICRBELTWEEA,.

Y754 MIERBRIRBLVHIBRENE U - 754 MH0OBBEOBRICKB L. HBREhTWET,

SAEYADNKRERTT - 1DULEORRDS LY RE, BEA YA Y ABFFICEBNICAY—MNERESNERATUL
0O 1Y AOHE - 7HIY N TCEATRLS LY A0ER ER v

AR b
FRIAEVR-FILWSAEYZADREE LT AV Y MCEFIhTWET,

HUWRRAYRI VR -FHUWRRA Y RI VANERICTOY Y MMcERShic

BREA VR VADBIRESNE U - BEORG( Y AY Y ANTAIY b S ERICHRENE LR

SAEYARFHENELL -
AT7—5 ZBH
O %754 A7 74 L® Smart Software Manager IC & S L2 5E

FAEVANFHENELIC -THVY MDA EV ARG Y RAY VALK >TFHEShE LT,

TURKRTBFX—ILERETS

Ask Licensing

O #7074 TREZLYR—MHRBENESHERRT S

Uty k

15



ATV ALR—h

i
a0
A
\

(



TAEVR - BBAYVRY VY ZLR—h
— O
74TV AL R—

[LAR—B] % 72T, Smart Account / Virtual Account DIRET %714 Y RICEAT S LR—ME2HS
T=E9,

Cisco Software Central > A¥—hkY 7RI FP 751V R - )
\ —= . F1EYA LIR—bDORT
AN—K YT RI2T7 548/
* &R S{EVR LiK—h A2 jj
. ® &z A
77—k ARV ERY AX— R AV ANDER AVTLIRTAIV K FITAETA e
e View License count and usage over selected Virtual
o \Ea?
Lik—hk @ l//—r\ I\ 7&15 R FN=FrILThY SEIRSNARBP AT b v| 67T ®IREH v
vk
— iR — — —F T SR S —SOREWT 7 F—T—RDAH
L=k ERRRT—5 7 7L RUS—DLR—F 127 FNAZIAY b O—SORHAT 7 1)L £ S{EVR T ————— -
il Er - e _ INTER | BIRER
£ Bt @B LR—MCFI1EYRNSYYI Y a v ERR a
v API Test Virtual Account
= Sog £ =
@ - /r t \/ Z % IE*R View License count and usage over selected Virtual Accol #m\jjilzga)#ﬁm ymrp— » PEEE CS Demo Labs
. 2=
v 4
BRI/ F 0L P R OREOREA VA5 7 @  bccemo
Customer Name: SKU: dCloud SSM for Campus Network
biﬁ_ hﬂﬁb‘ﬁméni lJTC Order Number: Device:
Smart Account Name / Domain : |CS Demo Labs / cs.cisco.com
Report Title SAtEYR LR—K RFEPO#: PAK:
Report Description: View License count and usage over selected Virtual Account(s)
Generated On: 2024-Mar-03 14:23:23 : . ) S
Report Generated by : mekawaba@cisco.com N . EZRRLET, v A Bt 0ER Iﬂ
‘®—|7<ﬁ§—|\*/ =— W
= Alerts:
A1V AERE \ erts Select Alert v
—_ °
K—F vl PHIYE S1EvR WA Available To Use| f&Fid @ CSVor XLS [CTZV A/R— b
FCM-Demo 8201 Base HW Tracking PID 7 7 5
FCM-Demo Core & Aggr Advance SIA per 100G for Cisco 8000 s 153 153 0 4 I GOV IS XLS IcTH AR—k I vl
FCM-Demo Core & Aggr Advance SW Right-to-Use per 100G foi 147 147 4 4
FCM-Demo Core & Aggr Advantage SIA per 100G 96 96 0 -
FCM-Demo Core & Aggr Essentials SIA per 100G 96 96 0 +96 - - Prepaid -
FCM-Demo Core & Aggr Essentials SIA per 100G for Cisco 8000 128 128 16 +112 12 - Prepaid -
FCM-Demo Core & Aggr Essentials SW Right-to-Use per 100G f( 126 126 20 +106 16 - Prepaid -
FCM-Demo Core and Aggregation Advantage SW Right-to-Use \ 96 96 0 +96 - - Prepaid -
FCM-Demo Core and Aggregation Essentials SW Right-to-Usev| 196 196 0 +196 = - Prepaid -
FCM-Demo XRd Control Plane 15 15 0 +15 - - Prepaid -




T4V - REA VIV ZALKR—b
BIE A 29X LR—b
[LAR—K] 77T, BEIZEBA VA VAICETBALR—bE2HNTBHEHTEET,

Cisco Software Central > A¥—hY 72751tV

=1
IhN—
AX—RY TR 7S51EYR R@mY47 LIK—b
) ) L BRAAVAT VR LR—k @ é.%{fl:&]\jj
77—k ARV RY AR—=h AV ANDOEE L=k BE AVTLIRFTAOV L FITFAET«
FA: N=F )L PHIY RBLOT A THIOHGEA > 2
o \Ea an
Li—k @ LR— ER
*N=FvILThT BRENLREF ATV~ v ERES
Lik—h ERRRF—5 7710 RYY—DOLR—F 1 FAARAY FA—SOREAT 7 1)) ¥k
P ET R@y17 ATy a v OBER v
SA4EVR

View License count and usage over selected Virtual Accot

| o * TN REFIER: Al o
@ BIRA Y RY Y ZBBIR 710> romzonsroass]

* Registration Al o
= S TimeFrame
LiR—REREDEREINELE
* Alerts: Al o
Smart Account Name / [ CS Demo Labs / cs.cisco.com
Regort T BE(YA5 A LRI CSV or XLS (2T Z/K—
] : < J1\
Report Description: N=F I ATV NBLTY A TRIORBA VRTVR @ = 7
Generated On: 2024-Mar-03 14:34:33 _ o _ — N
Report Generated by: | mekawaba@cisco.com I SSVETZ 2k LS ETZASh I SRR

® LR— k765

Product Instance Details

N=FvIL 7HOY k| Y UFZILES/D jost NumbelAC Addres UUID | Device Name | Device PID | Device Description |  &§&H BigERE License 54 « 7 License Quantity Used
loud-mekawaba-202308 FOC2217JHIW - - - c8k-0 8201 8000 Series 4-Mar-02 13:24-Mar-03 13:201 Base HW Tracking P|  SPFIRE 1
loud-mekawaba-202308 FOC2217EUHN - - - c8k-1 8201

8000 Serles 4-Mar-02 13:2'4-Mar-02 13:201 Base HW Tracking P| SPFIRE 1




@ FCM B&h1t. 1 Smart Licensing APIs

(



FCM BE&hft. 1 Smart Licensing APIs

Smart Licensing APlIs

Smart Accounts & Licensing APIs A TtE D, CSSM / SSM On-prem [CXF9 % ZiEiR{E%
APl #2EATEITT DI ENTEF T, Cisco APl Developer Portal (https://apidocs-prod.cisco.com/)
NERFIAYNDOEEBNEETT,

alaln C

Home Explore Console Support Metrics GraphQL
B

-0 API Deve\oper Portal Home Explore Console Support Metrics GraphQL

asco  Cisco API Developer Portal

cisco

Cisco API Developer Portal

Your path to creating a digitized experience with Cisco and customers.

API Domains

Commerce
Renewal APls

Commerce APIs

Assets and
Entitlement AP...

Enterprise
Agreement APIs

Q' Search Domains

Smart Accounts
& Licensin...

Customer
Experience

Customer Device  Entitlement Base

Activatio...

View : 3

Plug & Play
Connect APIs

Software NPI

Q

> Commerce APIs
> Commerce Renewal APls
> Customer Experience
v Smart Accounts & Licensing APIs
> Software Orders
> Software NPI
> APl Alerts
> (AP Virtual Accounts
> (APl Devices
> (APl Licenses
> (APl Smart Accounts
> (AP Tokens
> APl User Management
> APl Smart Licensing Using Policy

> APl Subscription Services

Be

Smart Accounts & Licensing APIs

Support
mcofino@cisco.com

Domain Admins
Contact for Access Related Assistance

jlanthie @ mcofino @
annramal@cisco.com @
dh\s\nha@c\sco.ccm@
artipate@cisco.com FD

View 2 more and mail all

Cisco is offering the Smart
Account and Licensing API
which would enable our
partners/customers to perform
Smart Account & Smart
Licensing functions through API
calls. Please see below the
smart account and smart

licensina functinns that we are.

APIs

= Software Orders
= Software NPI

Smart Licensing Using Policy.

User Management
Tokens

Smart Accounts
Licenses
Subscription Services

Devices

Virtual Accounts

Alerts
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APl Access Request

APl DERICIE. £ DL SIT. Access Request Z{TWVE T,

cisco  Cisco API Developer Portal

Q

v Smart Accounts & Licensing APls
> Software Orders
> Software NPI
> AP Alerts
> AP Virtual Accounts
> (APl Devices
> (APl Licenses
v APl Smart Accounts

BEE Validate User Access V2
Validate User Access V1

Smart Recommendation for Partners
BEE Smart Accounts Search

> APl Tokens

Home

Explore

Console

Support

Metrics

GraphQL
B

Smart Accounts version: (1.0 e

This set of APIs
allows you to
search for Smart
Accounts. A
Smart Account is
a central
repository where
you can view,
store, and
manage licenses
across the entire
organization.
Comprehensively,
you can get
access to your
software
licenses,
hardware, and

subscriptions

)
. Access Request )
\ _

() Access Request 2 ') v &

Request Access to an APl Smart Accounts X

Your Profile

Your Cisco.com profile will be included with the access request to the
API Administrators. It is very importnat that it is accurate before
proceeding. If you need to update your profile, do it now.

Company/Organization Name:
Full Name:

Email Address:

Cisco ID:

Phone:

@YU TR EAZEA

I Reason for APl Access: *I

I'd like to access this API for managing our Smart Accounts.

(3 Submit
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API Client 1ERL

JRIZ. API Client Z4Ep% L. ClientID & Client Secret ZERi§ L 9.

o API Developer Portal Home Explore Console Support Metrics GraphQL API Client Registered Successfully x
Bet

22 N
API Clients Organization API Library @Conmtﬁ;}%ﬁl API Administration Activity Client ID:

40d782fc-fda2-43a4-97da-31134b86783b [

Client Secret:

@ Note: Only Management of Modem Auth APIS will be available here. Legacy Auth APIs are managed from the Explore page.

ment platform for ueamgchsmoedenu@ Create API Cllent %7 U \y 7
Cl

PR ]
Externally Managed APIs will need to use the extemal AP! Mar

[J Membership API Client Name Key Create an API Client Create an API Client Create an API Client «
owner CM demo ien pplication Type ssociate I icati _
V 5596506074 API Client Application Type Associate APIs @ SaVE
8dbc5148-6: ot .
© O owner FCM-Demo2 © Application Details Select Application Type: *
53] @ Note: « Associating an API which is a member of a package will associate all APIs in that package.

L x
Name ofvour spplicatiorn: Likewise, removing an APl which is a member of a package will unassociate all APIs in the

FOM demo 3 Type Grant types Description| J——

« Only APIs which share the same authentication service can be associated to an application.

Ap) o tion (optiomal): Single page ¢ + When associating an API, all APIs which do not use the same auth service will be removed
authorization_code,implicit,r
a browser wh from the list.
h_token
tokens.
Native applic: Available APIs APIs to Associate

Desktop or M

arch by Package or API Nai Search by AP
authorization_code implicit,r  redirects user
O Native
efresh_token,password callback. The: Package API Name [ software
torun on a ck
© Note: The Import Credential option is used to enter OAuth2 credential maintain 8 se No APl's avallable Alerts
the Okta Auth service. Note the credentials will be validated using clier
type. To be able to import the credentials, you must have created then| authorization_code,implicit,r - Service: Virtual Accounts
et . . O web efresh_token,client_credenti - authenticatior
type "client_credential? in addition to other grant type you may have sq Doy
als on the server
O Import Credentials Interact with 1 Licenses
® AP S client_credentials OAuth acces

@ MR ICEE ® API Services %" ® BEDH 2 APl &R

Please review the services you have selected above and agree to the Tokens

| agree to the terms of servwcel
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Bearer Token D4R

Client ID & Client Secret Z#F VT, Bearer Token =4 LUF 9, TE2IC Postman =% L. Token
APl ZIFVOHHIFlZEEEH L LT, 77 ELRA M= VIZINETIEES N-HIRA AT % & HARYIN (A
L ElFEBLIZEN,

Generate Access Token

.
m

POST v

Params Authorization

Body

Pretty Raw Preview

Headers (9)

ney

grant_type

client_id

client_secret

Cookies (1) Headers (11) Test Results

Visualize

{
"access_token": "
"token_type": "Bearer",
"expires_in": 35

https://cloudsso.cisco.com/as/token.oauth2?grant_type=client_credentials&client_id=8dbc5148-62f9-

Pre-request Script Tests Settings

vaiue vescripuon © DUIK CUIL

client_credentials

@ 2000K 1321ms 539B [f) Save as example ooco

o Q

Method: POST

Request URL:
https://cloudsso.cisco.co
m/as/token.ocauth?

Params:
. grant_type
(client_credentials)
. client_id
. client_secret


https://cloudsso.cisco.com/as/token.oauth2
https://cloudsso.cisco.com/as/token.oauth2

FCM B&{k 1 Smart Licensing APIs

Smart Licensing APIs {& !

E‘ZL/TA_

S A= VEBRWNT. 4ty RERKR.

REEFETELY., oo N—=FvILT7 TV bDIERL.
$4MI%. Cisco API Developer Portal & CHEEL 12 & LY,

Smart License Usage

https://swapi.cisco.com//services/api/smart-accounts-and-
licensing/v1/accounts/{{smar id}}/licenses|

Params Authe Headers (11) Bodye Pre-req. Tests Settings

"virtualAccounts":  ["FCM-Demo"]

Smart Account / Virt yK L
Account (option) 7J“f

7{tzxﬁoﬁmﬁﬂwm

“totalRecords": 10,
"licenses": [

1

"isPortable":
"licenseSubstitutions": [,
"quantity": 7,
"ahaApps": false,
"available": 2
"license": ]
"licenseDetails":
1
"licenseT
"quantity
"licenseSku
"endDate"

5.68 KB

[ Savel

Body

Pretty

1 g

Auth

“virtualAccounts": ["F
"severity": ["V

Alerts

https://swapi.cisco.com//services/api/smart-accounts-and-

licensing/v1/accounts/{{smar Y }}/alerts
Headers (11)  Body

Pre-req. Tests Settings

CM-Demo"],

Smart Accoun%/ Virtual
Account (option) (CH Nt

FETDT 5

“status": 'S
"statusMessage'
"totalReco:

e [0
1
"licenseEndDate": "
"licenseStartDate
"virtualAccount":
"message": "
Vir
"license"
"severity":
"messageType" :
"actionDue"
"source":

— NEERDOEYS

POST

Params

Auth

Product Instance Usage

https://swapi.cisco.com//services/api/smart-accounts-and-
licensing/v1/accounts/:

Headers (11)

"virtualAccounts":

Smart Account / \!Irtuo@

Body

Pre-req

["FCM-Demo"]

id}}/devices

Tests Settings

u08> 6.48 KB

_Account (optlon) [C&EfFSh
B YR
H

:L|

awﬁ
;

"hostl

“displayNam

Name" :

"BRU

“productName" :

"mode": "

"licenseUsage":

"sudi":

1

1,

"macAddress" :

"suvi':

"hostIdentifier"

null,

wll,

"udiSerialNumbe:

"udiPid": "NCS-55A;

"uuid":

"udivid":

null,

w

TEiEUJHYH

: null,

@ savd
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Smart Licence BEE:E®D YANG £F /L

TE2D YANG EF/LZFV T, Smart License BIEDIEEE XR T/NA X TWH UL TERITTEET,

547

YANG €7 /L

$Hied % CLl avw Y R

Configuration
Data

Operations
Data

Actions

Native data model:
- Cisco-10S-XR-smart-licensecfg.yang

Common data model:

- cisco-smart-license.yang

Native data model:

- Cisco-10S-XR-smart-licenseplatform-oper.yang
» Cisco-10S-XR-infra-smartlicenseoper.yang

Common data model:

- cisco-smart-license.yang

Native data model:

- Cisco-10S-XR-smart-licenseplatform-oper.yang
» Cisco-10S-XR-infra-smartlicenseoper.yang

- license smart reservation

- [no] license smart reservation

- license smart flexibleconsumption enable

- [no] license smart flexibleconsumption enable

- show license platform summary
- show license platform detail
- show license [all | summary | usage | udi]

- license smart register id token

- license smart deregister

- license smart renew id

- license smart renew auth

- license smart reservation request local
- license smart reservation cancel local

- license smart reservation install file

- license smart reservation return local

- license smart reservation return authorization file
- license smart transport smart

- license smart url

- license smart software-upgrade enable
- license smart proxy hostname

- license smart proxy port
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netconf-console?2 [C &% NETCONF =X ~

netconf-console2 (&, Python X—2Z®D NETCONF 7 X Y —JL TT,

netconf-console2 @41 >~ XA k—JL

$ pip install netconf-console2

NETCONF [ & % T /N1 R&EFFDERES]

sl register token.xml

<register-id-token xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-smart-license-act">
<id-token>SSM YOUR TOKEN HERE</id-token>
</register-id-token>

NETCONF RPC Call
$ netconf-console2 --host=198.18.134.60 --port 830 -u cisco -p ***** -_ppc=sl register token.xml

<?xml version='1.0' encoding='UTF-8'?>
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:9a2557f7-ce25-452a-a392-
87e2149af8c6" >
<response xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-smart-license-act">
<operation-status>success</operation-status>
<return-code>registrationinprogress</return-code>
</response>
</rpc-reply>
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Python [C & 5 B&I{LHI: FCM X5 —4% X DIEER

TE2lE. Python ncclient library ZF W\ T XR 7/X41 XD FCM X F—% X % s

sl_report.py

from ncclient import manager
import xmltodict

NETCONF_PORT = "830"

USERNAME = "cisco"

PASSWORD = "otk

HOSTS = ["198.18.134.60", "198.18.134.61"]

1

get_filter_auth =
<smart-agent xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-smartlicense-
oper">
<licensing>
<state>
<state-info>
<authorization>
<authorization-state/>
</authorization>
</state-info>
</state>
</licensing>
</smart-agent>

vy

get_filter_registration =
<smart-agent xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-smartlicense-
oper'>
<licensing>
<state>
<state-info>
<registration>
<registration-state/>
</registration>
</state-info>
</state>
</licensing>
</smart-agent>

sl_report.py (45)

fcm_report (HOST) :

with manager.connect(
host=HOST,
port=NETCONF_PORT,
username=USERNAME,
password=PASSWORD,
hostkey_verify=

, device_params={"name":"iosxr"}) as device:

reply = device.get(filter=("subtree", get_filter_registration)).data_xml
xml_dict = xmltodict.parse(reply)

register_state = xml_dict["data"]["smart-agent"]["licensing"]["state"]["state-
info"]["registration"] ["registration-state"

reply = device.get(filter=("subtree", get_filter_auth)).data_xml

xml_dict = xmltodict.parse(reply)

auth_state = xml_dict["data"] ["smart-agent"]["licensing"] ["state"]["state-
info"]["authorization"] ["authorization-state"]

print(f"{HOST | {register_state | {auth_state ")

if __name__ == '__main__
print(f"{'Device’
print("

for h in HOSTS:
fem_report(h)

'FCM Registration' | {'FCM Status'

cisco@ubuntu:~/fcm/FCM/ncpy$ python3 sl_report_test.py E17l

Device | FCM Registration | FCM Status

198.18.134.60 | complete | authorized
198.18.134.61 | not-registered | eval

35X VT NITY,
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EZ-Register & (&

EZ-Register & (d. CSSM / SSM On-Premise TD T /\A AZTx~—T VY DERN ST /N1 AEIRZEL T%Z
BENL9d %Y —ILTY, Github TREESNTED. ZROT/I\A RO—FFEFRE[RICKITTEZET,

EZ-Register F|FHDRN

0 Smart e EZ-Register e Input F|Ie e .

. ~ EZ-R @D

Accounts APl @ ‘ API Client D{ER % Github A 5 ‘ (XLS Fzzt) ‘ e?g__lrster
Access Request 00— YERL

| )
I

@ FCM B&1Mt. 1 Smart Licensing APIs] (CT&iHA

EZ-Register ® 7 O—

$ git clone https://github.com/ios-xr/ez-register-gui

WMBENYT—IDA VA=)

$ cd ez-register-gui
$ pip install -r requirements.txt
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EZ-Register Input File DYERK

EZ-Register (CTEATYT % Input File (7> 7L — b (ez-register-gui/input_file_templates) Z={ER L.
TeEEDIEBZANILET,
ez_register_direct.xls (CSSM AND%5 1 L 7 ~E#R) DEL S

FINA 2D TINA 2D ZA¥—hk FINA RER
FINA 2D mE7E eV mEE FHYIY N IN—F v )L FCM k—o>d
P7KLZX 1—H%% KA T —R RXA Y Thov % Y=Yes Bl
Hostname Username Password Smart Account  Virtual Account FCM Token
° Description
198.18.134.60 cisco FsRE Cs.cisco.com FCM-Demo Y EZR Script
TINA REER AR S CSSM &£ R SA/VA*
h—o>n T BHEE BERICAVS o DBER
BHARR DFFA] Client ID Client Secret VRF % THDH FINA 2%
Token Token Export
Expiration P Client ID Client Secret VRF Re-Register Device Name
Controlled
(Days)
30 Allowed 689cd297-1... 8deab8cf-1... Default N c8k-1

* SA = Smart Account, VA = Virtual Account
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EZ-Register O E{T
Input File Z3§F L. EZ-Register # FTa2D LD ICETLET,

EZ-Register D E1T|

$ ./ez_register direct.py ./ez_register direct.xls
Beginning Registration Attempts

register vrf :

Host: 198.18.134.60 - Registration attempt completed

Beginning Verification
Host: 198.18.134.60 - Registration Successful

Out of 1 node(s), 1 node(s) is/are successfully registered

EZ-Register ® O %7 H 5

$ less ez register direct 20240302 152657.log

INFO 2024-03-02 15:27:16,647 - =================================================

INFO 2024-03-02 15:27:16,647 - Creating access token to securely connect CSSM

INFO 2024-03-02 15:27:16,647 - =================================================

INFO 2024-03-02 15:27:18,933 - {"error_description":"Invalid client or client
credentials.","error":"invalid client"}

INFO 2024-03-02 15:27:18,934 - ============================================================
INFO 2024-03-02 15:27:18,934 - Exception!!

INFO 2024-03-02 15:27:18,934 - ============================================================
INFO 2024-03-02 15:27:18,934 - 'access_token'






Flexible Consumption Model (FCM) (. \=RJ7 17D
v\ T4 (FEIE) PV IV POMEE = —XICH
HETEA, REZZBILTZSHBAETILTY,

CSSM [CT. RATS74M Y RADA IRV KD T4
TV ZOERRN GBARE) BLPT T — b EHER
TEX9,

BT
N
&k;
\
S

CSSM [CT. (REI 21V ARVEERT GV
AV AICETBHLR=—bZEHATEET,

Smart Accounts APIs Mgt TH D, CSSM / SSM
On-prem [CX19 % ZIEREEZ API B TETT S ED
TZEE9,

NETCONF #2F3 Smart License BE®D XR T /N4 Z (3T
I 5REEBEILTE XY,

EZ-Reqister ©. CSSM / SSM On-Premise TD T /\A1 X
° %é_:ﬁ N—2 VU DERD DT NA ABFE TEELAET

34
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 (Cisco Software Central
https://software.cisco.com/

» Cisco API Developer Portal
https://apidocs-prod.cisco.com/

« Cisco Smart Licensing Guide
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html



https://software.cisco.com/
https://apidocs-prod.cisco.com/
https://www.cisco.com/c/en/us/buy/licensing/licensing-guide.html

Q&A




C» # Cisco
¢ Customer Experience



