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Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services purchased
by you or your authorized reseller on your behalf. This document contains guidance based on Cisco’s recommended practices.

You remain responsible for determining whether to employ this guidance, whether it fits your network design, business needs, and
whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your business.
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Genaral Inventory UCS Server Profile HCL Statistics

Details HCL Validation

HCL Status
@ Validated

= Validated

O [3] Server Hardware Compliance
O [*] 5erver Software Compliance 2 Validated
O [E] Adapter Compliance @ Validated

3 items found mn per page 1 of1

Add Filte
Hardware Status Software Status Firmware Version Driver Protocol Driver Wersion

Maodel

Cizco Boot optimized M.2 Validated Walidated 23170014

Cisco 126G Modular Raid 1 Validated Yalidated 5110.0-3812 |si_mr3 Z718.02.00-Twmw. FOZ
WValidated 0x80001514-1.823.2 inghben 1.1.4.0-10EM.700.1.0

CiscolR) LOM X350-T2 &  Validated
1 afl




IN—FKox7EH#EMEY X MHCL

W=

O ~ Server Hardware Compliance & Validated

Server Model
HX220C-M55X

CPU
Intel(R) Xeon(R) Platinum 8160 CPU @ 2.10GHz

Server Firmware Version
4.2(3q)

-~ Adapter Compliance £ Mot Listed

82) ~ Server Software Compliance @ Validated

0S Vendor
VMware ESXi

05 Version
7033

A Incompatible component firmware and driver for one or more components. Learn more at Help Center

-~ Server Software Compliance (& Incomplsta

ﬂ Missing Operating System information. Learn

OS5 Vendaor

05 Version

a, | Add Fittar | 4 items found | 10 -~ | per page |I| of 1 =}
Model Hardware Status Software Status Firmware Version Driver Protocol Driver Version
CiscolR) LOM X550-TZ @ Validated Validated O=800016F7-1.826.0 ixgben 112.3.0-10EM.700.1.015843807 @
Intel MLOM Quad Port 1Gb RJ45 MIC @ Validated Validated O=B80000EYE-1.826.0 igon 1.9..0-10EM.700.1.0.1584 3807 @
Intel i350 Quad Port 1Gb Adapter @ Validated Validated 0=80001144-1.826.0 igon 1.9..0-10EM.700.1.0.1584 3807 @
Cisco 12G Modular Raid Controller with 2GB cache (max 16 drives) Validated Incompatible Driver 51.18.0-4532 lsi_mr3 7718.02.00-1vmw.703.0.20.19183300
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 9
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Advisories

Security Advisories  Field Notices  End of Life Advisories | Acknowledged

® Advisories for affected devices only are listed here, For a complete list of advisories and mare information, see Help Center

# Al Security Adviso

L Add Filter 4 iterns found 10 per page
Description Severity CVE=s affected Devices Last Update
Claco Integrated Management Controller Multiple Remaot... * 0 Critica CWVE-2020-3470 1= WNav 1B, 2020 5:00 PM
Clegen FXO5 and NX=05 Software Clsco Discovery Prato... ® Madium CVE-2022-20625 2 Mar 1, 2022 6:35 PM
Clgeo FXDS and NX-05 Software Clseco Discovery Proto . @ High CVE-2022-20824 2 50 Aug 24, 2022 500 PM

Cigeo Integrated Management Centraller GUI Denlal of 5., ® Medium CWVE-2021-34736 2= Ot 20 2021500 PM




iEE

7 RIA 1)

EER(CVE) D&

Intel 2023.3 IPU - BIOS and Processors Advisories

Details

Severity
© High

D

Intel 2023.3 IPU - BIOS and
Processors Advisories

CVEs

CVE-2022-37343, CVE-2022-44611,
CVE-2022-38083, CVE-2022-

General

Intel 2023.3 IPU - BIOS and Processors Advisories

Summary

Potential security vulnerabilities in the BIOS firmware or Intel® Processors for Cisco UCS M4, M5 and M6 generation of
servers may allow escalation of privilege, information disclosure or denial of service. Cisco is releasing software updates to

mitigate these potential vulnerabilities.

Details

intel.

27879, CVE-2022-43505, CVE-
C

To leam more about this security vuinerability, the affected products, and other details, see:
. o os
v

, ps: 13.htmi

CVE-2022-41804, CVE-2022- tips:/fwwwintel. i 00783 htmi

36392, CVE-2022-38102, CVE- tips:/h intel, i isory 0828.html

2022-29871 ttps: /s intel. i isoryfi 00836.html
tps:/fwww.intel, ¥ 0837htmi

Published Affected Devices (5)

ices

202348A8H 0%:00

Last Update @ Advisories for the devices are processed every 3 hours. If you update the device, it can take up to 12 hours for

2023%8A6H 02:00 the updated status to be displayed for the device. For more info see Help Center

Base Score = sitemsfound [ 10 | perpage BB

72 —
Name Type Maodel | Type Firmware | Version
©5-FI6248-infra-1 Server UCSC-C220-MSSX 41(31)
CS-FI6248-infra-2 Server UCSC-C220-MSSX 43(30)
C5-FI6248-infra-3 Server UCSC-C220-M5SX 41030
C220-WZP22060AWK Server UCSC-C220-MSSX 4.2(3e)
CS-FIG454-IMM-1 Server UCSC-C220-MSSK 4.2(3e)

[1]ef1

Wiorkarounds/Solutions

There are no workarounds that address this vulnerability.

Fixed Relaases

Below firmware releasas and later versions have fixes for the above mentioned vulnerabilities.

UCS Servers Operating in Intersight Managed Mode

Summary

Details

Affected Devices (5)
Warkarounds/Solutions

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Field Notice

1)
W=

FN74071

Details

D
FN74071

Published
2023fF12A13H 08:00

Last Update
2023412138 09:00

General

Cisco Hyperflex Potential All Paths Down conditions in presence of stale disk mirror clean requests or Reduce Resync - Workaround

Provided

Summary

Cisco HyperFlex Data Platform (HXDP) Software Releases 5.0(2a), 5.0(2b), 5.0(2c), and 5.0(2d) include software defects
that may result in data unavailability or, in rare cases, data loss.The impact of these two bugs is typically triggered by a
cluster maintenance event or an event such as drive failure.

CSCwi98678: All Paths Down (APD) may occur sometime after a drive is replaced. This bug can cause the following issues:

The cluster becomes inaccessible (APD) due to a Cisco HyperFlex file system process (storfs) crash.
Node panic/outage might occur.

CSCWI34019: A race condition during cache-to-persistent destaging may discard the data to be fiushed. This bug can
cause the following issues:

Multiple disks across multiple nodes may be retired.
The cluster state can become CRITICAL, which stops cluster read/write activity.

Details

To leam more about this field notice, the affected products, and other details, see:
https: i eld-notices/740/fn74071.html

Affected Devices (1)

@ Advisories for the devices are processed every 3 hours. If you update the device, it can take up to 12 hours for
the updated status to be displayed for the device. For more info see Help Center

Titemsfound [ 10 - | perpage (1 Jor1
Name Type Model / Type Firmware / Version
CS-HXDP-Cluster HyperFlex Cluster Hybrid 5.0(2d)

of 1

Workarounds/Solutions

Cisco has enabled the remediation for this issue using 2 different methods. Intersight users are advised 1o use the Intersight
API mathod for remediation. Non-Intersight users can use a tool that can be run on any affectad cluster which corrects the
configuration to address the issues. If the remediation fails to run, you will be directed to contact Cisco TAC. There is no
expected down time or operational impact to the cluster from running this tool. Detailed procedure to remediate the affected
clusters is documented in the field notice.

As a general best practice, Cisco recommends running a backup before making any cluster changes and scheduing a
maintenance window to complete these tves of activities. if you are running one of the affected software releases, Cisco

Summary
Details
Affected Davices (1)

Workarounds/Solutions

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



7 RJA 1)

EOS/EOSL #f#&

Details

Status
9 info

o]
ucs-c-series-m5-eol-info

Type
End of Life Announcement

Last Updste
20234F5H2H 09:00

Effective Date
2023£5A1H 09:00

ucs-c-series-m5-eol-info

General

End-of-Life Announcement for the Cisco UCS M5 Rack Servers (C220 M5, C240 M5, C480 M5)

Summary

Cisco announces the end-of-sale and end-of-life dates for the Cisco UCS M5 Rack Servers (C220 M5, C240 MS, C480 Ms)
The last day to order the affectad product(s) is October 30, 2023. Customers with active service contracts will continue to
receive support from the Cisco Technical Assistance Center (TAC) as per EoL bulletin,

Details

To leam more about this end of life advisory, the affected products, and other details, see

ps: vers/ucs-ms-
rack-server-c220-c240-c480-gol htmi

End-Of-Life Milestones

End of Life Announcement Date - 2023%E581H 09:00

The date the document that announces the end-of-sale and end-of-life of a product is distributed to the general public.

End of Sale Date - 2023410A 308 09:00

The last date to order the product through Cisco point-of-sale mechanisms. The product is na longer for sale after this
data.

Last Ship Date - 20244F1928H 09:00

The last date to order the product through Cisco point-of-sale machanisms. The product is no longer for sale after this

End of Routine Failure Analysis Date - 2024#F10A29H 09:00

The last-possible date a routine failure analysis may be performed to determine the cause of hardware product failure or
defect.

End of New Service Attachment Date - 20244£10A29H 09:00

For equipment and software that is not covered by a service-and-support contract, this is the last date to order a new
service-and-support contract or add the equipment and/or software to an existing service-and-support contract

End of Service Contract Renewal Date - 2028¢F1525H 09:00

The last date to extend of renew a service contract for the product.

Last Date of Support Hardware - 202845108318 09:00

The last date to receive applicable service and suppart for the product as entitled by active service contracts of by
warranty terms and conditions. After this date, all support services for the product are unavailable, and the product
becomes obsolete.

Affected Devices (8]

Summary
Detais
Affected Devices (8)

Workarounds/Solutions}

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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From: sherholm@cisco.com

To: XXXXXXXXXX

Cc: attach@cisco.com

Subject: [Action Required] SR XXXXXXXXX : Proactive RMA for HX Drive in HX Cluster: XXXXXXX,
Triggered when disk in a HX cluster is in a hard black list and cannot be recovered. [Connected via
Intersight]

Hello XXXXXX XXXXXX,

This email is to let you know that Cisco has received a fault message from your Cisco Hyperflex server
connected by Cisco Intersight. The fault indicates a hard disk drive has failed and needs replacing. A TAC
Case was created automatically (SR XXXXXXXXX) and draft RMA created to ship the replacement part.
You need to open the RMA link to verify your shipping address and submit the RMA so the replacement
part can be shipped out: https://ibpm.cisco.com/rma/home/?RMANumber= XXXXXXXXX

If entitled a Cisco Field Engineer can be requested on the above RMA form to complete the replacement.

Note: If you have difficulty loading the link above, please contact Logistics Support Center at one of the
following manners:
https://www.cisco.com/c/en/us/buy/logistics-support-center.html

More information about the failed part and the server in which it's installed:

Hyperflex Cluster Name: XXXXXXX

Server Hostname: XXXXX

Server [P: XXXXXXXXX

Server Serial Number: XXXXXXXXX

Disk slot: 11

Fault Description: Triggered when disk in a HX cluster is in a hard black list and cannot be recovered.
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