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CSPC Flow Chart
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CHAPTER 2

| ntroduction

| ntroduction to Common Services Platform Collector

Cisco System’s Common Services Platform Collector (referred to as CSPC) provides an extensive
collection mechanism to collect various aspects of customer network information. CSPC connectsto the
discovered devices providing delivery of network information to network administrators and network
engineers. Data collected by CSPC is used by the network management applications to provide detailed
reports and analytics for both the hardware and software, such as inventory reports.

This User Guide explains how to use CSPC software version 2.5. Please refer to CSPC Release Notes
for program updates, important notes, image location and other information.

Who Should Use This Guide?

This guide iswritten for Network and Security Administrators and Cisco Network Engineers who want
to collect information on heterogeneous networks comprised of network devices such as routers,
switches, firewalls, wireless devices, intrusion prevention systems, and so forth.

You should be familiar with network fundamentals, connectivity, network device configuration and
administrative tasks you want to perform over your network.

About thisGuide

The CSPC User Guide covers all available functionality in CSPC user interface.

Common Services Platform Collector User Guide
| "=w
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M Accessing the CSPC Collector

Accessing the CSPC Collector

CSPC 2.5isaweb based application and can be accessed by using a URL.
A

Note  The recommended browsers are Microsoft Internet Explorer 8.0, 9.0 and Mozilla Firefox 18.x and
above.

Follow the steps given below to access the CSPC application:

Sepl  Inaweb browser, open the URL:
https://<cspc-server-ip>:8001/cspcgxt

Note » cspc-server-ip in the above URL isthe | P address of the machine on which CSPC isinstalled.

« Certificate Error showing the website's security certificate message is displayed when you access
the above URL. Click Continue to this website link to proceed for login.

CSPC Caollector Login screen as shown in Figure 2-1 is displayed.

Figure2-1 CSPC Login Screen
CSPC Login

vlret]u
cisco Cisco CSP Collector 2.5

Username:
Password:

Forgot Password?

Reset

Sep2  Enter the username and password, and click L ogin button

If you are logging in the first time, an End User License Agreement screen as shown in Figure 2-2 is
displayed.

Common Services Platform Collector User Guide
B |
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Accessing the CSPC Collector W

Figure 2-2 End User License Agreement

Cisco Systems - End User License Agreement

Cisco Systems
TERMS OF USE

m

Legal Agreement

Thank you for using the Cisco Systems Product CSP Collector (the "Product").
These Terms of Use apply to all users of the Product ("Users"). and constitute a
binding, legal agreement (" Agreement") between User and Cisco Systems, Inc.
("Cisco Systems").

License

This License sets forth User's rights to use the software provided through the
Appliance (the "Software"), related content (the "Content"), and all associated
documentation (the "Documentation"), all of which are the proprietary and
copyrighted material of Cisco Systems. Collectively, the Software, Content, and
Documentation are referred to in this Agreement as the "Licensed Product." Upon
receipt of the applicable license fee, Cisco Systems grants to User the non-exclusive,
non-transferable right to use the Licensed Product solely for Users benefit.

Proprietary Rights

| ACCEPT | DECLINE

Sep 3 Click Accept button to accept the terms of use.

Also, for the first time or until you setup the password reset questions, a message asking you to setup
the password reset questions and answers as shown in Figure 2-3 is displayed.

Figure2-3 Password Reset Questions
CSPC Login
l|||l|||l
L r1seen Cicon ("SSP Callootor o o
| Confirm

You have not specified Password Reset Questions and Answers. Without providing these, you wil not be able to recover your password
-.,_‘/ should the need arise in future. Do you want to provide these guestions and answers now?

Yes No

Forgot Password#

2% please wait .

Click Yes button, Password Reset screen as shown below is displayed with a set of some predefined
guestions.

)

Note Click No button, to continue logging to CSPC without setting the password reset questions.

Common Services Platform Collector User Guide
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M Accessing the CSPC Collector

Figure 2-4 Password Reset Questions

| Password Reset

Password Reset Questions

Question 1: bt
Answer 1:

icshog Car I wished I owned? *
Answer 2: Fawvorite game or sport to play?

Question 3: Favorite pizza topping?

Favorite radio station (number on the dial -__.
First wehicle I drove?
Most memorable day?
My parents wedding anniversary date?
Mame of your first boss?

- What is the name of the first school you att.__ |
wWhat is the name of your first pet?
What is your favorite or lucky number?
What was your favorite toy when you were ..
Whao is a famous personality you would mos._..
Who is your favorite author?
“ear I wil be eligible to retire? -

Answer 3:

m

Answer the questions and click OK button to save the password reset questions.
After logging in to the CSPC Collector, Dashboard screen is displayed

Note If the sessionisidle for 15 minutes or more, the user islogged out of the application.

Go back to CSPC Flow Chart

@ Common Services Platform Collector User Guide
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Accessing the CSPC Collector W

Resetting Password

If you forget password, click Forgot Password? link on the login screen. A dialog box as shown below
is displayed with a set of questions. Answer the set of questions and enter a new password in the New

Password text box.
Click OK button and the password is reset.

Figure 2-5 Password Reset
Password Reset ¥

Password Reset Questions

Question 1: hd
Answer 1:
Question 2: hd
Answer 2:
Question 3: hd
Answer 3:

Please specify new password

Mew Password:

OK Cancel

Common Services Platform Collector User Guide
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Server And Package Versions

You can view the version of CSPC base collector, add-ons and other optional packages installed on
CSPC on View Server Versions screen.

Once you are logged into CSPC, click Help menu > About > View Versions.

A screen showing the version information as shown in Figure 2-6 is displayed.

Figure 2-6 View Server Version
View Server Versions #
Title Version Description
CSPC Base Colector 23

Common Services Platform Collector User Guide
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CHAPTER

CSPC Dashboard

Dashboard

The dashboard is the primary screen of the CSP Collector. This screen is completely customizable for
each user. After the layout is specified, it can be saved, and the next time you log in, you can see the
customized layout.

Use the Dashboard to access menu options, Device Explorer Tree, Server Activity Log Messages and
the graphs. The dashboard consists of amenu bar (User, Settings, Management, Reports, Administration,
and Help), two tabs (Dashboard and Applications). A search option is provide for easy navigation to
CSPC Application. CSPC Notification communicator on the right corner detects various types of events
such as, Job Completion that includes discovery, collection, DAV, upload, and so on. Once the event is
detected CSPC sends an event completion notification to Ul and one or more email recipients as
configured. Each event can have its own set of recipients. History of eventsis not maintained. Also you
can view the Server Activity Log Messages. Disable SecureBrowsing for CSPC disablethe Encryption
of Communication between browser and server only if require as this might make the application
vulnerable to security issues.

The node explorer on the left side of the screen displays all the managed devices by CSPC. Right
clicking on any device opens a popup menu displaying selected device properties. Server Activity Log
M essages window displays the status messages on both discovery and data collection.

Figure 3-1 CSPC Dashboard
Supst Administrator » Settings + Managsment » Reports - Administration - Help - ";; #{ Saarch CSPC Application Ta Launc! v %o [ Dissble Sscue Browsing for CSPC -lcllls-éu-
fﬁnasmﬂmd 'm Applcations
Device Explorer Tree Network Summary by Device Family Network Summary by 0S Name

o

DPA =1 (1.69%)

g (1)

5 15:30:43 0830

5:30:08 40630

with jobld: 2

< (Tl b ‘Wed, Mar 18, 2015 15:28:50 +0530

- 56 devices pending to complte.
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WM Dashboard

Device Explorer

The Device Explorer Tree displays the list of the network devices, for which data collection is being
performed by CSPC. Click on the arrow key next to the device name to expand the list. In the Device
Explorer Tree at a given time, only upto 50 devices are shown under each network device in the list.
Click next button icon in the pagination bar to see more devices.

Figure 3-2 Device Explorer Tree
Device Explorer Tree
s 17
i-’ff UniversalGatewsaysAndAccessServers
i—’f: \oice
i-’ff VoiceGateways
¥ video
i-’ft GenerichetworkDevices (2)
i-’ff Unreachable Modes
i-’ff Storage
i—’f: Telepresence
& Optical
i-’ff MetworkhManagement
i—’f: DataCenter
¥ Wireless
i-’# UnifiedCommunications
i-’ft ServiceReadyPlatform
i-’ff Routers (2)
& LiveNodes {4)
i—’f: ApplicationNetworking
& Switches
i-’ff Security

Common Services Platform Collector User Guide
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Dashboard

If you right click on any device, a menu as shown in Figure 3-3 is displayed.

Figure 3-3

Device Explorer Menu

Device Explorer Tree

j e

4 & LiveNodes (1)

Page(r of 1

%;J, Displaying 1 - 1 of 1

€ switch
i’:". Unreachaby
i’f. Video
i’;‘: StorageNe
i’;‘. Conferenc
& UnifiedCom
& Collaborati
@9 OpticalNst
& Cloudands
i’,ﬁ Wireless
i’f. Hubs
@ DataCente
& IndustrialEt
i’f‘! Servers-U

& InfiniBands

View Device Properties. ..

View Latest Device Collection Details. ..

Managed Devices...

Device Display Properties. .,

Device Access Verification Summary...

Device Access Verification Results. ..
Disabled Protocol Report..,

Device Timeout Configuration. .,

Urnmanage Devices...
Device Access Verification...

Device Prompt Collection...

Export

@ ServiceExchange

Menu option shows the following options:

» View Device Properties
» View Latest Collection Details
- Managed Devices

» Device Display Properties

» Device Access Verification Summary

« Device Access Verification Results
» Disabled Protocol Report
» Device Timeout Configuration

» Unmanage Devices

« Device Access Verification

» Device Prompt Collection

« Export

»

m

Common Services Platform Collector User Guide ]
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WM Dashboard

View Device Properties

To view the Device Properties, double-click any device or right click and select View Device Properties

option. Device Properties screen as shown in Figure 3-4 is displayed.

Figure 3-4

Device Properties - 172.18.140.131 (nsite-ts-k01)

= Device Properties

Ip Address
Host Name
Dizplay Name
Dizplay Type
Device Type

Device Properties

172.18.140.131
nsite-ts-k01
nsite-ts-k01
Host Name

Physical

@ Hardware Properties
Device Family
Product Model
Vendor Name

Serial Number

= Last Updated
Discovery

= SNMP Properties
Sys Object d

Sys Description

= Software Properties

Cizco Systems Inc.

1.3.6.1.4.1.9.1.466
Cizco Internetwork Operating System Software 105 (tm) C2600...

05 Name
05 Version

105
12.3(Be)

View Latest Collection Details

To view the Latest Collection details right click any collection and select Latest Collection Details
option. Latest Collection Details screen as shown in Figure 3-5 is displayed. You have select Dataset
name from the drop down to view the details such as Command, Dataset Type, Command Status,
Collection Profile, Last Collected, and Error Message. Ul Commands have both Ul and XML tabs and
CLI commands have only CLI tab at the bottom of the page. You can also use search to open the dataset

details.

@ Common Services Platform Collector User Guide
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Dashboard M
Figure 3-5 Latest Collection Details
View Latest Collection Details(172.26.158.118) *
4@ Q- x
4 .-f. LiveNodes (1) & Dataset Details
Paue{i of 1 Select Dataset 12. ciscolmagestring b
€D ripg-spuifinTk Command |_ciscolmageString

Export

i’_f‘. Unreachable Hodes
iﬁ.f, Wideo

i{a StorageNetworking
iﬁf. Conferencing

'Jf. UnifiedCommunications
i’.f, CollaborationEndpoints
i{i SuccessfulDevGrp
i{‘?. OpticalMetworking

i’f. CloudandSystemshManagement

i’.ﬁ Wireless

& Hubs

i’f- DataCenterSwitches (1)
Jf. IndustrialEthernetSwitches
'J:? Servers-UnifiedComputing
@ InfiniBandSwitches

W CorrinnCenhannn

m

Dataset Type SNMP

Collection Profile NOS_Default CP

Error Message

Instance id
3
2
1
]
8
T
B
Paga‘/{_\ of 1

Command Status @ Successful

Last Collected Fri Oct 31 01:03:30 PDT 2014

ciscolmageString

CW_KICKSTART_IMAGESnT000-s2-kickstart.8.1.1.bin$

CW_IMAGESNT000-52-dk3.6.1.1.binS

CW_BEGINSS
CW_ENDSS
CW_HOTSWITCHABILITY Strues
CW_MEDIASRANS
CW_INTERIM_VERSIONS5.1{1)S

m

Displaying 1-9 of 9

To download the Managed Devices DAV Resultsfile, right click on the folder or the device as shown in
Figure 3-3 and select Export option. ManagedbevicesCredentials.csv file is downloaded to your
system. You can view thisfile in Microsoft Excel or any similar application.

Common Services Platform Collector User Guide ]
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WM Dashboard
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Sep 1

Sep 2

CSPC Workflow

Thisisapowerful features that helps you to add, discovery, verify, collect, upload, and merge devicein
single click. You can start, stop, re-open and resume the work flow from the stage you stop. Quick help
tells you the steps in brief. There are two types of wokflows as shown below:

« Import seed file
« Enter IP Address

To start the workflow follow the steps below:

Select Create Wor kflow from the dropdown

Figure4-1 Workflow Menu

Crmate Workillow

Manage Warkflows

Enter the Name and select Service Name from dropdown. Click OK Welcome page with all the details
appears as show in Figure 4-3.

Figure4-2 Create Workflow

Cresarbe WhonriFlonw *

* Mama: f=ta

* Sargoa Nlame: ‘-ln:ﬂ b

OK Cancal

Common Services Platform Collector User Guide ]
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Figure 4-3 Help
Workflow Help

Welcome to Workflow
The following flow depicts how a workflow gets processed, refer to below sections en what you can do further.

CresteDevices  Discovery Access Verification Collection Upload  Merge Workflow ——

e - - - e e i N - Ml — =
mm—=p Flow of Default workflow [create devices or import seed file ta kick start the workflaw)

Flow of Manual workflow, you can stop at any phase and go back to any of the previous phase and start again,
@ Userinput Required & User Input Optional

["‘ ESRRRN | | arsniti| [ e & . 3 = ] 2|

= Ll Porge

Quick help Change the Reports CSPC
far this phase datalsettings Section Settings
| Report Panel )

SHop thin workllow aNer. MERGE -

Waorkflow b
) 3
[ Hal Stard Workfow - Fsapan Save and Close Chas : related actions |

|
[Wnrk'ﬂm' Legend + Completed < YettoRun O Stopping @ Cancelled ]

Nant show heln when | create workflow 71

[ Gott |

Sep 3 Click Import Seedfile and browse to the location of Seed File goto Step 19
OR

Sep4  Enter the IP Address(s)

@ Common Services Platform Collector User Guide
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CSPC Workflow

Sep 5
Sep 6

Sep 7

Sep 8
Sep 9
Sep 10

Step 11
Step 12

Sep 13
Sep 14

Sep 15
Sep 16

Step 17

Figure 4-4 Device Tab

test

@ Devices ® Discoven ® DAY = Callection e Upload ®

» Workflow Actions -

Add Devices and Credentials Devices -

Import Credenfials: Import Seediile | No Seedfile Uploaded. Q>

X e
SNMPVIV2 | SNMPVE | CL

9 9 Q

Ip Address List: 11.1.1 |P Address List

SHMP

m

snmpvvl /snmpwZc
Read Community:

Write Community: =

snmpv3

User MName:

Auth Algorithm: ¥
Auth Password:

Privacy Algorithm: ¥

Brrinrams Baccwnrd: Page| i Hepveg | Taf :. T

4 I k

Report Panel
Stop this workflow after: MERGE ~

4 3

Help Start Workflow

Select SNM P tab

Click button next to Read Community and enter Community String and Confirm Community String.
To see the characters check Display Characters and enter the password.

Click button next to Write Community and enter Community String and Confirm Community
String. To see the characters check Display Characters and enter the password.

Enter User Name.
Select Auth Algorithm from dropdown.

Click button next to Auth Password and enter Auth Password and Confirm Auth Password. To see
the characters check Display Character and enter the password.

Select Privacy Algorithm

Click button next to Privacy Password and enter Privacy Password and Confirm Privacy Password.
To see the characters check Display Character and enter the passwor d

Select CLI tab and enter User Name

Click button next to Password and enter Privacy Password and Confirm Privacy Password. To see
the characters check Display Character and enter the password.

Enter Enable User Name

Click button next to Enable Password enter Privacy Password and Confirm Privacy Password. To
see the characters check Display Character and enter the password.

Click button next to Pass Phrase enter Privacy Password and Confirm Privacy Password. To see the
characters check Display Character and enter the password.

Common Services Platform Collector User Guide ]
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Sep 18 Use forward button to add the device and backwar d botton to move the |P address (s) and other fields
back

Sep 19  You can assign a stage after which the workflow should stop using Stop thiswor kflow after or you can
also stop the workflow using stop Workflow and resume back when required.

Sep 20 Click Discovery tab and enter Timeout and select Protocol.

Figure4-5 Discovery Tab
Testi
@ Devioes o Discovery @ DAY @ Collection @ Upiazc @ Merge

» Workflow Actions

Timeout: 3

J snmpvl '._:Jffsnmp-.'k 3‘1 snmpv3

Sep 21 Click DAV tab and select the Protocol Order.

Figure 4-6 DAV Tab
. Devices . Discoven - DAV . Collection . Uipload .
1 Workflow Actions

Select Protocol
[¥] tenet

Step 22 Select Collection tab and choose Ser vices from the dropdown and select the Protocol Order

Figure 4-7 Collection Tab
test
- Devices - Discoven - DAY - Collection - Upload -

»  Workflow Actions -

Service NOS ~
Namme:

Select Protocol Order
[F] snmpwze =

| snmpu3 T,
snmpvl

| telnet

1 sshvt

[ shvz

Sep 23 Click Start Wor kflow. After the workflow finishes a stage it notifies you with green tick on the tab(s).
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Figure4-8 Completed Workflow
Testl
e | g
» Workflow Actions = f<)
» Add Devices and Credentials Dy -
Qv ® @
Ip Address{sh: IP* String SNMPVIAZ | SNMPYVI CLl
1.1.1.1 s a o
£ |
[t |
Cizare|
|;|4 1|Mof| | Displaying 1-10of 1 -
1
Report Panel 2]
- Stop this workflow after: iErce J |»

4

r

You can stop and resume the work flow when it is required as shown in figure below.

|| Sttt Workfiow. || Stop Workfion

-"Rimpu_ .-I B iSa\.'ear.d.C.b;e-H "Dhse_ G|

Figure4-9 Resume workflow
e il i e g
» Workflow Acti S
L~ Add and Cred: : - - Devi 7
Import Credentials: Import Szadfie | No Seedfle Uploaded. Q| o )
Ip Address List: eg., i IF Address List SNMPVINZ | SNMFVE ol
1111
222210 1111 o ] o
33.3.1-333.10
EE
,m\r\rl' ~ T
Write Community: 1 | | o |
S S
|Clsz"|
{ Dcsndsi ™
Us=r Name: ’ )l
Auth Algorithm: { E L8
Auth Password: '_ {; - |
Privacy Algorithm: |'_' |;
e ; T I« |Pagefi|  Credemst Displaying 1 - 10f 1 -
<] m Discovery
Report Panel < 3
Stop this workfiow zfter. MERGE b
] = b
= }Tap_.'"||'s:fr:Wc.m=ja-n-||5m;.wmsém-' | Reopen -||”-éa-\-|-a- ||Ghﬁe T
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Reports Panel displays the reports after completion of jobs separately for each tab. To see the reports
expand the reports section and click on the required tab

Figure4-10 Reports Panel
Devices > Discovery DAV iy Callection Upload » Marge
» Workflow Actions = CSPC Settings »
Discovery Settings
Timeout: R g
Inventory Settings
Adwanced Job Settings
Report Panel ¥
Q- x| )
Job |d Job Mams Description Created By Created On Modified By Modified On Run Count First Run Ti... ' Last Run Ti.. = Mext Sched...
& 18 f... Discovery ... system Mon, Apr 13... 1 keon, Apr 13...
§ 20 85... Discovery .. =ystem Mon, Apr 13... 1 Kon, Apr 13... Men, Apr13...
H 4 Pagel  oft b B Displaying 1-2 of 2
Stop this workflow after; s
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Applications

Device M anagement

You can use the Device Management tab to access tools with which you can specify, collect
and store software and hardware information about the network devices.

Figure5-1 Device Management

Drashboard Applications

Device Management
i ] Settings
[ | Device Discovery and Management
(] Data Collection
[ | Data Collection Setiings
| ] Manage Groups
[ | Job Management
Reports

Administration -

This section describes the Device Management tools in the following topics:
»  Settings
» Device Discovery and Management
- DataCollection
« DataCollection Settings
« Manage Groups
» Job Management
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Settings

Use the Settings sub tab of the Device Management tab to set up device or module credentials and

settings to assist in the discovery and data collection process.

This section describes the Settings options in the following topics:

Device Credentials

Module Credentials
Manage Seed File
Changing Credential Import
Credential Lock Settings
Import DSIRT Files
Inventory Settings
Discovery Settings
Application Settings

SMTP Settings

Advanced Job Settings

Do Not Manage Device List

@ Common Services Platform Collector User Guide
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DeviceManagement W

Device Credentials

In order to discover network devices and collect the data from the devices, you need to enter the
credentialsfirst. Device credentials set up in the CSPC is used for two purposes. The SNMP credentials
are used only for initial discovery of the devices.

The remaining credentials like Telnet, SSH, HTTP, HTTPS, WMI, TL1 and SNMP are used for data
collection from the discovered devices.

Use the Device Credentials Configuration wizard to add the credentials. Follow the wizard to choose
your parameters for the credentials.

Figure5-2 Device Credentials Configuration
Device Credentials Configuration *

Device Credentials

Enter credentials that will be used For device discovery and inventory and other communicakions
bebween server and network devices

MOTE: Credentials would be saved to CSPC server as and when you take the action,

Credential Name Transpott Uzer Mame Ip Address List

such Hitps 1112 -

Testlock telnet admir 172215212 |

SMP_public SNMpY 20 1721618914320 14 5. [

SHMP_AS SNmMpv2c 10.59.234 *

shimp. 70 SNmMpY 20 dema 172207010

SHP_DD_CS0 SNMEY 20 192165.99.4192165.956.41...

SHMP_cnc-ro SNMpv2c rEER

SMMP_columbia-ro snmpyv2c 17221 56

SMMP_menetinS0 snmpy2c 172181562

snimp . F0_1 SNMPY 20 demao 172207010

ShPw1 _public snmpyl 172218517 172215515,

SHMP_public_1 snmpy2c 17248189514 3205143

ShikdD A A4 s i AN 20 234 4 i
Page 1 of 3| b b Dizplaying 1 - 50 of 109

€D add... ©) pelete &1 | ¢ import... | | Export...
Help... Cloze

You can add, modify, delete or clone an existing credential. To remove all the credentials from CSPC
server, click Delete All button.

You can import credentials from applications like:
« Cisco Works DCR XML File (.xml)
» Pari Networks Credential Repository (.xml)
« Cisco Works DCR CSV File (.csv)
« CNCCSV File(.csv)
« Simplified CSV File (.csv)

Common Services Platform Collector User Guide
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Importing a Seed File

Seed file can be imported as ajob. Any error or information messages for each device entry from the
seed file being imported are captured as part of job log details. You can view the job log to check these

messages.
When importing a seed file, save the original seed file by providing it a name. This helps users to get
these files from database when required.

Create anew device group or select an existing device group to get the discovered devices added to them,
as part of import seed file discovery process. You can map the devices to default entitlement or to the

entitlements in the drop down. Discovery and DAV are optional and are only applicable for DCR CSV
and CNC CSV formats. DAV can be triggered only when Discovery option is checked.

Figure5-3 Import Option

Import Options b4

Import Options

Import: CMC CSV File (.csv) i
File/Directory: Browse...
* Job Name: Job

Job Description:

Seed File Description:
Default Mapping
@ Map Devices to CSPO0D1007803 e

| Trigger Discovery Trigger DAV
Job Scheduling Options

@ Start discovery now

Schedule discovery

@ Device Group Name

Select Device Group v

Ok Cancel

Follow the steps given below to import a seed file:

Sep 1 Inthe Device Credentials Configuration window, click I mport button
Sep2  From the Import drop down box, select any of the following files:

» Cisco Works DCR XML File (.xml)

» Pari Networks Credential Repository (.xml)

» Cisco Works DCR CSV File (.csv)

« CNCCSV File(.csv)

« Simplified CSV File (.csv)

Common Services Platform Collector User Guide
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Sep 3
Sep 4
Sep 5

Note

Sep 6

Export

Sep 1
Sep 2
Sep 3
Sep 4

Sep 5
Sep 6

Note

DeviceManagement W

Click Browse button and select the seed file that you want to import
Enter the job name, job description and seed file description in the respective fields

Choose Default Mapping or Map DevicesTo. If Map Devices To is selected, then select the entitlement
from drop down

Job Name is a mandatory field.

Click OK button. Seed file is imported.

Export option is provided to export the existing credentials.

Figure5-4 Export Options
Export Options X
Export Format
Export Format Pari Device Credentials Repository (.xml} |

(0].4 Cancel

Follow the steps given below to export the contents:

In the Device Credentials Configuration window, click Export button

You are prompted to verify the password.

Enter the password that you used to login to CSPC

From the Export Format drop down box, select any of the following formats:
» Pari Networks Credential Repository (.xml)
« CNCCSV File(.csv)

Press OK button

Save the file on your system

« All devicein seed file imported by the you are consider as managed devices even if the devices are
unreachable at the time of CSPC discovery.

« You can export seed file with Unreachable devices and the status of unreachable devices is shown
as Valid_Unreachable: Satus in this seed file ManageDevicesCredentials.cvs

Trigger Discovery And DAV Jobs

While importing the seed file you can also trigger the Discovery and DAV jobs. To do so, follow the
steps given below:
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Sep1  Enter the details for importing seed file as given above

Sep2  From the Import drop down box, select any of the following two options:
» Cisco Works DCR CSV File (.csv)
« CNCCSV File(.csv)

Sep 3  Check Trigger Discovery and/or Trigger DAV check boxes

Sep 4 You can start Discovery now or to Schedule Discovery at alater time, select Schedule Discovery option
and then click Configure Schedule button.

Sep5  You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 5-5.

Figure5-5 Configure Schedule
Configure Schedule b

Range of Recurance

Schedule Start Date/Time Octaber 22,2012 4012 :01 ¢+ [l Repeat schedule
(" No end date
Schedule End DatefTime
9 3| 12 {041,
Recurance Pattern

% Minute

(" Da

0K Cancel
Sep 6  Enter the device group name in Device Group Name field

Sep 7  Or click Select Device Group Name radio button and select the device group hame from the drop down
box

Sep8  Click OK button
Go back to CSPC Flow Chart
Adding Credentials

To add credentials, click Add from the Device Credentials screen.

Common Services Platform Collector User Guide
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Figure5-6 Add Credentials

Device Credentials *®
Credential Identification Include Ip Address Ranges/List (For Discovery and Data Collection) o
o — 1 Ip Address List P
Transport
Protocol telnet hi
Port
Authentication Exclude Ip Address Ranges/List (For Data Collection only)
User Name Exclude Ip List 2
Password

Enable User Name
Enable Password
Pass Phrase

Certificate

SNMP V1/V2 Community Strings
Read Community

Write Community

SNMP V3 Authentication Details

* User Name

Engine Id

Auth Algorithm ¥
Auth Password

Privacy Algorithm v

Privacy Password 2

oK Cancel

Follow the steps given below to add the credentials:

Sep1  Enter the following information for creating a new Credential:
« Name of the credential (user selected name to identify the credential)

» Transport protocol (CSPC supports various protocols for data collection that includes Telnet,
SSHv1,SSHv2, HTTP, HTTPS, SNMPv1, SNMPv2c, SNMPv3, WMI and TL1)

» Authentication (depending on the protocol selected use the following authentication mechanisms:

— Provide User Name, Password, Enable User Name and Enable Password for Telnet, SSH, HTTP
or HTTPS protocols

— Provide User Name and Certificate (With/Without Pass Phrase) for SSH protocol certificate
based authentication

— Provide User Name, Password for WMI protocol
— For SNMP V1 and V2, provide the READ and WRITE community strings

— For SNMP V3 provide information on User Name, Engine 1D, Authentication Algorithm to use
and Authentication Password along with Privacy Algorithm and Privacy Password

— Provide User Name, Password for TL 1 protocol
» Include IP Address Range and Exclude IP Address Range.
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The Include IP Address Range option allows you to enter either a set of IP Addresses or a
wildcard IP Addresses like 10.*.* .*, notifying any |P Address starting with 10. The Exclude |P
Address Range works only for data collection.

You can enter 1P addresses by clicking IP Address List Editor, and give multiple | P addresses with
comma separated in IP Address List field.

Sep2  Click OK.

You can also edit an existing credential by clicking M odify. Click Delete to delete a selected credential.
Click Clone to create a copy of the selected credential for modification.

Go back to CSPC Flow Chart

M odule Credentials

In order to collect the data from the modules you need to enter the credentials first. Module credentials
are used to collect data from modules or sub modules that require additional authentication.

Use the Module Credentials wizard to add credentials. Follow the wizard to choose your parameters for

credentials.

Figure5-7 Module Credentials Main Window

Module Credentials Configuration ¥
Module

Enter module credentials that will be used for modules and other sub modules that reguire authentication.

Credential Name User Name IP Address List
mod1 10.1.11
Fi 10 2
&) Add...
Help... OK Cancel

You can add, modify, or delete an existing credential. Vertical scroll bars are provided to move to either
the previous or the next credential set in the table.

To add credentials, click Add from the Module Credentials screen as shown in Figure 5-8.
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Figure 5-8 Module Credentials
Module Credential;s ®
Credential Identification Include Ip Address Ranges/List (For Discovery and Data
“Name we Collection)
Ip Address List | ===+ 7

Module/Sub Mode Matching Expression

* Expression targeted-service-engine 0/0 ses

m

Authentication Exclude Ip Address Ranges/List (For Data Collection only)

User Name admin Exclude Ip List V.

Password
Enable User Name

Enable Password

oK Cancel

Follow the steps given below to add the module credentials:

Sep 1  Enter the following information for creating a new Credential:
+ Name of the credential (user selected name to identify the credential)

» Module/Sub Mode Matching expression (expression used to match whether to use this credential on
the module or not)

» Authentication (depending on the protocol selected use the following authentication mechanisms:
— Provide User Name, Password, Enable User Name and Enable Password to access the module
« Include IP Address Range and Exclude IP Address Range.

The Include IP Address Range option allows you to enter either a set of IP Addresses or a
wildcard IP Addresses like 10.*.* .*, notifying any |P Address starting with 10. The Exclude IP
Address Range works only for data collection.

You can enter |P addresses by clicking IP Address List Editor.
Sep2  Click OK.
You can also edit an existing credential by clicking M odify. Click Delete to delete a credential.

Go back to CSPC Flow Chart
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Changing Credential Import

In Schedule Changing Credential Import window, you can specify acredential file and scheduleit to run
every n minutes to check the frequently changing credential import. For a credential file on sever you
can configure a schedule to run at a specific time.

Follow the steps given below to schedule the Changing Credential |mport:

Sep 1l  Enter the following information:

« Inthe Filename field, enter the credential filename with full server path with following format:

IPADDRESS, PROTOCOL, PORT, USERNAME, PASSWORD, ENABLE_USERNAME,
ENABLE_PASSWORD, SNMP_RO, SNMP_RW, SNMP_V3_USERNAME,

SNMP_V# AUTH_PASSWORD, V3_ENGINE, SNMP_V3_AUTH_ALGORITHM,
SNMP_V3_PRIVILEGE_PROTOCOL, SNMP_V3_PRIVILEGE_PASSWORD,

Where SNMP_V3 AUTH_ALGORITHM can be MD5 or SHA
SNMP_V3_PRIVILEGE_PROTOCOL can be DES, 3DES, AES-128, AES-192 or AES-256
USERNAME is Telnet/SSH or HTTP/HTTPS username

PASSWORD is Telnet/SSH or HTTP/HTTPS password

PROTOCOL can be Telnet, SNMPVSNMPv2C, SNMPv1, SNMPv3, SSHV1, SSHV2, HTTR,
HTTPS

» Select the checkbox for Schedule Frequently Changing Credential | mport

« Enter the description of the job in Job Description text box
» Click Configure Schedule button
» Enter date and time in Schedule Start Date/Time and Schedule End Date/Time fields

» Torepeat the schedul e select Repeat Schedule check box and enter the minutes, the schedule should
be repeated in Repeat Every minutes field.

Sep2  Click OK

Common Services Platform Collector User Guide
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Figure5-9 Changing Credential I mport
Schedule Changing Credential Import

Specify Credential File

* File Mame: | I

Schedule Frequently Changing Credential Import
[”] Schedule Frequently Changing Credential Import
* Job Name:

Job Description:

No schedule configured

Configure Schedule

oK Cancel

Manage Seed File

You can import the seed file with the latest credentials and devices by placing the seed file manually in
the default path. It determines what devices will be removed, updated, or added then perform the
necessary actions. Devices not present in the seed file and are in CSPC will be deleted.

Figure5-10 Seed File Configuration
| Manage Seed File

Seed File Configuration

Mote : Supports import of seed file in V3 format only,
Seed File Path
Seed File Path: opfiCSPC/data/SeadFifeMgmi

Job Scheduling Options

(@) Start seed file impart now
Schedule seed fils import

hedule configured

Perform Operations
Trigger DAV:

O
Unmanage devices not in se=d file: [
]

Delete device credentiaks not in seed file:

To import the seed file perform the steps:
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Sep1  Placethe CNC V3 format seed file in the default location as shown on the screen. It is mandatory to

place the seed file in the location as shown on the screen and read persmission should be allowed to the
file for CSPC users.

Sep2  You can start Seed File Import now or to Schedule Seed File Import at alater time, select Schedule Seed
File Import option and then click Configure Schedule button.

Sep3  You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 5-11.

Figure5-11 Configure Schedule
Configure Schedule X

Range of Recurance

Schedule Start DatefTime October 22,2012 301201 2 Repeat schadule
" No end date
Schedule End Date/Time
I d) 12 1041,
Recurance Pattern

f+ Minutel

(" Da

0K Caneel

Sep4  Check the required operation. click OK

Figure5-12 Operations

Options Description

Trigger DAV This Triggers Device Access Verification

Unmanage devices not in seed file This Unmanages the devices not in the seed file

Delete device credentials not in seed file This removes only the device credentials which
are not in seed file

Credential Lock Settings

Credential Lock Settings allows you to set the maximum number of failed attempts for any given
credential. You can also specify alock period for a credential. If alock period is present that credential
will be unlocked once the lock period expires.

Thereis also an option for the user to manually unlock the credential. This helpsin continuation of the
discovery/inventory processes even after a device fails to respond to a specific credential.

Common Services Platform Collector User Guide
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Figure5-13 Credential Lock Settings
Credential Lock Settings

Configure Credential Lock Settings

* Maximum Failed Attempts: 2

* Lock Period: 10000 {milli seconds)

Help... Ok Cancel

You can also remove the previously added lock settings by using Remove Settings button.

Import DSIRT Files
InImport DSIRT Files, you can select aDSIRT (Device Software I ssues Reporting Tool) file and import
it in the tool.

Figure5-14 Import DSIRT Files
Import DSIRT Files

Upload File

Browse... Submit

Done

Go back to CSPC Flow Chart

I nventory Settings

Inventory Settings allows you to set some advanced collection settings.

These include setting up inventory threads, device connectivity options, time out options, device
prompts, disable protocol rules and disable collection rules.

Advanced Settings:
The Advanced Settings tab of Inventory Settings screen provides the following options:
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» Inventory Threads: To set up the maximum number of inventory threadsyou would like the collector
to use. By default the value for Microsoft Windowsis 40 and for Linux it variesfrom 40 - 100 based
on the hardware configuration. Maximum value that can be set is for both Microsoft Windows and
Linux is 200.

« Connection Settings: To set up the maximum number of connections a device can have, or the
maximum number of connections per the whole collector. These settings apply only for Telnet or
SSH credentials. In some networks, authentication servers provide alimit on the number of
connections of either an application or adevice, so this needs to be set. By default thereis only one
connection per device, and no connection limit for the whole collector.

Figure 5-15 Inventory Settings
Inventory Settings *®
Advanced Settings Global Timeouts Device Prompts Dizable Protocol Rules Dizable Collection Rules

Maximum Number of Threads

* Inventory Threads: 40

Connection Settings

Configure the maximum number of Telnet/SSH connections to be opened from the server to the
network devices. Some networks may restrict the maximum number of simultaneous connections
to the entire network or to each of the network devices.

Maximum Connections (System):

Maximum Connections (Device):

Help... oK Cancel

Go back to CSPC Flow Chart
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Device Management

The Global Timeouts tab allows you to select the time out options for a given IP address or a range of
IP addresses. Thisis where you can specify a time out option for any given protocol like Telnet, SSH,

SNMP or HTTP and so on.

Vertical scroll bars are provided to move to either the previous or the next timeout option on the window.

Figure 5-16 Global Timeouts
Advanced Settings
Advanced Settings Global Timeouts Device Prompts

Define Global Timeouts for Protocols

Hostname / Ip Addre... Protocol Timeout(ms)

201210 telnet 8000

You can enter these timeouts by clicking Add button. On Timeout Details screen, you can enter the

following details;

Disable Protocol Rules Disable Collection Rules

Establish Timeout(sec) Retry Count

4+ add * 2

Help... oK Cancel

» Hostname/ IP Address. You can select the IP Address Expression like 10.*.*.* (to represent all IP

Addresses that start with a 10)

» Protocol: Select the protocol (Telnet, SSHv1 or SSHv2, HTTP, HTTPS, TL1, SNMPv1, SNMPv2 or

SNMPV3 or WMI)

» Timeout (ms): Type timeout in milliseconds (ranging from 1000 milliseconds (1 second) to 600000

milliseconds (10 minutes))

» Establish Timeout (sec): Time taken to establish a connection for a device. By default it is 10

seconds.

« Retry Count: You can select the “retry” count as well

Figure 5-17 Global Timeout

Timeout Details

Protocol Timeout Details

* Hostname / Ip Address: *EFEF

* Protocol: snmpwl
* Timeout(ms): 5000
Establish Timeout(sec): 10
Retry Count:

OK

Cancel
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Use the Modify button to modify the global time out value. Use the Delete button to delete a time out
value.

Go back to CSPC Flow Chart

Device Prompts:

The Device Prompts tab allows you to select specific prompt options for any given device or device
group. Device prompts are used when the data collection is done on a device or device group where the
prompts are changed (through an authentication server for security reasons). When the device prompts
change, the collector must be able to process those prompts in order to perform data collection
successfully.

There are two ways of setting up these options; the first one is based on matching prompts by order and
the second one on matching a specific string/regular expression.

Figure5-18 Device Prompts
Advanced Settings ¢
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Disable Collection Rules

Define Device Prompts

Ip Address Expression Match Type Prompts

4+ Add * &

Help... QK Cancel

Both Order and Regular Expression are explained below.
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Figure5-19 Prompt Details by Order

Prompt Details ¥
Device Prompt Details
* Ip Address Expression: | *.*.*.*

* Prompt Match Type: Match Prompts By Order A

Define Device Prompts in the order they appear
Device Prompt
| Prompt ®
Device Prompt: User Name S
User Name =1
Enable User Name

Password
Enable Password

&+ Add X Delete &°

oK Cancel

In the first method the device or a device group is expecting the collector to send the credential
information in aparticular order. For example, if the device expectsto see the Password and Enable User
Name and Enable Password in that order, you can change those as shown in Figure 5-19.

Similarly, if the prompts are to be matched by prompting a string, you can select that as shown in
Figure 5-20.

Figure 5-20 Prompt Details by String

Prompt Details X

Device Prompt Details
* Ip Address Expression: | *.¥.*¥.*

* Prompt Match Type: Match Prompts By String >

Define Device Prompts in the order they appear
Prompt Expression Device Prompt

| Prompt x| |

Prompt Expression:
Device Prompt: User Mame I+

User Name

Enable User Name =t
Password

Enable Password

4+ add ¥ Delete 2

OK Cancel

In this example for the device with IP Address 1.1.1.1 the User Name must have an expression of user:
as the device prompt.

Use the Modify button to modify any prompts value. Use the Delete button to delete any prompts.
Go back to CSPC Flow Chart
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Disable Protocol Rules:

The Disable Protocol Rules tab allows you to configure the protocols that need to be disabled for a
specific platform. Inventory and Device Access Verification will not run for the disabled protocol for
the specified platform. This helps in enabling/disabling protocols without modifying the datasets.

Figure5-21 Device Protocol Rules
Advanced Settings ble
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Dizable Collection Rules

Disable Protocols for Data Collection

Platform Protocol

ACNS telnet, sshv1, snmpv1, hitp, snmpv3

4+ Add ¥ 2

Help... oK Cancel

You can add, modify or delete an existing disable protocol rule. Vertical scroll bars are provided to move
to either the previous or the next rulein the table. To add disable protocol rule, click Add in the Disable
Protocol Rules screen.
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Figure 5-22 Disable Protocol Rule Details
Disable Collection Rule Details ¥

Specify criteria for disabling a Protocol
* Select Platform:  ACNS v

* Select Protocol: telnet
zzhvl

sshv2

m

v
¥
Y
Y| =snmpvi
Y| snmpvZc
V| snmpv3
Y| http

v

-

hitps
Select Al Unselect Al

OK Cancel

Follow the steps given below to create a new disable protocol rule:

Sep 1l  Enter the following information:

« Select Platform: Select aplatform for which protocol needs to be disabled from the combo list. All
the configured platforms, both system and custom defined are displayed here

» Select Protocols: Select the protocol that has to be disabled for the above selected platform. All the
supported protocols (Telnet, SSHv1, SSHv2, SNMPv1, SNMPv2, SNMPv3, HTTP, HTTPS, TL 1,
WMI) will be displayed here

Sep2  You can also select or unselect all the protocols using Select All/Unselect All buttons
Sep 3  Click OK to add the configured rule to CSPC
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Disable Collection Rules:

The Disable Collection Rules tab will allow you to disable specific commands/OIDs on a specific
platform. Inventory will not run for the disabled command/OIDs.

If in a given dataset, there are multiple Ol Ds then inventory will run for dataset and results will be
displayed for OIDs which are not disabled, but collection will not happen for disabled OID.

Figure 5-23 Disable Collection Rules
Advanced Settings >
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Disable Collection Rules

Disable Data Collection

Platform Dataset Type Operator WValue
Cisco IO05-XR Devices SNMP matches regular expression LILBLEL AN
Cisco I05-XR Devices SNMP matches regular expression LIVEIBL LRI
DSIRTCSCsc18459 cLul eqguals show version
DSIRTCSCsc18460 SHNMP equals 1.3.6.1.2.1.1.5.0

4 Add X f &

Help. oK Cancel

You can add, modify, or delete an existing disable collection rule. Vertical scroll bars are provided to
move to either the previous or the next rule in the table.

To add disable collection rule, click Add on the Disable Collection Rules screen.

Figure 5-24 Disable Collection Rule Details
Disable Collection Rule Details *

Specify criteria for disabling a Collection

* Select Platform: ACMS »
* Dataset Type: CLI e
* Dperator: equals b
* Walue: sh run
Annotation:

(0],9 Cancel
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Follow the steps given below to create a new disable collection rule:

Sepl  Enter the following information:

« Select Platform: Select a platform for which protocol needsto be disabled from the combo list. All
the configured platforms, both system and custom defined will be displayed here

« Select Dataset Type: Supported Dataset types are CLI or SNMP

« Operator: Operator can be any of equals, does not equals, matches regular expression, does not
match regular expression

« Value: The exact CLI command or OID to be disabled
« Annotation: You can add a note here
Sep2  Click OK to add the configured rule to CSPC

Go back to CSPC Flow Chart

Discovery Settings

In Discovery Settings you can set preferences of device discovery. You can set values for Discovery
timeout, Include platform and Exclude platform.

In Preference tab, enter the values as shown in Table 5-1.

Figure5-25 Discovery Settings

Discovery Settings >

Preferences Inchsde Platiorm wclude Platho

Serrings

* SNMP Timeout (in sec): 30
* SNMP Retry: 2
* Max Thread Count: 10
* Mae Credential Sets For Protocol: | ©

* Max Discovery Time {in sec): 60

* Max Device Discovery': 00

IP Phone Discowery: Mo -
NMAP Path: Susrfbing

* NMAP Timvecut {in sec): 30

Common Services Platform Collector User Guide
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Table 5-1

Discovery Timeout

Field Name

Description

SNMP Timeout (in sec)

SNMP connection timeout value in seconds. Default value is 3
seconds

SNMP Retry

SNMP connection retry count. Default valueis 1

Max Thread Count

Thread pool size for each discovery job. Default value is 100.

Max Credential Sets For
Protocol

Maximum number of Credential Setsto use for each protocol.
Default value is 50.

Max Discovery Time (in sec)

Maximum discovery time in seconds for each discovery job.
Default value is 600 seconds. Valid values 0 or >= 60. Zero no
window time will be enforced. If value is set between 0 and 60,
default value 600 will be used.

Max Device Discovery

Maximum discovery time in seconds for a single device. Default
value is 180 seconds. Valid values: 5 seconds and above.lf valueis
< 5, then 5 isenforced.

I P Phone Discovery

Option to enable/disable |P Phone discovery.

NMAP Path

Nmap application Installed path (used in case Nmap option is
enabled in discovery job)

NMAP Timeout (in sec)

Timeout value in seconds to discovery device using Nmap
application. Default value is 30 seconds. Valid values > 0. If value
is < 0, then default is enforced.

@ Common Services Platform Collector User Guide
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Include Platform (optional):

Any platform that is specified in include platform list, only those specific platform devices will be
discovered and all other devices will be discarded.

Figure 5-26 Include Platform

Discovery Settings »

Include Platform Exchsde Platform
Include Platform

10510000 ,
10512000
105_4000
105_7200
IOS_7300
I05_7500
I05_8500
10S_as5300
105_Cat
105_cat3?i0
105 LS1010
I0S5 VS5
105_XE

105 %R

IPS

MIE_II
MME_MAM
DS

105 XR
105 WSS
105 Cat
105_a=5300

FEE

m

Help... O Cancel
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Figure 5-27

Discowvery Settings

Exclude Platform (optional):

Preferences Inchede Plathorm
Exclude Platform

ACNS

ACSW

ADEDS

Aliga0s
ASA_CSCub3ieis
Catos

Cators_S000
CatOs_s3ge

CCM

CCMex

CCMBSx

CTS

DISABLE IOS_¥R_OID1L
DISABLE TOS_XR_OIDZ
DISABLE_SHOW _INVENTORY
DISAELE_SSH1
DISABLE_SSH10
DISAELE_SSHZ

Exclude Platform

Exclude Platform

E;" ADEOS
| [#] acHs
[+]
[#]

ACSW

m

Cano=l

Any platform is specified in exclude platform list, all devicesbelonging to that platform will beignored.
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Application Settings

Application settings is used to set device inventory data collection preferences like Device prompt,
Submode and Data export settings.

General Settings:

IP Host Mask Settings: If device IP Address and Hosthame data privacy is enabled, customer device IP
address and Hostname that is sent back to Cisco will be replaced by a set of user defined I1P address and
Hostname.

In IP Address Mask field you can define the IP address range that is used to replace the real |P address
of the customer, and define a prefix in Hostname Mask field that is used to replace the real customer
hostname.

Figure 5-28 General Settings
Application Settings *

General Settings Prompt Settings Submode And Init Settings Export Settings

IP Host Mask Settings

Start Ip: 0.0.0.1
Start IPV6: 1
Start HostMame: MASK

Node Display Settings

Global Display Type: HOSTHAME

Telnet Echo Handler Config
Platform List: WLC
SysObject Id List: .1.3.6.1.4.1.9.1.1615

User Session Settings

Total User Session Count: -1 I
Help... oK Cancel
Table 5-2 General Settings
Field Name Description
Start 1P IP to be used as start value while masking IPv4 data. |P will be
incremented from this value for each of the IP's to be masked
Start IPv6 IP to be used as start value while masking 1Pv6 data. IP will be
incremented from this value for each of the IP's to be masked
Start Hostname Prefix used for masking hostnames
Global Display Type Device attribute to be shown for distinct devices
Platform List List of platforms for Telnet echo is enabled.
SysObject ID List SystemObject ID for the Telnet echo enabled devices
Total User Session Count | Maximum number of unique CSPC user sessions

Common Services Platform Collector User Guide ]



Chapter 5 Applications |

M Device Management

Prompt Settings:

Figure 5-29 Prompt Settings
Application Settings *
Generzl Settings Prompt & SNMP Trap Settings Submode & Int Settings Export Settings
Prompts

Login Prompts:
Password Prompts:
Other Prompts:

CLI Error Prompts:
SMMP Error Prompts:
SOAP Error Prompis:

SHMP Trap Settings

username username: user user: login login:
password,password: password : ,pwd,passwd,passwd:

#, =, Yo, error

error: %, type help or '? for,error -invalid input,error - < inwi
error

soap-env:fault

Retain Traps for: 14 Days
Port Number: 162
Help... | Ok Cancel
Table5-3 Prompt Settings
Field Name Description
Prompts

Login Prompts

Used for extra Login prompts that needs to be handled by CSPC

Password Prompts

Used for extra Password prompts that needs to be handled by
CSPC

Other Prompts

Used for other prompts that needs to be handled by CSPC

CLI Error Prompts

Used for extra CLI error prompts that needs to be handled by
CSsPC

SNMP Error Prompts

Used for extra SNMP error prompts that needs to be handled by
CSPC

SOAP Error Prompts

Used for extra SOPA error prompts that needs to be handled by
CSPC

SNMP Trap Settings

Retain Traps for

Mention the number of days to retain traps.

Port Number

Configure the port to receive the SNMP trap messages. Default
port is 162.

Note If you configure anew in-bound port to listen the SNMP
Trap messages, then you need to manually update the
corresponding IP table rules and NAT router settings.

@ Common Services Platform Collector User Guide
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Submode and | nit Settings:

Figure 5-30 Submode And I nit Settings
Application Settings *

General Settings Prompt Settings Submode And Init Settings Export Settings
Submode And Init Prompt Validations

0S Types: 3CSW, NKOS, PX0S, FWSIm, NX-05,353,

Ip Address List:

SH Version Comrmand: show version
SH Version Lines: 3,12
SH Version Ignore Strings: minutes,seconds, hours, uptime,

Execute New Line For Submode
Login Prompt:

Help... OK Cancel
Table5-4 Submode and I nit Settings

Field Name Description

OS Type Type of OS

IP Address List List of IP addresses

SH Version Command If show version needs to be executed whilein
submode

SH Version Lines Number of lines in show version that needs to
taken

SH Version Ignore Strings Whether to consider or ignore show version
settings

Execute New Line for Submode Login Prompt | Whether new line has to be executed at the end of
submode login prompt

Export Settings:

Common Services Platform Collector User Guide
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Figure5-31 Export Settings
Application Settings *
General Settings Prompt Settings Submode And Init Settings Export Settings
Collection Profile Boundary
Collection Profile Export Boundary: | 1000
Job Log Export Boundary: 2003
Tailend Reponse Counter: 1300
Tailend SendFile Counter: 1300
Upload Wia: Transport Gateway i
Help... oK Cancel
Table 5-5 Export Settings
Field Name Description

Collection Profile Export Boundary

VSEM export boundary settings

Job Log Export boundary

Job log export boundary

TailEnd Response Counter

Response counter for TailEnd

TailEnd SeedFile Counter

Seed file counter for TailEnd

Upload Via

Set the Upload via option to either of these:

« Transport Gateway
« Connectivity
+ Disabled

SMTP Settings

This setting provides you with an option to configure a SMTP server for mail exchange.
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Figure 5-32 SMTP Settings

SMTP Settings

SMTP Settings Configuration

Server Information
* SMTP Server:
SMTF Port:

User Information

Email To:

* Sender's Mail ID:

Logon Information
* User Name:

* Password:

Enter all the Mandatory fields and click OK

1111

test@cisco.com

hesﬂ

Help...

Table 5-6

DeviceManagement W

CK Cancel

SMTP Server Parameters

Field Name

Descriptions

SMTP Server

Server name or identity of the server

SMTP Port

Port number used for the server

Email To

Receiver mail address

Sender's Mail ID

Sender mail address

User Name

Login name

Password

Login password

To reset the SMTP Settings to default value click Default Settings.

Advanced Job Settings

This setting provides with an option to configure various jobs. You can define preferences for triggering
ajob, as well as define what jobs can be skipped and what jobs needs to wait based on a trigger
preference. You can add a new job trigger preferences by selecting Add button in the Advanced Job

Settings window.
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Figure 5-33 Advanced Job Settings
Advanced Job Settings %

Define Job Trigger Preferences

Job Type Name Skip Job List Wait Job List
Inventory Jobs Device Access Verification Jo...
+ Add X 2
Help... QK Cancel

You can add jobs to Wait Job List and Skip Job List:
Wait Job List: Any job specified in Job Type Name will start only after the job specified in Wait Job

list completes.
Skip Job List: Any job specified in Job Type Name will not start if any job specified in Skip Job is
running.
Figure 5-34 Add a Job Trigger Preferences
Job Trigger Preferences »
* Job Type Name: Workflow Jobs »

Skip Job List

Inventory lobs s Inventory Jobs -
Backup/Restore Jobs E Backup/Restore Jobs =
Diag Jobs Diag Jobs

Device Access Verification Jobs Device Access Verification Jobs
Credential Loader Jobs Credential Loader Jobs

Workflow Jobs = Workflow Jobs -

Wait Job List

Inventory Jobs _'
Backup/Restore Jobs =
Diag Jobs
Device Access Verification Jobs

Credential Loader Jobs
Workflow Jobs i

OK Cancel

Common Services Platform Collector User Guide
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Do Not Manage Device List

This setting provides you with an option to select a set of devices that should not be managed by the

collector. If adeviceisadded to Do Not Manage Device List then that device will not be discovered and
will not be added to CSPC.

Figure5-35 Do Not Manage Devices List

Do Mot Manage Devices List

IP Address/Host Name

+ x 2
10.1.2.43

1.1.1.1

10.***

OK Help Cancel

As specified in the above screen, these three devices with IP Addresses 10.*.*.*, 1.1.1.1, and 10.1.2.43
are not inventoried even though they are all discovered devices.
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Device Discovery and M anagement

Use the Device Discovery and Management sub tab of the Device Management tab to set up device
discovery and data collection process.

This section describes the Device Discovery and Management options in the following topics:
« Discover and Manage Devices
» Unmanage Devices
» Device Access Verification
» Device Prompt Collection

Discover and Manage Devices

The Discover and Manage feature allows you to discover devices and manage them. When you
double-click Discover and Manage, anew wizard called Discover and Manage Network Devices appear.
It allows you to select the Discovery method and the devices to be discovered by entering either the IP
address or host name of the device.

There are multiple ways to discover a device:
« Known Device List
« Protocol based discovery (CDP, OSPF,ARP, BGP, etc.). Not supported in UC Discovery.
» |P Address Range Scanning
» Rediscover the currently managed devices

Note A message box “Please select at least one discovery method” is displayed when you click Next button
without selecting any Discovery method.

Common Services Platform Collector User Guide
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Figure 5-36 Discover and Manage Network Devices

| Discover and Manage Network Devices X

Select at least one of the following network device discovery methods.

Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
Discover devices by scanning/pinging range of IP Addresses

Rediscover the currently managed devices

Next = Import. Help Cancel

You could also import the device list from either a Ciscoworks DCR file or a Pari Discovery Options
XML file.

For Known Device List discovery, enter the | P addresses or hostnames as shown in Figure 5-37.

Common Services Platform Collector User Guide
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Figure 5-37 Discover Devices using Known | P Addresses

Discover and Manage Network Devices *

Enter the list of IP addresses for the known devices.

IP Address/Host Name
+ pad X z

10.1.1.10

< Previous Next = Help Cancel

CSPC uses Nmap (Network Mapper) based discovery when device is not reachable through SNMP
protocol because of incorrect SNM P credentials or device does not support SNM P protocol. Nmap uses
raw |P packetsin novel ways to determine what hosts are available on the network, what services those
hosts are offering, what operating systems (and OS versions) they are running and many other
characteristics.

Nmap Discovery can be enabled when you are scheduling discovery to discover devices using one of the
discovery optionslike CDP, OSPF, ARP or using IP address range(s). When you select Nmap check box
in Discovery Schedule Options screen, NMAP discovery is performed on each of the IP address
discovered using the specified discovery protocol or on each of the IP address within the specified
address range.

Select Enable NM AP discovery option, in case you want to discover any Non-SNMP devices (devices
on which SNMP agent is not running). Any Non-SNMP devices discovered can be viewed under
“Non-SNM P devices’ report.

If you Select Do not M anage Devices option, then the devices are not be managed but discovered. These
devices can be exported asa zip file which contains .csv files for Discovered Devices and Un-Reachable
Devices. Discovered Devices csv fileis of CNC CSV format. This export option is available under
Discovery Jobs.

If required provide job specific SNMP timeout value in SNMP Timeout (in sec) field.

Common Services Platform Collector User Guide
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Figure 5-38 Nmap Discovery

Discover and Manage Network Devices

Management Protocol

*Management Protocal: snmpw2c

Discovery Options
Enable NMAP Discovery
Do not Manage Devices
SHMP Timeout

* SMMP Timeout (in sec): 3

Job Description

Job Description:

Job Scheduling Options

@ Start discovery now

Schedule discovery

DeviceManagement W

m

< Previous

Export Settings... | Help Close |

For protocol based discovery, enter the following information:
» Protocol (CDP, Routing Table, ARP, OSPF Neighbors, BGP, HSRP, LLDP, etc.)
» Hop count (number of hops the discovery process should traverse)
»  Seed IP Address(s) (Initial seed device or devices)
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Figure5-39 Protocol Based Discovery

'mmwmm

Discover devices with protocols such as CDP, OSFF and ARP

Select list of seed devices and protocols need to be used in discovery operation

Select Protocols

Cisco Discovery Protocol (CDP) Routing Table Address Resolution Protocol (ARP)
OSPF Neighbours Border Gateway Protocol (BGP) [ Link Layer Discovery Protocol (LLDP)
Hot Standby Router Protocol (HSRP)

roncun

sorsgmane

&+ Add X Delete 2 Wodify

102012

<P |—toio |t |G|

For IP Range Scanning based discovery, provide the Start IP address and the End IP address. You can
also provide the Start IP in CIDR format as show here IP Address/subnet mask (x.x.x.x/x) and the End
IP will be auto populated. You have select CIDR Address before providing Start I|P Address.

Figure5-40 IP Scanning

Discover and Manage Network Devices

%]

Discover devices by scanning/pinging range of IP Addresses

Enter the list of Ip Addresses ranges for scanning. The devices at these addresses will be pinged using ICMP Ping mechanism

smtpaces | comaeel
.

¥ Add X Delete & Modify

< Previous Next> || Help | Cancel
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You can select the option “Rediscovering Currently Managed Devices” and discovery process will
rediscover all the devices that are currently managed.

Select the management protocol used for the discovery process. The current options are SNMPv1,
SNMPv2 or SNMPv3.

Once the type of discovery is specified, you are ready to discover the devices. You can schedule the
discovery process either right away or at alater time.

Figure 5-41 Discovery Schedule Options

Discover and Manage Network Devices »

Management Protocol

* Management Protocol: snmpy 2c R

Discovery Options

Enable NMAF Discovery

Do not Manage Devices

m

SNMP Timeout

* SNMP Timeout {in sec): 3

Job Description

Job Description:

Job Scheduling Options

@ Start discovery now

Schedule discovery =

= Previous Export Settings... | Help Close

To Schedule Discovery at alater time, select Schedule Discovery option and then click Configure
Schedule button.

You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 5-42.
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Figure 5-42 Configure Schedule
Configure Schedule %

Range of Recurance

Schedule Start Date/Time October 22,2012 01201 2 Repeat schedule

" Mo end date
Schedule End Date/Time -

End b A 12 04 7

Recurance Pattern

@ Minutely | Eyq minutes
" Da

" Weekl

" Month

" Yearl

0K Cancel

After the Discover and Manage operation is finished, you see the results which include the IP Address
(of the selected device), Host Name, Device Type, Status (which indicates whether or not the deviceis
managed), and Message. Discovery operation can be closed and run in the background. You can check
the Job Log Reports->Discovery Jobs to view the results of the background operation.

You can also Clone an older discovery job to use as a new discovery job to speed up discovery. Refer to
Job Log Reports ->Discovery Jobs for more information on cloning a discovery operation.

In the discovery jobs report, you can create a new discovery job by right clicking on any discovered job
and selecting 'Create new discovery by cloning thisjob'.

Figure 5-43 Discovery in Progress

Discover and Manage Network Devices

Job Completed

@ Managed Devices:128 @ Failed Devices:208

No Device Host Name Device Type Status Message

136 18.10.1.1 L18 cisco7606 Discovered Device is already managed using th i

137 50151 Device_5_0_1_51 AIR-CT5508-K9 Discovered Device is already managed using th

138 5015 Device_5_0_1_5 WS-C2948 Discovered Device is already managed using th

139 50152 Device_5_0_1_52 ciscoWLEE1030 Discovered Device is already managed using th

140 5014 Device_5_0_1_4 vpnClientRev Discovered Device is already managed using th

141 5017 Failed 5.0.1.7: Device Unreachable or Inco..

142 5.0.1.53 Failed 5.0.1.53: Device Unreachable or Inc..

143 50186 Device_5_0_1_6 wec5505sysiD Discovered Device is already managed using th...

144 5.0.1.10 Device_5_0_1_10 ciscoDPATE30 Discovered Device is already managed using th...

145 5019 Device_5_0_1_9 ciscoTSPri Discovered Device is already managed using th...

146 5011 ciscoMDE10XVE Discovered Device is already managed using th... E

147 5018 ISM Discovered Device is already managed using th...

148 50112 Device_5_0_1_12 ciscoWsSvcFwmilsc Discovered Device is already managed using th... e
= Previous Finish Export Setfings... | | Export Report Help Cancel

You can export the Discovery Settingsto an XML file, as well export the discovered devices report.
Go back to CSPC Flow Chart
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Unmanage Devices

Double-clicking Unmanage Devices opens a new window. It shows the list of devices that are already

managed, and allows you to select the devices that you want to Unmanage. After selecting the devices
or groups, the selected devices or groups appear on right side of the window. Then, click Unmanage to
remove the selected devices or groups, as shown below. You can also browse to upload list of nodesfrom
txt file.

Figure5-44 Unmanage Devices

Unmanage Devices x|

Select Devices
Managed Devices: Selected Devices/ Groups:
i L+
i -’;' UniverselGatewsysAndAccessServers -
-’:‘. Voice
-’.." VoiceGateways
% video

& GenericMetworkDevices (B87)

m

FEIRE]

% Unreschable Nodes (85)

=]

n-'-'r" Storage

n-’:‘ Telepresence

% Optical

-’:‘ NetworkhManagement
-'-’:Ll DataCenter

-’." Wireless (1)

-'-’ﬁ UnifiedCommunications

n-’.“ ServiceReadyPlatform =
Upload Modes From File], bet): Browse... |
Unmanage | Help Close |

Once this operation is completed, CSPC removes the unmanaged devices along with all the
corresponding data (collection profile data and so on) from its database.

Common Services Platform Collector User Guide
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Device Access Verification
Use Device Access Verification when you want to check whether a given deviceis accessible through a
specific credential, as shown below.
Follow the steps given below to perform device access verification:

Sep1  Select the devicesfor which data access needs to be verified. You can also browseto upload list of nodes
from .txt file.

Sep2  Select the protocols to be used for verification. If all the protocol fails, then you have an option to use
ICMP for reachability of device.

Sep 3 Start the verification process now or schedule it at a later time

Figure 5-45 Device Access Verification - Device Selection
Device Access Verification X
Select Devices

All managed devices

@ Only the following selected devices
Managed Devices: Selected Devices/Groups:
Yo
i"“'. UniversalGatewaysAndAccessServers -
& Voice
-i"“'. VoiceGateways

& Video

m

BIEE]

-i?""‘. GenerichetworkDevices [67)

=1

& Unreachable Nodes (85)
-i"“'. Storage

-i""‘. Telepresence

& Optical

-i"“'. NetworkManagement
-i""‘. DataCenter

i Wireless (1)

Upload Nodes From File(, tet): Browse... |

MNext= | Help Cancel |
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Figure 5-46 Device Access Verification - Protocol Selection
| Device Access Verification ®
-
Select Protocols For Device Access Verification
telnet sshwl sshv2
snmpyw 1 shMpY2c snhmpy.3
http htips wmi
1
| Use ICMP if all the above protocols fail
Optimize Device timeouts on successful verification E
Advanced Options |
Job Details
* Job Name:
Job Description:
Discovery
Run Discovery Before DAV:
Job Schedule Options
@ Start Device Access Verification Now

< Previous Help Close |

Use the Run Discovery before DAV option to rediscover the devices before running DAV.

To Schedule Device Access Verification at alater time, select Schedule Device Access Verification
option and then click Configure Schedule button. You can schedule Start and End Date/Time or select
the Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in Figure 5-47.
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Figure 5-47 Configure Schedule
Configure Schedule

Range of Recurance

Schedule Start Date/Time October 22,2012 4012 001 2 Repeat schedule
" No end date
Schedule End DateTime
a0 12 - 04 ;
Recurance Pattern

* Minute

]

Every minute
" Da

oK Cancel

You can click on Advanced Options button and select the credentials to run DAV on as shown in
Figure 5-48.

Figure 5-48 DAV Advanced Options
Advanced DAV Options
Select Credentials

Available Selected
cisco

public

telnet

[©B]

oK Cancel

Resurne this job autormatically if its interrupted due to a CSPC server restart

< Previous Finish Help Cancel

Oncethejob is started you can view the successful and failed credential s/protocols for a given device
as shown below.

There is aso an option to Optimize device timeouts on successful verification. This is applicable only
for SNMP. The option once enabled will automatically calculate the timeout for a specific device and
add it to the Global Timeouts under the advanced settings.
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When a device access verification job is scheduled to run at alater time, ‘ Resume thisjob automatically
if it isinterrupted due to a CSPC Server restart’ option will be available. If the CSPC restarts for any
reason while device access verification job is running, CSPC will resume the job upon restart.

By default CSPC pings a device to check if it is responding Additional ping.

If all the selected protocols have failed for DAV, by default an Additional Ping feature is triggered to
check if the devices are responding.

Figure5-49 Device Access Verification - Results

Go back to CSPC Flow Chart
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Device Prompt Collection
You can use Device Prompt Collection option to collect the Device Prompt and DNS Names for the
devices that are selected.

Follow the steps given below to perform device prompt collection:

Sep1  Select the devices for which device prompts needs to be collected
Sep2 Createajob for collection
Sep 3 Start the job now or schedule it at alater time

Figure 5-50 Select Devices for Prompt Collection

Device Prompt Collection 3

Select the devices and/or groups.
Select Devices

+ Al managed devices

" Only the following selected devices

Managed Devices: Selected Devices/Groups:
" UniversalGatewaysAndAccessServers =
¥ Voice

VoiceGateways

% Video
" GenericNetworkDevices (1
°'?I Storage
% Telepresence
&% Optical
" NetworkManagement
™ DataCenter
& Wireless
W {1 BoAn renminiratinme &
Mext = Help Cancel
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Figure 5-51 Create a job for prompt collection

Device Prompt Collection

Job Details

* Job Mame: I

Job Description:

Job Schedule Options
{* Start Device Prompt Collection Now
" Schedule Device Prompt Collection

No schedule configured

< Previous Finish Help Cancel

To Schedule Device Prompt Collection at alater time, select Schedule Device Prompt Collection option
and then click Configure Schedule button. You can schedule Start and End Date/Time or select the
Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in Figure 5-52.
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Figure5-52 Configure Schedule
Configure Schedule %)

~ Range of Recurance

Schedule Start DatefTime | October 222012 [ 12 - 01 *| [ Repeat schedule

" No end date
Schedule End Date/Time

G Endby |Ocober222012 | 12 JOARe

~ Recurance Pattern

@ Minctey | g oy | minutes.

" Daiy

" Weekly
" Monthly
" Yearly

o [ e |

Oncethejob is started you can view the successful and failed collection for a given device as shown in
Figure 5-53.

Figure5-53 Prompt Collection Job in Action

Job Progress

No  Device Terminal Port Status _

1 @ wicucussp Failed to collect the prompt data. Successfully c...

2 &L Li5 Failed to collect the prompt data. Successfully c...

3 S D15 Failed to collect the prompt data. Successfully c...

4 Sue L16 Failed to collect the prompt data. Successfully c...
Pe—
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Data Collection

You can use the Data Collection sub tab of the Device Management tab to execute a selected collection
profile. Collection Profiles are described in the Data Collection Settings chapter.

This section describes the Data Collection options in the following topics:
* Run Collection Profile
*  Run Application Profile
» Run Upload Profile

Run Coallection Profile

You can select any collection profile from the list of collection profiles defined and run it as needed.
Select the profile and click Finish button to run the profile.

Figure 5-54 Select the Collection Profile
Run Collection Profile *
Hame Lock Status Schedule Device Selection Dataset Collection
config If.&iLInLucked a Selected 1
testl I'i?’ P a Selected 1
dsirt I‘i?: UnLocked e Selected 4
r ﬂ?"! Uil icked a Selected 1
cocm I?:UnLucked a 1 device(s) Select... 1
context B UnLocked 6 Selected 4
Default_CP S UnLocked 9 Al Devices Selected 260
=xml I?‘:UnLucked a Selected 2
test B UnLocked e 1 group(s) Selected 2

Finish Cancel

Once you start the job, the results are displayed including device name, | P address, and success or
failure, as shown below.
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Figure5-55 Executed Data Collection Profile Results

Job Progress

Job Completed

@ Selected Devices:0 () Completed Devices:3

Ip Address ‘Hu&tﬂame |He&s&ge

151012 15 Inventoried 15.10.1.2
16.10.1.1 L16 Inventoried 16.10.1.1
151011 L15 Inventoried 15.10.1.1
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Run Application Profile

Run Application Profile shows the list of application profiles. You can select any application profile
from the list of application profiles defined and run it as needed. Select the profile and click Finish
button to run the profile.

Figure 5-56 Run Application Profile
Run Application Profile »
Name Title Lock Staius Schedule
=pd apd ﬁ':; UnLocked Q
Finizh Close

Onceyou start the job, the results are displayed including | P address, Host Name and success or failure,
as shown in Figure 5-57.
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Figure5-57 Executed Application Collection Profile Results
Run Application Profile
Job Progress
Job Completed

@ Selected Devices:1 () Completed Devices:1

Mo Ip Address Host Name Message
1 10.77.240.132 PE-M4le Inwenteried 10.77.240.132

144 Page 1 lof1] bkl

Displaying 1 -1 of 1

<o | coonmsor | romn || con
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Run Upload Profile
Run Upload Profile screen lists all the profiles created using Manage Upload Profiles. You can select a
profile from Run Upload Profile screen and click Finish button to start uploading the profile.

Figure5-58 Run Upload Profile
Run Upload Profile

Name: Lock Status. Schedule
NOS Full Upload M UnLocked @
NOS Full Upload2 = UnLocked a
NOS Incremental Upload 'Ff, UnLocked o

Finish Close

Job Progress screen showing the status of the uploaded profile is displayed as shown in Figure 5-59.

Common Services Platform Collector User Guide
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Figure5-59 Job Results
Run Upload Profile [
Job Completed
Owverall Status Success

foptfCSPC/uploaddataFull_Upload/251/ftransport-inventory-
CSPO0000005812-1354589783528 Zip
Other Transaction Details transactonld/Conn response = 4253775373721608545

Export File Location

Phase Name Phase Status

DUMPING_UPLOAD_DATA
ZIP_FILE_CREATION
UPLOAD_TO_BACKEND

| <proos..| Expor oot | s | —cose

The status is shown in orange color if the upload is running, in green if the upload is successful and in
red color if the upload failed.

If any of the phase status is failure, you have to re-run the upload profile.

Go back to CSPC Flow Chart
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Data Collection Settings

You can use the Data Collection Settings sub tab of the Device Management tab to set up data collection
profiles, create new datasets and manage data integrity and masking rules.

This section describes the Data Collection Settings options in the following topics:
« Manage Application Discovery Profiles
» Manage SNMP Trap Profiles
« Manage Jump Server
- Manage Data Collection Profiles
» Create Adhoc Data Collection Profiles
* Manage Datasets
« Manage Platform Definitions
+ Manage Data Integrity Rules
» Manage Data Masking Rules
« Import All Rules
» Manage Syslog Source Files
« Manage Upload Profiles

Manage Application Discovery Profiles

In Manage Application Discovery profiles you can add or edit aapplication discovery profile, define the
devicesthat collect dataand how often the data needsto be collected. Application discovery detects what
applications are installed/running on devices (typically compute server) by collecting information from
devices.

Common Services Platform Collector User Guide
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Sep 1
Sep 2
Sep 3

Figure 5-60 Manage Application Discovery Profiles

Manage Applications Discovery Profiles '*

e Q- % | ) Add Application Discovery Profile

Name Title Lock Status
[l

profiete profileNew B UnLocked

o<t test '?IUnLcc}:ed

Discoveryprofile Discoveryprofie L
Page 1 of 1

7]

cheduled

000

Displaying1-30f3

New application discovery profiles can be created by clicking Add Application Discovery Profileicon

from Manage Application Discovery Profiles window.

To add a new application discovery profile, follow the steps given below:

Select the Devices
Select Profile details
Click OK.
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Figure 5-61 Select Devicesfor a Application Discovery Profile
Add Application Discovery Profile

Select Devices Profile Details

Select Devices

) Al managed devices

@ Only the following selected devices

Managed Devices: selected Devices/Groups:

) o 2
— UniversalGatewaysAndAccessSery

i’;‘- UniversalGatewaysAndAccessServers I‘ : &’3 Voice

‘53 Yoice | i’,ﬁ VoiceGateways

-'PS VoiceGateways -':’3 Video (4

i’-'e? Video i’.‘?. GenericNetworkDevices F|

& GenerichetworkDevices ;53 Storage
iﬁ,'?. Storage .‘tﬁ?, Telepresence
-'PS Telepresence .23 Optical

i’,'?- Optical 63_'?, NetwarkiManagement

i’-,‘z‘: NetworkiManagement e=:3 DataCenter

iﬁf‘! DataCenter i’,ﬁ Wireless

_-;3 Wireless = &3;;, UnifiedCommunications -

< m b < m | »
Help... OK Cancel

To start the collection, select adevice or aset of devices from which the dataisto be collected as shown

in Figure 5-61. Once you select the devices, select the profile options that define how often you want to
collect the data, as shown in Figure 5-62.
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Figure 5-62 Profile Details
Add Application Discovery Profile *
Select Devices Profile Details

Application Profile Details

* Profile Title: DemoProfile
* Identifier: _DemoProfile Generate
Description:

Collection Profile Schedule

[T schedule Perindic Collection

Help.. oK Cancel

If you schedule ajob for periodic collection, the job can be resumed even if the CSPC server isrestarted
by selecting the option "Resume this job automatically if it isinterrupted due to a CSPC server restart”.

Manage SNMP Trap Profiles

Thishelpsyou to add the new SNMP Trap profiles and store them depending on the filter you configure.
One trap can be applied to multiple filters. You get a notification when atrap is received.

Figure 5-63 Manage SNMP Trap Profiles

Manage SHMP Trap Profiles *

e Q- % @3 Add SNMP Trap Configuration... € = @
Profile Name Queus Name

profile queus

To create new SNMP Trap Profile click Add SNMP Trap Configuration icon from Manage SNMP Trap
Profiles window.

To add a new SNMP Trap Profile, follow the steps given below:

Sepl  Select Profile Details

a. Enter the Profile and Queue name is IMF queue where add-on process should subscriber to the
given IMF Queue

b. Click arrows to select the Notification Types. By default ,there are only two notification types if
required you can add as many as notifications through xml request. Refer to “ XML APIs’

Step2  Select the Devices
Sep3  Click OK.

Common Services Platform Collector User Guide
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Figure 5-64 Profile Details

Add SHMP Trap Configuration X

Profile Details Select Davices

Profile Details

Profile Name:

Queue Name:

Select Notification Types

CISCO-CONFIG-MAN-MIE
CISCO-CONFIG-COPY-MIB

B

Help... | OK Cancel

Select Devices tab as shown in Figure 5-68 allows you to map the devices to the specific Trap Profiles.
There are two options to map the devices to Taps Profiles:

« All managed devices - It maps all the devices to the specified Taps Profile

« Only thefollowing selected devices - It maps only the selected devicesto the specified Taps Profile.

Common Services Platform Collector User Guide
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Figure 5-65 Select Devices

Add SHMP Trap Configuration

Select Devices

All managed devices

@ Only the following selected devices
Managed Devices: Selected Devices/Groups:

1)
& LiveNodes (5) -

¥ Unreachable Nodes (8)

C

& Video

m

u"' StorageMetworking

& Conferencing

6
[+

8 UnifiedCommunicstions

u’: CollaborationEndpoints

¥ SucoessfulDevGrp (1)

u"' OpticalMetworking

u"' CloudandSystemshManagement
& wireless

& Hubs

Help... | OK Cancel

Manage Jump Server

The Jump server support allows CSPC to connect to any device CLI viaa Jump Server where direct
access to the device CL1 is prevented. The Jump Server configuration allows you to configure the Jump
Server feature. In Manage Jump Server you can add or edit a Jump server. It manages the device and the

type of connection and test the connection.

Figure 5-66 Manage Jump Server
Manage Jump Servers
) Qe % Q Add Jump Server... @&
|F Address Description
10.1.1.10 Hew

To create new Jump Server click Add Jump Server icon from Manage Jump Server window.

To add a new jump server, follow the steps given below:

Step1  Select Profile details
Sep2  Select the Devices
Sep3  Click OK.
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Figure 5-67 Profile Details
Add Jump Server Y
Profile Details Select Devices o

Jump Server Details

* Hostname [ Ip Address: 10.1.1.10
* User Name: Test
* Password: sess
* Number of Connections: 2
Protocol: sshv| »
Deescription: telnst
sshwl |
sshw2 |E
Test Connection
Help. QK Cancel
Table5-7 Jump Server Parameters
Field Name Description
Host name Name defined to server
User Name Login username
Password Login Password
Number of Connections No of connections to jump server.
Protocol Select the protocol to be used
Description Description of the server
Test Connection To check the jump server credentials

Select Devices tab as shown in Figure 5-68 allows you to map the devices to the specific Jump Server.
There are two options to map the devices to Jump Server:

» All managed devices - It maps all the devices to the Jump Server

» Only thefollowing selected devices - It maps only the sel ected devices to the specified Jump Server.

If you select "All managed devices" option, it maps all the devices to the specified Jump Server. If you
want to map all devicesto specified jump server you have to make sure that no other devices are mapped
to any other Jump Server.

If you select "Only the following selected devices" option, it maps only the selected devices to the
specified Jump Server. If some of the devices which you are trying to map to the specified Jump Server
are already mapped to any other Jump Server, then while creating the Jump Server these already mapped
device will be excluded from the mapping and unique devices will be mapped.
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Figure 5-68 Select Devices
Add Jump Server

Profile Details Select Devices

Select Dewices

(1 All managed devices
(@) Onhy the following selected devices
Managed Devices:

el |4 4 [Page 1 of 1| B M | 57~
"‘? UnifiedCommunications:
-'n’_"fRoulEls

& GenericNetworkDevices (8)

& Optical

i’._"f Storags

& Video

-’;’ UniversalGstewsysAndAcoessSarvers
-’:" ApplicationMNetworking

i’;‘f VoiceGatewsys

-v"," Voioe

-’:’ DataCenter

Manage Data Collection Profiles

Displaying

-

m

FREE

Selected Devices/Groups:
n"" Routers

m

5]

Cancal

Collection profile defineswhat datato collect, from what devicesthat data needsto be collected and how
often the data needs to be collected.

Figure 5-69

Manage Data Collection Profiles %

@ Q- % | @R Add Collection Profil... &F
Name Lock Status
config @ unLocked
test1 ,?}UHLUI:ICEH
dsirt ,?JUHLDEkEd
" fEiunLocked
cem [EunLocked
context T unLocked
Default_CP ,?]IJHLUI:VEH
xmi SunLocked
test [ unLocked
Page 1 of

Scheduled

(X B < < I < < R <

Collection Profile Main Window

=]

Device Selection

Selected
Selected

Selected

Selected

1 device(s) Selected
Selected

AllDevices Selected
Selected

1 group(s} Selected

) import Coliection Profile froma Zip file [0y

Dataset Count
F
3
r
4
1
4

250
2

2

Displaying 1-9 01 9

If there are no collection profiles created, CSPC does not collect any data from any device.

New data collection profiles can be created by clicking Add Collection Profile from Manage Data

Collection Profiles window.
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You can a'so import collection profiles from a zip file stored locally on your system. To do so, click
Import Collection Profile from Zip File button and select the zip file with collection profiles.

To add a new data collection profile, follow the steps given below:

Select the Devices
Select Datasets
Select Profile details
Click OK

Figure5-70 Select Devicesfor a Collection Profile
- Add Collection Profile *

Select Devices Select Datasets Profile Details

Select Devices

@ All managed devices

) Only the following selected devices
Managed Devices: Selected Devices/Groups:

& "
! CloudandSystemsManagement
& Wireless (1)
2 VoiceandUnifiedCommunications
" Hubs
# DataCenterSwitches
& Servers-UnifiedComputing
@ industri ernetSwitches
" ServiceEx nge >
Upload Nodes From File(.txt):
Help... QK Cancel

To start the collection, select a device or a set of devices or improt the .txt file which has | P address of
devices and each | P should be enter in the consecutive line, from which the datais to be collected as
shown in the above figure. Once you select the devices, the second step in creating a profile is to select
some datasets. A dataset in CSPC is an output of acommand (CLI), a SNMP request, a SOAP/ XML
request or a File. Datasets are explained in the Manage Datasets chapter.
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l_:i_gu[g 571 Select Datasets )
Add Collection Profile ¥

Select Devices Select Datasets | | Profile Detail

J: Expand Al | ] Collapse Al | Select Al | Unselect All

Dataset Name Type Coleciton Type Applicable Platf.
4 [ ] CISCO-UNIFIED-COMPUTING-VM-MIB
:[ CISCO-UNIFIED-COMPUTING-VI-MIB Static SNMP [ Custom ]
4 [ {] CISCO-UNIFIED-COMPUTING-NETWORK-MB
[T CISCO-UNIFED-COMPUTING-NETWORK-MIB Static SNMP [ Custom]
4[] (] CHASSISMGREXT-MB

[] CHASSISMGREXT-MIB_apChassisMgrExtModule Static SNMP [ Custom]

Ij CHASSISMGREXT-MIE_apChassisMgrExtModule_1 Static SNMP [ Custom ]
a [ test

[ test2 Static SNMP

[ test Static HTTP
[ testt Static HTTP
4 [7] ] Subvde

[7] show_context_asa_run_dyn Dynamic cu

[ show_context_a=a_start_dyn Dynamic cLl

[7] show vdc run Dynamic Dynamic cLl

[7] show vde start Dynamic Dynamic CcL

[T shnw e run Nvnamic] Tnamir: rll 2]
Help... OK Cancel

Once the required Datasets are selected, select the profile options that define how often you want to
collect the data, as shown below.

Figure5-72 Profile Details
Add Collection Profile *
Select Devices Select Datasets Profile Details

Collection Profile Details

* Profile Title:
* Identifier: Generate
Description: -
Profile Priority: Medium bl
Preserve Run Count: & e
Service Mame:

Service Version:
Rule Package Version:
Use Fallback Credentials: |

Run Discovery Before Collection: =1

Run Prompt Discovery Before
Collection:

Run DAV Before Collection: [
Disable Collection Interval:

Mask IP Address:

Mask Dormain Mame:

Help... oK Cancel
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This provides an options to select the priority of the profileitself, and how many versions of this profile
run data need to be preserved and finally how often the profile is executed to collect data. You need to
provide atitle that identifies this profile as well as an identifier (which is used by the XML APIsto
uniquely identify this profile). If no identifier is provided, the system generates an automatic identifier
for this profile.

Each profileis set up with aspecific priority. Higher priority profiles alwaystake precedence when there
is a contention for resources.

You can specify the Service Name and Service Version for the profile created. Service versionisfor the
specific service program that collects and uploads the data.

Specify the Rule package version.

The Use Fallback Credentials option is provided in case the credential that is being used for data
collection fails (typically if you are using the Discovery Credentials for the data collection as well, it
might not work on all the devices). CSPC picks up the next credential that passed Device Access
Verification as afall back credential to collect the data.

Use the Run Discovery before Collection option to rediscover the devices before running the inventory.

The Run Prompt Discovery before Collection option is used to collect the prompts before running the
inventory.

Use the Run DAV before Collection option to verify the credentials before running the inventory.

Use the Mask | P Address option to mask the | P addresses collected from the customer before uploading
them to Cisco.

Use the Mask Domain Name option to mask the domain names collected from the customer before
uploading them to Cisco.

Mask IP Address and Mask Domain Name options are for data privacy and their usage depends on
customer needs. You can specify the mask settings in Advanced Settings option under Settings menu.

Use the Export Seed File option, if you want to upload all the original seed files saved in the system
along with the Collection profile. You can also export Unreachable devices. This option is disabled if
masking/DPA is enabled.

Use Export Optionsif you would like to export the collection profile data after the successful execution
of the collection profile. You can export the data to the following format:

» Cisco VSEM(.zip)

Check the Upload to Remote Server checkbox, if you would like to upload the collection profile details
to the remote server. If the Upload to Remote Server box is left unchecked the collection profile datais
not uploaded to remote server.

Once these steps are finished, click OK and the Data Collection Profile is created and ready for use.

When a Collection Profile is scheduled to run at later time, ‘ Resume this job automatically if it's
interrupted due to a CSPC Server restart’ option will be available. If the CSPC restarts for any reason
while Collection Profile is running, CSPC will resume the job upon restart.

When you click Advanced Options in Profile Details window, following windows is displayed.
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Figure5-73 Advanced Collection Profile Options
Advanced Collection Profile Options ey
Advanced Settings Inventory Change Rules
Select Filtered Collection Profile Options

] Execute this profile only if the following Collection Profile data changes

Collection Profile

Select SNMP Protocols

Awvailable: Selected:
LocalStorage =
*:
snmpvl B
sNMpv2C
snmpv3 =
Select CLI Protocols
Awvailable: Selected:
LocalStorage
telnet
+
=
sshv2
Select HTTP Protocols
Awvailable: Selected:
LocalStorage &)
*
htt
A
T [« B -

oK Cancel

Advanced Collection Profile Optionswindow showsthe available, SNMP, CLI and HTTP protocols. You
can selected the desired protocol from the list and add it by clicking arrow or select all by clicking
on the double arrow .

You can move the protocol up or down by using the arrow keys next to the selected box. The protocol
on top in the selected box takes precedence and is run first as compared to the ones below it.

If you select Local Sorage, then whenever you execute for aparticular device or dataset it will first check
if it existsin the local database, if it is not found then based on the protocol order selected it will go to
the next one.

You can also set afilter to execute the profile only if a certain collection profile changes. To set thefilter,
select the check box next to Execute this profile only if the following collection profile data changes,
click Browse button and select the collection profile.

Click Inventory Change Rules to add of modify the Rule. Select Dataset and enter Ignore Regular
Expression and click OK

Common Services Platform Collector User Guide
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Figure5-74 Inventory Change Rule Details

Click OK button to save the selection.

Go back to CSPC Flow Chart
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Create Adhoc Data Collection Profiles
You can create adhoc collection profile if you want some devices to be configured to collect data based
on the datasets.

In general a collection profile will be associated with a set of devices. This means when you run
collection profile, collection will be performed on devices associated with this collection profile
definition.

If you wants to run a collection profile for a different set of devices other than what is present in the
profile definition. An Adhoc collection profile serves this purpose.

When you create adhoc collection profile, select:
* A base collection profile
» Device details
» Scheduling information

Adhoc collection profiles inherit collection details (like data sets) from a given base collection profile.
It inherits all the details except device details and scheduling information.

On clicking “Create Adhoc Data Collection Profiles”, screen as shown in Figure 5-75 is displayed.

Figure 5-75 Adhoc Collection Select Devices
Add Adhoc Collection Profile ®

Select Devices Profile Details

Select Devices

@ All managed devices

Only the following selected devices
Managed Devices: Salected Devices/Groups:

@l
[+ [+
[€] 2
[
= Hub ot
Upload Modes From File(. txt):
Help... | OK Cancel |

Enter the mandatory details under the following two sections:
» Select Devices
» Profile Details

Common Services Platform Collector User Guide
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In Select Devicesyou can select all managed devices or only few devices. You can also browse to upload
list of nodes from .txt file. Profile Details you can add the mandatory details as shown in Figure 5-76.

Figure 5-76 Adhoc Collection Profile Details

| add Adhoc Collection Profile *

Select Devicas Profile Details

Collection Profile Details

* Profie Title: user_adhac
| * Identifier: user_adhoc Generate
* Base Collection Profile: NOS_Default_CP >

Collection Profile Schedule

| Schedule Periodic Collection
The selected preference is to use the Client Time Zone (India Time Zone)

Schedule Start Date/Time Tue, Dec 4, 2012 DB:25:00

Configure Schedule

Help... OK Cancel

The drop down box beside “ Base Collection Profile” listsall the collection profiles present in the CSPC.
You needs to select a collection profile as a base collection profile. It is mandatory to select a base
collection profile.

Configure schedule can be used to schedule adhoc collection at a specified time and can be repeated at
certain intervals by giving the required details.

Figure 5-77 Configure Schedule

Configure Schedule ]

Range of Recurance

Schedule Start Date/Time  December 04,2012 H 08 . 25 : [VRepeat schedule

No end date
Schedule End Date/Time
8 End by December 04,2012 5 08 [30 %

Recurance Pattern

o Minuitely
Daily
Weekly
Monthly

Every 200 | minutes.

Yearly

Ok Cancel
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Click OK to save the Profile and device details to the adhoc collection profile. On successful
completion, you will receive a message as shown in Figure 5-78.

Figure 5-78 Confirmation Message
User Editor

i The &dhoc collection profied Jobld =
19 3 was schieduled successfully.

The adhoc collection profile created will appear in the Manage Data Collection Profiles tab.

M anage Datasets

Manage Datasets is used for creating a new data collection point. Datasets are the building blocks of
CSPC Caollection Profile. Datasets contain the platform definitions, data/masking rules. You can either
Add, Modify or Delete a dataset.

A Data Set in CSPC is an output of acommand (CLI), SNMP request (SNMP) or XML output
(SOAP/XML).

Figure 5-79 Manage Datasets

Manage Data Collection Profiles '* Manage Datasets *

@ Q- * | @D Add Dataset... & (=] €3 import Dataset from a Zip file i ]

Dataset Name Type Collection Type Lock Status Applicable Platforms Category Created By

PhysicalPortiD_Containedin Dynamic SNMP [ PhysicalPort admin -

PhysicalPortiD_Descr Dynamic shmp B UnLocked PhysicalPort system

PhysicalPortiD_HardwareRev  Dynamic SNMP Biiciisi PhysicalPort system

PhysicalPortiD_index Dynamic shup B PhysicalPort admin

PhysicalPortiD_Name Dynamic SNMP Biidoied PhysicalPort admin 3

PhysicalPortiD_ParentRelPos  Dynamic SNMP B PhysicalPort system

show_context_ssa Static cu B nlockeg [ Custom] SubModule system

show_context_asa_run Static cu Bt oo [ Custom | SubModule system

show_context_asa_run_dyn  Dynamic cul B s Subvde system

show_context_asa_start Static cu B [ Custom ] SubModule system

show_context_ssa_start_dyn Dynamic cul Biiniis Subvdc system

show_context_run Static cu B unlockeg 1 Custom] SubModule system

show context run Dynamic Dynamic cu ﬁU"LDEkeﬂ Subcontext admin

show_context_start Static cul B iriomci [ Custom] SubModule system

show context start Dynamic Dynamic cu ﬂla P — Subcontext admin

show_vdc Static cu B [ Custom] SubModule system

show_vde_run Static cu [ PP [ Custom | SubModule system

show vdc run Dynamic Dynamic cu T UnLocked Subvdc admin

show_vdc_start Static cu Bunlockeg  [Customl SubModule system |
Page 1 of6 b bl Displaying 1 - 50 of 271

Select Add Dataset option when you are ready to create a new data set. You can create Static and
Dynamic datasets.

You can also import datasets from a zip file.To do so, click “Import Dataset from a zip file” button on
the Manage Datasets window and select to the zip file to import.
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Collection mechanism specified in the static dataset is defined as a command or SNMP request
Follow the steps given below to add a new static data set:

Provide data set details
Provide data set platforms
Click OK

Select Create static dataset option and then click OK button to create a static dataset as shown in the
figure below.

Figure 5-80 Add Dataset

Add Dataset *

Create a static dataset. The collection mechanism speicfied in the static dataset is defined as a
command or SMNMP request.

(+ Create 3 static dataset

Create a dynamic dataset. The dynamic datasets allow collection of data based on the output
ancther command or set of commands.

" Create a dynamic dataset

Help... OK Cancel

Add/Modify Dataset is used for creating/modifying a Dataset. Dataset can be added either as locked or
unlocked.

The following are the steps to add a dataset.

Provide the following dataset details:
Title: Name of the Dataset. Thisis a mandatory field
Identifier: This can be user defined. If thisis not defined by user, this will be generated by System

Category: Thisisamandatory field. Thisis custom defined by user. If you enter a category that
does not exist, a new category is created

Collection Interval: You can specify the collection intervals in milliseconds
Tag: Select the tag from the drop down list

Description: Description for the Dataset
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Figure 5-81 Provide Dataset Details
Add Dataset ¥

Dataset Details Dataset Platforms

Dataset Details

* Title: datasetdetails

* Identifier: _datasetdetails Generate
* Category: CISCO-MEMORY-POOL-MIB it
Tag: Config dud

Collection Intenval{ms): 100000

Description:

Help... oK Cancel

Sep2  Oncethisinformation is provided, you can now select the applicable platforms for this dataset and the
collection method using the following options:;

Dataset Type:

e CLI

+« SNMP

+ SOAP XML Requests

« Config Retrieval using SNMP
+ FILE

« XML

o WMI

« HTTP

« TL1

Common Services Platform Collector User Guide
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CLI:
CLI isselected inthisexample. CLIs are the datasets which contains commandsto execute on the device.

Figure 5-82 Dataset Platform Options (select CLI)
Add Dataset x
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: cLy =
CLI
Select Platform an SNMP
SOAP XML Reguests
Config Retrieval using SMMP
FILE
XKML
WMI
HTTP

Platform

4 Add * e

Help... oK Cancel

Select a specific platform for which this dataset is applicable. The list of platformsis pretty extensive,
and you can select a platform based on a matching operating system, matching device group or any other
format. You can also create your own platform definitions as explained in the Manage Platform
Definitions chapter.

Figure 5-83 Dataset Entry Details (CLI)
Dataset Entry Details ¥
* Select Platform: | Cisco Device bd

* Commmand String: | show wversion

Add/Modify Sub Mode

Maximum Lines: 10
Integrity Rule: CNC Global Interity Rule hd
Masking Rule: CNC Configuration Masking Rule v

Dataset Timeout: | 10000]

oK Cancel
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Once the platform is selected, enter a command string (as you are creating a dataset based on CL1) for
NATed Appliances you need to use this format as explained in Optional Parameter for NATed
Appliances, page E-1, and enter other details such as:

« The Sub Mode option for configuration (applicable only to the IOS-XR platform for executing
commands in admin mode)

« Maximum Lines (some command outputs might run in to thousands of lines, using this option
provides a way to curtail that information to the selected number of lines)

« Integrity Rule (helpsto determineif the command output returned from the deviceisaproper output
on successful execution of the command or the output returned is an error message. You can define
your own integrity rules. Integrity Rules are discussed further in Applications->Device
Management->Data Collection Settings tab),

» Masking Rule (what specific fields in the command output needs to be masked)
» Dataset time out (how much time collector should wait for the data output).

SNMP:
Select SNMP option from Dataset Type and click Add button.

Figure 5-84 Dataset Platforms Options (select SNMP)
Add Dataset x
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: SNMP 7

Select Platform and Collection Parameters
Platform Reguest Type Mo. Of OIDs Timeout
ACNS Column 1 1000

+ Add % 2

Help... oK Cancel

The following screen shots show adding an SNMP data set. Once you select SNMP in the Dataset
Platform Options, add the MIB variables as shown in Figure 5-85. All the MIBs that are preloaded are
shown, and you can pick which MIB and which variables you would like to add to your dataset.

Common Services Platform Collector User Guide
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Figure 5-85 Dataset Entry Details (SNMP - Select the MIB Variables)
SNMP Object Details #

' Known SMMP Object 1d

* Object Id: 1234
Title: Cisco SMMP Test
* Request Type:  Scalar v

" Browse SNMP MIBs to select Object Id(s)

* Select a MIB:

oK Cancel
Once the selection is finished, click OK.
SNMP variables are added to your new data set as shown below.
Figure 5-86 Dataset Entry Details- SNMP
Dataset Entry Details s
* Select Platform: ACMS ~
Dataset Timeout: 10000
Max Retries: 2
Select SHMP Objects
Object id Title: Type
1212 Cisco Test Scalar
1231 CFlashDiew Column
S90011 CiscoFlashD2 Column
=t
=4 |

4 sdd X Delete &* Modify

OK Cancel
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SOAP XML Request:
Select SOAP XML Request option from Dataset Type and click Add button.

Figure 5-87 Dataset Platforms (select SOAP XML Requests)
Add Dataset *
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: SOAP XML Requests .

select Platform and Collection Parameters

Platform URL
ACNS soap/astsve.dll

%+ Add % 2

Help... oK Cancel

Enter the details for SOAP XML as defined below. Once all the datais entered you are ready to add a

new SOAP XML dataset.
Figure 5-88 Dataset Entry Details - SOAP XML
Dataset Entry Details 0
* Select Platform: CCMS5x ~
* URL: [realtimeservice/services/ResPort
* Reguest Body: 1
SOAP Action:

Dataset Timeout:
XSLT File Name:

K Cancel

Common Services Platform Collector User Guide
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Onceyou select Config Retrieval option, and click Add button you can start collecting the configuration
(either running or startup) using SNMP. Once you select the type of data set you would like to create
based on the protocol selected, click Add button to enter the details for the data set.

Figure 5-89

Add Dataset
Dataset Detals Dataset Platforms

Select Data Collection Type

Dataset Type: Config Retrieval using SNMP

Select Platform and Collection Parameters

Platform Command

ACNS Running Configuration

Dataset Platforms (select Config Retrieval using SNMP)

Timeout

1000

4+ Add % te &

Help.. oK Cancel

Enter the details for SNMP ConfigRetrieval. Once all the data is entered you are ready to add a new

ConfigRetrieval using SNMP.

Figure 5-90
Dataset Entry Details

* Select Pltform: | I0S

Config Retrieval using SNMP Details

* Config Type:
Inteqrity Rule:
Masking Rule:
Dataset Timeout:

Running Configuration

CMC Global Interity Rule

CMC Configuration Masking Rule
10000

oK

Cancel
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FILE:

When you select FILE option, and click Add button, you can start collecting the data based on either a
predefined file or user defined file.

Figure 5-91 Dataset Platforms (Select FILE)
Add Dataset ®
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: FILE »

Select Platform and Collection Parameters

Platform File

ACNS VLAN

+ Add % Z

Help... oK Cancel

Enter the detailsfor File selection (Predefined file or User Defined file). Once all the datais entered you
are ready to add a new FILE dataset.

Figure5-92 Dataset Entry Details- FILE
Dataset Entry Details ¥
* Select Platform:  Cisco Device hd
* File Selection: Predefined File b
File Type: VLAN b
File Mame:
File Location: flash

OK Cancel
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XML:

Onceyou select XML Dataset option and click Add button, you can start collecting datain XML format
for supported platforms. Once you select the type of data set you would like to create based on the
protocol selected, click Add button to enter the details for the data set.

Figure 5-93 Dataset Platforms (Select XML)
Add Dataset *
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: XML w

Select Platform and Collection Parameters

Platform XML
Cisco 105 Devices Running == 12.2 XML Test

% Add X Delete 2 Modify

Help... oK cancel

Enter the details for XML selection. Once all the datais entered you are ready to add a new XML
dataset.

Figure 5-94 Data Entry Details - XML

Dataset Entry Details Py

* Select Platform: Cisco Device hd

*= ¥ML Reqguest:

« (1 3

Dataset Timeout: 10000

oK Cancel

Common Services Platform Collector User Guide ]



Chapter 5 Applications |

M Device Management

WMI:

Once you select WM Dataset option and click Add button, you can start collecting WMI data for
supported platforms. Once you select the type of data set you would like to create based on the protocol
selected, click Add button to enter the details for the dataset.

Figure 5-95 Dataset Platforms (Select WMI)

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: WMI ~

Select Platform and Collection Parameters

Platform Namespace Query

ACNS rootsfemvz? Select * from Cis

4 Add X Delete 2 Modify

Help... oK Cancel

Enter the detailsfor WMI selection. Once all the datais entered you are ready to add anew WM dataset.

Figure 5-96 Dataset Entry Details - WMI

| Dataset Entry Details o
* Select Platform: Cisco Device e
* Mamespace: roots) crrwi2
* Query: Select = from CIM DiskDrive

Ok Cancel

Common Services Platform Collector User Guide
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HTTP:

Onceyou select HTTP option and click Add button, Select the platform and specify the URL. These are
mandatory fields. Once done you can start collecting the data.

Figure 5-97 Dataset Platforms (Select HTTP)
View Dataset %
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: ~

Select Platform and Collection Parameters

Platform URL
TP_Conductor /RPC2
TP_Codian /RPCZ

Wiew

Close

Common Services Platform Collector User Guide
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TL1:

Once you select TL1 option and click Add button, Select the platform and the Command string. These
are mandatory fields. You can also enter Maximum Lines, Integrity Rule, Masking Rule, Dataset
Timeout. Click OK button to add the data.

Figure 5-98 Dataset Platforms (Select TL1)

Add Dataset

Distaset Distails Dataset Platforms

Salect Data Collection Type

Dataset Type: TL1 »

Salect Platform and Collection Parameters

Flatform Command Timeout
Cisco Device show version 2000
I Add X
Help... Ok Cancel

Go back to CSPC Flow Chart

Common Services Platform Collector User Guide
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Dynamic Dataset

Dynamic datasets allow the collection of data based on the output of another command or set of
commands.

To create a dynamic dataset, follow the steps given below:

Sep1  In Device Management, click M anage Datasets
Sep2  Click Add Dataset button

Figure 5-99 Add Dataset
Add Dataset %

Create a static dataset. The collection mechanism speicfied in the static dataset is defined as a
command or SNMP request.

(" Create a static dataset

Create a dynamic dataset. The dynamic datasets allow collection of data based on the output
another command or set of commands.

Help... OK Cancel

Sep 3  Select Create Dynamic Dataset and click OK
Sep 4  In Dataset Definition box, specify the dynamic dataset XML
XML file uses the Pari APl XML Schema
Sep5 Click OK
Dynamic Dataset is created and added to Manage Datasets.

Common Services Platform Collector User Guide ]
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Figure 5-100 Create Dynamic Datasets

Dynamic Dataset Editor - Create a new Dataset Ii'
J Dataset Definition
1 |patasst identifier="show podule veraion™>
1 <TyperDynanic</Typa>
1 <Title»show modules version</Title>
4 <CollectionTypexCLI</CollectionTypa>
& <Categor Version</Ca
£ <Statements>
7 «<loop idencifiers" show meduls 1%
L] ectorIngut>
L} <Blacks
10 <nputs>
1 <Dataset>
12 <Datasetlame .T=i1u:=n'er:a:_msege":-_s]m_mduleqmmam
13 </Tataset>
14 </Tnput>
15 <Parama>
16 <Start ignoreCase="false">Hod\sBorta\aCard\aType\athiodel\a+Serial\aio. </Start>
1 <Bnd ignoressea”fylse">Mod\sPorts) sCazd sType' s+hodel) s+Serial\ sho. </End>
1B <I08ConligBlocks»{alses/I0SCan  1gBlocks>
L] «/Tarans»
0 </Block>
Fil ¢ fVectorInput>
) <Statenents>
21 <Loop ideptifisr=" ahow modale 1 1"
Messages -Log

Cancel || Valdate XL
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Manage Platform Definitions lets you select a group of devices that match a specific condition. You can
select what dataisto be collected from this group of devices using Manage Datasets. When anew device
isdiscovered that matches this specific condition, it automatically becomes part of this platform. Hence,
the same data that is collected for other devices in this platform definition is collected from the new

device.

Creating new platform definitions is shown below:

Figure 5-101

Manage Datasets '*/| | Manage Platform Definitions *

Create Platform Definitions

@ Q- % @) Add Platform Defintion... §f

Platform

CCM

I05_XR Add Platform Definition

105_LS1010 Platform Details
105 _as5300

Platform Details
IPVC

LockStatus

E UnLocked

Platform Conditions

Q:: =move Platform Def »

* Title: |

San0s
. * Identifier: |

S0 Description:
ADEOS
WebNS5_C55115x

105_10000

Catos_1 Help...

CCM4x

Cat0S_63ge 1

| Page 1 of2 b M

Sep 1
Sep 2
Sep 3

Test Platform Definition...

ﬂlal UnLocked

E UnLocked

Click Add Platform Definition button

As shown in Figure 5-101, enter the Title, Identifier and Description for the new platform definition

NoOfConditi... CreatedBy
1 system &
*
I Generate
oK Cancel
1 system
2 zystem

-

Displaying 1 - 50 of 78

Once the base data is entered, enter the conditions that make up this platform definition as shown below
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Figure 5-102 Add Platform Conditions
Add Platform Definition *

Platform Details Platform Conditions

select Condition Match Type

Match Type: All of the Columns must be matched b

Define Platform Conditions

Property Operator Walues(s)
Ip Address equals 10.1.1.2
+ Add * Z
Help... Test Platform Definition... oK Cancel

Sep 4  Select whether all the conditions that you are defining need to match in order for a device to be part of
this platform definition or some of the condition matching is sufficient.

Sep5 Click Add to start adding the conditions.

Figure 5-103 Platform Conditions
Platform Condition ¥

Condition Details

* Device Property: 05 Name W
* Operator: equals W
* Value: SAN-05| v

0K Cancel

Sep 6  When entering the conditions, you have the following options:

» You can select OS Name, OS Version, Product Model or SNMP Sys Object ID., and SNMP Sys
Description

» Depending on the Device Property the Valuefield is changed (either OS Name selected from thelist,
or values provided for version, model or sys object id) an Operator can be used to match these two

» The operator provides 6 different options: equals, does not equal, in thelist, not in the list, does not
match regular expression and matches regular expression.

Go back to CSPC Flow Chart

Common Services Platform Collector User Guide
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Sep 7  Oncetheplatform definitionis created, use Test Platform Definition to check if any platforms match this
definition, as shown below.

Figure 5-104 Test Platform Definitions
Add Platform Definition 2

Platform Details Platform Conditions

Platform Details

* Title: 1052
* Identifier: _1052| Generate
Description: a0

Help... Test Platform Definition... OK Cancel

Figure 5-105 Test Customer Platform Definition
Test Custom Platform Definition pie

Select Devices

Managed Devices: Selected Devices/Groups:
4 @ ¥ Voice
& Storage (1)
' -ﬂ; GenericNetworkDevices (4) o "
) 4 Wireless (3)
: -ﬂ; Storage (1)

% UnifiedCommunications (1)
‘ -ﬂ; Telepresence (1)

- & Optical (1)

' Jf’z MNetworkManagement (1)

- &% DataCenter (9)

- &9 Wireless (3)

? E’:"E UnifiedCommunications (1)
-:5:? ServiceReadyPlatform

- & Routers (14)

- & LiveNodes (61)

: -ﬂ; ApplicationMetworking (4)

- & Switches (13)

: Jf’z Security (7} 7

EFIFIEE
©E]

m

Next = Close

Common Services Platform Collector User Guide
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Figure 5-106

Test Custom Platform Definition

Figure 5-107
Import from Zip Platform Definition

Platform Applicability Status

Device

0 rcdn-astp-cmpub02
W Device_5_0_1_22
&P Device_5_0_1_51
&) Device 5. 0.1_52
& Device_5_0_1_25
W Device_5_0_1_26
&P Device 5. 0.1 23
W Device_5_0_1_24
& wLcucmasP

0 wsaldl

& Device_5_0_1_27

& Device_5_0_1_46

Upload File

C:‘;Users\shahians‘;Des} Submit

Platform Applicability Status

Import from zip file

Platform Applicability
Mot Applicable

Mot Applicable
Mot Applicable
Mot Applicable
Mot Applicable
Mot Applicable
Mot Applicable
Not Applicable
Mot Applicable
Mot Applicable
Not Applicable

Mot Applicable

m

Close

You can also import platform definition from a zip file stored locally on your system. To do so,
right-click in the Manage Platform Definitions window and select “Import Platform Definition from Zip
File” option, browse to the zip file with platform definition on your system as shown in Figure 5-107
and click Submit.

Done
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Data Integrity Rules are defined to identify whether a command execution returned a correct response
or an error message. You can create new data integrity rules as shown below:

Figure 5-108 Create a New Data | ntegrity Rule
Manage Platform Definitions '#/| | Manage Data Integrity Rules '*
e Q- & aAdd Data Integrity Rule.... 8 odify L 0 = ta Intearity Rule »
Rule Lock Status. No. of Condi... Created By
CNC Global Interity Rule E UnLocked 27 system
Add Data Integrity Rule %
Rule Details | Rule Conditions

Integrity Rule Details

* Title: | |

* Identifier: | I Generate

Description:

Help... oK Cancel
Page 1 of 1| & Displaying 1 -1 of 1

Sep 1
Sep 2
Sep 3

Click Add Data Integrity Rules button

Enter the Title, Identifier and Description for the new data integrity rule

Once the base datais entered, enter the rule conditions that make up this rule as shown below

Common Services Platform Collector User Guide ]
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5-88

Sep 4

Sep 5

Sep 6

Figure 5-109 Rule Conditions for Data I ntegrity Rules
Add Data Integrity Rule »

Rule Details Rule Conditions

select Rule Match Type

Rule Match Type: | Al of the Rules must be matched w

Define Integrity Rule Conditions

Operator Expression
matches the expression cisco
4 11 [
4+ Add X 2
Help... oK Cancel

Select whether all the conditions that you are defining need to match in order for a device to be part of
thisintegrity rules or if some of the condition matching is sufficient.

Click Add to start adding the conditions.

Figure5-110 Rule Conditions
Data Integrity Rule Condition Details #

Data Integrity Rule Condition Details

* Operator: rratches the expression W
* Expression: cisco
Error Message: Invalid Comrand|

Ok Test Regular Expression... Cancel

When entering the conditions, select the operator (matches the expression or does not match the
expression), the regular expression value and what error message to display.

You can also import platform definition from a zip file stored locally on your system. To do so,
right-click in the Manage Data Integrity Rules window and select “Import Data Integrity Rules from a
Zip File” option, browse to the zip file with Integrity rules on your system and click Submit.

Go back to CSPC Flow Chart

Common Services Platform Collector User Guide
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Manage Data Masking Rules
Masking options are provided to mask certain sensitive information such as User Names/Passwords in
the configuration files before exporting them to higher level applications. You can create data masking
rules that tell the collector what data to mask before exporting it.
Create a new masking rules as shown below:
Figure 5-111 Create New Data Masking Rule
Manage Platform Definitions '®/| | Manage Data Integrity Rules '*/| | Manage Data Masking Rules '*
c Q- L] oAddMaskingRule... 8 odif 0 ove hasking Hile olmpnnMaskingRulefrnmaZipﬂle @ o
Rule Lock Status No. of Patte... = CreatedBy
CNC Configuration Masking Rule EIUnLucked 156 syatem
..Ad.d Masking Rule %
Rule Details || Rule Patterns
Masking Rule Details
* Title: ‘ l
* Identifier: l Generate
Description:
Help... oK Cancel
| Page 1 of 1| | Dizplaying 1-10f 1
Sepl Click Add Masking Rules button
Sep 2  Inthe Add Masking Rules window, enter Title, Identifier and Description for the new masking rule
Sep 3 Oncethe base data is entered, enter the rule patterns that make up this rule as shown below
Common Services Platform Collector User Guide
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Figure5-112
Add Masking Rule

Rule Patterns for Data Masking Rules

Rule Details Rule Patterns

Define Mask Rule Patterns

Matching Expression Replacement Value

MFusername+\(3 frsed

Sep 4  Click Add to start adding the conditions.

Figure5-113 Rule Pattern Conditions

Data Mask Pattern Details

Data Mask Pattern Details
* Expression: ~[J*username+\[$

* Replacement:  #####F#F

OK Test Regular Expression...

Sep 5
replaced by the string Xxxxxx.

Add X Delete £ Modify

Help... oK Cancel

Cancel

As defined here whenever there is a Username followed by Password in the configuration files they are

You can also import masking rules from a zip file stored locally on your system. To do so, right-click in
the Manage Data Masking Rules window and select “Import Masking Rules from Zip File” option,
browse to the zip file with masking rules on your system and click Submit button.

Go back to CSPC Flow Chart
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Import All Rules

You can import all rules by clicking on Import All Rules option under Data Collection Settings. In the
dialog box that is displayed click Browse button, select the rulesfilein zip format and click OK to start
importing al rules.

Figure5-114 Import All Rules
Import All Rules from Zip File *
Upload File

Browse... Submit

Done

Go back to CSPC Flow Chart

Manage Syslog Sour ce Files

Syslog Source Files options are provided to define the syslog collection from devices. You can add new
settings for syslog sources.

For supported syslog formats and examples, see Appendix C, “Supported Syslog Formats”.

Figure5-115 Manage Syslog Source Files
Manage Syslog Source Files '*

e Q- * | €3 Add Syslog Source Settings... 6 »
Source File Name Pooling Freguence(ms) No. of Filters
SyslogSource 10000 0

Source Log 15000 0

Page 1 of 1 Displaying 1 -2 of 2
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Create new syslog source file by selecting the Add button.

Add Syslog Sour ce option is provided to add a new Syslog source. There are two tabs in adding the
syslog sources.

First tab isFile Details as shown in Figure 5-116. You need to provide the following information on this
screen:

« Source File Path: The path where the Syslog source is located.
» Identifier: It can be either user defined or system generated.

» Roll Over File Name: Thisisthe name of thefile that needs to be spooled in case the primary filed
rolled over.

» Polling Frequency: Thisisthe polling frequency to poll the Syslog messages. The value will bein
between 5000 to 3600000 milliseconds.

» Description: Description of the file.

Figure5-116 Add Syslog Source
Add syslog Source Settings ¥

File Details || InputFilters

Syslog Source File Details

* Source File Path: c:\syslog_modified. bt
* Identifier: _csyslog_modifiedbxt Generate
Rollover File Narme: syslogmode

* Pooling Frequency(ms): 5000

Description:

Help... QK Cancel

Second tab is Input Filters; when you select the Add button, Input Filter Details window will pop up.
You need to provide the following information for this screen:

» Source Device: Device from which messages to be spooled.

*  Minimum Severity: Minimum Severity that needs to be displayed.
» Maximum Severity: Maximum Severity that needs to be displayed.
« Component Name: Name of the component in the message.

« Mnemonic Text: Mnemonic text in the message.

« Description: Description in the message.

« Action to be taken: It can either be Accept or Drop the syslog.

Common Services Platform Collector User Guide
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Figure5-117 Add Input Filter
Modify Syslog Source Settings X

File Details Input Filters

Define Syslog Input Filters

Conditions Action
(Source matches 10.1.1.1) &% (MinSeverity eguals to 0) &8 (MaxSeverity equals to 3) && (Componen... Accept

+ Add X &

Help... oK Cancel

Click Add button, a screen as shown in Figure 5-54 is displayed. Enter the details as shown below.

Figure5-118 Add Input Filter Details
Input Filter Details 4

Define Source Input Filter Details

Source Device: 10.1.1.1

Minimurm Severity: |0 (emergency) b
Maximurm 3 (error} b
Severity:

Component SYSLOG

MName:

Mnemonic Text: |CPUHOG

Description:

Action to be taken

* Action: Accept v

oK Clear Cancel

Common Services Platform Collector User Guide
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Manage Upload Profiles

In Manage Upload Profiles, you can specify the type of datawhich includes syslogs, inventory, and DAV
that needs to be uploaded locally or to the backend.

Figure5-119 Manage Upload Profile

Manage Upload Profiles *
Glmpurt Upload Profile from a Zip file =+ @

@ Q- % | @) Add Upload Profile.. 6

Name Lock Status Scheduled
NOS Full Upload i UnLocked a

MNOS Incremental Upload ﬁ:hiUnLclckel:l G

NOS Default Upload & UnLocked 9

Page 1 of 1 Displaying 1-3o0f3

You can import an upload profile from zip file stored on your system. To do so, click Upload Profile
from a Zip file icon on Manage Upload Profiles screen. In Upload File dialog box, browse to the file

and click Submit button to start uploading the file.

@ Common Services Platform Collector User Guide
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Figure 5-120 Add Upload Profile

add Upload Profile

Upload Profile Details

= Profile Title i )

- identifier P

Description

@ Default Upload
Upload Devices to
Select Servicef Collection Profile

@ Query Service Spedific Data i Query Collection Profile Data b

Select Module For Upload

[¥: Upload Inventory

Select Dewvices

@ Upload All Device Data [ Upload Syslogs
Upload Inventory Updated Device Data
" From Last Successful Upload [Tl upload DAV Data
Time Interval minutes.

Upload Profile Schedula
] schedule Periodic Upload

Export Options

@ Export To Remote Server
| Export To Local Server

File Mame Prefix:

Help... oK Cancel

You can upload devices to the default entitlement using Default Upload or to an entitlement from drop
down using Upload devicesto.

You can specify the module for upload by selecting available services or by querying the collection
profile data.You can upload all device data or upload inventory updated device data by specifying the
time interval in minutes or choosing an option “From Last Successful Upload”.

To upload DAV data or Syslogs, select the Upload DAV Data checkbox or select the Upload Syslog
checkbox. For Syslogs specify the time intervals in minutes.

You can also schedule periodic uploads of the data using Configure Schedule option. This data can be
exported to remote server or to a server locally.
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M anage Groups

Use the Manage Groups sub tab of the Device Management tab to create and manage device groups.

Device Groups

Device Groups option is used for Adding, Modifying or Deleting device groups. There are certain
default system generated groupsin CSPC. In addition, if you want to create device groups, then you can
use these settings. Device groups can be Static or Dynamic. In static device groups you have to manually
select the devices that are part of a given group. In dynamic group you will define a criteria and all
devices that match the criteria (either currently managed or not) will automatically appear in this group.

Figure 5-121 Device Groups Main Window

Device Groups *

e Q- * | @ Add Device Group... @ - @

Group Name Category Type Membership Member Count  Description

Device Group2 Device Group User Defined Dynamic o Device Group2
Group Device Device Group User Defined Dynamic ] Group Device
TestGrp Device Group User Defined Static 0 Static Device Group

When you select Add Device Group you chose whether to create a static group or dynamic group.

Figure5-122 Add Device Group
Add Device Group %

Create a static device group. The member devices of ths group are defined manually by selecting
the devices that belong to this group.

@ Create static device group.

Create a dynamic device group. The member devices of ths group are defined automatically by
evaluating a set of heuristics defined by the user.

Create dynamic device group.

Help... oK Cancel

Creation of static group is defined below.

Common Services Platform Collector User Guide
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Figure5-123 Creation of Static Groups

Add Device Group 4

Group Details
* Group Name: static

Description: -

Group Members Details

Group Memebers:

Z Edt | % Clear

Help... OK Cancel

Enter the group name and description, and select group members by clicking Edit in the window. Once
the devices are selected or click browse to upload .txt file containg the devices, click OK to create the
static device group.

Figure 5-124 Managed Devices

Select Devices X

Select Devices

Managed Devices: Selected Devices/ Groups:
40 ) Device 5.0 1_31
w SErviceexenange (1) “ CSTGE-FZ0-Vian

8 xDSL ) Device 5 0_1_27

4 &% LANSwitches (17)
Pagel1 of 1 =~ |Displaying 1- 17

@ csTGF20VIan

@) Device 5.0_1.5
@) 2950-Switch

& Device 5. 0_1_24
&) Device 5.0 1 22
@) Device 5.0_1_25
@ catalystas0z

@) IDF-HERBY-1

@ Ws-C35E0E24PD-E

0 switch -

FE]

m

EREE]

Upload Modes From File(, txt): Browse... |

Select Cancel |

Similarly, when you select the Dynamic Group option while creating new device groups you can define
the heuristics used to identify which devices belong to that specific group. Thisis shownin
Figure 5-125.

Common Services Platform Collector User Guide
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Figure 5-125 Add a Dynamic Group
Add Device Group *

Group Details Group Rules
Group Details
* Group Name: Dynarmic

Description: *

Help... oK Cancel

Once you define the group hame and description you are ready to define the Group Rules, as shown
below.

Figure 5-126 Add Group Rules
Add Device Group ¥

Group Details Group Rules
Select Rule Match Type

Rule Match Type: Al of the Rules must be matched b

Define Group Rules

Aftribute: Operator Value
Device Host Name equals console
+ Add X & " TestRules. .
Help... OK Cancel

Define the conditions or rules that must be matched or not matched based on the attributes and values.
Add these conditions by clicking Add.

Common Services Platform Collector User Guide
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Figure 5-127
Group Rule Details

Group Rule Details
* Attribute Name:
* Operator:

* Value:

oK

Group Rule Details

Device Host Name
equals

console

Cancel

DeviceManagement W

Select any of the Attributes like Device Host Name, Device OS Version, Device Vendor Name, Device
Product Module, or Device IP Address and use one of the Operator like equals, containsin the list and

so on, and provide a Value. You can create any number of rules.

Newly discovered devices are matched for these conditions automatically and are added to the dynamic

groups.

Table 5-8

Special Casesin Group Rule

Special Cases

Figures

If you select Device OS Name as Attribute
Name, then you need to select the value form the
dropdown

Group Rule Details

Group Rule Details

* Attribute Name:
* Operator:

= Value:

Device 05 Mame
equals
Acns|

ACNS

ACSW

ADE-O5

| Altiga0S

ASA

Cat0s

CBOS

CDs-15
CDs-Tv

CMIC Firmware
Cisco I05-700
Cisco ME1100
CsM

T8

If you select Device | p Address as Attribute
Name and Operator as does not belong to the
range, then you need to enter Start |p Address

Group Rule Details

Group Rule Details

and End Ip Address

* Attribute Name:
* Operator:
*Start Ip Address:
*End Ip Address:

Device Ip Address
does not belong to the range\

oK

Cancel

Common Services Platform Collector User Guide ]



Chapter 5

Applications

M Device Management

Special Cases Figures
For any of the Attribute Nameif you select does
not exist in thelist asOperator, then you need to || Sweus Rk petsis £
add the Value manually using the edit icon on the - Group Rule Details
screen. * Attribute Name: Device Product Model ki
* Operator: does not exist in the list 2
Value Value x |f
Value ag
* Add X 4
;:_5-:' || cancel
If you select Inventory Status or Config Status
as Attribute Name and Oper ator as contains Of  ||eroufule betils X

doesnot contain. Select therequired statuson the
screen and Select the Available Servicesfrom the
drop down. Only for Inventory Status NOS lists
all the dataset name and you can select for thelist.

Inventory status provides you granular
information. It is recommended to create the rule
based on inventory status if you want to create a
group based on dataset specific.

Group Rule Details
* Atiribute Name: Inventory Status
* Operator: contains

[T Mot Applicable

[ Successful

@] Integrity Check Failed

[ Failed

[ Skipped

* Available Services: | NOS|

m

@) Expand All i} Collapse All | Select All
Dataset Name Type
] CISCO-UNIFIED-COMPUT
|"| CISCO-UNIFIED-COMPUT Static
4 || ) CHASSISMGREXT-MIB
[ CHASSISMGREXT-MIE_¢ Static
[ CHASSISMGREXT-MIE_: Static
i CISCO-UNIFIED-COMPUT
|| CISCO-UNIFIED-COMPUT Static

4 || Subvdc

Unselect All |

Colleciton Type ~ Applicable Pla

SHNMP [ Custom ]
SHMP [ Custom

SNMP Custom ]
SHNMP [ Custom ]
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Job M anagement

Use the Job Management sub tab of the Device Management tab to retrieve Job information. The job
information can also be exported to an output file. The currently supported file formats are PDF, HTML,
DOC, CSV (Comma delimited), TXT (Tab delimited).

This section describes the Job Management options in the following topics:
« Manage Discovery Jobs
» Manage Device Access Verification Jobs
» Manage Workflow Jobs
» Manage Configuration Jobs
« Manage Device Prompt Collection Jobs

» Manage Health Monitor Jobs

M anage Discovery Jobs

Manage Discovery Jobs provides alist of all the discovery jobs previously run, and provides you with
an option to either export the job information or delete job information from the database as shown
below.

Figure 5-128 Manage Discovery Jobs

Device Groups '*/| | Manage Discovery Jobs

(: Q- X oﬂemnveJub @ 0

Job id Job Name Created By Description Created On

1 Discover Devices1348651452504 gyglaem—— Wed, Sep 26, 201... *

2 Discover Devices 1348851805031 syj @ Refresh Wed, Sep 28, 201...

3 Discover Devices1348651855166 ad! | 0 Help Wed, Sep 26, 201...

4 Discover Devices1348652079990 ad Wed, Sep 26, 201... |E

5 Discover Devices13485652251311 ad:]. o Rzl Wed, Sep 26, 201...

] Discover Devices1348652403611 adl | @ Export Wed, Sep 26, 201... i

7 Discover Devices13485652611816 admin Wed, Sep 26, 201...

18 Discover Devices 1348673234040 admin Wed, Sep 26, 201....

M Discover Devices 1348728871253 admin Thu, Sep 27, 201...

B Discover Devices 1348730047836 admin Thu, Sep 27, 201...

45 Dizcover Devices 1348730680920 admin Thu, Sep 27, 201...

50 Discover Devices1348730997841 admin Thu, Sep 27, 201...

5 Discover Devices1348732076984 admin Thu, Sep 27, 201...

52 Discover Devices1348732615240 admin Thu, Sep 27, 201...

66 Discover Devices1348741516989 admin Thu, Sep 27, 201...

67 Discover Devices1348741574537 admin Thu, Sep 27, 201...

70 Discover Devices 1348746566737 admin Thu, Sep 27, 201... =
Page 1 of3 b B Displaying 1 - 50 of 132
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M anage Device Access Verification Jobs

Manage Device Access Verification Jobs providesalist of all the device verification jobs previously run,
and provides you with an option to either export the job information or delete job information from the

database as shown below.

Figure5-129 Manage Device Access Verification Jobs

Device Groups '*/| | Manage Discovery Jobs '*/| | Manage Device Access Verification Jobs '*

fg Q.- & °Remuvean @ 0

Job Job Name Created By
] telnrt admin

9 re admin

10 2 admin

" 3 admin

19 wer admin

20 ert admin

35 12 admin

k2] 123 admin

47 4 admin

48 5 admin

53 566 admin

54 45 admin

71 458 admin

86 davi cspcadmin
87 safg capcadmin
Ll 122 admin

96 13 admin

Page 1 of2| b M

Description

@3 Refresh

0 Help

o Remove Job

Expart

Created On

Wed, Sep 26, 201... *
Wed, Sep 25,201 | |
Wed, Sep 26, 201...
Wed, Sep 26, 201... |=|
Wed, Sep 26, 201...
Wed, Sep 26, 201...
Thu, Sep 27, 201 ...

Thu, Sep 27, 201...

Thu, Sep 27, 201...

Thu, Sep 27, 201....

Thu, Sep 27, 201

Thu, Sep 27, 201...

Thu, Sep 27, 201 ...

Fri, Sep 28, 2012...

Fri, Sep 28, 2012...

Fri, Sep 28, 2012...

Fri, Sep28,2012...

Dizplaying 1 - 50 of 56
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Manage Wor kflow Jobs

Manage Workflow Jobs provides a list of workflow jobs that are previously run, and provide you with
an option to either export the job information or delete the job information from the database as shown
below.

Figure5-130 Manage Workflow Jobs

Manage Worlflow Jobs %

© Q- % | @ Removetob | = @

Job Id Job Name Crested By Desoiption Crested On

3] CollectionExportWorkFlowJob system Fri. May 3, 2013 02..
¥} Refresh
O Help
o Remove Job
=+ Export

Page 1 of 1 Displaying 1 - 1 of 1
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M anage Configuration Jobs

Manage Configuration Jobs provides alist of all the device configuration jobs previously run, and
provides you with an option to either export the job information or delete job information from the

database as shown below.

Figure5-131

Manage Configuration Jobs '*

@ Q-
Job id
74
75
76

ki

78

79

80

81

82

83

84

85

Page 1

Manage Configuration Jobs

Job Name

© 0 o~ @ ot s W R

Eoillie-d—

of 1

L oﬂemnveJuh 0

* Created By

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin

Description

@ Refresh

@ Help

o Remaove Job

Export

Created On

Thu, Sep 27, 2012._..
Thu, Sep 27, 212...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...

Displaying 1 - 12 of 12
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M anage Device Prompt Collection Jobs

Manage Device Prompt Collection Jobs provides alist of all the device prompt collection jobs
previously run, and provides you with an option to either export the job information or delete job
information from the database as shown in Figure 5-132.

The jobs info can also be exported to an output file. The currently supported file formats are PDF,
HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)

Figure 5-132 Device Prompt Collection Jobs

Manage Device Prompt Collection Jobs *

@ Q- % || @Remove Job | B | €D
Jobid Job Name Created By Description Created On
192 test admin Mon, Oct 8, 2012...

(’3 Refresh

@ Help

o Remove Job

{ |Page 1 of 1 Dizplaying 1-10f 1
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Manage Health Monitor Jobs

Health Monitor Jobs provides alist of al the monitor jobs previously run, and provides you with an
option to either export the job information or delete job information from the database.

Health Monitor job which comes as part of NOS configure installation. Thisisadaily scheduled job. A
user cannot alter or create a scheduled health monitor job from GUI/CLI. The screen shot of health
monitor job after installation is shown in Figure 5-133. The jobs information can also be exported to an
output file. The currently supported file formats are PDF, HTML, DOC, CSV (Comma delimited), TXT
(Tab delimited)

Figure 5-133 Health Monitor Jobs

Manage Health Monitor Jobs *

© Q- X o Remove Job | =+ | @

Job id Job Name Created By Description Created On

[ MOS_HealkhMonitor_Job CSpCUser Wed, May 29, 201...
11 heatth_mfonitor_job_12f0085214334 CEpCuser Wed, May 29, 201...

Page 1 of1 Displaying 1 -2 0f2

Job run details can also be viewed from Reports -> Job M anagement Reports. From the drop down
select Health Collection jobs and click OK as shown in Figure 5-134.
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Figure 5-134 Job Report Filter

Manage Health Monitor Jobs '*

w Q- % || @Remove job | =+ | @

Job K4 Job Name Created By Description Created On
13 NOS_HealthMonitor_Job nosadmin Mon, Mar 25, 2013...
Job Report Filter *

Select Job Parameters

Job Group Type Health Collection Jobsg [~

Help... oK Cancel

Page 1 of 1| b b Displaying 1 - 1 of 1

Figure 5-135 Health Collection Jobs

Manage Health Monitor Jobs 1% Health Collection Jobs *

© = el Q- x| =
Jobid = Job Name Job Descript... Created. Created On Modifie... = Modified On First Run Time Last Run Time: Run Next Schedule T_._
H 6 NOS_Health... nosadmin  Mon, Mar 25, 20... Tue, Mar 26, 20... Tue, Mar 26,20... 1 Wed, Mar 27, 20...
Page 1 of 1 F Displaying 1 - 1 of 1

In Figure 5-135 you could see Job 1d, Job Name, Created By, Created On, Modified By, Modified On,
First Run Time, Last Run Time, Run Count, Next Scheduled Time. On the screen, thereisno option from
where the job could be triggered manually.
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There are two CLI's using which this could be achieved. The CLIs are listed below:

* job_schedule_healthMonitor_runnow.sh

* show_settings healthMonitor jobparameters.sh

Using show_settings_healthMonitor jobparameters.sh YOu could view any health monitor job
parameters and thefirst CLI, job_schedule healthMonitor runnow.sh iSused to create arun now job.
It expects 4 parameters. Figure 5-136 shows the view health monitor job parameters from CLI.

Figure 5-136 CLI Command

EP sdministrator@nosdev-229/opt/CSPC i/ components/2.2/cli/bin/linux s S

A new health monitor runnow job can be scheduled from CLI as shown in Figure 5-137.

Figure 5-137 CLI Command
@ asdministrator@nosdev-228opt/CSPC i components/2.2 clibin/linux =l HH

Common Services Platform Collector User Guide
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CHAPTER 6

Applications - Reports

Use the Reports tab to view the collected dataand job log detail s for discovery, inventory, collection and
backup jobs.

This section describes the Reports options in the following topics:
« Inventory Reports
« Job Reports
« Server Audit Trails

All the reports can be exported to various formats such as HTML, Microsoft Word, PDF, CSV and TXT
formats, along with various graphing options. Each report is easy to navigate with filtering and report
formatting options.

Inventory Reports

Use the Inventory Reports sub tab to view the collected data for the selected devices. This section
describes the Reports options in the following topics:

« Managed Devices

e Alerts

« Device Launch Pad

« Interface Summary (10S, PIX, ASA, IOS-XR)
» Device Display Properties

» Device Access Verification Summary

» Device Access Verification By Dataset Type
» Device Access Verification Results

« View Locked Credentials

« View Server Activity Log Messages

* SNMP Trap Report

» Syslog Summary

» Syslog Messages

Common Services Platform Collector User Guide ]
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« Collection Profile Run Summary
« Application Profile Run Summary
« Disabled Protocol Report

» Disable Command Report

» Device Timeout Configuration

» Unreachable Devices

» Duplicate Devices

« Device Jump Server Mapping

« Application Discovery Report

* Non SNMP Devices

« Inventory Summary

» Config Collected Devices

» Config Data Per Device

Managed Devices

Managed Devices report shows all the devices that have been discovered and managed, along with their
respective details such as | P Address, Host Name, Sys Object |d, Device Family, Product Model, Serial
Number, Vendor Name, OS Name, OS Version, Discovery date and time, Source, and Reachable. The

report can be exported to various formats such asHTML, Microsoft Word, PDF, CSV and TXT formats,
along with various graphing options. The report is easy to navigate with filtering and report formatting

options.
Figure6-1 Managed Devices Report
| Managed Devices *
o Q- x =l 0
|p Address Host Name Sys Objectld DeviceFa..  Product Medel Serial Number Vendor Name  OS Name 05 Version Discovery Date/Time Source Reachshle
17220.70.... R2801 A1.28.1.41.. Routers CI5C02801 FTX0934YIL7  CiscoGyste.. 10S 15.0(1M3  Mon, Feb 24, 2014 23 Collector (]
17220.70.... Router A1.38.1.41... Routers CI5CO2821 FTX1203A004  Cisco Syste.. 10 123@]T11  Mon, Feb 24, 2014 23 Collector ]
Export Options X
172.23.183.. BEBRCCM i GenericDev.. £0.00-44  Mon, Feb24, 201423 Collector [
17223183 BEGKCUC | | ExportFormat l.. GenericDev.. 400044  Mon, Feb24,201423.. Collecior ©
172.20.108... RE57TW Export Format Jeb Page, complete ( himl) v 2. l0s 12.4{11]X)4  Mon, Feb 24, 201423 Collector ()
Expart \tieb Page, complete (.himl)
Adobe PDF
Microsoft Word Document {,doc)
€5V {Comma delimited) Cancel_ |
Text (Tab delimited)
|18 4 [Page 1 of1| ¢ Pk Displaying 1-50f 5

All these reports also provide various graphing options along with a device product family graph as
shown in Figure 6-2.
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Figure6-2

Graphing Options

i)

[1n Metwork Summary by Device Family
e Metwork Summary by Product Model
e Metwork Summary by Vendor Name
e Metwork Summary by O35 Mame

Figure 6-3

Network Summary by Product Model

ary by Device Family

Reports

lia chart Type ~

1849

169

Network Summary by Device Family

B R T T e T O
x"‘*% " e, 1“’;}» ™~

Go back to CSPC Flow Chart
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Alerts

Thisreport provides alist of all Alerts. The report contains Event 1D, Module, Time of event, severity,
message, and View Details. Alerts that are older than 14 daysin CSPC system are purged.

There two types of alerts Ul Notification and Email alerts.

« Ul Notification alerts appears on the Ul when an notification is received.

- Email alerts are the alerts sent via mail to the subscribed email address

Figure 6-4 Alerts
Alerts ¥

@ Q- X |
Event Id Module

Device Launch Pad

0
Time Of Event

Severity

Message View Details

The Device Launch Pad report provides alist of all devices. You can choose what applicationsto launch

for those devices.

Generating report isatwo step process. First you select the devices, and then you sel ect the applications.
Specific application report selected will be launched against the devices selected.

Figure 6-5

Device Launch Pad

Select Devices

Managed Devices:
e
4 i’,'?l VoiceGateways (2)
- & Video (1)
a4 i’,'?. GenericNetworkDevices (5)

Page 1 of1

€D Device_5_0_1_31
€D Device_5_0_1.53
€D Device_5_0_1_23
€ wicucmasp
0 wealsl

- & Storage (1)

g i’,‘?m Telepresence (2)

- & optical (1)

g i’,‘?n NetworkManagement (1)
AR oo e

Select Devices

%'~ Displaying 1-5 of

m

EI[EI[EI[ED

Selected Devices/Groups:
!’_‘? GenericNetworkDevices (3)
¥ Storage (1)
¥ Wireless (3)
9 LiveNodes (67)
€ wicucmsep

Next = Help

KIEY

Cancel

@ Common Services Platform Collector User Guide



| Chapter 6 Applications- Reports

Reports

Figure 6-6 Select application to Launch

Device Launch Pad *

Select a Report or an Application to launch for the selected devices

Reports

Managed Devices

Device Display Properties

Device Access Verification Summary
Device Access Verification Results
Disabled Protocol Report

Device Timeout Configuration

e nt Applications
Unmanage Devices

Device Access Verification
Device Prompt Collection

= Previous Finizh Help Cancel

Once the selection is done, the specific application will be launched for the given devices.

Interface Summary (10S, PIX, ASA, IOSXR)

Interface Summary report displays the list of all the interfaces available in CSPC.

Common Services Platform Collector User Guide
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Figure 6-7 Interface Summary

Interface Summary [ 105, P, ASA, I0S-XR ] '#

e ¢ Q- % s -
i{f‘. UniversalGatewaysAndAcces * Node Interface Name MAC Address Ip Address NetM... MTU{.. Spee.. Line..  Proto...
@ static (1) | & stsnatiToo1  Fadl 000c.ce05bE35  172.21.54.131 -1 Kl up up
i’ﬁ Voice
57.'3 Dynamic
& VoiceGateways (2) & stenati7e01 Lo 1112 -1 -1 up up
5 Video (1)

> iﬁﬁGenericNetwnrkDevices (5)
R Slovage 0 €D ciscoasa Ethernet0/ 0000.0000.0000 - = up down
]

€ stsnat17e0-1  Lo0 10.10.10.21 K R up up

€ stsnat17s0-1  Nul El =1 up up

i’?Te\epresance i} i Ethernetl/3 0000.0000.0000 -1 -1 up down
C ciscoasa
&5 Optical (1)

m

o ciscoasa inside 0013.c480.7a1f 192.168.100.1 -1 -1 up up
£ i’g NetworkManagement (1)

5:;3 DataCenter (9} 0 ciscoasa manage 0013.c480.7a20 10.78.177.39 -1 -1 up up
@ Wireless (3)
i’ﬁ UnifiedCommunications (2)
i’f. ServiceReadyPlatform
- ¢ Routers (16)
& LiveNodes (67)
é’_'?. ApplicationNetworking (4)
© & Switches (13)
- & Securlty (7) - Page 1 of1 Displaying 1 - 8 of 8

Interface Summary data can be also seen in agraphical format, clicking on graphicsicon | [, » shows
following options: _

» Interface Status Summary
» Interface IP Address Summary
» Interface Type Summary

Device Display Properties

Device Display Propertiesreport showsthe display properties configured for all the devices. In addition,
from this window you can configure display property for a specific device or a group of devices. You
can assign a specific name for a device property such as Host Name, | P Address, DNS Name and so on.
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Figure 6-8 Device Display Properties

Device Display Properties '#

@ a- X 20

Device Display Type  Custom Name Ip Address Host Name Terminal Pr... = DNS Name Sys Name Sys Objectld  Mac Address  Primary Dev...
@LWS 15.10.1.1 L15 L15 L15 136141 151011 o
@LWG 16.10.1.1 L16 L1& L1& 136.141.... 16.10.1.1 1
3915 151012 D15 D15 05 136.1.41 151012 F
0 redn-as 10.38.145.18  rcdn-astp-c.. 136141 10.88.145.18
€ ciscoas 10.78177.39 ciscoasa 136141, 0013.c480... 107817739
0 deiga-i 106578212 dc3ga-ind10 136141 106578212
oﬁchﬂ-i Host Name 10.142.32.156 dc3ga-ind10 136.14.1.... 10.14232.156
o Device_ Host Name 50149 Device 5 0.. 136.141.... 5.0.149
€ Device_ HostName 5.0.1.50 Device_5_0.. 1.36.141.... 50.1.50
0 Device_ Host Name 5.0.1.51 Device 5_0.. 1.36.141.... 5.0.1.51
0 Device  HostName 5.0.1.52 Device_5_0.. 136141 5.0.1.52
i’} Device_ 106578156 Device 0.0 136141 10.65.78.156
eﬁChﬂ—i 10.65.69.16 dc3qa-ind10 1.36.14.1.... 10.65.69.16
o deiga-i 106587180 dclga-ind10 136141 10.65.87.180 -

Right click on any listed device and select Edit Properties option to add a custom name to the display
properties of the device. The settings configured locally will override the global settings.

Figure 6-9

Edit Device Display Properties

Edit Device Display Properties

select a display property for the selected device(s)

Display Property:

User Defined Name

Enter a custom display name for the selected device

Custom MName:

Juni

Help..

Device Access Verification Summary

0K

Cancel

The Device Access Verification Summary report provides summary of the access verification. This
report provides high level overview of the types of protocols used, and number of devices either
succeeded or not along with number of devices that are not verified. Thisis shown in Figure 6-10.
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Figure6-10 Device Access Verification Summary

Device Access Verification Summary '*

© Q- * | = | lia v Export failed devices in CNC format | @

Verification Protocol Number of Devices Passed Number of Devices Failed Number of Devices Unverified
teinet b T 127 1
sshwl o 5000 1
sshw2 o 5000 4
snmpv1 3835 1165 1
snmpv2c 3836 1165 0
snmpv3 1] 5000 1
http o 5000 4
hitps. o 000 1
wmi o 5000 1
1 4 5000 o

In Device Access Verification Summary, you can export the failed devices in CNC format. The data
related to the selected filter type (Device, Protocol, Status and so on) and only failed credentials are
exported as part of a seed file. This export option is supported for both manually added devices and
devices added through seed file import.
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Device Access Verification By Dataset Type

The Device Access Verification by Dataset Type shows the devices and whether they are support CLI,
SNMP, SNM Configuration, SOAP, XML, WMI, FILE type protocols and files.

Figure 6-11 Device Access Verification By Dataset Type

Device Access Verification By Dataset Type *

e a- x

Device CL

SHMP SNWP_CONFIG SOAP XM Wi

ul
=

€ Device_5_0_1_50

€ Device 5.0_1_49

@) Device_5_0_1_48

m

&P Device_5_0_1_45

&9 Device_5_0_1_44

€ Device_5_0_1_41
€ Device_5_0_1.53
€ Device_5_0_1_40
€ Device_5_0_1_37
€ Device_5.0_1_35
€ dc3ga-ind10

5 Device 5.0_1.32

€ Device_5_0_1_30

D> I < I < < I < < o< < I < o< i
Q0000000000 OOO
Q0000000 OQ
D > I < I >< IR > < o< I > > o<
00000000000 OO "
DI B> I < < < < B < B < > I < R
DX I I < < I > < o< I < < o< I <

& Device_5_0_1_29
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Figure6-12

Device Access Verification Results '*

vk E Rl
iﬂf, UniversalGatewaysAndAcces »
- & static (19) |
iﬁf. Voice
iJf. Dynamic
;?3. VoiceGateways (2)
& video (1)
> i’_‘?, GenericNetworkDevices (5)
& storage (1)
i’f; Telepresence (2}
+ &% Optical (1)
> Qf NetworkManagement (1)
% DataCenter (10)
& Wireless (3)

m

g i’f, UnifiedCommunications (2}
i’_‘?, ServiceReadyPlatform
@ Routers (17)
& LiveNodes (70)
y iﬁf.Applicat\nnNetwnrking (4
- &% Switches (14)

'Jf. Security (7) o

e Q-
Device

€D Device_5 0_1_5C
€ Device 5 0 1 4¢
&) Device 5 0_1_d¢
& Device_5_0_1_4¢
&) Device 5 0_1_44
€ Device 5. 0_1_41

&P Device 5 0_1_5:
€D Device_5.0_1_4
€ Device 5 0_1_37
&) Device 5 0_1_3¢
€ de3ga-ind10

E5 Device_5._0_1_32

€ Device 5 0_1_3

Page 1 of 1

Go back to CSPC Flow Chart

Protocol

snmpy3
snmpv3
snmpy3
snmpv3
snmpy3
snmpv3
snmpw3
snmpv3
snmpy3
snmpv3
snmpy3
snmpw3

snmpv3

Device Access Verification Report

& i)
Status

Successful
Successful
Successiul
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful

Successful

Credential

shaaes

shaldes

shades

mdSaes

mdS3des

md5

noauth

noauth

shaaes

shades

shaddes

mdSaes

mdSdes

Werification Time

Thu, Oct 11,201222....

Thu

Thu,
Thu,
Thu,
Thu,
Thu,
Thu,
Thu,
Thu,
Thu,
Thu,

Thu,

, Oct 11,
Oct 11,
Oct 11,
Oct 11,
Oct 11,
Oct 11,
et 11,
Oct 11,
Oct 11,
Oct 11,
Oct 11,

Oct 11,

0222

20zz2z2. .

20222

201222

01z22

201222, .

0z22

201222

201222.. .

20zz2z2. .

201222 ..

201222

Discoverylob

Discoverylob

The Device Access Verification Report shows the latest device access verification results. It provides
details on verification time and source of the verification (either part of discovery or a separate
verification job) and the successful/failed protocol and device combinations. Thisis shownin

Figure 6-12.

Source

Discoverylob "

Discoverylob

m

Discoverylob
Discoverylob
Discoverylob
Discoverylob
Discoverylob
Discoverylob
Discoverylob
Discoverylob

Discoverylob

Displaying 1 - 37 of 37

The intelligent search options are shown in this report as well. When you start typing “tel” to list only
the Telnet credentials, the report only shows those entries that match the “tel” string you entered. As
shown in the above screen, the search options are quite extensive, and you can search based on any
field/value in the report. You can also specify wild cards, regular expressions, matching patterns, etc.
This helps to pinpoint the data you are looking for in a fast and easy way.
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View Locked Credentials

Thisreport provides alist of all the locked credentials. The report contains Credential name, Protocol,
User Name, Locked time and Will be Unlocked At (based on the configured Lock Period)

Figure6-13 View Locked Credentials
view Locked Credentials '*
e Q- x| -
Credential Name Frotocol User Hame Lecked Time Wil be unlocked at
Inciad tehet iocked Tuwe, Jum 25, 2013 08:43.16 +0530 Tue, Jun 25, 2013 08:43:26 +0530
Page 1 af1 Displaying 1 -1 0f 1

To unlock a credential, right click on the Credential you want to unlock and select Unlock the
Credential... option.

Common Services Platform Collector User Guide
| "=



Chapter 6  Applications- Reports |

M Reports

View Server Activity Log M essages

Thisreport shows all the log messages for inventory jobs (data collection), discovery jobs, device access

verification jobs, and son on.

Every action performed using the CSPC is logged, and you can see those logsin this report as shown in

Figure 6-14.

Figure 6-14 View Server Activity Log Messages
View Server Activity Log Messages '*
@ Q- B2
Module Severity = Received At
Inventory {3 Thu, Oct25 2012 1217:00 +0530
Inventory i  Thu, Oct25, 2012 12:17:10 +0530

SNMP Trap Report

Sep 1

Sep 2
Sep 3
Sep 4

Message

Device Access Verification Job has started with jobName: 455

Device Access Verification Job completed with Status: Success

This report shows a list of traps sorted by Device, Notification types, Trap Data, and Received At.

To generate the SNMP Trap Report do the following steps:

Select the Trap Received Time from drop down

« If custom is selected, then enter the Start Date/Time and End Date/Time

Browse to select the Sour ce Device
Select Notification Types
Click OK
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Figure 6-15 SNMP Trap Filter

Reports

SNMP Trap Filter x
Mote : Maximum number of records to be retrieved is limited to 1000,
.~ Select Time Period
Trap Receved Time | Custom w
Start Date/Time .Cusmm 15 . 01 :
End DateTime iLast 1 Hour (15 .01 2
Last 2 Hours D
|
~Select SNMP Trap Para et
Last 12 Hours
Source Device Last 1 Day Browse |
e LEST 1 Week
\
- Select Notification Type Last 2 Weeks
CISCO-CONFIG-MAN-MIE
CISCO-CONFIG-COPY-MIB
EX
*
[+
[*
| Hep.. [ ok || Cancal
To view the Trap Data click View Trap Data.
Figure 6-16 SNMP Report
| SNMP Trap Report *
“e * =2
- &84 LiveNodes (3) i Nofification Type Trap Data Reosived At
- &8 Unreachable Nodes (3) F ] @wyrouer CISCO-CONFIG-MAN-MIE View Trap Dats Wed, Nov 15, 2014 15:48:45 40830 .
g“""’ & Myrouter CISCO-CONFIG-MAN-MIB View Trap Datz Wed, Nov 18, 2014 15:48:40 +0E30
StorageNetworking e e S 2t
o Gty & Wyrouter CISCO-CONFIG-MAN-MIE View Trap Data Wed, Nov 13, 2014 15.48.25 40620
% UnifiedCommunizatins @ wyrouner eisihiifosd 820 020
P - : 1 1.3.6.1.2.1.1.3.0 = 29 days
CallsborationEndpaints :
SREZ01 2 17:38 40530
8 OpticaiNerworking e 3 0:1g:17.28
% CloudandSystemshanagement CEL=E] 4 17:33 40530
o e I} o . 1.2.6.1.6.2.1.1.4.1.0=1.3.6.1.4.1.9.9.43.2.0.1 e £
gm o E B z 1.3.6.1.4.1.9.9.43.1.1.6.1.3.757 =1 T
o IndestakEthemeiuizches @sraze 13 1.8.6.1.4.1.9.9.43.1.1.6.1.4.757 = 3 i i
4 Servers-UnifiedComputing @sasan 11 1.3.6.1.4.1.9.9.43.1.1.6.1.5.757 =2 12:00 40530
31 InfiniBandSuitchas £ 12
8 ServiosE @Rz 13 38:45 40530
chiaage 14
% LANSwitches £ sRa 15 iB:40 40520 | 4
:"DGL : & Wyrouter If 15:10 +0530
PR i s 18
) GenerichistworkDevices (3) & Myrouter 1s |5:05 +0530
% WANSwitches = & myrouter 20 14:50 +0530
:anmﬁm B |0k PR
8 Routers (3) & Myrouter CISCO-CONFIG-MAN-MIB View Trap Data Wed, Nov 18, 2014 13:18:04 40520
i = TR e —— e
< e r < m
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Syslog Summary

Syslog Summary report provides the summary of the all the syslogs collected by CSPC. You need to
provide the filtering information such as when was the log(s) received, and do you want to see the
summary based on severity and so on as shown in Figure 6-17.

Figure 6-17 Syslog Summary Filter
Syslog Summary Filter
Select Time Period
Log Recieved Time  Custom v
Start Date/Time October 15,2012 B 13 :
End Date/Time October 15,2012 08| 17 -

Select Syslog Parameters
Source Device 5.0.1.10

Component Name  Compl
Mnemanic Text

Minimum Severity 5 (notification)

Maximum Severity 2 (critical)

Select Syslog Summary Report Type

Report Type Syslog Count By Severity

Help...

Once the filter is selected, the summary report matching that filter is provided.

Figure 6-18 Syslog Summary

Syslog Messages Syslog Count By Severity *

© Q- x| = b 70
Severity

0 (emergency)

1 (alert)

2 (critical)

3 (error)

4 (warning)

5 (notification)

6 (informational)

7 (debugging)

Message Count
0

0

0

303

27

60
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Syslog messages report provides all the syslogs that are collected by CSPC. Just like the Syslog

Summary report, you need to provide the filter that needs to be applied before providing the detailed

syslog message report.

Figure 6-19 Syslog Filter
I Syslog Filter *
Select Time Period
Log Recieved Time | custom e
Start Date/Time Movember 05,2014 O 10 452
End DatefTime [ 10 (52
Select Syslog Parameters
Source Device e
Component Name
Mnemonic Text
Minimum Severity b
Maxirmum Severity >
Select Syslog Count and Order -
MNumber of Syslogs
Syslogs to be :
Sort messages by ascending order v
shown
Help... | OK Cancel
Figure 6-20 Syslog Messages
Syslog Messages *
4o @ Q- X =T 0
¥ UniversaiGatewaysAndAccessServers Device Source S Num... ©
2 Voice &) Device 5.0 50140 232 ALC OLDHW
5 NP (54) € Device 5.0 50140 233 DIAG NO_TEST
¢ olowers @) 7 k 5.0.1.40 ) ALC OLDHW
& Video (3) ) e 0
.,: GenericNetworkDevices (1) o Device_5.0 50.1.40 235 DIAG NO_TEST
& storage (1) &) Dovice 5.0 50.140 236 AC OLDHW
& Tolepres 1
= o () € Device 5.0 50.140 237 DIAG NO_TEST
% Optical (1) it
£ NotworkManagoment (1) € Device 5 0 50140 238 ALC OLDHW
% DataCenter (4) € Device 5.0 50.140 239 ALC OLDHW
¥ Weless (3)
s &) Devic 5.0 50.140 240 DIAG NO_TEST
% UnfledCommunications (3) —
% ServiceReadyPlatorm € Device 5.0 50.1.40 41 ALC OLDHW
% Routers (10) €) Device 5 0 50.140 2 DIAG NO_TEST
=
¥ie Livabiodas (55) € Device 5.0 50.140 23 ALC OLDHW
% ApplcationNatworking (5) o
3 Swiches (14) € Device 5.0 50140 244 DIAG NO_TEST
% Security () € Device 5.0 50140 245 ALC OLDHW
€ Devico 5.0 50140 248 DIAG NO_TEST
) Device_5.0 50140 247 ALC OLDHW
&) Devica 5 0 50.140 248 DIAG NO_TEST

Severity
4 (warning)

3 (error)
4 (warning)
3 (rror)
4 (warning)
3 (error)
4 (wamning)
4 (warning)
3 (error)
4 (warning)
3 (error)
4 (warning)
3 (arrar)
4 (warning)
3 (error)
4 (warning)

3 (error)

Message

Buit ICMP conn...
Ling pratocol on...
New double sp...
New double sp...
New single spa...
New single spa...
New double sp...
New single spa...
New single spa...
New single spa...

New single spa...

Format 12

Format 13

Format 14

Format 15

Format 16

Format 17

Received Al
Fri, Jun 28, 201.,

Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201,
Fri, Jun 28, 201.,
Fri, Jun 28, 201..
Fri, Jun 28, 201.,
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..
Fri, Jun 28, 201..

Fri, Jun 28, 201..
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Collection Profile Run Summary

This report provides a summary of the completed collection profiles and the data that is collected while
completing those collection profiles. You can view a specific completed collection profile data, export
datato areport, look at job log status and delete the collected data.

Figure 6-21 Collection Profile Run Summary Main Window
Collection Profile Run Summary *
@ Q- % || =b | View IPHost Masked Values | @
Profile Name State Status Start Time End Time
testEsm Completed Success Thu, May 30, 20 Thu, May 30, 20
cpl Completed Success Fri, May 31, 201...  Fri May 31, 201_..
testEsix Completed Success Fri, May 31, 201...  Fri May 31, 201...
NOS_Defaut_CP  Running Fri, May 31, 201

Page 1 of1

Actions View Data
Select Action.., ™ Wiew Data
Select Action... Wiew Data

| Select Action... = View Data

View Data.., View Data

Export Collection Profile Run Data...

View Device Collection Summary...

View Device Collection Detalls. ..

View Tag Collection Summary. ..

View Tag Collection Details...
View Job Log...
Search Results..
Upload To Remote Server...

Delete Profile Executons...

View IPHost Masked Values...

Displaying 1 - 4 of 4

You can select any row in the report, right click on it to get all the options associated with that row:

» View Data

» Export Collection Profile Run Data
» View Device Collection Summary
« View Device Collection Details

« View Tag Collection Summary

« View Tag Collection Details

» View Job Log

» Search Results

» Upload to Remote Server

« Delete Profile Executions

« View IP Host Masked Values

When you select to View Data you are provided with the data collection profile run data viewer, as shown

in Figure 6-22.
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Figure 6-22 Collection Profile Run Data Viewer

Collection Profile Run Summary '*/| | Collection Profile Run data Viewer(1/1) '*

'% © Q.- X HOS_Default_CP
i{’» UniversalGatewaysAndAccessServers = Dataset Details
A Vo
biv o Select Dataset | 1. PhysicalPortID_Containedin

i’,‘?. VoiceGateways

Command

-’? Video

4 & GenericNetworkDevices (4) Dataset Type SNMP Command Status @ Syccessful

Page 1 of1 Wl |- |Disy Emor Message

@ 15027

¢ sjain-ts1

0 HP-7626 Instance Id entPhysicalContainedin

@ 1so0m6 2 1

iﬁ:?. Storage

] T }

m

& Telepresence

i’_‘?. Optical

% NetworkManagement

Jfa DataCenter

& Wireless (1)

i’,‘?- UnifiedCommunications (2}

i{'.“n ServiceReadyPlatform - uI *ML

Once you select a specific dataset the output of the dataset along with whether the data collection is
successful or not appears (command status). The Command Status is shown as one of these states:

»  Successful
- Failed
» Not Applicable

View Collection Summary and View Collection Details provide collection summary and details for the
selected collection profile. Thisis shown in Figure 6-23.
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Figure 6-23

Collection Profile Run Summary %

¢ a-

Device

Figure 6-24

Device_5_0_1_17
& Device 5.0_1_18
Device 5 0_1_15
&7 Device 5.0_1_16
© e
&) Device 5.0_1.22
Device 5 0_1_19
& G0120)
Device_5 0_1_25
&) Device 5_0_1.26
€ Device 5.0.1.23
&) Device 5.0_1.24
& Device 5.0_1.29

€D Device 5.0_1_30

Collection Profile Run Summary %

4e

x| E

Dataset Count

248

248

272

248

248

248

248

248

248

248

248

248

248

248

Collection Profile Device Run Details{1/1) '®

@ UniversalGatewaysAndAcce *

> & test (1)
i’-:?- oice
&% VoiceGateways
@ Video
i% GenerichetworkDevices
i’.‘;‘- Storage
i’f. Telepresence
@ Optical
i’?‘ NetworkManagement
2 t’,'? DataCenter (2}
I &% wireless (1)
+ &% UnifisdCommunications (1)
i’,ﬁ ServiceReadyPlatform
f i’i?- Routers (4)
- & LiveNodes (12)
> @ ApplicationNetworking (1)
» & Switches (1)

8 carrihe (7

m

@ a-

Device

@ 10918
@ 109138

Success Count

40

i

72

40

3

40

39

45

42

39

40

4

]|

140

140

Collection Profile Run Details

Collection Profile Device Run Summary

Collection Profile Device Run Summary(1/8) '*

Integrity Failed Count
14

% E

Dataset Name

ActivelPPhone

ConfigurediPPh...

@ Device_5_0_1_: device_query

10913

140

device_query

gDEvicg 5 0_1_: ActivelPPhone

@ Device_5_0_1_z ConfigurediPPh._.

@ 10013
& 10913
@ 10913
[ 7 RIEER:
@ 10913
€ 109131

B a0 nd na
Page 1

show boot

show environm...

show filesyste...

show process...

show time

show tcp brief...

shnw frame-rel

of 10| b b

Collection Type
SOAP

SOAP
HTTP
HTTP
SOAP
SOAP
cLl

CLI

Failed Count
4

4

Status.
Failed

Failed

Not Applicable
Not Applicable
Failed

Failed

Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable

Mt Annlicahle.

Not Applicable Count

150

180

184

180

130

187

130

180

185

188

1%

180

207

232

Collection Time

Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...
Fri, Oct 19, 201...

Fri, Oct 19, 201...

Fri_Net 19 201

Message

No working HT... >

No working HT.... |

m

No working HT...

No working HT...

Displaying 1 - 50 of 496

You can view the log messages for specific job runs, along with the status of the collection for each data
set for the selected devices as shown below.
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Figure 6-25 Collection Profile Run Summary Log Messages
Log Messages for the Job B8/1 b

Log Messages

Selected datasets —

show_context_asa_run_dyn

show_context_asa_start_dwyn

show context run Dynamic

show context start Dyvnamic

Execution of Collection Profile start for 172.21.31.15% (Fri Sep 28 07:33:09 IST 2012}
172.21.31.159: Successfully collected show context output.

Time taken to execute dataset (show_context_asa) 57490

172.21.31.159: Successfully collected show running-config output.

Time taken to execute dataset (show_context_asa_run):58125

172.21.31.159: Successfully collected =how running-config output.

Time taken to execute dataset (show_context_asa_run): 70307

172.21.31.159: Successfully collected =how startup-config output.

Time taken to execute dataset (show_context_asa_start):56138

172.21.31.159: Successfully collected =how context output.

Time taken to execute dataset (_show context): 2537

Time taken to run the collection profile on (172.21.31.159) 12565 sec

Execution of Collection Profile end for - 172.21.231.158 (Fri Sep 28 07:37:35 IST 2012}

You can also delete a specific instance of the collection profile execution by selecting Delete Profile
Executions.

To check the differences between two selected runs, select Show Differences between selected Runs
option as shown below.

Usethe View Tag Collection Summary option to list the summary of the commands that have been tagged
earlier. Collection tag summary screen showsthe device count of the tag along with the count of success,
failed and not applicable devices, as shown in Figure 6-26.

Figure 6-26 View Tag Collection Summary
Callection Profile Run Summary '*/| | Collection Profile Run Tag Summary(1/8) *
e Q- %
Tag Name Selected Device Count Success Count Failed Count Not Applicable Count
Config 45 30 6 10
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Use the View Tag Collection Details option to show the details of the commands that have been tagged.
The screen shows the Device name, Tag name, Dataset name, Dataset type, Status and Message.

Figure 6-27 View Tag Collection Details

Collection Profile Run Summary '#/| | Collection Profile Run Tag Details(13/1) '#

LA T e a- X E
;’:?. UniversalGatewaysAndAcces + Device Tag Name Dataset Name Dataset Type Status Message
& static €D dc3ga-ind10 ActivelPPhone SOAP Successful View Data
i’f‘.’ Voice
":1 Dy &) dec3ga-indio ConfigurediPPhone  SOAP Successful e
o -
& VoiceGateways € dc3ga-indto test HTTP Successful \iew Data
i’,‘?. Video
& GenericNetworkDevices &P dc3ga-nd1D fosth T Sucoessiul View Data
i??. Storage
i’:?. Telepresence
& Optical =

.’_l" NetworkManagement
&% DataCenter (1)
& Wireless
-?? UnifiedCommunications
i’,':‘. ServiceReadyPlatform
iﬁf. Routers

+ & LiveNodes (1)
i{:‘. ApplicationMetworking
.5_"‘. Switches
n{? Security

Use the Search Results option to search for the results. Specify the search string and select the tags to
search the results, as shown in Figure 6-28.

Figure 6-28 Collection Profile Run Summary

Collection Profile Run Summary *

Specify the Search String

* Search String:

Select Tags: [ Config

Ok Cancel

Use the Upload to Remote Server option to upload the collection profile details to the remote server.
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Figure 6-29 Uploading to Remote Server
T Collection Profile Run Summary '*/|

[oihe 2 i
Profile Mame [ State Status Start Time End Time Actions View Data
Default_CP Completed Success Fri, Sep 28, 201... Fri, Sep 28, 201... | select Action... ~ | | iew Data | )
Defautt_CP Cancelled Success Wed, Oct3,201... Wed, Oct3, 201... | select Action... ~ | | View Data |
Default_CP CTI;:;:E = Succacs AMiad Nt 3 204 ‘”!’Eﬂ. octs 0. [ (= £
Default CP €t Uploading to Remote Server... fed, Oct10,20.. | copoot Action... = | | View Data |
Doty | | S | fea.0ctt0.20 . | select action... = | | View Data |
context Cn;\p\eteﬂ Success Thu, Sep 27, 20... T‘hu‘ Sep 27, 20... : Select Action... = | |view-Bata. |
context Completed Success Fri, Sep 28, 201... Fri, Sep 28, 201... | select Action... ~ | | iew Data |
context Aborted Failed Fri, Sep 28, 201... -1 | select Action... = | | View Data |
context Completed Success Fri, Sep 28, 201... Fri, Sep 28, 201... : | | Dt |
context Completed Success FriSep28, 201 FriSep28, 201 | oo aciion. - | [ iew Data |
xml Completed Success Thu, Sep 27,20, Thu. Sep27.20 | Seiecyacion.. - | [ view Data |
xml Completed Success Thu, Sep 27, 20... Thu, Sep 27, 20... : Select Action... = | |iview-Bata. |
xml Completed Success Thu, Sep27,20... Thu Sep27,20... | ;vecamcane | | I | ] |

A message confirming the successful upload as shown in Figure 6-30 is displayed.

Figure 6-30 Upload to Remote Server Message
Collection Profile Run Summary

Collection Profile run zip file uploaded to
backend

OK

Select the View |P Host Masked Values option to view the I P hosted masked values. You can also
download the file in txt format by clicking on Download button.

Figure 6-31 View | P Host Masked Values

View IPHost Masked Values X
© Q- X || w—
File Name From Date To Date Dowenload File
CurrentMappinginfo Fri, May 31, 2013 13:57:29 ... Fri, May 31, 2013 13:57:29 +_._

| Download File

Close
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To view the difference between the selected runs chose the option Show Difference Between Selected
Runs as shown in Figure 6-32.

Figure 6-32 Show Differences between Selected Runs
Collection Profile Run Summary '*
e a- x| E @
Profile Name State Status Start Time End Time Actions View Data
Default_CP Completed Success Fri, Sep 28, 201... Fri, Sep 28, 201... SalaakAan i Ghaia ."'-
Default_CP Cancd (# Refresh Sl T e
Defautt_CP Compl 0 Help ed, 0ct3, 201 | ot ncion = View Data E
Default_CP Compl View Data... ed, Ot 10, 20... | oot nction View Data
Default_CP Compl ed, Oct 10, 20... ik Nk s Ghia
TR Com) fu, Sep 27, 20... | copeot Action. » View Data
Goniext Camp rri5en28 200 | oot Action. v View Data
conteat /by i Select Action... » View Data
Goniext Camp rri5en28 200 | oot Action. v View Data
conieat Camp rri5en28 200 | oot Action. v View Data
oy Camp fhu, Sep 27, 20| coprt Action, » View Data
s Compl  Delet= Profile Executions... fhu, Sep 27, 20| copry action,. = Vigw Data
xmi Comp| Shaow Differences Between Selected Runs... Thu, Sep 27, 20... | ~ikssien - limn Bt =

When you select two different runs, you can see what has changed between those runs in a Diff report
where color codes (green-additions, red-del etions, and blue-changes) identify exactly what has changed.

Figure 6-33 Differences Between Two Collection Profile Runs

Collection Profile Run Summary '*/ | Collection Profile Device Diff Report(48123) '*

e Q- g
Dataset details Profile Defauk_CP executed at Sep 28, 2012 Profile hy executed at Oct 14, 2012 Result Size
Device Name Type Status Result Size Status
0 de3ga-ind10 ActivelPPhone SOAP Mot Executed Successful 1180
0 de3ga-ind10 testt HTTP Mot Executed Successful 43
0 de3ga-ind10 test HTTP Mot Executed Successful 48
gdc':lqa-inm 0 ConfigurediPPhone SOAP Mot Executed Successful 0

Go back to CSPC Flow Chart

Common Services Platform Collector User Guide
[ 62 | |



| Chapter 6 Applications- Reports

Reports

Application Profile Run Summary

Application profile run summary report provides a summary of the completed application profiles as
shown in Figure 6-34.

Figure 6-34 Application Profile Run Summary
Application Profile Run Summary '*
@ Q- x| = @
Profile Name State Status Start Time End Time
test Completed Success Wed, May 15, 2013 02:57:27 +0530 Wed, May 15, 2013 02:57:37 +053
F T 3
Page 1 of 1 Displaying 1 -10f1
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Disabled Protocol Report

Disabled Protocol Report shows all the protocols that are disabled for a given device/group. The report
contents can be exported in one of the supported formats. The supported formats are HTML, PDF,
Microsoft Word, CSV and TXT.

Figure 6-35 Disabled Protocol Report

Disabiled Protocol Report *

4 1Y) B Q- x -0
& UniversaiGatewaysAndAccessSarvers Device Protocol Stats Message
& voce € Device 5 0,11 snmpvlc Disabled The pratocol 'snmgv2c’ is disabled by for the platform: ACNS
okt P Device 5.0.1.1 t Disabled The pratocol ' is disabied by for the platiorm: ACNS
% i Ll Disabled m Yeinat s disabled by for torm: ACNS
o i teinet he protocol B tha .
& video (3) € Device 5.0.1.1 by pla
i‘“‘! GenericNetworkDevices (1) P Dovice 5.0 1.1 hitps Disabled The protocel hitps' s dsabied by for the platiorm: ACNS
% sirago (1) @ Dovieo 5.0.1.1 i Disabled The protocol W s dabled by fo the patior: ACNS
. s U T shv2 Disabled The protocol ‘sstwZ is disabled by for the platiorm: ACNS
- [ 1 5! LY 5| L3 4
@ " P Device 5011
& NotweekManagement (1) Q) Device 5.0_1.1 sshvl Disabied The protocol ‘sshwi' is daabled by for the platform: ACNS
¥ DataCenter (4) @) Device 5.0.1.1 hitg Disabied The protocel Titp' i disabied by for the platiorm: ACNS
% Wireless (3) 7 =
5 ) Devicn 5 0,11 snmgrt Disablod The protocol snmpv ' is disabied by for the platiorm: ACNS
% UnifedCommunications (3) it
5’; ServiceReaty Patorm @) Device 5,01 1 srmpv3 Disabled The protocol ‘snmpvd’ i desabiled by for the platiorm: ACNS
4 Routers (10)

% LiveNodes (55)

% appicatiorNetareng (S
& Swiches (14]

& Securty (§)

Disable Command Report

Disabled Command Report shows the details of commands that are disabled for a given device.

Figure 6-36 Disable Command Report

Disabled Command Report *

Yo w Q- x| = 0

¥ UnivorsaiGatawaysAndAccessServers Device Datasa(Typa Comemand Status Message
& voice & Device 5.0 1 20 SNMP matches roguiar a...  Disabled
& e

ef; VolceGatewnys

2 vidoo

-’," GenercNetworkDevices

i siorage

-’,' Telepresance

% optieal

% NetworkManagement

¥ DataCerier

i—‘,ﬁ' Wirelass

% UnifedCommunications

4 ServicoRadyPlatiorm

& Routers (1)

&% LiveNodes (1)

2 appicationtlatworking

i Swiches

2 securiy
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Device Timeout Configuration

Device Timeout Configuration report provides all the timeout configurations specified for different
devices, along with retry counts. These values are populated from the timeouts configured in the Global
Timeouts under Advanced Settings. This report can be exported into PDF, HTML, DOC, CSV (Comma
delimited), TXT (Tab delimited) formats.

Figure 6-37 Device Timeout Configuration

Device Timeout Configuration

4w

B Uriverss Getewapstrdicoe s dervars

o
]
-

Rietry Count

.,,
¥
i
H

n

PR

-
3
3
2
5

13113 e 10000
% NetwnraMansgamant 13113 = 00
8 DntaCanter

% Wralass
snmane

& UmfedCammunicatians

e snmowd EOOD

caFesdyPistiom

et 10000

szl 10000

feecccceOeecE

Page 1 ol Dresplayng 1- 12 of 12

Unreachable Devices

All the devices that are unreachable and are not detected while performing discovery are shown in this
report. This report provides the details like host name, |P address, reason, and discovery time for each
unreachable devices.

To perform therediscovery of the device, right click on any device and select Start Discovery Job option.
You can also delete any unreachable device or all unreachable devices by clicking Delete Unreachable
Device or Delete All Unreachable Device button respectively.

Common Services Platform Collector User Guide
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Figure 6-38 Unreachable Devices
Unreachable Devices *
[} Q- A= o Delete All Unreachable Devices @
Host Name IP Address Reason Discovery Time
172.18.140.136 172.18.140.136 Incorrect SNMP Credentials. Mon, Dec 3, 2012 16:40:09 +0530
nmig-demo-2955t cisco.com 192.168.159.226 Incorrect SNMP Credentials. Man, Dec 3, 2012 16:40:28 +0530
nmtg-demo-2955s.cisco.com 192.168.159.227 Incorrect SHWP Credentials. Won, Dec 3, 2012 16:40:41 <0530
10.77.212.185 10.77.212.195 Incorrect SNWP Credentials. Maon, Dec 3, 2012 16:40:54 +0530
172.18.48.151 1721848151 Incorre Mon, Dec 3, 2012 16:41:07 <0530
¥y Refresh
\QD Help
Duplicate Devices

All the devices that are duplicate are shown in this report as shown in Figure 6-40. Thisreport provides
the detail s such as device name, Managed by, and Details of the device.

Figure 6-39 Duplicate Devices
Duplicate Devices *
© Q- x| =@
Device Name Managed By View Detailz

Device Jump Server Mapping

All the devices or groups that are mapped to the jump server are shown in this report as shown in
Figure 6-40. This report provides the details such as device/group name or | P address of the device and
the Jump server IP which it is mapped to.

Figure 6-40 Jump server Mapping
Device JumpServer Mapping *
© Q- = @
Device Jump Server IP Address/ Host Name
Routers 10.126.77.90
172.20.106.53 10.126.77.90

Application Discovery Report

Application Discovery Report shows the list of discovery applications installed on the server (see list
below). For each installed application it shows the system level information like, OS type, OS version,
CPU type, Total memory installed and so on as shown in Figure 6-41.

Common Services Platform Collector User Guide
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Figure 6-41 Application Discovery Report
Application Discovery Report *
055 Q- x=0
|PAddress  MacAddress  SubnetAddress  OS Name 0SVerson  OSVendor  OSType CPU CPUType  CPUSpaed  TotalMemory FreeMemory Hardware Vendor Hardware Product Hardware Version Hardware Seridl  Hardwara UUID s Virual )
3 MmN 0505II5ES 2662552550  Linux 58 Cent0S  Genunelmel  IelfR) Keo.. 2066761  4119040MB  20TT344KB VMwarelnc  VhwareViual.. Nee VMware4219... 42198D27CIE... YES
4 TN A3, D0:50:56:99.5F4F 266.255.2550  MicrosofWindo... 617601 MicrosofCo... IntelB4Famiyé... [ntelRXeo... 2133 8385852 512716 Vhkware, Inc. VhwareVirualP... None Viware-42190...

Expanding each row shows alist of installed application and its details like Name of the application,
Version, Vendor, Path where the application isinstalled, Installed date and its running state as shown in
Figure 6-42.

Installed Discovery Applications

Hereisthe list of applications that can be discovered on Microsoft Windows and Linux platforms.
Microsoft Window:

Tomact, MySQL, ArgoSoft, DB2, SQL Server, OpenLDAP, NetBIOS Session Service, Email Architect
Super Service, JBOSS, DNS Server, MSMQ, VM Ware Workstation, WebSphere, Oracle, RPC, 1S
Admin, SANSurfer.

Linux:
Tomcat, MySQL, httpd, OpenLDAP, FTP Server, SendMail, Telnet, DNS Server.

Figure 6-42 Application Discovery Report Expanded
Application Discovery Report
© BB Qr X =@
IPAddress  Mac Address Subnet Address S Name OSVersion  OSVendor  OSType CPU CPU Type CPUSpeed  TotalMemory FreeMemory Hardware Vendor Hardware Product Hardware Version Hardware Serial  Hardware UUID s Virui
d 72213113 00SDS69O5ER4 2652552550  Linux 58 Con0S  Genunelntel  IntelfR)Xeo... 2886761  4119040KE  2077344KB  VMwareInc.  VMware Virual .. None VNwared2 19, 42199D27.CIE... YES
Name Version  Vendor Paif  Slalus Instal Date
EmailArchitect Super Service 8.13.8 CentOS isrunning  Fri, Mar 16, 2012 06:55:24 +0530
hitpd 223 CentOS stopped  Fri, Mar 16, 2012 06:55:18 +0530
Telnet 017  CentOS isrunning  Fri, Mar 16, 2012 06:54:32 +0530
SMB Server 3033 Cent0S stopped  Fri, Mar 18, 2012 06:55:21 +0530
openidap 2343 Cent0OS Fri, Mar 16, 2012 06:54:38 +0530
FTP Server 205  CentOS stopped  Fri, Mar 16, 2012 06:55:39 +0530
DNS Server 936  Oracle America stopped  Mon, Nov 19, 2012 02:31:28 +0530
Mysg! 5077 Cent0S Fri, Mar 16, 2012 06:54:43 +0530
J 17221137... 005058.995F4F 2552552550  MicrosofiWindo... 617601 MicrosofiCo. IntelB4Famiy8... Intel(R)Xeo... 2133 B3SES2  BOI276  VMwareinc VMwars\iruualP... None VNware-£2190.
Name Version Vendor Paih Siatus  Insiall Date
Remote Procedure Call C:\\Windows\\system32\locator.exe Stopped
EmailArchitect Super Service C:\ProgramF exe Running
JBoss Web \C:\\ProgramFiles(x86)\\JBoss. org\\WBossWeb2. 1\bin\jbossweb. exel Stopped
Message Queuing C:\Windowsisystem32\imgsve.exe Running
SQL Server 94500000 MicrosofiCorporation \c:\\Program| QLServer\MSSQL.11MSSQL exe\sSQLEXPRESS Running
1S Admin C:\Windows\\system32\inetsrvitinetinfo.exe Running
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Non SNM P Devices

Non SNMP Devices report list devices that are discovered through "Nmap" mechanism and on these
devices SNMP agent is not running. These devices can be moved to managed state. To do so, select the
device and right click on it, select Manage Devices.

Figure 6-43 Non SNMP Devices
Non SHMP Devices *
© Q- =0
Host Name IP Address Device Family 0S Name 05 Version Vendor Name: Discovery Time
17221137472 17221137172 Windows Windows w Vista Wicrosoft Mon, Jun 24, 2013...
172.21.137.160 172.21.137.160 embedded embedded v Netgear Mon, Jun 24, 2013..

If device OS detected by Nmap is not accurate, then you can select the appropriate OS name from drop
down list.

Inventory Summary

Inventory Summary report provides the summary of inventory. You can view the Service Specific data
or Collection Profile data. To view Service specific data, select the Query Service Specific Data option.
In Available Services drop down box, select the available service and click OK button as shown in
Figure 6-44.

Figure 6-44 View I nventory Summary Filter
View Inventory Summary Filter *
Select Service/Collection Profile
* Query Service Specific Data
Available Services: hd
" Query Collection Profile Data

Available Collection Profile: A4

Help... 0K Cancel

Inventory Summary Input screen is displayed. It shows the list of Device Type and Device Count as
shown in Figure 6-45.
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Figure 6-45 Inventory Summary
Inventory Summary *
© a- x| = F0
Device Type Device Count

ConfigCollectedDevices
ManagedDevices
ActiveDevices
UnreachableDevices

UnmanagedDevices

(= I

ConfigFailedDevices

By clicking on the Device Count, Inventory Input Data Report for that Device is displayed as shown in

Figure 6-46.
Figure 6-46 Inventory | nput Data Report
Inventory Summary %/ | Inventory input data report for ConfigCollectedDevices '
@ =iEra Xl =
Device IP Device Primary Name
H | 192.168.96.110 192.168.96.110
M 172.18.140.131 172.18.140.131
H 17218140115 172.18.140.115
M 1721876117 1721876117
H 172.18.140.139 172.18.140.139
H 17218140125 172.18.140.125
H  192.165.96.100 192.168.96.100
M 172.18.140.128 172.18.140.128
Page 1 of1 Dizplaying 1-8of8

Config Collected Devices

You can filter and view the Service Specific data or Collection Profile data. You can also enter the filter
value in the Search String to view the config collected devices.

Common Services Platform Collector User Guide
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Figure 6-47 View Config Collected Devices Filter
View Config Collected Devices Filter ¥

Search String:
select Service /Collection Profile

(+ Query Service Specific Data

Available Services: v

" Query Collection Profile Data

Available Collection Profile: hd
Help... oK Cancel
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Config Data Per Device

Config Data Per Devices report shows the configs collected by CSP Collector. You can select configs
based on Service Name or Collection Profile. Config data per device filter can be configured by
providing required inputs as shown below.

Figure 6-48 Config Data Per Device Filter
Config Data Per Device Filter »

@ Only the following selected devices
Managed Devices: Selected Devices/Groups:
3@ @ Routers (1)
™ Telepresence a
& Oplical
6’.‘,"- MetworkManagement
% DataCenter
i’,‘,“. Wireless

é*:'f UnifiedCommunications

BEEE
B

i’:.“i ServiceReadyPlatform
& Routers (1)

& |ivelNodes (1)

& applicationileteorking i
& Switches

i’;‘. Security -

Select Service,/Collection Profile
Query Service Specific Data
Avalable Services: v
@ Query Collection Profie Data
Avalable Collection Profile: | NOS_Default_cr| 2

Help i Cancel

The config datawill be processed for the mentioned devices as shown in Figure 6-49. On clicking View
Data, collected config data is displayed for the specified device.

Common Services Platform Collector User Guide
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Figure 6-49

Collected Config Data

Config Data Per Device *

©) %5 25| Q-
Device P
3 17220106863

Collaction Time

2012-12-03 02:00:44.0
2012-12-03 02:00:44.0

2012-12-03 02:01:15.0

X = TO
* Device Primary Name
17220106 63
Datacet Type Error Meszags Config Command

SNMP_STARTUP

SNMP_CONFIG  No write community string

SNMP_RUNNING

SNMP_CONFIG  No write community string

show unning-config

Wiewy Data

CLI

@ Common Services Platform Collector User Guide
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Job Reports

Use the Job Log Reports sub tab to view the collected logs for various operations that are performed
through the CSP collector.

This section describes the Reports options in the following topics:
« Discovery Jobs
» Inventory Jobs
» Job Management Reports

Discovery Jobs

The discovery jobs report includes information on all the network device discovery jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Sart Time,
End Time, and Job Log Details for this particular job.

You can cancel any job by clicking the View Job Details -> Cancel Job button.

These details are common to all Job Reports.

Figure 6-50 Discovery Jobs
Discovery Jobs *
o2 8] Qr x =0
Jobld | Job Name Destription Created By Crested On Modified By | Medified On RunC... | First Run Time Last Run Time Next Schadule Time
3 § Dizcover Devicss.. CEpCUsE Fri, Apr 10, 2015 08:02.5... 1 Fri, Apr 10, 2015 0B.025... Fi, Apr 10, 2015 08:03.2..
Runid Sete Sats St Time End Time Actian
Completed Success  Fri, Apr 10, 2015 08:02:54 +0530  Fri, Apr 10, 2015 08:03:23 +0530 | Belect Action::om
View Job Log Details
g 18 ritert 1420343697... Discovery Jobsta.. system Mon, Apr 13, 2015 05:47... ‘F-D'E-EE'J'...
i 20 ritert 1420343597... Discovery Jobsta.. system Mon, Apr 13, 2015 05:47. T Mon, Apr 13, 2015 05:47.
3 1 fest M2BBTTTH4L,.. Discovery Jobsta.. system Won, Apr 13, 2015 04:39.. View Jeb Dets TS 435, Von, Agr 13, 20150435,
i3 vidsfdsi Discove.. Seed fileimport (v... cpeuser Fri, Agr 10, 2015 07:51:4... Crestz 3 new Discovery by Coning This Job... |15 07.5%:4... Fri, Apr 10, 2015 07:52:2.
Export Seed File..
Export Imported Deviee Stzhis..,
Modiy Discovery Job.,

Select the Action button in the report to view either the Job Log details for this particular job, look at the
Job itself (what options are provided for the discovery, etc.) or you can create a new job by cloning this
discovery job. Figure 6-51 showsthe job log details. You can also Export Seed File and Export Imported
Device Status. To know the status of imported devices you can generate/export the report based on
Discovery Jobld and JobRunld and to export the status of imported devicesinto .csv file, with the name
ImportedDeviceSatus jobid jobrunid.cvs click Export Imported Devices Status.
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Figure 6-51 Job Log Details

Log Messages for the Job 11

Message

Starting Known Devices Discovery..

E

ntered IP addresses—>

m

10.88.145.18,5.0.1.1,5.0.1.3,5.0.1.4,5.0.1.5,5.0.1.6,5.0.1.7,5.0.1.8,5.0.1.9,5.0.1.10,5.0.1.11,5.0.1.12,5.0.1.1 .

1

5

n

0n

(3]

o

0.88.145.18: Device Unreachable or SNMP Credentials Not Set.
.0.1.1: Device Unreachable or SHMP Credentials Not Set.
.0.1.3: Device Unreachable or SHMP Credentials Not Set.
0.1.4: Device Unreachable or SNMP Credentials Not Set
.0.1.5: Device Unreachable or SNMP Credentials Mot Set.
.0.1.6: Device Unreachable or SNMP Credentials Mot Set.
.0.1.7: Dewvice Unreachable or SNMP Credentials Mot Set.
.0.1.8: Device Unreachable or SNMP Credentials Mot Set.
.0.1.8: Device Unreachable or SNMP Credentials Mot Set.
.0.1.10: Device Unreachable or SNMP Credentials Not Set.
.0.1.11: Device Unreachable or SNMP Credentials Not Set.
.0.1.12: Device Unreachable or SNMP Credentials Mot Set.
.0.1.13: Device Unreachable or SNMP Credentials Mot Set.
0.1.14: Device Unreachable or SNMP Credentials Mot Set
.0.1.15: Device Unreachable or SNMP Credentials Mot Set.
.0.1.16: Device Unreachable or SNMP Credentials Mot Set.
.0.1.17: Device Unreachable or SNMP Credentials Mot Set.
.0.1.18: Device Unreachable or SMNP Credentials Mot Set.

When you select the Cloning or M odify Discovery Job option, you see the exact job that was completed

earlier, and can modify it to create another job as shown below.

Figure 6-52 Clone This Discovery Job

Discover and Manage Network Devices

Select at least one of the following network device discovery methods.

To

Discover devices with known IP addresses
["] Discaver devices with protocals such as CDP, OSPF and ARP
["] Discaver devices by scanning/pinging range of IP Addresses

Rediscover the currently managed devices

Next = Import...

IP Address/Host Name, click Next button.

ices Platform Collector User Guide
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Figure 6-53 Discover Devices using Known | P Addresses
Discover and Manage Network Devices [x]

Discover devices with known IP Addresses

Enter the list of IP addresses for the known devices,

Phagbosons

4+ Add X Delete 2 Modify

10.1.1.10

<Previousl[ Next> ][ Help ][ Cancel

To schedule discovery options, click Next button.

Figure 6-54 Discovery Schedule Options
Discover and Manage Network Devices R]

Discovery Schedule Options

*Management Protocol: snmpy2c v

— Discovery Options
["] Enable NMAP Discovery
Dnnnl:Ma'lagEDevim

 SHMP Timeout

“SNMP Timeout (in sec): |2

—Job D

Job Description:

~— Job Scheduling Options
@ Start discovery now
(7 Schedule discovery

< Previcus |EiER Y| Export Settings.. || Help | Cles= |

Inventory Jobs

This report includes all the network device inventory jobs performed.
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In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Sart Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Figure 6-55 I nventory Jobs Main Window

Inventory Jobs '*

@ =58l Q- <20

Jobid  JobName JobDescript...  Created... CreatedOn Modifie....

H 27 _ASA_134.. admin Wed, Oct 10, 20..
H 272 _ASA_134.. admin Wed, Oct 10, 20..
& 190 _ccm_1349... admin Fri, Oct 5, 2012...
104 _config_13.. admin Fri, Sep 28, 201...
# 105 _config_13.. admin Fri, Sep 28, 201...
& 106 _config_13.. admin Fri, Sep 28, 201...
& 107 _config_13.. admin Fri, Sep 28, 201...
4 108  _config_13.. admin Fri, Sep 28, 201...
H 109 _config_13.. admin Fri, Sep 28, 201...
M 112 _config_13.. cspcad... Mon, Oct1, 201...
H| 114  _config_13.. cspead...  Mon, Oct1, 201...
H| 115 _config_13.. admin Mon, Oct 1, 201...
H 293 _config_13.. admin Wed, Oct 10, 20..
H 14 _context 1. admin Wed, Sep 26, 2...
@15 _context_1.. admin Wed, Sep 26, 2...
& 16 _context_1.. admin Wed, Sep 26,2...
o7 _context 1. admin Wed, Sep 26, 2...

Page 1 of3| b bl

ModifiedOn

Ru...

FirstRunTime

Wed, Oct 10, 20..
Wed, Oct 10, 20..
Fri Oct 5, 2012..

Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Man, Oct 1, 201...
Mon, Oct 1, 204...
Mon, Oct 1, 201
Wed, Oct 10, 20..
Wed, Sep 25, 2..

Wed, Sep 26, 2..

Wed, Sep 26, 2..

Wed, Sep 26, 2..

LastRunTime

Wed, Oct 10, 20..
Wed, Oct 10, 20..
Fri Oct 5, 2012...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Fri, Sep 28, 201...
Mon, Oct 1, 201...
Mon, Oct 1, 201..
Mon, Oct 1, 201...
Wed, Oct 10, 20..
Wed, Sep 25, 2...
Wed, Sep 26, 2...
Wed, Sep 26, 2...
Wed, Sep 26, 2.

NextScheduleTime

m

Displaying 1 - 50 of 125

Select the Action button in the report to view either the Job Log detailsfor this particular job, or to cancel
ajob whileitisstill running. You can pause any running job and later resume it by using the Pause Job
and Resume Job options.

By selecting Recollect Failed Datasets option, the datafrom only those devicesis collected that showed
an error earlier, once the datais collected it is merged with the other data before it is sent to Cisco.

Figure 6-56 shows the job log details.

Figure 6-56 Job Log Details
Log Messages for the Job 2721

Meszage
Selected datasets —=

show_context_asa_run_dyn

Execution of Collection Profile start for 10.78.177.39 (Wed COct 10 10:03:15 IST 2012)

10.78.177.39 Successfully collected show context output.

Time taken to execute dataset (show_context_asa)86728

10.78.177.39: Successfully collected show running-config output.

Time taken to execute dataset (ghow_context asa_run) 88559

10.78.177 .39 Successfully collected show running-config output.

Time taken to execute dataset (show_context_asa_run): 67090

Time taken to run the collection prefie on (10.78.177.39) :214 sec
Execution of Collection Prefile end for - 10.78.1A77.39 (Wed Oct 10 10:05:49 IST 2012)
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Job Management Reports

Job Management Reports option is a container from where you can select any of the supported jobs,
except for discovery jobs and inventory jobs.

Job Management Reports allows to select any of the supported Job reports. You can select any job from
the Job Group Type drop down list to go to the specified Job report. In addition, for all the jobs you can
see the description of each job by clicking the + symbol next to the Job Id. Clicking the + sign shows
the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time, End Time, and
Job Log Details for the particular job.

Select the Action button in the report to view either the Job Log detailsfor this particular job, or to cancel
ajob whileit is still running.

The currently supported jobs are;

Device Access Verification Jobs
Credential Loader Jobs
Apply Config Jobs
Backup and Restore Jobs
Ping Jobs

Trace Route Jobs

Prompt Collection Jobs
Health Collection Jobs
Upload Jobs

Upload Run Now Jobs
Connectivity Jobs
Import Seed File Jobs
Miscellaneous Jobs

After opening the Job Management Reports window, select the Job which you want to display and click
OK button. More details on the Jobs are given below. Jobs can be either Unschedul ed or Schedul ed. Jobs
can be edited by right clicking on the Job and selecting Edit Job Schedule option.
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Figure 6-57 Job Management Reports
Job Report Filter =

Select Job Parameters

Job Group Type pevice Access Verification Jobs v
Sub Type Device Access Vernfication Jobs
Credential Loader Jobs
Apply Config Jobs
Backup/Restore Jobs
Ping Jobs
Trace Route Jobs
Prompt Collection Jobs
Health Collection Jobs
Upload Jobs
Upboad Run Mow Jobs
Connectivity Jobs
Import Seed File Jobs

Misceilansous Jobs

Device Access Verification Jobs

The Device Access Verification Jobs report includes all the network device verification jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Sart Time,
End Time, and Job Log Details for this particular job, as shown in Figure 6-58.

Figure 6-58 Device Access Verification Jobs Main Window
Super Administrator ~  Seftings = Management =~ Reporis ~ Administration ~ Help = 'lll.lll.
Cisco
\ashboard E Applications
Device Display Properties - Device Access Verification Jobs *
Device Access Verification Summary .
B BT 3 X
Device Access Verification By Dataset Type @ ¥ BQ
Device Access Verification Results Jobld  JobName JobDescript... Created... CreatedOn Modifie... ModifiedOn Ru... FirstRunTime LastRunTime NextScheduleTime
View Locked Credentials 3 99 0 admin Fri, Sep 28, 201... 1 Fri, Sep 28, 201... Fri, Sep 28, 201. e
Wiew Server Activity Log Messages @ 35 12 admin Thu, Sep 27, 20. 1 Thu, Sep 27,20... Thu, Sep27,20...
Syslog Summary 3|9 122 admin Fri, Sep 28, 201... 1 Fri, Sep 28,201... Fri, Sep28,201...
Syslog Messages =
Collection Profile Run Summary Gl i Sas  Start Tme End Tme Action
Disabled Protocol Report - N N N 1
1 Completed Success Fri, Sep 28, 2012 12:00:46 +0530  Fri, Sep 28, 2012 12:00:52 +0530 |Select Adtion=|
Disabled Command Report
Device Timeout Configuration View Job Log Detals
H 3 123 admin  Thu, Sep 27, 20 1 Thu, Sep 27, 2
Unreachable Devices
. H 197 123123 admin Mon, Oct 8, 201 1 Mon, Oct 8, 20 . - =
4 {_| Job Reports E
ni 088 H 1s 1234 admin Wed, Oct 3, 201.. 1 Wed, Oct 3, 201... Wed, Oct3, 201.
iscovery Jot
verion ot H 9% 13 admin Fri, Sep 28, 201. 1 Fri, Sep 28, 201... Fri, Sep 28, 201
Job Management Reports 3 10 2 admin Wed, Sep26,2... 1 Wed, Sep26,2... Wed, Sep26,2...
4y ' Sarver AbdiTrai 3 n 3 admin Wed, Sep 26, 2... 1 Wed, Sep26,2... Wed Sep26 2...
Device Wanagement Audt Tralls g4 4 admin  Th, Sep 27, 20. 1 Thu,Sep27,20.. Thu Sep27,20..
Data Colection Audt Trail Report B oo 4 admin  Wed 0ct10,20 1 Wed Oct10,20. Wed, Oct10,20
Server Audt Trail Report H 281 4345 admin Wed, Oct 10, 20 1 Wed, Oct 10, 20 Wed, Oct 10, 20.
Administration + v # 132 4458 admin Wed, Oct3, 201 1 Wed, Oct3, 201 Wed, Oct 3, 201 i
€ rm 0 Page 1 of2l b M Displaying 1 - 50 0f 73

Select the Action button in the report to view either the Job L og detailsfor this particular job, or to cancel
ajob whileit is still running.

Figure 6-59 shows the job log details.
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Figure 6-59 Job Log Details
Log Messages for the Job 911
Meszage
All Devices (1) selected.
Protocols Selected: telnet
5.0.1.38 (telnet) : Successful with credential '5.0.1.38_telnet’
Device Access Verification Job completed with Status: Success

Updating device working credentials.

Credential L oader Jobs

Apply Config Jobs

Reports

Credential Loader Jobs allows you to view all the jobs runs/created using Changing Credential Import.

Figure 6-60 Credential Loader Jobs

Credential Loader Jobs *

Q= e Q- X || =
Jobld Job Name Job Descript... Created... Created On Modifie...
4 36 FregChangingCred... admin Wed, Dec 12, 20...
£ n
Page 1 of 1

Modified On First Run Time Last Run Time Run... Mext Schedule

0 Wed, Dec 12,

Displaying 1- 1 of 1

Jobs can also be Unscheduled or Schedules can be edited by right clicking on the Job name.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking

the + sign showsthe Run Id, Sate (Successful/Aborted)
End Time for this particular job.

, Satus (Completed/Not Completed), Sart Time,

The Apply Config Jobs report allows you to view the configuration jobs that were applied from the CSP

collector. You can view all the jobs, job creator, etc.
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In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Sart Time,
End Time, and Job Log Details for this particular job, as shown in Figure 6-61.

Jobs can also be Scheduled or Unscheduled, and can be edited by right-clicking on the Job name.

Figure 6-61 Apply Config Jobs
Apply Config Jobs '#
@ = el Q- x
Jobld = JobName JobDescription  Created... CreatedOn Modifie...  ModifiedOn Run... FirstRunTime LastRunTime NextScheduleTime
o 74 1 admin Thu, Sep 27, 20... 1 Thu, Sep 27,20...  Thu, Sep 27, 20...
4 83 10 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20...  Thu, Sep 27, 20...
4 B4 " admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20... Thu, Sep 27, 20...
4 | 85 12 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20... Thu, Sep 27, 20...
o 75 2 admin Thu, Sep 27, 20... il Thu, Sep 27,20... Thu, Sep 27, 20...
H 76 3 admin Thu, Sep 27, 20... 0| Thu, Sep 27, 20...
|77 4 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20...
| 78 5 admin Thu, Sep 27, 20... it Thu, Sep 27,20... Thu, Sep27,20...
|79 [+ admin Thu, Sep 27, 20... il Thu, Sep 27,20... Thu, Sep27,20...
H 30 i admin Thu, Sep 27, 20... il Thu, Sep 27, 20... Thu, Sep 27, 20...
o & 8 admin Thu, Sep 27, 20... | Thu, Sep 27,20... Thu, Sep27,20...
4| 82 9 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20... Thu, Sep 27, 20...
Page 1 of1| » Displaying 1 - 120f 12
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Backup and Restore Jobs
The Backup and Restore Jobs report allows you to view the backup and restore jobs that were applied
on the CSP collector. You can view all the jobs, job creator, etc.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right-clicking on the Job name.

Figure 6-62 Backup/Restore Jobs
Backup/Restore Jobs *
e =2El Q- X || -t
Jobid Job Name Job Descript... Created... Created On Modifie...  Modified On First Run Time Last Run Time Run... NextScheduleT...
29 Periodic Bac... Backup/Rest... cspcuser Wed May 29, 2. Wed, May 29, 2... Wed, May 29, 2.. 1
Runld State Status Start Time End Time Action
Completed Success Wed, May 29, 2013 06:29:00 +0530 Wed, May 29, 2013 06:29:44 +0530 | Select Action....~
Page 1 of1 Displaying 1-10f1
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Ping Jobs
Ping Jobs allows you to view the ping jobs that were applied on the CSP collector from XML API
interface.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 6-63 Ping Jobs

Ping Jobs *

@ =8l Q- EITS

Jobid Job Name Job Description Created ... Created On Modified. Modified On First Run Time Last Run Time Run.. Mext Schedule Time
2 7 TestPing2 This ping job cspcuser  Fri, May 31, 2013_ Fri, May 31, 2013.. 1
Runld Stale Status  Start Time End Time Action
Aborted Failed Fri, May 31, 2013 09:40:15 +0530 Select Action... =
Page 1 of 1 Displaying 1 -1 0f1
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Trace Route Jobs

In Trace Route Jobs you can view all the trace route jobs that were performed on a CSP collector.

Figure 6-64 Trace Route Jobs

Q- (%] -
Message
Timeout Vale : 5
Mo of davices 1 1
1172.21.31.1 0.309 ms 0,307 ms 0.168 ms
2 172.25.103.5 0.506 ms 0.206 ms 0.193 ms
3 172.23.82.37 0.266 ms 0.230 ms 0.227 ms
4 172.23.1.1 0.539 ms 0.289 ms 0.269 ms
5172.23.1.22 0.369 ms 0,292 ms 0.278 ms
6 172.24.113.154 0,550 ms 0,461 ms 0.323 ms
7 172.21.54.131 [closed] 1.082 ms 0,869 ms 0.846 ms
Selocted device eih0, address 172.21.31.28, port 56673 for oulgoing packets.
Tracing the patn to 172.21.54.131 on TCP port 80 (http), 30 hops max

TraceRoute Job Completed

You can see the description of each job by clicking the + symbol next to the Job Id. Clicking the + sign
showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Sart Time, End Time,
and Job Log Details for this particular job.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Common Services Platform Collector User Guide
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Prompt Collection Jobs

The Prompt Collection Jobs report includes all the Prompt Collection jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 6-65 Prompt Collection Jobs
Prompt Collection Jobs '*
@ =%l Q- x
Jobld  JobName JobDescription Created... CreatedOn Modifie...  ModifiedOn Run... FirstRunTime LastRunTime NextScheduleTime
= 192  fest admin Mon, Oct 8, 201.... 1 Mon, Oct8, 201...  Mon, Dct 8, 201...
Runid State Status Start Time End Time Action
Completed Success Mon, Oct 8, 2012 13:48:37 +0530 Mon, Oct 8, 2012 13:48:39 +0530 | Select Action.c.»
I View Job Log Details
|
Page 1 of 1

Dizplaying 1-10f1
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Reports

The Health Collection Jobs report includes all the Health Monitor jobs performed on CSPC

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign showsthe Run Id, Sate (Successful/Aborted), Satus (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in Figure 6-66.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 6-66

Health Collection Jobs *

© =tE Q-
Jobld Job Name
o &

Job Descript....
NOS_Health..
=11 health_mfoni...

Runid State Status

Completed Success

Page 1 of 1

Health Collection Jobs

X || =
Created... Created On
cspcuser Wed, May 29, 2...

cspcuser Wed, May 29, 2.

Start Time:

Modifie...

Modified On First Run Time Last Run Time Run... Next ScheduleT...
Thu, May 30,20... Tue, Jun4,2013... & Wed, Jun 5, 201...
Wed, May 28, 2... Wed, May29, 2... 1

End Time Action

Wed, May 29, 2013 06:39:14 +0530 Select Action... »

Displaying 1 -2 of 2
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Upload Jobs

In the Upload Jobs report you can view all the scheduled jobs with Upload Profile, view the upload jobs
that are user defined and created by the system. You can unschedule ajob or edit an existing job
schedule. You can also check the status of uploaded jobs, view job log details or cancel any running job.

Figure 6-67 Upload Jobs
Upload Jobs '*
© 5}3 T_I Q- X || m—p
Jobld  Job Mame Job Descript...  Created... | Created On Modifie...  Modified On First Run Time Last Run Time Run... NextScheduleT...

H| 2 Full_Upload admin Sat, Dec 1, 2012... Mon, Dec 3, 201... Mon, Dec 3, 201... 1 Mon, Dec 10, 20...
|3 Incremental.... admin Sat, Dec 1, 2012... Sun, Dec 2, 201... Thu, Decs, 201... 4 Fri,Dec 7, 201M2...

Runld State Status Start Time: End Time Action

1 Completed Success Sun, Dec 2, 2012 23:00:00 +0530 Sun, Dec 2, 2012 23.00:05 +0530 Select Action... ¥

= Completed Success Tue, Dec 4, 2012 23:00:00 +0530 Tue, Dec 4, 2012 23:07:06 +0530 Select Action... ~

2 Completed Success Wed, Dec 5, 2012 23:00:00 +0530 Wed, Dec 5, 2012 23:01:32 +0530 Select Action...

4 Completed Success Thu, Dec 6, 2012 23:00:00 +0530 Thu, Dec 6, 2012 23:00:06 +0530 Select Action... =

Page 1 of 1 Displaying 1-2 of 2

To check the status of the Uploaded jobs, click the '+' button next to Job Id. Job status along with data
and time is displayed as shown in the above figure. To view the log details of ajob as shown in
Figure 6-68, click Select Action button and then View Job Log Details.

Figure 6-68 View Job Log Details

Log Messages for the Job 31 ¥
Q.- % || =
Message

Upload Phase (INMALIZE_FILES Upload Phase Status :RUNNING JobStatus :RUNNING

Upload Phase :INMTALIZE_FILES Upload Phase Status :SUCCESSFUL JobStatus :RUNNING

Upload Phase :DUMPING_UPLOAD_DATA Upload Phase Status :RUNNING JobStatus :RUNNING
Upload Phase :DUMPING_UPLOAD_DATA Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :ZIP_FILE_CREATION Upload Phase Status :RUNNING JobStatus :RUNNING

Upload Phase :ZIP_FILE_CREATION Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :RUNNING JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :SUCCESSFUL JobStatus :SUCESS
Upload job completed guccessfully. Upload File Location fopt/CSPCiuploaddatalincremental Upload/31/ftrangport-invento. ..
Transactionld/Conn resp =4833680201860723340

If you do not want to run a scheduled upload, right click on thejob and then click Unschedul e Job button.
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Figure 6-69 Unschedule Job / Edit Job Schedule
Upload Jobs '*
(%) _r: FE: Q.- X || =
Jobld  Job Name Job Descript...  Created... Created On Modifie... | Modified On First Run Time Last Run Time Run... Next ScheduleT...
o 2 Full_Upload B admin Satll!)ec 1, 2M2... Mon, Dec 3, 201... Mon, Dec3, 201... 1 Mon, Dec 10, 20..
B 3 Incremental... Unschedule Job... ec 1, 2M2... Sun,Dec 2, 201... Thu DecB 201... 4 Fri,Dec ¥ 2012...
Edit Job Schedule...

A confirmation box as shown in Figure 6-70 is displayed.

Figure 6-70 Unschedule Job
Confirm
P &re you sUre you want to unschedule the job with id &
. 7

Yes [0

Click Yes button to unschedule the job.

If you want to edit an existing upload job schedule, right click on the job and click Edit Job Schedule
button. Modify Job Schedule screen as shown below is displayed.

Figure 6-71 Modify Job Schedule
View/Modify Job Schedule - Incremental _Upload *

Schedule Details
* Job Mame:

Job Description: -

Schedule Start Date/Time Sat, Dec 1, 2012 23:00:37
Repeat Every 1 Weeks

on Sunday Tuesday Wednesday Thursday Friday Saturday
No End date

Configure Schedule

QK Cancel

You can reconfigure the schedule by clicking the Configure Schedule button. Except the Job Name all
details can be modified.

Common Services Platform Collector User Guide
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Upload Run Now Jobs

In Upload Run Now Jobs you can view all the run now jobs performed with upload Profile. Upload Run
Now Jobs are System upload jobs created by system with the system generated job schedule.

Figure 6-72 Upload Run Now Jobs
Upload Run Now Jobs '*
e == Q- 2l =
Jobid Job Name Job Descript... Created... Created On Modifie...  Modified On First Run Time Last Run Time Run... MextSchedule T...

E 10 Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec3 201... 1

YRR Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec3,201... 1

=12 Full_Upload... admin Mon, Dec 3, 201_.. Mon,Dec 3,201... Mon,Dec3, 201... 1

Runid State Status Start Time End Time Action

1 Completed Success Mon, Dec 3, 2012 15:28:26 +0530 Mon, Dec 3, 2012 15:29:51 +0530 Select Action... =

o 13 Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec3 201... 1
14 Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec 3, 201... 1
| 15 Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec3,201... 1
o 16 Full_Upload... admin Mon, Dec 3, 201... Mon, Dec 3,201... Mon,Dec3,201... 1
H 24 Full_Upload... admin Wed, Dec 5, 201... Wed, Dec 5, 201... Wed, Dec5,201... 1
M 25 Full_Upload... admin Wed, Dec 5,201... Wed, Dec 5, 201... Wed, Dec5 201... 1
| 32 Incremental... admin Thu, Dec 6, 201... Thu, Dec 6, 201... Thu,Decd 20M... 1
Page 1 of 1 Displaying 1-10 of 10

For user jobs which are already completed without repeat schedule, you can only edit the job schedule.
Thiswill change the future runs of the system uploads.

Figure 6-73 Edit Job Schedule
Upload Run Now Jobs *

B g Q- X o=

Jobiid  Job Name oy Decscription Creabed By Created On Mociied By Mod Firsd Run Tima L& Run Time Fouiri €
A 11 incremental_Lipload 1354490025024 - heiniobenil Line, D347 ] Mon, Dec 3, XH20' Mon, Dec 3, 20120 1
H 12 incremental_Lipload 1354500043338 i Mon, Dec 3, 2H20 Mon, Dec 3, 20120 1
#0135 Ful Uplood 1354501 HEZX Edt Job Schede... Mo, Dec 3, JHZ0 Mon, Dec 3, 20120 1
# 14 icremental_Uplond_1354501 564553 aciministratl Won, Dec 3, 2012 (8 Mo, Dec 3, 30128 Mon, Dec 3, 201205 1

The change in schedule will be reflected in the Next Schedule Time of Upload Run Now Jobs.

Common Services Platform Collector User Guide
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Connectivity Jobs

Connectivity Jobs report shows the connectivity related information, along with run count, first and last
run time.

Figure 6-74 Connectivity Jobs

alialn
¢1sco

Super + Seftings * * Reporis v A v Help~

Dashboard E Applications

USYLG ALLTID ¥ SIIILaII LY UGIGICL | G . Connectivity Jobs &
Device Access Verification Results
View Locked Credentials © =g Q- | =
View Server Activity Log Messages Jobid Job Name Job Descript...  Created... Created On Modifie...  Modified On First Run Time Last Run Time Run Count  Next Schedult
Syslog Summary
Sysiog Messages.
Caollection Profile Run Summary
Disabled Protocol Report
Disabled Command Report
Device Timeout Configuration
Unreachable Devices
Inventory Summary
Config Collected Devices
Config Data Per Device

4 1] Job Reports

m

Discovery Jobs
Inventory Jobs
Job Hanagement Reports

4 '4,’] Server Audit Trails
Device Management Audit Trais.
Data Collection Audit Trail Report
Server Audit Trail Report 14| n | t

Administration -

P

Page 1 of1| # k| No data to display

For user jobs which are already completed without repeat schedule, you can only edit the job schedule.
Thiswill change the future runs of the system uploads.

Figure 6-75 Edit Job Schedule
Qe Q- ey

dab il Jdob Naihe dob Descriphion Created By Craated On Mocifiesd By Mad Firsd Run Tire Lt Run Tirese Fiui €
H 11 ncremental_Lipload 1354490025024 sulinlnledanl Ues, Finn 0007 [ Mon, Dec 3, 20120 Mon, Dec 3, 21120 1
8 12 hceementsl_Upioad 1354500043333 10 Mion, Dec 3, 20120 Won, Dec 3, 21201
8§13 Ful Upiosd 1354501216230 O R Maon, Dec 3, 20120 Mon, Dec 3, 20120 1
§ 14 incremantl Upload_{35450198455) wimistral W, Dec 3, 2012 Mon, Dec 3, 201206 Mon, Dec 3, 20120 1

The Change in schedule will be reflected in the Next Schedule Time of Connectivity Run Now Jobs.
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Import Seed File Jobs

Import seed file jobs report shows the list of imported seed file jobs. You can see the description of each
job by clicking the + symbol next to the Job Id. It showsthe Run Id, State (Completed/Not Completed),
Status (Successful/Aborted), Start Time, End Time.Select the Action button in the report to view either
the Job Log details for this particular job, or to cancel ajob whileit is still running.

Import Sead File Jobs

AR .
e =8 Q- x| .

Jobld | Job Name Job Deseription | Created Sy | Crested On Modified By Modified On First Run Time Last Run Time: Run.. | Next Schedule
= K} 280thJan mport SeedF... cspouser  Wed, May 15, 201.. Wed, May 15,201... Wed. May 15.201... 1

Runid Siste Status Start Time End Time Action
Completed Success Wed, May 15, 2013 06:11.07 +0530 Wed, May 15, 2013 06:11:52 +0530 | Select Acion... ™
@ 8 impart13 mport SeedF... cspouser  Wed, May 15, 201 Wed, May 15,201 Wed, May 15,201 1
Page 1 of 1

Displaying 1-2 of 2

Miscellaneous Jobs

Miscellaneous Jobs shows alist of all the relatively small one time asynchronous jobs. Example of one
such job is Collection Profile export job.

Figure 6-77 Miscellaneous Jobs
Miscellaneous Jobs *
@ =el Q- X =
dobld  Job Mame + Job Description  Crested By Created On Modified ... Modified On First Run Time Last Run Time Rum .. B
|2 CPExpart 137132005710 cepouzer  Sat,JuniS, 2013 Sat, Jun 15,2013 .. Sat, Jun15,2013 .. 1
Runld  State Status Start Time End Time Actian
1 Completed  Success  Saf, Jun 15, 2013 21:30:05 +0530  Sat, Jun 14, 2013 21:31:08 +0530 | Select Action... =
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Server Audit Tralils

Server Audit Trail report includes all the server related logs. Use the Server Audit Trails Reports sub tab
to view the audit trails of the server, data collection and device management aspects. The columns
displayed are user name, module, sub module, message, log time, job log details.

The sub module includes changes made to session management, patch management, user management,
groups. It will also show any unauthorized connection attempts made from other hosts. This report can
be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited) formats.

This section describes the Reports in the following topics:
» Device Management Audit Trails
» DataCollection Audit Trail Report
» Server Audit Trail Report

Device Management Audit Trails

Device Management Audit Trails report includes all device management logs. It also displays the Job
Log Details for various jobs. The columns displayed include user name, module, sub module, message,
log time, job log details. For some jobs, Job Log Details button is displayed. When you click oniit, it
displays the appropriate job log.

The sub module includes changes made to device credential, discovery subsystem, device access
verification, device state change, inventory subsystem, server preferences. The contents of this report
can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited) formats.

Figure 6-78 Device Management Audit Trails

Device Management Audit Trails '*

@ a- x50

User Name Module Sub Module WMezsage Log Time Job Log Details

admin Device Management DeviceCredentials System Credential(s) hav... Wed, Sep 26, 2012 11:55... £

admin Device Management DeviceCredentials System Credential(s) hav... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 10... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentialz System Credential Set, 10... Wed, Sep 26, 2012 14:53.. E

admin Device Management DeviceCredentials System Credential Set, 10... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 10... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 25, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5....  Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53. . =
Page 1 of31| b B Displaying 1 - 50 of 1542
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Data Collection Audit Trail Report
Data Collection Audit Trail report provides all the data collection profiles audit trails. The columns
displayed are user name, module, sub module, message, log time, job log details.

This report includes all the changes made to data collection settings which includes collection profile,
datasets, platforms, integrity rule and masking rule.

This report can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)
formats.

Figure 6-79 Data Collection Audit Trail Report

Data Collection Audit Trail Report '*

@ a- * B O

User Name: Module Sub Module Message Log Time Job Log Details

system Data Collection ask Rules Wask rule 'CHC Configura... Wed, Sep 26, 2012 11:00.. e

system Data Collection Integrity Rules Integrity rule 'CNC Global |... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms. User defined platform'_E... Wed, Sep 26, 2012 11:00...

sysiem Data Collection Custom Platforms. User defined platform'_IP... Wed, Sep 26, 2012 11:00.. E|

system Data Collection Custom Platforms User defined platform'_...  Wed, Sep 26, 2012 11:00...

system Data Collection Custom Platforms User defined platform'_A... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms User defined platform'_T... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms. User defined platform’ ...  Wed, Sep 26, 2012 11:00...

system Data Collection Custom Platforms User defined platform'_C... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms User defined platform’_Cl.. Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms. User defined platform'_I...  Wed, Sep 26, 2012 11:00...

sysiem Data Collection Custom Platforms User defined platform'_C... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms User defined platform’_|...  Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms. User defined platform’ ...  Wed, Sep 26, 2012 11:00...

system Data Collection Custom Platforms User defined platform'_|...  Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms. User defined platform’_G... Wed, Sep 26, 2012 11:00..

system Data Collection Custom Platforms User defined platform'_|...  Wed, Sep 26, 2012 11:00... -
Page 1 of9 b B Displaying 1 - 50 of 435
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Server Audit Trail Report

Server Audit Trail report includes all the server related logs. The columns displayed are user name,

module, sub module, message, log time, job log details.

Reports

The sub module includes changes made to session management, patch management, user management,
groups. It will also show any unauthorized connection attempts made from other hosts.

This report can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)

formats.

Figure 6-80

Server Audit Trail Report

Server Audit Trail Report '*

e Q-
User Name
gwiserver
cspcadmin
czpcadmin
cspcadmin
admin
admin
admin
gwiserver
admin
admin
admin
admin
admin
admin
admin
gwiserver

admin

Page 1

=i

Module Sub Module

Server Administration SessionManagement
Server Administration ionManag t
Server Administration SessionManagement
Server Administration SessionManagement
Server Administration SessionManagement
Server Administration SessionManag t
Server Administration UserManagement
Server Administration SessionManagement
Server Administration SessionManagement
Server Administration ionManag t
Server Administration Userianagement
Server Administration SessionManagement
Server Administration SessionManagement
Server Administration SessionManag t
Server Administration SessionManagement
Server Administration SessionManagement
Server Administration SessionManagement

ofs b M

Message

gwizerver logged in from...
cspcadmin logged in from...
Unauthorized connection...
capcadmin logged in from...
admin logged in from 10.1...
admin logged in from 127....
New entitlement/license fi...
gwiserver logged in from...
admin logged in from 10.1...
admin logged in from 127....
User preferences changed.
admin logged in from 10.1...
admin logged in from 10.1...
admin logged in from 10.6...
admin logged in from 10.6...
gwizerver logged in from...
admin logged in from 10.6...

Log Time

Wed, Sep 26,2012 11:01..
Wed, Sep 28, 2012 11:06..
Wed, Sep 26, 2012 11:52..
Wed, Sep 26,2012 11:52..
VWed, Sep 26, 2012 11:54...
Wed, Sep 26, 2012 14:40..
Wed, Sep 26,2012 14:40..
Wed, Sep 28, 2012 14:51..
VWed, Sep 26, 2012 14:52..
Wed, Sep 26, 2012 15:32..
Wed, Sep 26, 2012 15:32.
Wed, Sep 26,2012 15:45..
Wed, Sep 26, 2012 17:30..
Wed, Sep 26, 2012 20:56..
Wed, Sep 28, 2012 22:15..
Wed, Sep 26, 2012 23:00..
Wed, Sep 26, 2012 23:00...

Job Log Details

m

Digplaying 1 - 50 of 228
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Applications - Administration

Administration

Use the Administration tab to create users for the CSPC server, take backups of the collected data, ook
at the server patches, etc.

This section describes the Reports in the following topics:

User Management

Backup and Restore

Server Patch Management
Log Management
Miscellaneous Applications

User Management

The User Management sub tab is used to create users and modify user preferences for a given CSPC
server.

This section describes the options in the following topics:

Manage Users

Manage Remote Authentication Servers
Modify User Account Settings

User Session Report

Modify User Preferences

Configure Default Device Display Property
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WM Administration

Manage Users

When you double-click Manage Users, anew Manage Users window appears which allows you to create
and manage the collector users, as shown in the following screen.

Figure7-1 Manage Users
Manage Users *
@ Q- x € add User.. & (=1 E O
Login Ful Name Authentication Type User Group
cspcadmin Local User Administrator
admin Super Administrator Local User Administrator

@ Common Services Platform Collector User Guide



| Chapter 7 Applications- Administration

Administration

Figure7-2 Manage Collector Users

User Editor - Create a new User A

User Identification

* Login Id: I

* Auth Type: Local User e
Password:

Full Mame:

Group Membership

* Group Name: Administrator e
Contact Information
Email Address:

m

Phone Number:

Pager:

Password Reset Questions

Question 1: ~
Answer 1:
Question 2: hd
Answer 2:
Question 3: W
Answer 3:

Help... QK Cancel

To add anew user, click Add User. Thiswindow shows the following information for each defined user
on the system:

» LoginID

« Authentication Type (Local, Remote User Authentication)
» Password (masked)

« Full Name

« Group Name

« Email Address

» Phone Number

» Pager

You can also setup a set of 3 password reset questions. Thisis useful in-case you forget your password
and need to reset your password. These questions are displayed when you click Forgot Password link
on the login screen of CSPC Collector.

Modify the details of existing user by clicking on Modify User button. Click Remove User button to
delete an existing user.

Common Services Platform Collector User Guide
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Manage Remote Authentication Servers

If the user authentication type is remote authentication, CSPC gets the user credentials from a remote
authentication server. The remote authentication servers need to be set up for the server to contact for
credentials as defined below.

Figure7-3 Setup Remote Authentication Servers
Manage Remote Authentication Servers »
Method Name Authentication Type Details
meth LDAP Server Idapi/iservl 359
Add Remote Authentication Server *

Flease select the Remote Authentication Method Type
= Lightweight Directory Access Protocol (LDAP) Server =

" Remote Authentication Dial In User Service (RADIUS) Server =

" Terminal Access Controller Access-Control System Plus (TACACS+) Server

Add Cancel

&+ Add X Deiste 2

Help... QK Cancel
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Modify User Account Settings

When you double-click Modify User Account Settings, anew User Account Settings window appears. It
allows you to modify user information; except for the User ID (this window is primarily for you to
change your personal information). You can also setup a or edit the password security questions here.

Figure 7-4 Modify User Account Settings

Usar Account Settings x|

User Identification
* Login Id:
= Auth Type: w

Password: sEBRERBERRRRRRRER R R R RO || |

m

Full Mame:

Group Membership

* Group Name: Admiristrator] i

Contact Information
Email Address:
Phaone Number:

Pager:

Password Reset Duestions

Help... | Ok Cancel |
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User Session Report

The User Session Report window displays the list of users who are currently connected to the server.

Figure 7-5 User Session Report
User Session Report '*
¢ Q- xEO
Login User Type Remote Server User Role Logged In From Legin Time
admin Local User Administrator 10.65.78.187 Tue, Oct 16, 201215:18...  *
admin Local User Administrator 173.39.68.162 Mon, Oct 15, 2012 14:46:... .
cspcadmin Local User Administrator 10.142.32202 Wed, Oct 10,2012 12:21: . 1
admin Local User Administrator 173.39.69.22 Mon, Oct 8, 2012 11:59:1...
admin Local User Administrator 173.39.68.162 Mon, Oct 15, 2012 15:38....
admin Local User Administrator 173.39.69.22 Thu, Oct 11, 2012 16:00:...
admin Local User Administrator 64.103.237 43 Tue, Oct 16, 2012 15:09:_.
admin Local User Administrator 173.39.68.162 Mon, Oct 15, 2012 11:12:..
admin Local User Administrator 10.35.90.161 Wed, Oct 10, 2012 15:33:...
admin Local User Administrator 173.3969.22 Thu, Oct 11, 2012 13:37....
admin Local User Administrator 173.39.68.183 Tue, Oct 16, 2012 13:41....
admin Local User Administrator 10.142.32.184 Thu, Oct 11, 20121244
admin Local User Administrator 10.142.32.158 Tue, Oct9 201214474
admin Local User Administrator 173.3969.22 Thu, Oct 11, 2012 15:01:...
admin Local User Administrator 10658364 Fri, Oct 5, 2012 14:58:46..
admin Local User Administrator 10.142.32.156 Mon, Oct 8, 2012 11:20:3...
admin Local User Administrator 10.35.90.161 Wed, Oct 10, 2012 18:34.... =
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Modify User Preferences

Modify User Preferences allows you to setup the data and time preferences. You can choose to display
date and time in client time zone or in the server time zone as shown in Figure 7-6.

After the changes are done, the preferences are stored for the specific user account.
Figure 7-6 Modify User Preferences

User Preferences ®

Date/Time Display Properties

Date/Time Display Type: Display Date/Time in Client Time Zone| ¥
Dizplay Date,Time in Server Time Zone

Display Date/Time in Client Time Zone
Help... Ok | Cancel Apply |

Configure Default Device Display Property

Configure Default Device Display Property allows you to select the device property that will be the
default for all managed devices.

Figure 7-7 Configure Default Device Display Property

Configure Default Device Display Property »

Select default display property for all the managed devices

Display Property: | Host Mame b

Management Ip Address

Host Mame

Terminal Prompt |
- DMS MName

SHMP Sys Name

SHMP Sys Object Id

User Defined Marme

Mac Address

Primary Device Mame

Manage Subscribers

This option enables you to manage all the subscribers.

Figure 7-8 Manage Subscribers
Manage Subscribers *
) Qo % {3 Add Subscribers... - = @
Module Notification Enabled Natification Type Emeils Configured
DISCOVERY y 8]
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Sep1  To add a Subscribers, click Add Subscribers the below screen appears shown in Figure 7-9

Figure 7-9 Add Subscribers
Subscriber Editor - Create a new Subscriber s
Subscribers

Server Information

* Module Mame: { Please enter module name. w

Motification Enabled: [l

Motification Type: DB o

Email To: Please enter redpients email address.
Help... DIk Cancel |

Sep2  Enter Module Name, select Notification Enabled, and if required enter Notification Type and Email To
and then click OK.

Alert Configuration

Alert an workflow CSPC service and pushes the notificationsto the user. You do not need to login every
time to see what the status of the job.

Figure 7-10 Alert Configurations
Alert Configuration *
e Q- % €} Add Alert Configurations... @' = | @
Module Frotocols Pescentage
Discovery 3
HTTF. Telnet, SNMPWMI, TL1,S5H LDAF 6666660

Inventory

Sepl Toadd an alert, click Add Alert Configurations the screen appears as shown in Figure 7-11
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Figure 7-11

Alert Configuration

Alert Configuration

* Module Name:

All:

SMNMP:

TELMET:

HTTP:

WML

TLL:

S5H:

LDAP:

Add Alert Configurations

Alert Configuration Editor - Create a new Configuration

dav|

Discovery Success
Percentage:

All Success
Percentage:

SNMP Success
Percentage:

TELMET Success
Percentage:

HTTP Success
Percentage:

WMI Success
Percentage:

TL1 Success
Percentage:

S5H Success
Percentage:

LDAP Success
Percentage:

Help...

Sep2  Select the Module Name from the drop down,

» If Discovery is selected, then enter the Discovery success Percentage value

Administration

» If Inventory or DAV is selected, then select the protocol(s) and the enter the success percentage value
for protocol(s)

Sep3  Click OK

N

Note  You can select ALL or any protocol of your choice

Backup and Restore

The Backup and Restore sub tab is used to take backups of the collector data, as well as to restore the

backed up datain case of afailure.
This section describes the options in the following topics:

» Backup

» Restore Backup

Backup

The Backup option allows you to select the database backup at a given instant, or to specify options for

periodic database backup.
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To perform the backup job follow the below steps:

Step1  Select FTP Server or Local Server
« If FTP Server selected enter the following
— Server Name: |P Address/Host Name of the FTP server
— User Name: FTP server user name
— Password: FTP Server Password
» If Local Server is selected continue
Sep2  Select Incremental Backup or/and Full Backup and enter the following:
« Target Directory: The directory where the backup file needs to be stored
« Backup File prefix: The tag that will be appended to the backed up file

« To start backup instantly select Run Backup Now or to schedule the job later select Schedule
Periodic Backup. For Periodic backup, you can configure schedule to specify the range of
recurrences, Schedule start date/time, Schedule end date/time and recurrences pattern for the data
backup. Thisis shown in Figure 7-13.

+ Job Name: Enter the job name

» Job Description: Enter the description of the job

Figure7-12 Backup
Backup *
FTP Server Details
Backup To: @ FTP Server ! Local Server
* Server Mame:
* User Name:

* Password:

[¥] Incremental Badkup [V Full Badkup

Incremental Backup Full Backup
Target Directory: Target Directory:
Backup File Prefix: Backup File Prefix:

@ Run Backup Now @ Run Backup MNow

(71 Schedule Periodic Backup Schedule Periodic Backup
* Job Name: Periodic BackupRestore * Job Name: Periodic BackupRestore
Job Description: Job Description:

edule confi hed ]
Configure Schedule Configure Schedule

Disable Incremental Backup -
Disable Increments! Backu Exclude Badup Files

Help... Ok Cancel |

To disable incremental backup click Disable Incremental Backup and thiswill prompt for the retart of
the CSPC. Similarly to enable click Enable Incremental Backup and it also requires restart.
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Figure 7-13 Configure Schedule

Configure Schedule *

Range of Recurance

Schedule Start Date/Time | May 27,2013 (3|| 04 :/21 2| [l Repeat schedule

Schedule End Date/Time

ir

Recurance Pattern

QK Cancel

Sep3  To exclude the files from Backup unselect the files as shown in Figure 7-14.

Figure 7-14 Exclude Backup Files
Exclude Backup Files o
/|| File Path

Please unselect to exclude backup. O Cancsl
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Restore Backup

Sep 1

Sep 2

The Restore Backup option lets you restore a previously stored data backup. You need to provide the
server information, such as where the backup file resides, and CSPC loads that backup to the system.
Thisis shown in Figure 7-15.

To restore the backup file follow the below steps:

Select FTP Server or Local Server
« If FTP Server selected enter the following
— Server Name: |P Address/Host Name of the FTP server
— User Name: FTP server user name
— Password: FTP Server Password
« |If Local Server is selected continue
Select Incremental Restore or/and Full Restore and enter the following:
« Directory Name: The directory where the backup file needs to be restored
« Backup File: The back up file name

« To start restore instantly select Run Restore Now or to schedule the job later select Schedule
Periodic Restore. For Periodic restore, you can configure schedul e to specify the range of
recurrences, Schedule start date/time, Schedule end date/time and recurrences pattern for the data
backup. Thisis shown in Figure 7-16.

+ Job Name: Enter the job name
» Job Description: Enter the description of the job
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Figure 7-15 Restore Server Backup

Hestore Backup
FTP Server Details

Restore From: @ FTP Server | Local Server
* Server Mame:
* User Name:

* Password:

[¥] Incremental Restore [V Full Restore
Incremental Backup
Directory Mame:

* Backup File:

@ Run Restore Now

(") Schedule Periodic Restore
* Job Name; Periodic BackupRestore

Job Description:

Mo schedule configured

Configure Schedule

Enzble Sleve Mods

Get Badwup Files |

Full Backup
Directory Mame:
b * Backup File:
@ Run Restore Now
1 5chedule Periodic Restore
* Job Name:

Job Description:

Mo schedule configured

Configure Schedule

Periodic BackupRestore

Help...

Administration

Get Badkup Files

o

To enable slave mode click Enable Slave M ode and it requires CSPC to restart. This disables all other
jobs expect Backup and Restore jobs on CSPC. Similarly to disable click Disable Slave M ode and it

also requires restart.

Figure7-16 Configure Schedule

Configure Schedule

Range of Recurance

Schedule Start Date/Time | May 27,2013

Schedule End Date/Time

Recurance Pattern

3| 04 -E0:

"] Repeat schedule

[a].4

Cancel
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Server Patch M anagement
Server Patch Management sub tab is used to manage the software patches (feature enhancements or bug
fixes) on the CSPC Server.
This section describes the options in the following topics:
« View/Install Downloaded Patches
» Mange Patch Files

View/lInstall Downloaded Patches

This option allows you to see the list of all downloaded patches available and choose a patch that you
would like to install on to the server.

Figure 7-17 View/I nstall Downloaded Patches

View/Installed Downloaded Patches *

e Q- * B @

Patch id Patch Version  Title State Status Install Time Uninstallable
Adding new M... Completed Uninstalled Mon, Oct 29, 2012 14:38:03 +0530 8
Adding new M... Completed Uninstalled Mon, Oct 29, 2012 14:39:23 +0530 B

5 Adding new M... Completed Uninstalled Mon, Oct 29, 2012 14:40:18 +0530 8

5 Adding new M... Completed Successful Mon, Oct 29, 2012 14:45:27 +0530 Q

To uninstall or revert a patch, right click on the patch that you want to remove, and select Uninstall
(Revert) Patches option. The patch is removed from the CSPC server.

Common Services Platform Collector User Guide
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Mange Patch Files

Thiswindow showsthelist of patch files available for install. You can upload the patch file to the sever
by clicking on Upload Server Patch button. The patch files remain available on the server for one week
for install from the time you upload it. You can delete the uploaded patch file by selecting the file and
then clicking on Delete Uploaded File button.

Figure7-18 Mange Patch Files
View/Installed Downloaded Patches %/ | Manage Patch Files '#
e Q- A il = T ¢ 3 Upload Server Patch. .
File Uploaded On Time Remaining Action
capc.bd Wed, Oct 17, 2012 20:05:23 +0530 1 week

Apply as patch...
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L og M anagement

L og Preferences

The Server Log Management sub tab is used to manage the server logs that are hel pful inidentifying and
fixing any support issues.

This section describes the options in the following topics:

Log Preferences
Export Log Files

Using Log Preferences, you can select detailed logging level for each module of CSPC. Log preferences

of the server as well as Ul component can be changed.

Logging levels could be any one of the following:

Fatal
Error

Warning

Information
Debug
Trace

Log levels can be changed by clicking on the logging level and selecting the appropriate level. You can
also select none and ignore the log for a specific module. This setting will be used for displaying the log
messages in CSPC |ogs.

Figure7-19

Log Preferences

Log Preferences

Select Module Logging Levels

Module Name
Collaction
Config

Jobs
DesktopLogs
Settings
WEBUI
FMLAR

FPari
Topology

[m]=]
AddOnlLogs
DevicelD

Swusl nnos

Help.

Legging Lewvel
Error
Error

L4
‘Warning
Error
Error
Error

r
Information
Error
Error
Error

r
Fatal
Error

Error

— Ok

m

Cancel
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Export Log Files

The Export Log Files feature allows you to export all the server log filesto the Cisco CSP support staff,
in case there is an error and the support staff needs to access the server logs. Log Files can be exported
both based on file name or time stamp.This is shown in the following screen.

Figure 7-20 Export Log Filesby File
Export Log Files ¥
Select Server Log files

Log Search Type: |Get the selected fies v

Get the selected files

Get the logs for the selected dat...
discovery_cso/fJISCOvVery_cs0.10g -

Select Al

Itswp

m

cepcwebui'cespowebuilog. 2012-10-04
cspocwebui'cspowebuilog. 2012-10-12
cspcwebui'cspowebuilog. 2012-09-29
cspocwebui'cspowebuilog. 2012-09-27
cspcwebui'cspowebuilog. 2012-09-25
cepocwebui'cepowebuilog

cspcwebui'cspowebuilog. 2012-10-13
cepcwebui'cepowebuilog. 2012-09-30

5

cspocwebui'cspowebuilog. 2012-10-05 -

Help... OK Cancel

Figure7-21 Export Log Files by Timestamp

LXPOIT LOg Fies s

Select Server Log files

Log Search Type: | Get the logs for the selected dajv

Select Time Period

Start Date/Time October 17,2012 [3 20 - 25 =

L3

End Date/Time 3 20 - 25

Select All

discovery_cso i

m

[

[

|:| cspcwebui

[T] Jobld_385_Runidi_1
[T] Jobld_141_Runid_1
[

postout

Help... oK Cancel
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Miscellaneous Applications

The Miscellaneous Applications sub tab shows server information, resynchronizes the client to server
and provides some diagnostic tools.

This section describes the options in the following topics:
e Server Process Summary
» Server Properties
» Diagnostic Tools
- XML API Console
« Manage Ul Add-Ons
« Seed File Viewer

Server Process Summary

Server Process Summary provides details on all the Server Processes including add-on processes for
CSPC. This report includes Process Name, ProcessType, Process State and a M essage associated with
that process as shown in Figure 7-22.

Figure7-22 View Server Process Summary
Server Process Summary
© Q- x|= @
Process Name Process Type Process State Mezssge
Ta-erd gateway Java Provess STARTED Process sl ied
hosEventhotfier Java Process STARTED Process started

Crrormicey Jrva Procee STARTED Procew s ird
NOS_Wiarkfios Java Broves STARTED Brocess siaried

Audt-Lxeaston Java Process STARTID Frocess started
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Server Properties

The View CSPC Server Properties window shows information about the server itself. The data shownin
this window includes Server Properties and License Properties. This gives information, such, the IP
address of the server, server version, default gateway, sever time zone, etc, as shown in Figure 7-23.

Figure 7-23 Server Properties
Server Properties *
Sarver Properties Licenss Properties
= Server Properties
Server Host/lp Address lzcalhost. localdomain
Server Version 25
= Network Properties
Default Gateway 172.21.137.1
DMS Server 1 171.70.168.183
= Server Time Properties
Server Time Tue Mov 04 22:28:41 PST 2014
Server Time Zone Pacific Standard Time

You can also find the licensing information of the server by clicking License Properties. You can expand
each entitlement to see the license properties and click the appropriate button to browse for license file
and replace/upload primary and secondary licenses as shown in Figure 7-24.
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Figure 7-24 License Properties
E Server Properties X -

Server Properties License Properties

I+

CSPO001007803 Properties

& CS5P0O001007644 Properties

53

CsSPO000000452 Properties

m

= CSP0001007645 Properties

Serial Number 17156901

ApplserType CSPC

Entitlement Type Secondary F
Expiration Date 20550101

Service Mame CISCO-5ERVICE

License NONE e
Upload Replace Entitlements
CSPO000000453: Primary License |
CSP0001007644: | Secondary License 1 |
CSP0001007545:

| Secondary License 2 |
CSPO001007803:

| Secondary License 3 |

Help... Close
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This option provides simple diagnostic tools like ping and traceroute to check if the device is available
or connectivity isto the device is established. Pick the command you want to use and select the device
on which you want the diagnostics to run, and click Run Command. The results appear in the Command
Result section of the window.

Figure7-25 Diagnostic Tools - ping utility

Diagnostic Tools %
* Command ping v
* Target Host google.com Browse

Timeout (in secs) 10

Run Command

L]

PIHG maal3=16-in-f8.1el00.net [google.com] with 56 (84) bytes of data.

Avg Response Time:0.0 ms Total Pkts Sent:5 Pkt=s Receiwved:0

Help... Close
Figure 7-26 Diagnostic Tools - Trace Route Utility
Diagnostic Tools e
* Command trace route =7
* Target Host google.com Browse

Timeout (in secs) 10

Run Command

I (T T

=

W =] o s L RS

traceroute to google.com (74.125.236.164), 30 hops max, 40 byte packets

10.105.134.1 (10.105.134.1) 1.025 ms ©0.605 ms ©0.493 ms

14.160.83.97 (14.160.83.97) 0.401 m= ©0.512 ms ©0.643 ms

10.104.146.37 (10.104.146.37) 0.4253 ms 0.548 ms 0.510 ms

10.104.146.9 (10.104.146.9) 0.596 m= ©0.846 ms O0.799 ms
bglll-sbb-gwl-gig3-10.cisco.com (72.163.187.65) 0.639 ms 0.343 ms 0.504 ms
bglll-rbb-gwl-tenl-l.cisco.com (72.163.171.21) 0.533 m= 0.541 m=s 0.387 m=
bgll2-corp-gwl-gig0-2.cisco.com (72.163.171.138) 0.299 m=s 0.290 ms 0.279 ms
bglll-dmzbb-gwl-gig2-43.cisco.com (72.163.216.230) 1.472 ms 1.505 m=s 1.250 m=s
maal3slé-in-f4.1el00.net (74.125.236.164) 0.847 ms 0.730 ms 0.639 ms

Help... Close
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XML API Console

XML API Console option is provided to execute XML APIson the CSPC server. Thisoption is provided
for third party application integration with CSPC. Thisis shown in Figure 7-27.

Figure 7-27 XML API Console
XML API Console *

P vaidate XL (> Run XHL AR

2 <addresses xmlns:xsi="http:/ 001/XML5Schema-instance”
x8i inoNamespaceSchemalocation="test.xsd'>

<address>
6 <Name>csps</namer
<toolrcisoc server S</tool>
<wrongExtraField/>
<{wrongClosingTag>

m

11 </faddresses»

Error<3,47>: Can not find definition for element ‘addresses’
2 Error<S,20%: End tag does not match start tag 'address'.

Messages | | Response
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Manage Ul Add-Ons

Manage Ul Add-Ons screen shows the list of Add-Ons, action taken on the Add-On, the user who
initiated the action, time of action and next possible action.

Figure 7-28 Manage Ul Add-Ons
Manage UI Add-ons
@ Q- X, | =
Add-on = Last Action Taken Action Initiated By Action Initiated At Possible Next Action

Seed File Viewer

When you import a seed file, the information is captured in the seed file viewer screen. Each row on the
screen corresponds to one Import.

Seed file name field acts as a hyperlink as shown in Figure 7-29, on clicking this link you can download
(or export) original seed file saved in the system. Screen captures all the details related to that import,
like the file format, user info, file size and so on, along with the job log details of that import run.

You can also delete single or multiple rows from the screen.

Figure 7-29 Seed File Viewer

Manage UL Add-ons % Seed File Viewer '*

e Q- % || = | @ Delete Seed Fie | @

Seed File Name Seed File Description  Seed File Format  Group Name File Size User Name Job Start Time Job End Time Job Log Detailz

CNC.CEV CISCO_CNC_C... MNewGrp 793 CEpCUSEr Thu, Mar 14, 2... Thu, Mar 14, 2... View Job Log Details

rmeseediest].cav CW Import CISCO_WORK... 094 cspcuser Thu, Mar 14, 2... Thu, Mar 14, 2. View Job Log Details

CNC 20.csv CISCO_CNC_C.. 0.04 CSPCUSEr Thu, Mar 14, 2... Thu, Mar 14, 2... View Job Log Details

40k sheer vi.csv CISCO_CNC_C.. 2392 56 CSpCUser Thu, Mar 14, 2... Thu, Mar 14,2... View Job Log Details

ManagedDevicesDAVE. . CNC Import CISCO_CNC_C... TestGrp 22 CEpCUSEr Thu, Mar 14, 2... Thu, Mar 14, 2... View Job Log Details
Page 1 of1 Dieplaying 1 -5 of &

Common Services Platform Collector User Guide
| "m=m



Chapter 7 Applications - Administration |

WM Administration

Common Services Platform Collector User Guide
[ 724 | |



CHAPTER 8

Menu Options

M enus

Menu options are provided as a quick way to access the applications.

Figure8-1 Menu Option

Super Administrator = Settings = MWanagement ~ Reporis ~ Administration = Help -
Dashboard E Applications

The menu options provided in CSPC are:
* User Name
»  Settings
» Management
» Reports
« Administration
« Help

User Name

Shows the Name/Username of the user logged into CSPC application. In the illustration shown in
Figure 8-1, the Super Administrator islogged in.

It has the following option:
» Logout: Logs out and closes the CSPC client application

Common Services Platform Collector User Guide
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Settings

Settingsinthe menu bar provides various optionsfor setting up device credentials and collection profiles
for collecting device specific information, as displayed in the following figure. These options are

described in the Applications->Device Management Tab.

Figure 8-2

Menu Option - Settings

Under Settings menu, following options are shown:

Device Credentials, ..
Module Credentials...
Manage Seed File...
Credential Lock Ssettings...
Import DSIRT Files...
Inventory Settings...
Discovery Settings...
Application Settings...
SEMTP Settings...
Advanced Job Settings...

Do Mot Manage Devices List...

Manage Applications Discovery Profiles...

Manage SNMP Trap Profiles...
Manage Jump Servers...

Manage Data Collection Profiles...
Create Adhor Datz Collection Profiles. ..
Manage Dstasets...

Manage Platform Definitions...
Manage Data Integrity Rules...
Manage Data Masking Rules...
Import All Rules...

Manage Syskog Source Files...
Manage Upload Profiles...

Device Groups...

Device Credentials
Module Credentials
Manage Seed File
Credential Lock Settings
Import DSIRT Files
Inventory Settings
Discovery Settings
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Application Settings

SMTP Settings

Advanced Job Settings

Do Not Manage Device List

Manage Application Discovery Profiles
Manage SNMP Trap Profiles

Manage Jump Servers

Manage Data Collection Profiles
Create Adhoc Data Collection Profiles
Manage Datasets

Manage Platform Definitions

Manage Data I ntegrity Rules

Manage Data Masking Rules

Import All Rules

Manage Syslog Source Files

Manage Upload Profiles

Device Group

Menus W
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M anagement

Management in the menu bar provides various options for discovering and managing devices and
running collection profiles, as shown in the following figure. These options are described in the
Applications->Device Management Tab.

Figure 8-3 Menu Option - Management

Management * | Reporis * Administrat

Discover and Manage Devices...
Unmanage Devices...
Device Access Verification...

Device Prompt Collection...

Run Collection Profile...
Fun Application Profile...

Run Upload Profile...

Under Management menu, following options are shown:

Discover and Manage Devices
Unmanage Devices

Device Access Verification
Device Prompt Collection
Run Collection Profile

Run Application Profile

Run Upload Profile

@ Common Services Platform Collector User Guide



| Chapter 8 Menu Options

Menus W

Reports

Reports in the menu bar provide various reporting options for viewing collected data as shown in the
following figure. These options are described in the Applications->Reports Tab.

Figure 8-4 Menu Option - Reports

Managed Dewvices...

Alarrs,..

Crewice Launch Pad...

Interface Summary [ [0S, PIE ASA, IOS-XR ]..
Drevice Displey Properties...

Device Access Werification Summany..,
Crevice Acocess Werification By Dataset Type...
Device Access Werification Resules...
Wiews Locked Credentizls...

Wiew Server Activity Log Messages...
SMHMP Trap Report...

Syshoeg Summany...

Swshog Messages,..

Collection Profile Run Sunvmany. .
Application Profile Run Summany,..
Disabled Protocol Report...

Disabled Command Report. ..

Drewvice Timweout Configuration. ..
Unreachable Devices...

Cruplicate Devices...

Drewvice JumipServer Mapping...
Application Discowvery Report...

Mom SMMP Devices...

Imwemnbory Samimsry ...

Canfig Collected Devices...

Caonfig Datz Per Device...

Discowery Jobs...
Imwentory Jobs...
Job Management Reports...

Device Management Awdit Trails...
Data Collection Auwdit Trail Report...
Cerwer Audit Trail Report...

Under Reports menu, following options are shown:
« Managed Devices
o Alerts
» Device Launch Pad
» Interface Summary [I10S, PIX, ASA, IOS-XR]
» Device Display Properties

Common Services Platform Collector User Guide
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Device Access Verification Summary
Device Access Verification By Dataset Type
Device Access Verification Results
View Locked Credentials

View Server Activity Log Messages
SNMP Trap Report

Syslog Summary

Syslog Messages

Collection Profile Run Summary
Application Profile Run Summary
Disabled Protocol Report

Disabled Command Report

Device Timeout Configuration
Unreachable Devices

Duplicate Devices

Device Jump Server Mapping
Application Discovery Report

Non SNMP Devices

Inventory Summary

Config Collected Devices

Config Data Per Device

Discovery Jobs

Inventory Jobs

Job Management Reports

Device Management Audit Trails
Data Collection Audit Trail Report
Server Audit Trail Report

Administration in menu the bar provides various options for administrating server, device and collection

profiles, as shown in the following figure. These options are described in the

Applications->Administration Tab.
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Figure8-5 Menu Option - Administration

Mznzge Usars,.,

Manage Remote Authentication Servers,..
Modify User Acoount Settings. ..

User Session Feport...

Modify User Preferences, ..

Configure Default Device Display Property...
Manage Subsaibers, .,

Alert Configuration...

Backup. ..
Restore Backup...

View/Installed Downloaded Patches..,
Manage Patch Files...

Export Log Fikes, .

Server Process Summany,..
Server Properties,..
Diagnostic Took. ..

XML API Console. ..
Manzge Ul Add-ons...
Sead File Viewsr..,

Menus W

Under Administration menu, following options are shown:

Manage Users

Manage Remote Authentication Servers
Modify User Account Settings

User Session Report

Modify User Preferences

Configure Default Device Display Property

Manage Subscribers

Alert Configuration

Backup

Restore Backup

View/Installed Downloaded Patches
Manage Patch Files

Log Preferences

Export Log Files

Common Services Platform Collector User Guide ]



Chapter 8 Menu Options |

W  Meus

« Server Process Summary
« Server Properties

« Diagnostic Tools

« XML API Console

» Manage Ul Add-Ons

» Seed File Viewer

Under Help menu, following option is shown:
« About

Common Services Platform Collector User Guide
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Adding Devicesto CSPC

Adding devicesto CSPC is a sequential, two step process. First one adds credentials for the devices.
Adding credentialsfor adevice does not add the device, however. After the credentials have been added,
the additional step of managing the device is necessary. Managing the device uses the credentials to
contact the device via SNMP and collect device classification data from it.

There are two waysto add credentials. Credentials can be added individually, or through an import. You
can import credentials from applications like:

» Cisco Works DCR XML File (.xml)

» Pari Networks Credential Repository (.xml)
» Cisco Works DCR CSV File (.csv)

« CNCCSV File(.csv)

« Simplified CSV File (.csv)

All the methods of adding credentials are performed on the credentials screen.

In CSPC there is a one-to-many relationship between credentials and devices. Multiple devices are
stored against a single credential. The multiple devices can be specified by wildcards matching |P
addresses or by | P address enumeration. Wildcards matching | P addresses is the preferred approach.

On the first collection, if the first wildcard matching the device does not succeed, the second wildcard
matching the device will be tried. On subsequent collections the last successful credential will be tried
first.

In addition, the protocol for the dataset type will be determined by the credentials order. For example
the choice between SSH and Telnet is controlled by the order of the SSH and Telnet credentials.

Thus the order of credentialsis important, and can be manipulated.
Credentials may be exported, but only in the Pari Credentials File Format.

After the credentials have been added, the devices can be managed. While credentials must be entered
by wildcards matching | P addresses or the | P addresses themsel ves, the devices can be managed by either
IP address or DNS name.
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WM Overview

Examples

Here an SSH credential is added against a wildcard:

Figure A-1 Device Credentials

| Device Credentials

Credential Identification Include Ip Address Ranges/List (For Discovery and Data Collection)

* Name cspe_test * Ip Address List |** * = V.

Transport

Protocol sshv2 v
Port

Authentication Exclude Ip Address Ranges/List (For Data Collection only)

Exclude Ip List ;
User Name cspc_test P £
Password
Enable User Name

Enable Password

m

Pass Phrase

Certificate

SNMP V1/v2 Community Strings
Read Community

Write Community

SHMP V3 Authentication Details

* User Name

Engine Id

Auth Algorithm v
Auth Password

Privacy Algorithm v

Privacy Password

oK Cancel
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overview W

Result is shown in Figure A-2:

Figure A-2 Device Credential Configuration
Device Credentials Configuration »

Device Credentials

Enter credentials that will be used For device discovery and inventory and other communications
between server and network devices

MOTE: Credentials would be saved to CSPC server as and when vou take the action,

Credential Matme Transport Uzer Mame Ip &ddress List

such hittprs M112 o

TestLock telnet acimin 172.21.52.12 L

SMMP_public MM 17218189*14320*14.3 . 1

SMHMP_Aa5 SN 2C 1089234 *

=nmp. 70 SNMpY2c demo 172207010

SHMP_DD_CS0 SMMEpY2 192.168.99*192168.96.* 1 ...

SMMP_cnc-ro SNMpY2C EEREE

SHMP_columbia-ro snmpw2c 17221 .56

SMMP et S0 SNMpY2C 172.18.156.%

snmp.70_1 SNMpYEc demo 172207010

SMMPY _pubilic snmpr 172215517 172.21 5515,

SMMP_public_1 MM 17218189*14320*14.3 .

ChikdD AT A EY Y e Y AN 20 7324 & AT
Page 1 of 3 b Displaying 1 - 50 of 109

€ Add.. ©) Delste &1 | ¢ Impart... | | Expart...
Help... Cloze

Now the devices can be managed. Devices are managed by discovery of known devices. Thisisaspecial
kind of discovery that does not discover anything.
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B Oveview

Figure A-3 Discover and Manage Network Devices
and Manage i

Select Discovery Methods

Select at least one of the following network device discovery methods.

Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
Discover devices by scanning/pinging range of IP Addresses
Rediscover the currently managed devices

<previous || Next> [ import..||  Hep || cance
Either the IP Address or the DNS Name.
Figure A-4 Discover and Manage Network Devices
Discover and Manage Network Devices

Discover devices with known IP Addresses

Enter the list of IP addresses for the known devices.

Prscstons |

+ fdd X Deletz &2 Hodify

10.1.1.10

crrmine |||t || o
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Note

Seed File Formats

CSPC supports following seed file formats:
1. CNC Seed File Format

2. Cisco Works Seed File Format

3. Simplified Seed File Format

CNC seed file format has following three formats:

1. CNC 20-field format
2. CNC 30-field format
3. CNC 36-field format

And Cisco Works has following two formats:
1. Cisco Works 30-field format
2. Cisco Works 34-field format

APPENDI X B

All the above seed file formats are of .csv type.

Simplified seed file format allows users to easily specify credentials for all devices or set of devices

using wild cards.

The basic difference between Simplified Format and rest of the formatsis that for the same device there
are multiple entries, each entry corresponds to one protocol. In other formats same entry carries for all

devices.
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Header I nfor mation

CNC Seed File Format

Header in CNC 20-field format contains the fields listed below:
; Col# = 1: Name (including domain or simply an IP),
; Col# = 2: RO community string,

; Col# = 3: RW community string,

; Col# = 4: Serial Number,

; Col# =5: User Field 1,

; Col# = 6: User Field 2,

; Col# =7: User Field 3,

; Col# = 8: User Field 4,

; Col# = 9; Name = Telnet password,

; Col# = 10; Name = Enable password,

; Col# = 11; Name = Enable secret,

; Col# = 12; Name = Tacacs user,

; Col# = 13; Name = Tacacs password,

; Col# = 14; Name = Tacacs enable user,
; Col# = 15; Name = Tacacs enable password,
; Col# = 16; Name = Local user,

; Col# = 17; Name = Local password,

; Col# = 18; Name = Rcp user,

; Col# = 19; Name = Rcp password,

; Col# = 20; Name = Enable User,

Header in CNC 30-field format contains the fields listed below:
; Col# = 1: IP Address (including domain or simply an IP),
; Col# = 2: Host Name,

; Col# = 3: Domain Name,

; Col# = 4: Device ldentity,

; Col# = 5: Display Name,

; Col# = 6: SysObjectID ,

; Col# = 7: DCR Device Type,

; Col# = 8: MDF Type,

; Col# = 9; Shmp RO

; Col# = 10; Snmp RW

; Col# = 11; SnmpV 3 User Name

Common Services Platform Collector User Guide
[ B2 | |



| AppendixB  Seed File Formats

; Col# = 12; Snmp V3 Auth Pass

; Col# = 13; Snmp V3 Engine ID

; Col# = 14; Snmp V3 Auth Algorithm

; Col# = 15; RX Boot Mode User

; Col# = 16; RX Boot Mode Pass

; Col# = 17; Primary User (Tacacs User)
; Col# = 18; Primary Pass (Tacacs Pass)
; Col# = 19; Primary Enable Pass

; Col# = 20; Http User

; Col# = 21; Http Pass

; Col# = 22; Http Mode

; Col# = 23; Http Port

; Col# = 24; Https Port

; Col# = 25; Cert Common Name,

; Col# = 26; Secondary User,

; Col# = 27; Secondary Pass,

; Col# = 28; Secondary Enable Pass,

; Col# = 29; Secondary Http User,

; Col# = 30; Secondary Http Pass,

Header in CNC 36-field format contains the fields listed below:
; Col# = 1: IP Address (including domain or simply an I P),
; Col# = 2: Host Name,

; Col# = 3: Domain Name,

; Col# = 4: Device ldentity,

; Col# = 5: Display Name,

; Col# = 6: SysObjectID,

; Col# = 7: DCR Device Type,

; Col# = 8: MDF Type,

; Col# = 9; Shmp RO

; Col# = 10; Snmp RW

; Col# = 11; SnmpV 3 User Name

; Col# = 12; Snmp V3 Auth Pass

; Col# = 13; Snmp V3 Engine ID

; Col# = 14; Snmp V3 Auth Algorithm
; Col# = 15; RX Boot Mode User

; Col# = 16; RX Boot Mode Pass

; Col# = 17; Primary User (Tacacs User)
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; Col# = 18; Primary Pass (Tacacs Pass)
; Col# = 19; Primary Enable Pass

; Col# = 20; Http User

; Col# = 21; Http Pass

; Col# = 22; Http Mode

; Col# = 23; Http Port

; Col# = 24; Https Port

; Col# = 25; Cert Common Name,

; Col# = 26; Secondary User,

; Col# = 27; Secondary Pass,

; Col# = 28; Secondary Enable Pass,

; Col# = 29; Secondary Http User,

; Col# = 30; Secondary Http Pass,

; Col# = 31; Snmp V3 Priv Algorithm,
; Col# = 32; Snmp V3 Priv Pass,

; Col# = 33; User Field 1,

; Col# = 34; User Field 2,

; Col# = 35; User Field 3,

; Col# = 36; User Field 4,

Cisco Works Seed File Format

Header in Cisco Works 30 seed file contains these fields:
+  management_ip_address
* host_name
* domain_name
» device_identity
» display_name
» sysObjectID
« dcr_device _typemdf_typesnmp_v2 ro_comm_string
* snmp_v2_rw_comm_string
* snmp_v3_user_idsnmp_v3_ passwordsnmp_v3_engine _id
« snmp_v3 auth_algorithm
» rxboot_mode_username
» rxboot_mode_password
e primary_username

e primary_password
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primary_enable password
http_username
http_password
http_mode

http_port

https_port
cert_common_name
secondary_username
secondary_password
secondary_enable_password
secondary_http_username
secondary_http_password

Header in Cisco Works 34 seed file contains these fields:

management_ip_address
host_name

domain_name

device identity

display _name

sysObjectl D
dcr_device_type
mdf_type

sysContact

sysLocation
snmp_v2_ro_comm_string
snmp_v2_rw_comm_string
snmp_v3_user_id
snmp_v3_password
snmp_v3_engine_id
snmp_v3_auth_algorithm
snmp_v3_priv_password
snmp_v3_priv_algorithm
rxboot_mode_username
rxboot_mode_password
primary_username
primary_password
primary_enable password
http_username
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http_password

http_mode

http_port

https_port
cert_common_name
secondary_username
secondary_password
secondary_enable_password
secondary_http_username

secondary_http_password

Simplified Seed File Format

Header in Simplified Seed file contains these fields:

Export File Format

IPAddress

protocol

port

username

password
enableusername
enablepassword
SnmpRO

SnmpRW

SnmpV3id

SnmpV 3Password
SnmpV 3Engineld
Snmpv3AuthAlogorithm
SnmpV 3PrivAlgorithm
SnmpV PrivPassword

These are the contents of the file generated by the export utility of Service Appliance 1.0:

; Col# = 1: IP Address (including domain or simply an IP)

; Col# = 2: Host Name

; Col# = 3: Domain Name
; Col# = 4: Device ldentity
; Col# = 5: Display Name
; Col# = 6: SysObjectID
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; Col# =7: DCR Device Type

; Col# = 8: MDF Type

; Col# = 9; Shmp RO

; Col# = 10; Snmp RW

; Col# = 11; SnmpV 3 User Name

; Col# = 12; Snmp V3 Auth Pass

; Col# =13; Snmp V3 Engine ID

; Col# = 14; Snmp V3 Auth Algorithm
; Col# = 15; RX Boot Mode User

; Col# = 16; RX Boot Mode Pass

; Col# = 17; Primary User(Tacacs User)
; Col# = 18; Primary Pass(Tacacs Pass)
; Col# = 19; Primary Enable Pass

; Col# = 20; Http User

; Col# = 21; Http Pass

; Col# = 22; Http Mode

; Col# = 23; Http Port

; Col# = 24; Https Port

; Col# = 25; Cert Common Name

; Col# = 26; Secondary User

; Col# = 27; Secondary Pass

; Col# = 28; Secondary Enable Pass

; Col# = 29; Secondary Http User

; Col# = 30; Secondary Http Pass

; Col# = 31; Snmp V3 Priv Algorithm
; Col# = 32; Snmp V3 Priv Pass

; Col# = 33; User Field 1

; Col# = 34; User Field 2

; Col# = 35; User Field 3

; Col# = 36; User Field 4

; Col# = 37; Status Msg
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Supported Syslog Formats

CSPC supports the following Syslog formats:

* Nov 26 17:44:42 CHNTVAAVPND.msc.vzwnet.com evliogd: [local-60sec42.542] [sessmgr 12988
unusual] [7/1/4486 <sessmgr:28> ssmgr_gr_sess.c:1379] [callid 082be77b] [context: PGWin,
contextID: 2] [softwareinternal system critical-info syslog] ucheck-point failed for the cmd: 43

« Nov 26 17:42:21 [10.217.186.68.150.41] evlogd: [local-60sec21.785] [sessmgr 12988 unusual]
[10/0/5440 <sessmgr:246> ssmgr_gr_sess.c:1379] [callid 4571e772] [context: XGWin, contextlD:
6] [software internal system critical-info syslog] ucheck-point failed for the cmd: 43

e 172.21.142.123 235: RP/0/RPO/CPUO:Dec 15 20:34:47.343 UTC: exec[65724]:
%SECURITY-login-4-AUTHEN_FAILED : Failed authentication attempt by user 'lab’ from
'172.21.31.17' on 'vtyQ'

« Apr 12 01:51:22 172.21.142.123 252: RP/0/RPO/CPUO:Apr 12 02:09:47.690 UTC: exec[65741]:
%SECURITY-login-4-AUTHEN_FAILED : Failed authentication attempt by user 'lab’ from
'10.142.36.103' on 'vty0'

o 172.23.164.86 1594: 001604: * Jun 24 06:09:16.102 PST: %LINK-5-CHANGED: Interface
Loopback123, changed state to administratively down

o 172.18.76.117 29: 22w1d: %SY S-5-CONFIG_I: Configured from console by vty1 (64.103.247.104)

S

Note  CSPC also supports all Syslog formats supported by CNC
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Conditional Collection

Conditional Collection Description

The phrase "Conditional Collection" generally refersto any collection decision (whether to collect/what
to collect/how many times to collect) that is made based on the result of bunch of conditions or the
results of another data collection. Other terms used for this are "Complex Collection", "Dynamic
Collection", "Follow-on Collection".

What is Supported

Audit Use Case

» Execute adataset (SNMP or CLI)
» Parse the output and capture a bunch of values

« Execute another command for each of the values captured above

Cisco Call Manager Use Case

In Cisco Call Manager detection, if the SysOID is one of a configurable set of OIDs, and an additional
OID returnsavalue, the deviceis considered a Cisco Call Manager, and the CCM call manager platform

applies.
Support Details:

Thiswill be supported in Conditional collection. However, "platform definitions" in CSPC depend only
on the results of discovery operation and can not depend on the inventory collection results.

This means that you need to implement it in the following way:
1. Define aplatform "Possible Call Manager" by providing the set of SysOIDs
2. Define a Conditional collection that is applicable only for the "Possible Call Manager" platforms

3. Inthis Conditional collection, execute the additional OIDs and based on their return value, collect
the final dataset you wish to collect
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B Condition Collection in Detail

SNMP/CL1 Configuration Fallback Collection

There are four configurations controlling config collection from the device. CLI only and SNMP only
do not require follow on collections. However, CLI fallback to SNMP and SNMP fallback to CLI
configurations will issue a follow on collection if the first attempted collection protocol fails.

Support Details:

Thiswill be supported in Conditional Collection. However, while this makes sense for collecting
configuration, it may not be very useful for other collections.

For example: Interface statistics would result in completely different output based on
whether you collected it using SNMP or CLI.

Collected Value Based Follow-on Collections

There are more examples of thesein Auditsthanin Inventory. These are the cases of follow on collection
controlled by the "Condition" block in the RBML, and so could be considered the "true" conditional
collections.

Support Details:

These use cases are supported as part of Audit Use Cases above.

Commands Requiring Re-login

CommandsRequiring Re-login to the Same Device multipletimeswith mutated community strings
to access card in different slots

Thisis the case where the same OID is issued against the same device multiple times, each time after
logging in to adifferent card in a different slot. Here it is not the command that is mutating but the
community string. Log in with the password public@SM_1 to access the card in slot module 1. These
are issued against WAN switches.

Support Details:

Thiswill be supported in Conditional Collection. However, the support will be limited to changing the
community string dynamically. (We do not support changing the other credentials like
username/password or device | P address etc. dynamically. That needs to be handled by the add-on
module if there is such a requirement).

Condition Collection in Detall

Conditional Collectionin CSPC is based on recursive algorithm were in the output from each processing
units will be fed as input to the next processing unit, until the last processing is complete.

Statement

Statement is the fundamental processing unitsin Conditional Collection. Statements mark the starting
point of each processing units. Each statement isidentified with an "identifier" and can optionally have
atitle and Input. Statement is represented by <Statement> tag
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Condition Collection in Detail W

Statements are classified into two types:
1. Condition
2. Loop

The input of each statement will depend on the type of the statement. Input will be a scalar input for
condition statement and vector input for loop statements.

Condition Statement

Scalar Input

Condition Statement isrepresented by <Condition> tag and isidentified by the statement identifier. Each
condition statements input is a scalar input. In order to process the output of input the <Operation> tag
is used where the user choose what to do with the output. Based on the operation performed the <Match>
and <NonMatch> tags can be used to decide whether to continue with the single unit of processing or to
go to the next processing.

Under the <Match> and <NonMatch> tag, user can choose to store the valuesin avariable which can be
used for further processing. To store the values, <Assignment> tags are used under <Match> tag. Based
on the operation performed the engine can be used to:

a. Execute the next statement (Use <Goto>)

b. Use the next value from the processing (Use <Continue>)

c. Exit the process (Use <Exit>)

d. On acertain Matching situation break the recursion (Use <Break>)

Use the <Output> tag if a condition statement is the last program of execution where the output of
condition collection is done. Two types of output processing are currently supported in CSPC:

1. Dataset: Execute another dataset with the variables populated in previous steps. Make sure the
datasets uses the same variable string (case sensitive) that was used for assigning.

Example: If the variable name is "name" and if the output dataset is to login to each
slots then the command will be: session slot <name> processor 1

2. AddOutput: Thistype of output can be use to display the processed output in the format that is
desired by the user.

Scalar Inputs aretheintegral part of condition statement and can be only used with condition statements.
There are five type of scalar inputs that can be used for processing in condition statements namely:

1. Device Property: Used for validating the device properties
2. Variable: Used ininitializations

3. Datasets: Dataset names which needs to be provided if any commands needs to use issued in the
device

4. Loop Context: Input Datatype which communicatesto the engineif theinput needsto be taken from
the current loop

5. SNMPIndex / SNM POid/SNM PValue: Used for processing SNMP data
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B Condition Collection in Detail

Operation
In order to process the output of the scalar input the <Operation> tag is used. There are two types of
operations:

1. String Operation: Used with java regular expression. Each of the matching patterns are then
compared with the java string for matches, doesnotmatch, contains, doesnotcontain, isEmpty, equals
and notEquals checks

2. Vector Operation: Used as anormal java vector were in the output can be added to a variable and
latter used for processing

Assignment

The condition statement assignment is the important place where the resultant variable are popul ated at
the end of each operation. In order to assign valuesto avariable, avariableis created under <Variable>
tag under assignment. The variable is popul ated with the results based on the following important tags:

L oop Statement

a. append: Denotes if the matching result needs to be appended to the resulting variable
b. onlylfNotNull: Add the result to variable only if the result is not null
trim: Trims the resulting string and add to the variable

d. vectorType: List/Set/OrderedList are the vector types in which the result will be added in the
resultant list. By default the results will be added to alist. But if the order of insertion is needs
to be maintained then OrderedList needs to be used. Use Set, if only unique result string are
required in the variable

o

e. Operation: add/remove. Add, adds the result to the resulting list and Remove, removes the
string if present from the resulting list

Loop statements are like while loop where each statement is executed recursively till the exit criteriais
met. Loop Statement is represented by <L oop> tag and is identified by the statement identifier. Loop
statement will be the first statement in any conditional collection dataset.

Each loop statements input is a vector input. Each |oop-statement must terminate with a condition
statement. Data collected from the vector input will be subjected to further processing using specific
matching conditions and condition statement(s).

Vector Input

There are four type of vector-inputs used in conditional collection. Each of these vector inputs have
discrete significance in achieving the needs of the complex collection. Four type of vector inputs are:

1. Block Vector Input: Block Vector Input is used whenever a block of response from the device

response needs to be processed. Each of the block input has a mandatory <Input> and <Params>
fields. Theinput used in block can be any of the scalar inputs except SNMP. The paramsfiled has a
start and end string which marks the starting and the ending of the block. Also, the start and end
strings are java pattern matched. The result of matched pattern is further processed in a condition
statement or in aloop statement.

Line Vector Input: Line Vector Input is used whenever the response from device needs to be
processed line by line. Each of the line input has a mandatory <Input> and <Params> fields. The
input used in line can be any of the scalar inputs except SNMP. The params filed has a match
<Match> tag criteria which is string and is java pattern matched against the result. The result of
matched pattern is further processed in a condition statement or in aloop statement.
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3. SNMP Table: It isused for processing SNMP response from SNMP Table. Each of the SNMP input
has a mandatory <Input> and <Rows> fields. The input used in SNMP must be any of the SNMP
scalar inputs.

4. Variable Vector Input: It isused like java array-list. The input list is populated and is fed for
subsequent processing units for further processing.

Actions

Actions are used in conditional collection when a specific action needsto be done before, while or after
processing a request. In most cases actions do assignment to variables which will be used in further
processing

Examples

CLI Complex Collection

Collection of Show interfaces from device followed by interface status of those interface which contain
the string "FastEthernet".

<Dataset identifier="ios_show_int_accounting_dynamic">
<Type>Dynamic</Type>
<Title>ios_show_int_accounting_dynamic</Title>
<CollectionType>CLI</CollectionType>
<CategoryName> show_int_accounting</CategoryName>
<Statements>

<Loop identifier="_show_interface 1">

<Vector|nput>

<Line>

<Input>

<Dataset>

<DatasetName Failure="error_message">_show interface</DatasetName>
</Dataset>

</Input>

<Params>

<Match ignoreCase="false">FastEthernet[*A-Za-z_]*</Match>
</Params>

</Line>

</Vectorlnput>

<Statements>

<Condition identifier="output_cond">

<Input>
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<L oopContext></LoopContext>

</Input>

<Operation>

<NotEquals ignoreCase="true"></NotEqual s>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType ="List"
operation="add" >interface</Variable>

<Value></Value>
</Assignment>

<Output>

<Dataset>
<DatasetName>ios_show_interface accounting</DatasetName>
<Variables>
<Variable>interface</Variable>
</Variables>

</Dataset>

</Output>
<Continue></Continue>
</Match>

<NonMatch>
<Continue></Continue>
</NonMatch>

</Condition>

</Statements>

</Loop>

</Statements>

</Dataset>

SNM P Complex Coallection

<Dataset identifier="ifHCOutOctets all_interfaces 9089">
<Type>Dynamic</Type>

<Title>ifHCOutOctets all interfaces For AlF: 9089 Created at Dec 20, 2011 9:48:06 PM</Title>

<CollectionType>SNM P</CollectionType>
<CategoryName>AlF_9089</CategoryName>
<Statements>
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<Loop identifier="loopl">

<Title>Get SNMP Interface Types</Title>
<Vectorlnput>

<SNMPTable>

<Input>

<Dataset>

<DatasetName>ifType 9089 _internal </DatasetName>
</Dataset>

</Input>

<Rows>

</Rows>

</SNMPTable>

</VectorInput>

<Actions>

<Assignment>

<Variable append="false" onlylfNotNull="false" trim="false" vectorType="Set"
Operation="add">if Types</Variable>

<Values>

<Value>6</Value><Value>62</Value><Value>5</Value><Value>6</Value><Value>9</Value><Value
>15</Value><Value>17</Value><Value>18</Value><Value>19</Value><Va ue>22</Vaue><Value>
28</Value><Value>30</Value><Value>32</Value><Vaue>37</Value><Value>39</Value><Value>49
</Value><Value>63</Value><Value>73</Value><Value>76</Value><Value>77</Value><Value>81</
Value><Value>100</Value><Value>101</Value><Value>102</Value><Value>103</Value><Value>1
07</Value><Value>108</Value><Value>131</Value><Value>134</Vaue><Value>166</Value><Valu
e>171</Value></Values>

</Assignment>

</Actions>

<Statements>

<Condition identifier="loopl_condl">

<Title>Check to see if Interfaceis require type</Title>
<Input>

<SNMPVaue>

<L oopContext></LoopContext>

</SNMPValue>

</Input>

<Operation>

<IsMemberOf><VariableName>if Types</VariableName>
</IsMemberOf>

</Operation>

<Match>
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<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

<Condition identifier="loop1_cond_last">
<Title>Save the ifIndex</Title>

<Input>

<SNMPIndex>

<L oopContext></L oopContext>
</SNMPIndex>

</Input>

<Operation>

<Matches ignoreCase="false">".*\.([0-9] +)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="true" onlylfNotNull="true" trim="true" vectorType="Set"
Operation="add">interfaceL ist</Variable>

<Value><loopl_cond_last.1></Value></Assignment>
<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

</Statements>

</Loop>

<Loop identifier="loop2">

<Title>Get SNMP Interface Oper Status</Title>
<Vector|nput>

<SNMPTable>

<Input>

<Dataset>

<DatasetName>ifOperStatus 9089 _internal </DatasetName>
</Dataset>

</Input>
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<Rows>

</Rows>

</SNM PTable>

</VectorInput>

<Statements>

<Condition identifier="loop2_cond1">
<Input>

<SNMPValue>

<L oopContext></L oopContext>
</SNMPValue>

</Input>

<Operation>

<Equals ignoreCase="false">1</Equal s>
</Operation>

<Match>

<Continue></Continue>

</Match>

<NonMatch>

<Goto></Goto>

</NonM atch>

</Condition>

<Condition identifier="loop2_cond2">
<Title>Remove If Interface is not up</Title>
<Input>

<SNMPIndex>

<L oopContext></LoopContext>
</SNMPIndex>

</Input>

<Operation>

<Matches ignoreCase="false">".*\.([0-9]+)$</M atches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="false" trim="false" vectorType="List"
Operation="add">interfaceList</Variable>

<Value><loop2_cond2.1></Vaue></Assignment>
<Goto></Goto>
</Match>
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WM Examples

<NonMatch>
<Continue></Continue>

</NonM atch>

</Condition>

</Statements>

</Loop>

<Loop identifier="last">
<Title>Collect the output</Title>
<Vectorlnput>

<SNMPTable>

<Input>

<Dataset>
<DatasetName>ifHCOutOctets all interfaces 9089 ifHCOutOctets</DatasetName>
</Dataset>

</Input>

<Rows>

</Rows>

</SNMPTable>

</VectorInput>

<Statements>

<Condition identifier="last_condl">
<Input>

<SNMPIndex>

<L oopContext></L oopContext>
</SNMPIndex>

</Input>

<Operation>

<Matches ignoreCase="false">".*\.([0-9]+)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType="List"
Operation="add">oid</Variable>

<Vaue></Value></Assignment>
<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>
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Examples W

</NonMatch>

</Condition>

<Condition identifier="last_cond2">
<Title>Check to see if thisisin the final List</Title>
<Input>

<Variable>last_condl.1</Variable>

</Input>

<Operation>
<lIsMemberOf><VariableName>interfacel ist</VariableName>
</IsMemberOf>

</Operation>

<Match>

<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

<Condition identifier="last_cond3">
<Title>Add the value to the final output</Title>
<Input>

<SNMPValue>

<L oopContext></L oopContext>

</SNMPValue>

</Input>

<Operation>

<Matches ignoreCase="false">"(.*)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType="List"
Operation="add">interface</Variable>

<Value><last_condl.1></Value></Assignment>
<Output>
<AddOutput>

<Value><SnmpDatasetResponse><SNM PRequest><Request Type>Column</Request Type><ObjectLis
t><Object><0i d></Object></ObjectList></SNM PRequest><SnmpResponse><Row><Instancel d><las
t_condl.1></Instancel d><Columns><Column><last_cond3.1></Column></Columns></Row></Snm
pResponse></SnmpDatasetResponse></Value>
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<Variables>
<Variable>interface</Variable>
</Variables>
</AddOutput>
</Output>
<Goto></Goto>
</Match>

<NonMatch>
<Continue></Continue>
</NonM atch>
</Condition>
</Statements>

</Loop>

</Statements>
</Dataset>
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Optional Parameter for NATed Appliances

Thisfeature allows TFTP dataset/CL | datasets/ ApplylPSsignature/ApplyConfig to create/execute with
commands having CSPC server | P, which needs to be added dynamically while executing the TFTP
dataset/CL| datasets/ApplylPSsignature/ApplyConfig. To use thisfeature for CLI datasets/
ApplylPSsignature/ApplyConfig ,a unique tag called <#SERV ERIP#> has to be added to the command
where CSPC server | P needs to be replaced. Updating TFTP dataset is not needed. By default, CSPC
will replaceit with its own IP but, in case the externally visible IP is not the same as the internal CSPC
IP, then use the following XML to added/modify the IP to be used for replacing the <#SERV ERIP#> tag

To add/modify a CSPC Server |P, use below xml API

<Request requestid="" xmlns:xsi="http://www.w3.0rg/2001/XML Schema-instance"
xsi:schemal ocation="http://www.parinetworks.convapi/schemas/1.1 pari_api.xsd"
xmlns="http://mww.parinetworks.com/api/schemas/1.1" >

<Manage>

<Add operationld="1">

< ServerDetails>

<IPAddress>x.x.x.x< /I PAddress>

</ServerDetails>

</Add>

</Manage>

</Request>
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XML APIs

Seedfilejob for runnow

<Request requestld="" xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"

xsi:schemal ocation="http://www.parinetworks.com/api/schemas/1.1
.[..1../../ICSPC2.3Dev/pari/dash/resources/server/schema/pari_api.xsd"

xmlns="http://www.parinetworks.com/api/schemas/1.1">

<Job>
<Schedule operationld="1">
<JobSchedule runnow="true">
</JobSchedule>
<RegressiveSeedFileJob>
<TriggerDav>true</TriggerDav>
<DeleteCreds>true</Del eteCreds>
<DeleteDevices>true</DeleteDevices>
</RegressiveSeedFileJob>
</Schedule>
</Job>
</Request>

Scheduled seedfilejob

<Request requestid="" xmlns;xsi="http://www.w3.0rg/2001/X ML Schema-instance"

xsi:schemal ocati on="http://www.parinetworks.com/api/schemas/1.1
.J..1..1../CSPC2.3Dev/pari/dash/resources/server/schema/pari_api.xsd"

xmlns="http://www.parinetworks.com/api/schemas/1.1">

<Job>
<Schedule operationld="1">
<JobSchedule runnow="false">
<Start>1409607000000</Start>

APPENDI X
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<Repeat>
<IntervalMilliSeconds>600000</IntervalMilli Seconds>
<!- <End>1254316663640</End>->
</Repeat>
</JobSchedul e>
<RegressiveSeedFileJob>
<TriggerDav>true</TriggerDav>
<DeleteCreds>true</Del eteCreds>
<DeleteDevices>true</DeleteDevices>
</RegressiveSeedFileJob>
</Schedule>
</Job>
</Reguest>

Add Notification

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Add operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOI D>
<NotificationType></NotificationType>
</Notification>
</NotificationList>
</Add>
</Manage>
</Request>

Dedlete All Notifications

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<NotificationList all="true">
</NotificationList>
</Delete>

</Manage>
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</Regquest>

Delete Single Notification

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOI D>
</Notification>
</NotificationList>
</Delete>
</Manage>
</Request>

Get All Notification Types

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Get operationld="1">
<NotificationList all="true">
</NotificationList>
</Get>
</Manage>
</Request>

Modify Notification

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestl d="4444">
<Manage>
<Modify operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOI D>
<NotificationType></NotificationType>
</Notification>
</NotificationList>
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</Modify>
</Manage>
</Request>

Add SNMP Trap Profile

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile>
<ProfileName>profilel</ProfileName>
<QueueName>queuel</QueueName>
<NotificationList>
<Notification>
<NotificationType>config</NotificationType>
</Notification>
</NotificationList>
<DeviceSelection all="true">
</DeviceSelection>
</SNMPTrapProfile>
</SNM PTrapProfileList>
</Add>
</Manage>
</Request>

Delete All SNMP Trap Profiles

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestl d="4444">
<Manage>
<Delete operationld="1">
<SNMPTrapProfileList all="true" />
</Delete>
</Manage>
</Request>
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Delete Single SNM P Trap profile

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestl d="4444">
<Manage>
<SNMPTrapProfileList>
<SNMPTrapProfile>
<ProfileName>profile</ProfileName>
</SNMPTrapProfile>
</SNM PTrapProfileList>
</Delete>
</Manage>
</Request>

Get All SNMP Trap Profiles

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestl d="4444">
<Manage>
<Get operationld="1">
<SNMPTrapProfileList all="true" />
</Get>
</Manage>
</Request>

Get Single SNMP Trap Profile

<Request requestid="4444" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Get operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile> <ProfileName>profile</ProfileName>
</SNM PTrapProfile>
</SNMPTrapProfileList>
</Get>
</Manage>
</Request>
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Modify SNMP Trap profile

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestl d="44444">
<Manage>
<Modify operationld="1">
<SNMPTrapProfileList>
<SNM PTrapProfile>
<ProfileName>profilel</ProfileName>
<QueueName>queuel</QueueName>
<NotificationList>
<Notification>
<NotificationType>config</NotificationType>
</Notification>
</NotificationList>
<DeviceSelection all="false">
<Devicelist>
<Device>
<|PAddress>x.x.x.x</IPAddress>
</Device>
</DeviceList>
</DeviceSelection>
</SNMPTrapProfile>
</SNMPTrapProfileList>
</Modify>
</Manage>
</Reguest>

SNMP Trap Report

Custom Report XML
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1 "requestid="44444">
<Report>
<Get operationld="1">
<SnmpTrapReport>
<TimePeriod>
<Custom>
<FromTime></FromTime>
<ToTime></ToTime>
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</Custom>
</TimePeriod>
<Source>
</Source>
<NotificationList>
<Notification></Notification>
</NotificationList>
</SnmpTrapReport>
</Get>
</Report>
</Request>

Report based on Time Interval

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1 "requestl d="44444">
<Report>
<Get operationld="1">
<SnmpTrapReport>
<TimePeriod>
<SinceTime>
</SinceTime>
</TimePeriod>
<Source>
</Source>
<NotificationList>
<NotificationType></NotificationType>
</NotificationList>
</SnmpTrapReport>
</Get>
</Report>
</Request>
<SinceTime><!-- /* Style Definitions */ table.MsoNormal Table

Unknown macro: { mso-style-name}

Modify SNMP trap port and Purge Settings

<Request requestld="4444" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>

<Modify operationld="1">
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<ApplicationPreferencesSettings>
<SnmpTrapSettings>
<PurgeSettings>15</PurgeSettings>
<SnmpTrapPort>162</SnmpTrapPort>
</SnmpTrapSettings>
</ApplicationPreferencesSettings>
</Modify>
</Manage>
</Request>
After these changes user has to restart CSPC to get this affect visible

CSPC DB backup and restore XML API

Backup Job XML API

<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>

<Schedule operationld="123">

<JobSchedule runnow="true">

</JobSchedule>

<BackupJob jobName="Backup_Scheduled1">

<lgnoreRunningJobs>fal se</IgnoreRunningJobs>

<FTPServerOptions>

<ServerHost>10.126.77.129</ServerHost>

<UserName>root</UserName>

<Password>XXXX X </Password>

<Directory>resources</Directory>

<FileName>file_temp_1</FileName>

</FTPServerOptions>
<PropertiesConfigFile>resources/server/backup_resource_config.properties</PropertiesConfigFile>
</BackupJob>

</Schedule>

</Job>

</Request>
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RestoreJob XML API

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>
<Schedule operationld="123">
<JobSchedule runnow="true" />
<RestoreJob jobName="Backup">
<FTPServerOptions>
<ServerHost>10.126.77.129</ServerHost>
<UserName>user</UserName>
<Password>xxxx</Password>
<Directory>resources</Directory>
<FileName>_ 1391384366427.pbx</FileName>
</FTPServerOptions>
</RestoreJob>
</Schedule>
</Job>
</Request>

CLI Channel XML API

CSPC CLI Channel dynamically supports the devices and accepts the required inputs using xml and
stores these inputs in DB for future use.

New Device Input XML

<?xml version="1.0"?>
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestid="12">
<Manage>
<Add operationld="1" replace="true">
<Channel Type channelld = "StarOS"> <!-- Provide unigue name for new channel -->
<Channel TypeRules>
<Rules>
<MatchType>ANY </MatchType> <!-- MatchTypeis based on rules provided, ANY or ALL -->
<Rule>

<Attribute><![CDATA[OSTY PE]]></Attribute> <!-- Provide the attribute which needs to be matched
with device OSTY PE, SYSOBJID, VERSIONTYPE -->

<Operator>EQUA L S</Operator> <!I-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->
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<Operands>
<Operand><![CDATA[Star OS]]></Operand> <!-- Operand depend on attribute and operator values -->
</Operands>
</Rule>
</Rules>
</Channel TypeRules>

<CLIRules>
<MorePromptRules>
<Rules>
<MatchType>ANY </MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>

<Operator>INDEXOF</Operator>  <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS -->

<Operands>

<Operand><![CDATA[--More--]]></Operand> <!-- Provide more prompts available for the device
-—->

</Operands>
</Rule>
</Rules>

<ContinueChar><![CDATA[32]]></ContinueChar> <!-- Provide character needs to be entered if
more prompt available -->

</MorePromptRules>

<OtherPromptRules>

<Rules><!-- This OtherPromptRules are used when the device is having prompts other than
more prompts -->

<MatchType>ANY </MatchType>

<Rule>
<Attribute><![CDATA[OSTY PE]]></Attribute>
<Operator>EQUAL S</Operator>
<Operands>

<Operand><![CDATA[AsyncOS]]></Operand>

</Operands>

</Rule>

<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>
<Operator>INDEX OF</Operator>
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<Operands>

<Operand><![CDATA[Do you want to mask the password]]></Operand> <!-- The prompt
appears on the device -->

</Operands>
</Rule>
</Rules>

<ContinueChar><![CDATA[Y]]></ContinueChar> <!-- ContinueChar is used if we need to
input any data/character to continue further from the prompt -->

</OtherPromptRul es>

<EnableRules>

<EnableCommand>enabl e</EnableCommand> <!-- Provide command used to enter into enable mode
-—->

<EnableUserPrompts><!{CDATA[Username: & login: & user:]]></EnableUserPrompts> <!-- Provide
user prompts -->

<EnablePwdPrompts><![ CDATA[Password:]]></EnablePwdPrompts> <!-- Provide password prompts
>

</EnableRules>

<ClearTerminal LengthDefinition>

<Command>terminal length 0O</Command> <!-- Provide commands used to set terminal length
for the device -->

<Command>terminal width 0</Command>
</ClearTerminalLengthDefinition>
<AfterLoginCommand>

<Command>clish</Command> <!-- some devices required commands after login to the device
and before entering into the enable mode, provide those commands here -->

</AfterL oginCommand>
<ReplaceEscChar>[j</ReplaceEscChar>  <!-- Provide escape characters to be replaced -->

<ClearLineDef>3</ClearLineDef> <!-- Thiswill clear the buffer before executing the command while
collecting the data from the device -->

<Control Char>\n</Control Char>
<Priority>100</Priority>
<UsePariPatentEndOf Command>true</UsePari PatentEndOf Command>
</CLIRules>
</Channel Type>
</Add>
</Manage>
</Regquest>
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Modify Channel XML

<?xml version="1.0"?>
<Request xmIns="http://www.parinetworks.com/api/schemas/1.1" requestld="12">
<Manage>
<Modify operationld="1">
<Channel Type channelld = "ACNS"> <!-- Provide unique name for new channel -->
<ChannleTypeRules>
<Rules>
<MatchType>ANY </MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>

<Attribute><![CDATA[OSTY PE]]></Attribute> <!-- Provide the attribute which needs to be matched
with device OSTY PE, SYSOBJID, VERSIONTYPE -->

<Operator>EQUAL S</Operator> <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->

<Operands>
<Operand><![CDATA[Star OS]]></Operand> <!-- Operand depend on attribute and operator values -->
</Operands>
</Rule>
</Rules>
</ChannleTypeRules>

<CLIRules>
<MorePromptRules>
<Rules>
<MatchType>ANY </MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>

<Operator>INDEXOF</Operator>  <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->

<Operands>

<Operand><![CDATA[--More--]]></Operand> <!-- Provide more prompts available for the device
-->

<Operand><![CDATA[<--- More --->]]></Operand>
</Operands>
</Rule>
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</Rules>

<ContinueChar><![CDATA[32]]></ContinueChar> <!-- Provide character needs to be entered if
more prompt available -->

</MorePromptRules>

<OtherPromptRul es>

<Rules><!-- This OtherPromptRules are used when the device is having prompts other than
more prompts -->

<MatchType>ANY </MatchType>

<Rule>
<Attribute><![CDATA[OSTY PE]]></Attribute>
<Operator>EQUAL S</Operator>
<Operands>

<Operand><![CDATA[AsyncOS]]></Operand>

</Operands>

</Rule>

<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>
<Operator>INDEX OF</Operator>
<Operands>

<Operand><![CDATA[Do you want to mask the password]]></Operand> <!-- The prompt
appears on the device -->

</Operands>
</Rule>
</Rules>

<ContinueChar><I[CDATA[Y]]></ContinueChar> <!-- ContinueChar is used if we need to
input any data/character to continue further from the prompt -->

</OtherPromptRul es>

<EnableRules>

<EnableCommand>enable</EnableCommand> <!-- Provide command used to enter into enable mode
>

<EnableUserPrompts><![ CDATA [Username: & Password: & login: & user:]]></EnableUserPrompts>
<!I-- Provide user prompts -->

<EnablePwdPrompts><!{CDATA[Password:]]></EnablePwdPrompts> <!-- Provide password prompts
-—>

</EnableRules>

<ClearTerminalLengthDefinition>
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<Command>terminal length 0</Command> <!-- Provide commands used to set terminal length
for the device -->

<Command>terminal width 0</Command>

</ClearTerminalLengthDefinition>

<AfterL oginCommand>

<Command>Clish</Command> <!-- some devices required commands after login to the device
and before entering into the enable mode, provide those commands here -->

</AfterLoginCommand>

<ReplaceEscChar>[j</ReplaceEscChar>  <!-- Provide escape characters to be replaced -->

<ClearLineDef>3</ClearLineDef> <!-- Thiswill clear the buffer before executing the command while
collecting the data from the device -->

<Control Char>\n</Control Char>

<Priority>100</Priority>

<UsePariPatentEndOf Command>true</UsePari PatentEndOf Command>

</CLIRules>
</Channel Type>
</Modify>
</Manage>
</Request>

CLI Channd Get Report XML

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="CL|ChannelReport">
<Manage>
<Get operationld="1">

<CLIChannelReport all = "false"> <!-- all equalstrue will get the all channels Channel Type
rules only not CLI rules -->

<Channelld>10S</Channelld> <!--if all equalsfalsewe need to provide channleid to get that particular
channel channel type rulas and cli rules -->

</CLIChannel Report>
</Get>
</Manage>
</Request> ?

Channel Ddete Channel XML

- <Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="ChannelList">
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- <Manage>
- <Delete operationld="1">
<Channel Type channel ld="Acsw" />
- <!-- This Xml deletes channel defintions which is provided here as channelld
-->
</Delete>
</Manage>
</Request>

Get CLI Channd List Report XML

Request xmlns="http://www.parinetworks.com/api/schemas/1.1" reguestld="ChannelList">
<Manage>
<Get operationld="1">
<ChannelList all ="true"/> <!-- Thisreport lists all the existing channel idslist -->
</Get>
</Manage>
</Regquest>?

Get Imported Devices Status Report

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Get operationld="1">
<ImportedDeviceStatusReport>
<DiscoveryJobld>32</DiscoveryJobld>
<DiscoveryJobRunl d>1</DiscoveryJobRunl d>
</ImportedDeviceStatusReport>
</Get>
</Manage>
</Regquest>
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Frequently Asked Questions

O

Does adding credentials manage a device?
No.

Can credentials be added by DNS Name?
No.

Can CNC seed files be imported?
Yes.

Can Ciscoworks DCR files be imported?

Yes, but only the XML Version and only if the P Addresses were exported from Ciscoworks, not
the DNS Names.

Does importing a credentials file ever manage a device?
No.

Can credentials be exported?
Yes, but only in Pari credentials format.

Isit better to enumerate | P address or to use wild cards?

It is better to use wild cards.

I's the order of credentials important?

Yes, the order of credentials is used to choose the preferred protocol for a dataset type and also to
choose between multiple matching wildcards.
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Does Discovery of Known Devices discover anything?

O

A. No, but it will filter out any devices it cannot collect device properties from using the SNMP
credentials.

Q. How come all my devices weren’t added?

A. Because Discovery of Known Devices filters out any devices it cannot collect device properties
from using the SNMP credentials.

Q. Are SNMP credentials necessary to manage a device?

A. Yes.
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