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Introduction

This document provides step—by-step installations and integrations of CUCILync with Microsoft Lync 2010
and Cisco Unified Communication Manager.

Note: The document covers steps that are required to install AD, Exchange and Lync in the lab and does no
cover CUCM, Cisco Unity Connection.

Prerequisites

Requirements

For staged approach to the Standard Edition Lync deployment, this is the minimum configuration required tc
run Lync. The initial Standard Edition topology deployment described in this document includes these
environment and components:

« A single forest, single domain Active Directory structure.



A single domain controller with Domain Name System (DNS) and an Enterprise Root certification
authority (CA)
« Exchange

Components Used
The information in this document is based on these software and hardware versions:

« Active Directory Server

« Exchange Server

e Lync 2010 Server

« Cisco Unified Communication Manager (CUCM) 8.5
* PC Client Machine

Note: VMWare for AD, Exchange and Lync.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Cisco UC Integration for Microsoft Lync

Microsoft Lync Server 2010 communications server offers instant messaging (IM), presence, conferencing,
and telephony solutions that can support enterprise—level collaboration requirements.

Cisco Unified Communication Integration (CUCI) for Microsoft Lync is a desktop integration that provides
access to Cisco Unified Communications for Microsoft Lync. The solution extends the presence and instant
messaging (IM) capabilities of Microsoft Lync by providing access to a broad set of Cisco Unified
Communications capabilities, which includes softphone standards—based video, unified messaging, audio,
video and web conferencing, desk—phone control, and phone presence.

Cisco UC Integration for Microsoft Lync is tightly integrated with Microsoft Lync to deliver a consistent and
compelling user experience while providing the benefits of increased employee productivity and
collaboration, reduced infrastructure complexity, and a lower total cost of ownership (TCO).

Configure

These are the pre-requisites for CUCILYNC integration.

1. After the installation of Pre—requisites install Active Directory (AD)

2. Create Users inside Active Directory

3. Activate DNS and add DNS entries for Servers and Clients

4. Activate Certificate Authority (CA) Services on the same server

5. After installing Pre-requisites install Exchange

6. Create Mailbox

7. Verify email exchange through Outlook

8. After the installation of Pre-requisites install Microsoft Lync 2010 server
9. Verify IM & Presence with native Lync 2010 client



10.Install Lync 2010 Clients on PC.
11.Install Outlook 2010 and configure user Mailbox

Network Diagram

This document uses this network setup:

- CUCI-LYNC LAB
. CORE COMPONENTS

IM, Softohone & Deskphone

Install Active Directory Server

Install Active Directory Domain Services (AD DS) on a member server that runs Windows Server 2008 R2
with the Active Directory Domain Services Installation Wizard (Dcpromo.exe).

The member server should be located in the forest root domain. After you install AD DS successfully, the
member server becomes a domain controller.

You can install AD DS with the Windows user interface (Ul). The Windows Ul provides two wizards that
guide you through the installation process for AD DS. One wizard is the Add Roles Wizard, which you can
access in Server Manager. The second wizard is the Active Directory Domain Services Installation Wizard
(Dcpromo.exe). Complete these steps for installation.

1. Disable IPv6 with these steps:



¢ Uncheck it on the network adapter in order to disable IPv6.
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¢ In order to add the DWORD to the registry, choose Run and type Regedit. Then choose
HKEY_LOCAL_MACHINESYSTEM > CurrentControl > SetServices > Tcpip6 >
Parameters > DisabledComponents and set the value to OXFFFFFFFF.
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2. Start the Server Manager and start the installation of the AD DS role. For that from Server Manager,
Click Add Roles.
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3. 0On the Add Roles wizard window, click Next.
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4. Choose the Active Directory Domain Services Role.
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5. You are prompted to install the .NET framework 3.5.1 features. Choose Add Required Features and
click Next.
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6. An introduction to Active Directory Domain Services appears with some points to note that you have
to read. Then click Next.

E; Active Directory Domaln Services

Introduction to Active Directory Domain Services

mmmmmmwsnmwmmmwmmmu
network, AD DS helps acministatars manspe i Hriitates sharrgend
Manu-umuwmmm-w
Exchange Server and for other Wincons Server tachndioges sudh a6 Group Policy.

Things 1o Note

| Tohelp ensure Uit users can stlllog on 10 the network In the case of & s ver cutage, Istal 2 mirieue of
w0 domain contrallers for 2 comair,

i AD 0S5 roquecs 3 DN senver 0 9s natalad on the netwerk, [F you do not ave 3 DNS server rstalied, you
wil be crorped 1o inccall e ONS Server row on i terwr.

| AR mmnmmmmhmmmmmmm
(koo exe) b meke the server 2 fuly Snclons domal controler .

i Irstaling AD D5 il ao instal the OFS Namesoaces, DFS Regicaion, and Fic Relizsiion sevices which
are raqured by Drectory Serice.

Additional information

Quecvien of 2003

Inatalng ADCS

for AD 05

<nm| &C})I fretd | WI

7. Next is the confirmation and summary page of the role installation. Click Install.
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8. When the installation role finishes. Click nCIose.



ﬁ‘ Installation Progress
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Active Directory Domain Services Installation Wizard
Complete these steps in order to install Active Directory.

1. Choose Start > Run and type dcpromo.
2.0n the window that appears, uncheck Use advanced mode installation and click Next.
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3. Choose Create a new domain in a new forest.




| Active Dwectory Domam Services Instaliiation Wezard

Choose a Deploymert Configuration
‘You can creats a doman cortroler for an exeting forest or for a new forsat.

4. Set the FQDN of the forest root domain as sjclab.com. You can give any name here based on your
domain name.

Name the Forest Root Domam
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5. Set the Forest functional level to Windows Server 2008 and click Next.
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6. Set the Domain functional level to Windows Server 2008 R2 and click Next.
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7. Choose additional options for this domain controller. Ensure that the DNS server is checked and
clickNext.




o! Active Dwectory Domain Services Installation Wizard
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8. The A delegation for this DNS server cannot be created... Do you want

to continue? message appears. Click Yes. This particular setup assumes a brand—-new forest and
everything, so no action is required.
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9. Default Database / Log files / SYSVOL folder locations as C:\Windows\NTDS should be fine,

when you create a smaller deployment with less loads. Otherwise you need to reconsider the
locations. Click Next after you choose those locations.



Specfy the foldar that wil cortaun the Active Dwectory domar cormrolier
databace log fiss and SYSVOL.

11.0n the Summary Window, click Next.



12.The Installation continues to proceed. Click Finish when it is done.
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13.Then the system restarts.

Create Users Inside Active Directory
Complete these steps in order to create a new user:

1. Choose Start > All Programs > Administrative Tools >| Active Directory Users and Computers.
2. Create a new user object in the current container



B Active Directory Users and Computers
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3. Enter the New User details and password. Click Next.
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T |

; y Create in.  siclab.com/Users
First name: ICraig Initials: |
Last name: IWhyte
Full name: IClaig Whyte
User logon name:
Ictaigwhytd I @sjclab.com :]

Jser logon name [pre-Windows 2000}
ISJCIAB\ Iccaigwhyle

Bach | Next > I Cancel J

; 3 Create in:  siclab.com/Users

Password: loooooooo

Confirm password: Io escccce

[~ User must change password at next logon

[V User cannot change password

[V Password never expires

[~ Account is disabled

< Back Next > Cancel I

4. Click Finish and then the new user is created.



New Object - User E3

; ) Create in:  siclab.com/Users

When you click Finish, the following object will be created:

Full name: Craig Whyte |
User logon name: craigwhyte@sjclab.com

The user cannot change the password.
The password never expires.

2z

..............................

< Back T Fiish i Cancel |

..............................

5. Now right click on the newly created user and choose Properties.
6. On the Window that appeared in the General tab, ensure that you add E164 Telephone number to A

Users.
Dial-iny | Envitonment | Sessions | Remote control |
FRemote Desklop Services Prolile l Personal Virtual Desktop I COmM+ I
General ' Address I Account I Frofhile I T elephones l Orgaruzation I Member OF I
; . Craig Whyle
First name: |Craig Initiats: |
Last name: [Whyte
Display name: |Craio Whyte

D escription: |

Office: |

Telephone number:  [+15102934675 | other. |
E -mail: |craigwhyte@siclab. coml

Web page: I Other... I

Create DNS Entries for Servers and Clients
Complete these steps in order to accomplish the task.

1. The first step is to configure the Reverse lookup zone. This has to be done before you add the DNS
entries for Servers and Clients.



2.Choose Start > Administrative Tools > DNS.
3. Launch DNS Manager and navigate to the root domain, right—click on Reverse Lookup Zone and
choose the option to create New Zone in order to launch the wizard.
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4.When the New Zone Wizard appears, click Next.
Welcome to the New Zone
Wizard

This wizard helps you aeate a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

I Next > I Cancel I

5.0n the Zone Type page, choose Primary Zone, and then click Next.




New Zone Wizard E3
Zone Type "
The DNS server supports various types of zones and storage. -
~

Select the type of zone you want to create:

¢ Primary zone
Creates a copy of a zone that can be updated directly on this server.

(" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

" Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[V Store the zone in Active Directory (avaiable only if DNS server is a writeable domain
controller)

< Back I Nextigl Cancel

6. On the Active Directory Zone Replication Scope page, choose replication To all DNS servers
running on domain controllers in the forest, and then click Next.

New Zone Wizard [ X]
Active Directory Zone Replication Scope !
You can select how you want DNS data replicated throughout your network. I
&

Select how you want zone data replicated:
% To all DNS servers running on domain controllers in this forest: sjdab.com

" To all DNS servers running on domain controllers in this domain: sjdab.com
" To all domain controllers in this domain (for Windows 2000 compatibility): sjdab.com

€ 7o dlidomain controiiers specified in the scope of: this directory partition

| 7

< Back Next > | Cancel

7.0n the Reverse Lookup Zone Name page, in the Network ID field, type the start of the subnet range
of your network, and then click Next.



New Zone Wizard F

Reverse Lookup Zone Name ‘
A reverse lookup zone translates IP addresses into DNS names. l
) 2

To identify the reverse lookup zone, type the network ID or the name of the zone.
% Network ID:
172 .21 60

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(" Reverse lookup zone name:
[r 21.172.in-addr.arpa

o [ ] o |

8. On the Dynamic Update page, choose Allow only secure dynamic updates and click Next.

Dynamic Update a
i

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic

updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

¢ Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntegrated zones.

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
,  This option is a significant secunity vulnerability because updates can be
“*.  accepted from untrusted sources,
" Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next> | Cancel

9. On the Reverse Lookup Zone Name page, choose IPv4 Reverse Lookup Zone, and then click Next.



New Zone Wizard X

Reverse Lookup Zone Name “
A reverse lookup zone translates IP addresses into DNS names. .
®

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(% IPv4 Reverse Lookup Zone

(" IPv6 Reverse Lookup Zone

<Back | Next>§ |  concel |

10.0n the Completing The New Zone Wizard page, click Finish.

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

L}
\

Name: 60,21,172.in-addr.arpa ;J
Type:  Active Directory-Integrated Primary

Lookup type: Reverse

[

Note: You should now add records to the zone or ensure
that records are updated dynamically, You can then verify
name resolution using nslookup.,

To close this wizard and create the new zone, dick Finish,

<Back Firsh Cancel |
4\
11.Now add DNS entries for Exchange, Lync servers and Lync clients. (Forward and Reverse DNS)
12.Launch DNS Manager and navigate to root domain under forward lookup zones.
13. Right-click on domain and choose New Host (A orAAAA) in order to add the DNS entry.
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14.0n the New Host wizard page enter the Name, IP Address and Check Create associated pointer
(PTR) record for reverse lookup entries and click Add Host.

New Host [ X |

Mame {uses parent domain name if blank):

Exchange

Fully qualified domain name (FQDMN):
I Exchange.sjclab.com.

IP address:
| 172.21.51.122|

Create associated pointer (PTR) record

I7 allow any authenticated user to update DNS records with the
same owner name

add Host Cancel I

Note: The steps from 12 to 14 have to be done for Lync Servers and Lync Clients with their
respective name and IP Address.

Certificate Authority Install
Complete these steps in order to accomplish the task.

1.Log on to AD as a domain administrator.
2.Choose Start > Administrative Tools > Server Manager.
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3. In the Roles Summary section, click Add Roles.

4.0n the Select Server Roles page, choose the Active Directory Certificate Services check box. Then

click Next two times.

=|5] %]

[ Rrokes summary Hep

S ' Go to Roles
T Add foles
5.4 Remove Roles

ﬂ Features Sunmary Help

£ Add Features
# Remove Features

Add Roles Wizard - -
ﬁ‘ Select Server Roles
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. Fax Server
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[ Hyper-v
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T Print and Doament Sendces
— Remole Dektop Services
__ Web Server (115)
Windowes Deployment Services

Wirdows Server Update Sendoes
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=il

Cancel |

insts) I

5. 0n the Select Role Services page, choose the Certification Authority check box, and then click

Next.

Server Manager (DC1)

Get an overview of the status of this server, perform top management tasks, and add or remove server

|




Add Roles Wizard

ﬁ- Select Role Services

Ix

Bofore You Begin Select the rofe saraces to nstal for Active Drectory Cerbficate Services:
Server Roles Hole parvices: Descipbon:
Cerbficaton Authonty Cartification Authonity {CA) s used to
IT‘L,—' s o iz3ue and manage cestificates,
L Certificaton Authonty Web Lnraliment Multiple CAs can ba linked to form s
L Q= Responder public key infrastructurs.

__ Network Device Enrolment Service
[ Certificate Ervolment Web Service
_ Certificate Errolment Follcy Web Servics

CA Name
Vebdity Period
Certificate Database
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6. On the Specify Setup Type page, click Enterprise, and then click Next.

Add Roles Wizard x|
ﬁ Specify Setup lype
Bafore You Bagn Certificason Authorities can uss data in Acthve Directory to amplfy the issuance and managament of
cersficates. Spadfy whathar you want to set up an Enterprise or Standalane CA.
Server Roles
ADCS & &
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CAType  Standal
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CA Nams
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<oeven | twets | i | cams |
7.0n the Specify CA Type page, click Root CA, and then click Next.




Add Roles Wizard ﬁl
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e —
Private Kzy Setect =ia aption if your CA wll ebtain its CA cortificate from another CA higher in & pubiic ey
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CA Name
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< Brevious ” Next > I sty I Cancel ]

8. 0n the Set Up Private Key and Configure Cryptography for CA pages, you can configure optional
configuration settings, which includes cryptographic service providers. But, for basic testing
purposes, click Next twice in order to accept the default values.
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Add Roles Wizard - x|

ﬁ' Configure Cryptography for CA
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9. In the Common name for this CA box, type the common name for this CA, as ActiveDirectory, and
then click Next.
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10.0n the Set the Certificate Validity Period page, accept the default validity duration for the root CA,
and then click Next.

Add Roles Wizard R - x|
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11.0n the Configure Certificate Database page, accept the default values or specify other storage
locations for the certificate database and the certificate database log, and then click Next.
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12. After the verification of the information on the Confirm Installation Options page, click Install.

Add Rales Wizard [ <]
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13. Review the information on the confirmation screen in order to verify that the installation was

successful.

Install Exchange 2010

(202015 1117 A4
QN=AcHveDTackery, Calas|dad,CCwcom
eAcwet

Covtiicate vakdty Penco
Wstinpashed na~e

Pradoscond, ot eav iz funoutas)

[[anza ] |

ficut Cancel

< Provices |

The integration of Lync 2010 and Exchange provides users with features like instant messaging (IM),
enhanced presence, telephony, and conferencing capabilities of Lync within the Microsoft Outlook messagir

and collaboration client.
Complete these steps in order to install the pre—requisites for exchange 2010:

1. Add the exchange server to the domain and verify dns entry.
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2.0n servers that host the Hub Transport or Mailbox server role, install the Microsoft Filter Pack.
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3.0n the Start Menu, choose All Programs > Accessories > Windows PowerShell. Open an elevated
Windows PowerShell console, and run the Import—-Module ServerManager command.

4. Use the Add-WindowsFeature cmdlet in order to install the necessary operating system
components: For a server that has the typical installation of Client Access, Hub Transport, and the
Mailbox role: Add—WindowsFeature
NET-Framework,RSAT-ADDS,Web-Server,Web-Basic-Auth,Web-Windows—-Auth,Web—-Metabas
—Restart

¥ admuistrator: Windows Powarshel

lindows PoverS8hell
Copywight (CO 2809 Micvoroft Corporation. A1l wighte recerved.

Coslicenesddninicrvatand Tonowt -Hodule Qe nuewManaae
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ahase Veh Net-Ext Neb-TgcyHgnt Consol= VAS -Process -Node 1, RSAT Webh-Server . Webh-1SAPT-Ext .U=h-Digest-A
ion NFT-HITP-fictivation .RPC—Ouan-HTTP-Proxw —Restawt

5. On servers that have the Client Access Server role installed, after the system has restarted, log on a
an administrator, open an elevated Windows PowerShell console, and issue the Set-Service
NetTcpPortSharing —StartupType Automatic command in order to configure the Net.Tcp Port
Sharing Service for Automatic startup.

6. Install Unified Communication Managed API 3.0.
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7. Similarly Install Speech Runtime and Disable IPv6.

Install Exchange
Complete these steps in order to accomplish the task.

1. Install Exchange —run setup from the Exchange DVD.
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2. Click I accept Licensing Agreement and click Next.

3. Click No for Error Reporting and click Next.

4. Choose Typical Exchange for Server Installation for this simple deployment, and verify the path
for the installation.
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5. Provide the Exchange Organization name, such as Cisco Organization.
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6. No legacy client support is needed in this case. Choose No and click Next.
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7. Set the Client Access server external domain: asmail.sjclab.com
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8. After the readiness checks, click Install.
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9. Restart the server.
10.Launch the Exchange Management Console and complete the GUI prompts to install it.
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Exchange Certificate Install
When the Exchange Server 2010 Client Access Server role is installed, a self-signed certificate is installed
automatically, primarily for testing purposes. But, as soon as the installation is finished, a real certificate

should be acquired and installed. Exchange Server 2010 uses a Unified Messaging certificate, which holds
besides its Subject Name other names as well, called the Subject Alternative Names (SAN).

Create Mailbox Users in Exchange

Choose Recipient Configuration > Mailbox and choose New Mailbox.
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Query for Active directory users and Add users. Once you finish adding, the users added appear:
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LYNC SERVER 2010 INSTALL

Microsoft Lync Server 2010 communications software and its client software, such as Microsoft Lync 2010,
enable users to connect in new ways and to stay connected, regardless of their physical location. Lync 201(
and Lync Server 2010 bring together the different ways that people communicate in a single client interface,
are deployed as a unified platform, and are administered through a single management infrastructure.

Deployment of Microsoft Lync Server 2010, Standard Edition requires the use of Topology Builder in order
to define your topology and the components you want to deploy, preparing your environment for deploymen
of the Lync Server 2010 components, importing and publishing your topology design on the Standard Editio
server, and then installing and configuring Lync Server 2010 software for the components for your
deployment.

While the IM and presence features are automatically installed in every Lync Server deployment, you can
choose whether to deploy conferencing, Enterprise Voice, and remote user access. In this example, other
features are not enabled since Enterprise Voice using Cisco Unified Communications is enabled.

Install Lync Pre—Requisites
Complete these steps in order to accomplish the task.

1. Add lync server to the domain and verify dns entry.

2.Disable IPv6.

3. 0On the Start Menu, choose All Programs—> Accessories> Windows PowerShell. Open an elevated
Windows PowerShell console, and run the Import—-Module ServerManager command.

4. Use the Add-WindowsFeature cmdlet in order to install the necessary operating system components
Add-WindowsFeature
NET-Framework,RSAT-ADDS,Web-Server,Web-Static-Content,Web-Default-Doc,Web—-Http—Ert
—Restart

5. Install Microsoft Silverlight, which s needed to run the Lync Server 2010 installation GUI. Refer to
Microsoft Silverlight for more information.



6. Create a shared file with name LyncShare with appropriate rights such that everyone has Full Contrc

on the Lync server 2010. You can create the share in any location with any name.

7. Create these DNS entries

¢ dialin.sjclab.com
¢ meet.sjclab.com
¢ admin.sjclab.com
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8. Install Windows Media Format (WMF) runtime before you run the Lync Server 2010 setup and then
restart the server. If you issue this command, this requires permissions equivalent to the Windows

server—based computers Local Administrator account.

Here's the cmdline to install on Windows Server 2008 R2 SP1:
%systemroot%system32dism.exe /online /add—package

/packagepath:%windir

%servicingPackagesMicrosoft-Windows—-Media—Format-Package~31bf3856ad364e35~amd64~~6.1.7601.1751-

flignorecheck



Ci\Jxsystemrootz \syatondd dicn.exe sonline /add-package /packagepath:xzwindiri\ce
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3. 1.7 17514 num Zignorecheck
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Image Uersion: 6.1.76M0.16385
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The operation cenpleted Sud

Restart Vindows to conplete this operation.
Do you want to restart the conputer now (Y/

After Windows Media Format Runtime is installed and the system is rebooted, proceed with the
typical Lync Server 2010 setup in order to complete the installation.

Install Lync 2010 Server
Complete these steps in order to accomplish the task.
1. Insert your Lync Server 2010, DVD.If AutoPlay does not start, navigate to your drive Setupamd64

and execute setup.exe. The first thing you need to do is to install Microsoft Visual C++ 2008
Redistributable Package, and then click Yes in order to proceed.

Microsoft Lync Server 2010 -

In order to run the software on this CD, the Microsoft Visual C++ 2008
Redistributable - x64 9,0,30729.4148 Package must be installed. Do you
wish to install it?

Yes No

2. When Microsoft Visual C++ 2008 Redistributable Package is installed you need to choose the
installation directory. The default location is fine, or you can change the location to match your
preferences and then click Install.
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Specify the location for the installation files. Any additional Lync Server components that you install wil
30 00 to this folder,

Yo install Lync Server 2010, Core Components and start the Deployment Wizard, dick Install,
installation Location:

[C \Program Fles\Macrosoft Lyne Sarver 2010 Erowse... |
frstall | cancel |

3. Next you need to accept the license agreement. Check | accept the terms in the license agreement
and then click OK.
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4. Now the Deployment Wizard launches and you have these choices.

Complete these steps in this order:

a.Prepare Active Directory

b. Prepare First Standard Edition Server.

c. Install Topology Builde

d. Launch Topology Builder & Publish Topology

e.Install or Ugdate LGc Server sttem

Lync Server 2040
* Wekowe 5 Lyre Sereet deckpnet.

Degtoy 2

m{ghxwe Drectory Propare firn? Stamtard Fdon server

Pl e Aty Diremctony scheme Tomt and doonmin bor Lyrn Smvm Fiepaims a sighs Sy dand Thlior sevvme o bt

Heto - Cantral MarSgomant Sorvea
Mot TN TIEK ragueres Iocal aomenswatsr nghis.
Tho task does not apply to Stardard Edition
Servers al ave not plaaned 1o host the Centasl

Tttt wx Upsinte: Lync Sarver Syshem N Ma63gemant Sarvca of f0r daokomarts that

Wetel oy updele & Lyve Sevvmr Sever depluyemn! arenber sysdern her h

= 5 ket Brid g SARCH.

This co%on ineals Lime Server core componants, and 3 loca rechiss

confguroon stor. Toslall Topwlogy Difdes

Note: Defors wstallng & wener, you reed 1o havs & valid Sopelogy crmstsd snd frotols the Teooiogy Duicer and Administratye

putizhed. Tools £ the currane syctem

Vinw dmpdirgtiomtd oy i ol beasd ow westabotion

ticko »
of tha Topokogy Bualder.

cpioy Monormyg Server Hoports
Dagloy MOMICNNG Servel SeDoMs 12 Sdleczed sL
“erver Racortng Seraces (553%5) matances.

Fiest Run Videos
2K 10 Viow gotIng XIted VCeos.

Ducurnvelaion

OB 10 vew the lates Lync Searver
cocumcristion adne for doploymend, plearg,
S S0 s

Took and Resources
T8k %0 sccmss docls and cther resounces onlioe to
hele Manags your Lyr< Server depovwent

Reud the provacy ststement calins

B | Eex I
Prepare Active Directory
Complete these steps:

1. First step is Prepare Schema wizard. Click Run in order to start the wizard.



Prepare Active Duectory for Lysc Server
; ' Theoe tacks prepeee Active Directory for your Lyne Server wstedlebion.

(AL

Decfoy > Actrva Directory Pregaraton

Sep 1 Prepars Schema

Run e per depboyrnod. Eatends the schera for Lyne Sorver

o Mustar |5 ssetlnble snd scc=sable

- i e 4 b maislry is enald=d o Schena Mesier. O, senole yegintry modificolion s

5
enablod on Schama "-:—c  YOU 3re runming Schama proparation ramataly I—]
el e o
1 Verily Rephcation of Schema Partition [-r
0]

Mamual Vanfy thet the scheama parton hes been rephcated befors prepanng the fores

ey ﬁwﬂ(mt Torest
once per degiopment. Creates giobal cettngs and urdversdl Qrouss 'or Lync Senver senver Components.

osaiiian >

e

Venfy Rephcation of Global Catalog

Ml Venly that setBnge in the giobal S0 have bean fsplicaisd belor prapaeg a domas

50 Peepare Current Domaun

Ru once per Lync Server uses o server domain. Sets access contrdl entries (ACFs) for Lync Senver uriversal groues

sk | sa |
2. The next step is to Prepare Current Forest. Click Run to start the wizard.
3. The last preparation wizard you need to run is Prepare Current Domain and then click Run to start

the wizard.
4. Now grant access to the Microsoft Lync Server 2010 Control Panel. Complete these steps in order tc

accomplish the task.

¢ Log on as a member of the Domain Admins group into Active Directory Server.

¢ Open Active Directory Users and Computers, expand your domain, right—click the Users
container, and then click Properties.

¢ In Domain Admin Properties, click theMember Of Tab.

¢ On the Members tab, click Add. In Select Users, Contacts, Computers, Service Accounts, or
Groups dialog, locate the Enter the object names to select. Type the user name(s) or group
name(s) to add to the group CSAdministrators. Click OK.

¢ On the Members tab, confirm that the users or groups that you selected are present. Click

OK.
After the completion of these steps, click on Back in order to return to the Deployment Wizard.

Prepare the First Standard Edition Server

Choose the option to Prepare first Standard Edition Server (top right hand option). This installs a copy of SC
2008 Express, Lync Server core installation files and creates an RTC database.



2 Propare singk Standard Editson Sorver . 1‘]
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» Creating firewall exception for SQL instance

netch advirenal fivewall add ruls neme="0CS SQL RTC Access™ dir=in action =aliow program="c:\Program
::M QL Server MSSQLIDATCIMSSQL \Binn\sqleerir exe’ enable=yes profile=any

> Creating firewall xception for SQL Browser I
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Task status: Completed.

|Bomao lozal machire _'_'] Wnl.ml

Install Topology Builder

Install the Topology Builder via the main deployment screen. When this completes, you gain a green tick in
order to signify a successful install.
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Launch the Topology Builder and Publish Topology
Complete these steps in order to accomplish the task.

1. Launch the topology builder through the start menu.
2.Choose New Topology and click OK.
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3. Choose where to save your topology files. For example, C:\Lync Server 2010 Topology Builder and
call it MyTopology.tbxml. When you are finished choosing name ad location click Save.

4. Then enter a SIP domain that matches company preferences, sjclab.com. This is the internal domair
name in AD family domain and works well for the purpose of this installation, click Next to continue.

. Enter a name of the default site, then click Next to continue.

. Here you need not add any additional SIP domains at this point, click Next to continue.

. Enter your City, State and Country and click Next to continue.

. Continue to configure a front end pool so click Finish. When the New Front End Pool wizard starts
click Next to continue.
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9. Now define a FQDN for our Front End Pool. Since this is a simple single server installation use the

servers FQDN sjclab.com and choose Standard Edition Server and click Next to continue.

10.Lync Server Installation enables Presence and IM by default.

11.In order to collocate the mediation server, check Collocate Mediation Server role and then click
Next.

12.Choose any other roles to enable more components; if not click Next to continue.

13.SQL server has already been installed on the Lync Server 2010 server and the wizard finds it
automatically. Click on Next to continue.

14.Now enter the share folder name, which was created in the Pre—Requisites section. Enter public File
Server FQDN: lync.sjclab.com and share folder name LyncShareand click Next to continue.
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15. Skip adding a gateway at this moment and specify the External Base URL.: lync.sjclab.com, which
can be same as your internal or can be different. Click Finish to complete defining Front End Pool
wizard.

16.When the wizard closes you arepresented with the Topology builder. Take a moment to go through
the configuration, then go back to the original screen and click on Edit Topology.

17.1n the left pane, choose Simple URLSs, in the main pane, enter a URL in the field Administrative
access URL. Here this is https://admin.sjclab.com, then choose the Front end server to install
Central Management Server on. If all is well you should only have one choice here, click Ok when
done.
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18.Now it is time to publish the topology that was built to the management server. Back in the topology
builder, click on Publish Topology in the Actions Pane.
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19.When the wizard has loaded, click on Next to start the publishing.

20.You should only have one Central Management Server, make sure it is selected in the drop—down li
and then click Next.

21.When the wizard completes, make sure that all steps are successful and then click. Finish.
[PublishTopoloay x|

Publishing wizard complete

Your topciogy was successfully publiched.
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Install/lUpdate Lync Server System

In order to finish Lync server installation, go to initial Lync Server Deployment Wizard, which is accessible
now through the start menu. Choose Install or Update Lync Server System to continue.
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Here you need to click Run Button corresponding to each steps.

After you complete the Start Services task, if Lync Deployment Wizard does not show the task as completec

then go to msservices.exe to make sure that all the Lync services are started.

Finally you need to create a SRV DNS record for your new Lync Server. Without this record, your Lync
client is unable to locate the server location. In order to create one, access your DNS manager and right—cli
the Forward Lookup Zone for your SIP FQDN. Then click Other New Records and Service Location

(SRV). Complete with the server settings as in this example:
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Add Users in Lync
Complete these steps in order to add users in Lync.

1. Choose Start > All Programs > Microsoft Lync Server 2010 > Lync Server Control Panel.
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2.0nce you login with your Lync credentials into the Lync Server Control Panel, it opens the Control
Panel window.
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3.You can add users. Choose LDAP search, and click Find. Here in this example the query does not
list any users even though LDAP users are present so you can see none of those users are enabled
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4. Enable LDAP users using Enables users. Once you click on Enable users, it brings up New Lync
Server Users window where you can Add LDAP users.
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5. Do an LDAP search, which returns all the users in LDAP. Select all the users you want to add and
click Ok.
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6. Edit all the users to change Telephony settings to Audio/Video disabled (Recommended) and
Commit the changes.
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7.Try to log into Client Lync with one of the above user credentials to make sure that login works fine.
Note: It is recommended not to select the following telephony options for users:

+ Enable Remote call control
¢ Enable Enterprise Voice

Install Lync on Client PC

Lync 2010 delivers easy and engaging access to multiple communication modes through a single, simplifiec
interface. Users can connect and collaborate from any location that has Internet connectivity. Before procee
to install ensure the following:

1. Client PC needs an entry in DNS and also needs to be part of the Domain
2. Ensure that root certificate on client is installed so that client trusts certificate from Lync.

Complete these steps in order to install the Root Certificate on to the client machine.

a.Login into CA Server from https://<CA Server>/certSrv and download the CA Certificate,
with the name certnew.cer.



Microsolt Actw Duoctory cale Semces cclab ACTIVEDIRECTORY C4

Weicome

Use this Web site 10 request a certificate 10r your Web browser, e-mail client, or other program. By using a
certficale, you canvenfy your identity to people you commumcate with over the Web, sign and encrypt
messages. and, depending upon the type of certificate vou request. perform other secunty tasks.

You can also use this Web site to download a certificate authority {CA) cedificate, certificate chain, or
certficate revocation kst {CRL), or 1o view the status of a pending request

For more information about Active Directory Cerdificate Services, see Active Direciory Cediicale Senaces
Decumentabon
Select a task:

Request a comilicate
View the status of a pending cenificata request

Downioad 3 CA castificale ¢vificate chain or CRL

Microsolt Act dirs y Contificate Semce clab ACTIVEDIRECTORY-C

Download a CA Certificate, Certificate Chain. or CRL

To trust cedificates issued from this cenification authority, install this CA certificate chain

To download a CA cerificate, certificate chain. or CRL, select the cerrhcate and encoding method
CA ceificane:

AL ACTWE DIRECTORY-(

Facoding method: LS}
@ DER
Base 64
Downioad CA cerlificagh, ;

Do you want Lo open or save this file?

] ‘ Mame: cerinew.cer
R Type: Security Certificate, 921 bytes
From. 1722151113

3 White flzs from the riemet can be usedd thi fike type can

potentally hamm your computer. § you do not tnst the source do not
open or save this scftware. Whel < the sk ?

b. View and install the CA Root Certificate on to the client machines.




| sojvalmwl_c-a_mgeml

Thes CA Root cortshicate s not trusted. 1o enabic trust,
install this certificate in the Trusted Root Certilication
Authorihcs store.

Issued ta:  silsb-ACTIVEDIRECTORY-CA

Tssued by: sjiclsb-ACTIVEDIRECTORY-CA

vahd from 5/ 20/ 2011 te 5/ 20/ 2016

h“um.l | somuer Statemert

.............

c. Certificate Import Wizard is launched.

Welcome to the Certificate Import

Wizard

: 3 Thia weard you copy certficates, corsficare trust

— 1 Ests, anvd cer bl revocation lists from your disk o =
b, certficate store.

A curtificate, which s soued by & Certfication suthority, is
nm&mdvumwmm
used to protect dats or tambdeh +
mammui\emmm
b fmbes are b=t

TO contiue, dick MNext,

R -

d. Browse the certificate store where you want to place the certificates.




Learn more about cortficate stores
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Cmbemtmpetwand e

Ceoruncate Store
Ceroficate stores are system arcas where certficates are kept,

VWindows con automaacally sciect o cerhificate store, or you can speafy a locaton for
the certificate.

(1 Autome tcally select e cms bficmbe store based on the tpoe of cor afics e
@ Flace ol cerificates b the following store

Ceroficate store:
Trusted Root Cartficaton Authontes - Erowse...

Learnmore about corificate stores

- ‘ﬁ&_ T - I_m I

e. Click on Finish to complete the Certificate Import.



Completing the Certificate Import
Wizard

The cernficate wil be rported after you did Fngh,

You have mpecified the Fllosang setings:

[ <Bas | w] | Carcel

f. Click Yes on the security warning.

x|

You sre shout to install a certificate from a certification authordy (CA)
claiming to represent:
syclab- ACTIVEDIRECTORY-CA
Windows cannot validate that the certificate s actually from
"5 lab-ACTIVEDIRECTORY-CA®. You should confirm s ongin by
contacting " clab-ACTIVEDIRECTORY-CA" . The following number s il
assist you in this process
Thumbprnnt (shal ) 6899 D14C 76902501 CO7BLDED CA418B51 557E6FEA
Warmeng:
¥ you install this roct certficate, Win will autamatically trust any
certficate issued by this CA Installing 2 icate with an unconfirmed
thumbpnnt 15 a secunty nsk. # you chick "Ves” you acknowledge this
nsk,
Do you want to install this certrficate?

ve || w |

g. Successfully imported the CA root certificate.



Cerficate RS

General | Detals | Cerufication Patt

ST Certrhicate Information

Thes CA Root coertificate i not trusted. 1o cnable trust,
install this certificate in the Trusted Root Certification
Authoritics store.

Centific ate Import Wizard —x 1
Iusued toc splab-AC T IV DIRCCTORY
o- The import was successfu
Tasued by: <cleb-ACTIWDIRECTORY
vakd from 5/ 20/ 2011 te 5/ 20/ y Ok

{Instadl Cer tificate. ..

corn more about cortifioare

Ox

h. In order to verify if the certificate is loaded to the Trusted Root Certificates, choose Start >
Run > mmc (Microsoft Management Console).

a8 Conzolel - [Console Root] (=] 5 )
& Fie Action View Favorites Window Help -
=0 - B
| ConscleRoot | Name | Actions

- There are no dems to show i this views Sonsclaian e

Mote Act.. b

i. Choose File > Add/Remove Snap—-in, and add Certificates Snap—in under Selected
shap-ins. Click Ok
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You can select snap-re for this conscl: from these availsble on your comouter and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extemions are enabled .

Avalabie ;nap -na: Selected snap ns:
sepn Venver ll Conacle Raot

AcUvex Control Moot Cor

Authorzaton Managesr  Microso™ Cor.

Moosoft Co

. Comporent Services  Mirosoft Cor Move L
imm.. Maosoft Cor e
48 Devics Manager Moo Cor. B o
21 Dk Management Migosoft and '
14 Fvmrt vemer Mcrosoft Cor

aos.uayau:yu Micosoft Car....
L_,utbwwma Huonﬁ(:c

-

Descroton:
The Cerbficates snapn alows you o browse the contents of the certificate stores for yourself, a servace, or a computer.

L&JLI

j- Add My User Account Certificate snap—in: and click Finish




Thia anap 0 wil avaye manags canficatas for
9 My user dccournt p
 Service account

(| Compuser socourt

Cocbese [ e | [ cmemt |

k. Similarly repeat step i and Add Computer account for certificates snap-in.




This anap-n wil awaye managa carficatas for
) My uzer account

© Setvice account

@ Compuer accaurt

Select the computer you wart this snap+n 1o manage.
Thiz snapn wil 3waye manage:
@ Local computer: £he computar thie conzole 18 unning on)

© dnchercarpder | ] [ Bowse.

| Alow the selected computer Lo be changed when launching from the command lne. Thie
only spoles ff you save the coracle

I. Now the Add/Remove Snap—in page looks like this.



You can select nap-rs for this conaoke from thooe avalsbie on your computer and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extensions are enabied

Avatable map-ne; Seected snap-ns:
— Vender - | Comacie Ract | EdiExtwwons. |
=1 ActiveX Contrg Maosoft Cer... 32"‘“ 'lcm:tml femove
ﬂwmmw Marosof Cor... )
S Cartfcaes Maosft Cor... &
®. Comporent Seraces  Maosoft Cor Ny
& Computer Managem... Maosoft Car Mowe Do
42 Devies Manager Merosoft Cer [E - =
=4 Dk Management Maosoft and
12 Femrt Vewsr Microsof Cer
| Foider Maosoft Cor
1! Group Poley Object .. Mcroso® Cor
[P Seculty Moniter Maosoft Cur
8 5 Secuty Poicy M Miaosoft Cer...
e e e
Descroton:

The Certficates smapn alows you to browse the contents of the cortificate stores for yourself, a serace, or o computer.

[pgx [ conem |

m. On the mmc page, choose Certificates — Current User > Trusted Root Certificates >
Certificates, and verify if you noticed the certificate that you installed earlier exists or not.

= @E

| Console Root

b | Enterprise Trust

| Intermediate Certdica
] Active Directory User ' -
| Trusted Publizhers

| =B &I XRD

a ) Certificates - Current Use ] i Ciaco Sys Inc.
‘ —_]J :m"”ed""'am . [5) Class 3 Public Primary Cestificel._.
B <
et =31 Class 3 Public Primary Cestificat._.
) Centificates = ' *

lssued To

Sl Copynghit [c) 1997 Microsoft ..
T Microsoft Authenticode(tm) Ro...
¥ Miczosoft Root Authority

T Microscft Root Centificate Auth .,

) Untrusted Centificates | —» NO LIABILITY ACCEPTED, (097 ..
] Third-Party Root Cert s o i ACTIVECIRECTORY-CA
i ] Trusted Peaple — Thathte Timestamping CA
1 Certificate Envoliment ) VeriSign Class 3 Code Signing 2.
o | Smart Card Trusted R s VeniSign Class 2 Public Primary ..
4 ) Centificates (Local Comp ™
LI — —— EE=T

it Mciat Caontilcutision dusliurritisin wlcnss Crmiliityes 1 combricatus: ] .

n. Now copy this certificate and save it in Certificates (Local Computer) —> Trusted Root
Certificates —> Certificates.
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Trusted Root Certfication Authorties store contains 12 cerficates,

0. Save the console changes if needed and Close MMC.

Install Lync 2010 Client

Complete the steps in order to install Lync 2010 client.

1. Run the LyncSetup.exe file to install Lync 2010 client on user PC.



Do you wosd Lo rue this fille™ \

[i‘ T Name ool L3 u
Putlisher  Bdic: osofl Corpracation
Type  aApplication
From: CA\UsersVAdministratoriDesktopilymcSetupEval.c ...

B Re ) Cemes ]

(V] Anways ask befors opening ths file

Trestal Morosoft Lyne 2010

By dicking Instal, you accept the Softwars Lcense Terms.
Cligk here 1o read the Software Loense Terms

C: Program Fles {x86) Mirosoft Lync . Bromse

|| Hel morove the quality and relabiity of Lync by alowing Microsoft to coliect
Informztion about how [ use Lync (subject to admristrator policy)

| Ve Privacy Statement | Wﬂl Cose |

2.The Install succeeded message appears:




C: Program Fles (x86) Moosoft Lync B onse

V|StartLyne

3. First time login or changing the Sign—in Address prompts for the username and password.

Microsoft*
Lync 2010

Sign-in agddrass: Crange
| timtom@sjcab.com }

User name:
| siclab\timtom

somamusamams

Examples:
someone@ormplecom

¥ szave my password
Signinas @ Availabls v




CUCI-LYNC configuration

The Cisco UC Integration for Microsoft Lync works with these applications:

 Microsoft Lync
* Microsoft Office Communicator

Cisco UC Integration for Microsoft Lync uses Cisco Unified Client Services Framework. Cisco Unified Client
Services Framework provides Cisco telephony services and next—generation media services for Cisco UC
Integration for Microsoft Lync. The integration works in the same way with each of these applications. The
Cisco UC Integration for Microsoft Lync adds a Cisco UC pane at the bottom of the Microsoft Lync or
Microsoft Office Communicator window. The picture shows the topology for Cisco UC Integration for

Microsoft Lync Interactions with Network Servers.

Microsoft Lync Server (Front End)
(including address
book service)

MS-SIP

Active
Directory

LDAP(S) | + LDAP
(recommended)
HTTPS
LDAP(S)
= RTP/SRTP
. Microsoft
Microsoft L. R /

Cisco Unified s Outlook SIP/TLS
Communications TFTP
Manager Clients - : 4 G‘WOML_JC w—— CTI-QBE

- ” _ ntegration for Microsoft Lync HTTP(S)
LU&J @ 4 ‘eaes  Client Services Framework —— IMAP(S)
RTP/SRTP Cail | | | | ~CDP & CAST
(Softphone cals | S |Mocta|vastory| v-ma | Cont | LDAP e AR
to other clients)
JTAPI/CTI-QBE HTTP
«» RTP/SRTP ;
TFTP T g_" Cisco
SIP 5 o = Unified
S o E-:a = MeetingPlace
HTTP = g § o ‘
FDFD 0 F9 P %l
CcTI SIP TFTP CA
; CCMCIP >
Manager Service Server Server B 4 Proxy P
— Cisco
M Cisco Uniy
— Unity Comnection WebEx
(Type 1 Integration)
Call Configuration Services Voice Voice/Video ' Data
Control Messaging i (On/Off Premises)
Conferencing
Services

Integration Notes

1. Active Directory provides Phone Numbers for CUCILYNC.
2. Lync server expects the phone numbers to be in E.164 format, and rejects any numbers that are not

this format.

3. If the numbers in Active Directory are not in +E.164 format, then configure normalization rules to
ensure that Lync client downloads +E.164-formatted numbers from the Lync server.

4.Lync server creates an address book, which is downloaded by Lync Client

5. Ensure that the user IDs, devices, and directory numbers match in AD, Lync and CUCM.

6. Configure users so that each user has a phone number that can be correctly dialed within the conte»

of your CUCM configuration.

7.When you place a call to a contact in Lync, the phone number is passed to CUCILYNC; CUCILYNC

uses the number to call the contact through CUCM.



8. CUCILYNC also uses LDAP directly to search for contact information.
9. When you display a CUCILYNC contact card, the full name and organization information comes
from an LDAP search of Active Directory.
10.When you receive a call, the LDAP connection to Active Directory is used to search for caller
information to match the incoming number.
11.CSF client can use either Enhanced Directory Integration (EDI) or Basic Directory Integration (BDI)
mechanisms to retrieve contact information from Active Directory.
12.EDI is recommended since it uses native Windows APIs and you might not need to do any further
configuration and also provides significant advantages over BDI.

CUCM Configuration
In order to accomplish this task you need to create Client Service Framework (CSF) Device in CUCM,
which gets registered when the Call Control is connected to Lync 2010 and operates in Softphone mode. Tt

Directory Number DN of this CSF device needs to be shared with the Actual Device of the user.

1. Configure CSF Device with the same Directory Number (DN) as Physical SEP Device.

& Device Name(Line) “ Description Device Pool Extension
T CSFTimTom(1) CSF Client for Tim Tom ys pp +151 467
g SEP005060035702(1) SEP0050600357D2 Us_Dp \+15102994673

2. Associate End user to the Shared Line DN from the CSF and SEP Device DN Configuration page.

Users Assaciated with Line
|
o harva Ve Prmraain

Asasniote D08 s Sadeit M ar A e eletud

3. Associate CSF Device and SEP Device to the end user Controlled Device list.

~User Information

NOTE: Tha add and delete function are disabled bacause the user directary is sync with LDAR
{i.e. The Enable Synchronization From LDAP Sarver flag on the LDAP System Configuration is checked).

LDAP Sync Status Active

User ID™ andyross

PN T . Edit Credential
Confirm PIN ey

Last name® Ross

Middie name

First name Anagy

Telephone Number +15102294672

Mail 1D AndyRosssjclab,com

Manager User [D

Department

User Lacale < None > )
Assodiated PC

Digest Cradentials ssessss

Confirm Dgest Credentials asesecsse pops

Device Information

Controlled Devices CSFARdyRoss
SEPDOZZ905A5900
Davice Association

4. Configure Primary Extension on the End User page.

[ Directory Number Associations

Primary Extension | \+15102994672 in USIntPart 2

5. Assign End Users to User Groups.



rPermissions Information

Groups Standard CCM End Users
Standarcd CT1 Allow Control of All Devices Add to User Group
Standard CT1 Allow Control of Phones supporting Con : -
Standard CT1 Allow Control of Phones supporting Roll _Remove from User Group
Standard CT1 Enabled | View Details

Standerd CCMUSER Administration

Standard CT1 Allow Control of All Devices

Standerd CT1 Allow Control of Phones supporting Con,

Standard CT1 Allow Control of Phones supporting Roll .: View Details

Roles  Standard CCM End Users [l

6. When CUCILYNC is in SoftPhone Mode, you notice that the CSF Device is registered.

U Device RamelLrg) * 0 o el B Age narte S Phins U Sweley
(FlitieTner S0P U006ER  Sht & g AR | memw § o

- B ooussimndn  ensEemm E2F NN Skt SCOP Rgedab 2102 pUsm G B

- =

7.When CUCILYNC is in Deskphone Mode, CSF device is unregistered.

0 Desice Vi lire|* Darstte Dtvziy ES T Ml eiPey Sea Putes Gy Sy
0 8 Tnbl) Gilebrlatn S0 Stz W Uragsteed meue § ¥
0§ smiswy oosewsew  gp g K¢ wEnbRIER  QUEy o @

UC Integration for Microsoft Lync Installation

Configure Registry Keys for CSF Client Integration Use the Registry file in CUCI-Lync—Admin zip
folder that you download from CCO for the configuration of the Registry Settings for the CSF Client
Integration.

| CUCIMOC-CUCSFAdminData - Notepad
File Edit Format View Help
windows Registry Editor version 5.00

[HKEY_CURRENT_USER\Software\Cisco Systems, Inc.\Client Services Framework'\AdminDat
“TftpServer1”="172,21.60.62"

"Tfrpserver2”=""

"Tfrpserver3"=""

"CtiServerl"=""

“"ctiserver2"=""

"UseCUCMGroupForCti ="true"

"Cemcipserverl =""

"Ccmcipserver2”=""
"CcmcipServervalidation”="0"
“csfstatsserver”=""
"¢sfstatscollectionenabled"=""
"EnableNativeDirectoryProvider”="1"
"voicemailPilotNumber™="5555"
"VWM_SystemServer_0"="172.21.53. 9§"
"VWM_systemserver_1"=""

The explanation for each field is given here:

» TFTPServer Address Enter the IP address or fully qualified domain name of the primary TFTP
server in your Cisco Unified Communications system, and any other TFTP servers. If you are using
certificates, the certificate common name must match the network identifier used to access to host,
that is, the IP address or the hostname.

Note: This is where CSF Device downloads its configuration file.

» CTI Server Enter the IP address or fully-qualified domain name of the primary CTIManager server
in your Cisco Unified Communications system, and the secondary CTIManager server, if present. If
you are using certificates, the certificate common name must match the network identifier used to
access to host, that is, the IP address or the hostname.



Note: Leave it blank, cause you want CUCM to determince the CTI server group.

* UseCUCMGroupForCti Set this value to True if you want to use the relevant Cisco Unified
Communications Manager group information on the Cisco Unified Communications Manager server
to determine which CTI Servers to use instead of the CtiServerl and CtiServer2 registry subkey
names.

Note: True: You want CUCM Group to determine the CTI Server Group.
e CcmcipServer Enter the IP address or fully—qualified domain name of the primary CCMCIP server
in your Cisco Unified Communications system, and the secondary CCMCIP server, if present. If you
are using certificates, the certificate common name must match the network identifier used to access
to host, that is, the IP address or the hostname.
CcmcipServerValidation Enter the type of security certificate validation for Client Services
Framework to use with HTTPS to sign in to Cisco Unified Communications Manager to retrieve the
device list. Enter one of the following values:

¢ Client Services Framework accepts all certificates.
¢ Client Services Framework accepts certificates that are defined in the keystore and
self-signed certificates.

¢ Client Services Framework only accepts certificates that are defined in the keystore.
Note: Client Services Framework uses this certificate to verify the Cisco Unified Communications
Manager server. When the certificate is accepted, Client Services Framework must use the credenti
of the user to sign in to Cisco Unified Communications Manager.

« EnableNativeDirectoryProvider Specify whether to use Enhanced or Basic Directory Integration to

get contact information from Active Directory. Enter one of the following values:

¢ Use Basic Directory Integration. This is the default value.
¢ Use Enhanced Directory Integration. Data type: REG_SZ
« VoicemailPilotNumber Enter the number of the voice message service in your Cisco Unified
Communications system. This value only relates to when users use the desk phone to access their
voice messages. If users are using the phone on their computer to access voicemail, the pilot numbe
comes from the voicemail pilot number associated with the voicemail profile configured on the Client
Services Framework device.
*« VVM_SystemServer_X Enter the IP address or fully—qualified hostname of the Cisco Unity or
Cisco Unity Connection voicemail server.

Note: X : 0 for Primary Unity or Unity Connection Server and X : 1 for Secondary Unity or Unity
Connection Server

Install Cisco UC Integration TM for Microsoft Lync

Complete these steps to install CUCILYNC. Click Next on the wizard as shown in the screen shot.



Ciick Install to begin the instalation.

1f you want to review or change any of your nstaliation settings, dick Back. Click Cancel to
et the wizard.

[nstalShield

InstaliShield Wizard Completed

The InstaliShield Wizard has successhuly installes Gsco UC
Int=gratonT™ for Maceoft Lync. Click Fnish to exit the
wizard,

["] Show tre vAndons Instaler log

Now you can login into CUCILYNC as shown in this screen shot and get the call control.
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Groups Status Relatiorship o=y Related Links: =3¢k

4 Frequent Contacts \

frequert: sxrts are atomatica

4 All Contacts (1/1)

' | | Andy Ross - Available

redential |

(S5 ServerStausand Notiications =)

Server Status | Notifications {0}

a8 Corporate directory (LDAP) A

Server Address:
L?J ® Sarver Port:
Server Protocok  LDAP

O u@ G ese ‘ Status: Connected
"ee

— ! T a Phone on computer v
s timtom (+15102994673) A %, Desk phone video %
Desk phone voice A~

Device Af

Server Address:  172.2150.62
Server Port: 2748
Server Protocek:  QBE

Status: Connected

Related Information

* Release Notes for Cisco UC Integration for Microsoft Lync Release 8.5
« Installation Guide for Cisco UC Integration for Microsoft Lync Release 8.5
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