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Introduction

The core decisional element of Cisco SecureX is Cisco’s innovative policy server: Cisco ldentity
Services Engine (ISE).

Through an optimized graphical interface, Cisco ISE integrates the full park of solutions for
identity and access control. It delivers all the functionalities already consolidated in Cisco ACS,
Cisco NAC, Cisco NAC Profiler and Cisco NAC Guest Server and it offers new interactions
between all the different authentication, authorization, guest access, profiling and posture
assessment options.

Fm—— e Authentication

> N ¢
<« - e Authorization

Access Control Solution
e Accounting, Monitoring &

Troubleshooting

e Guest Access

NAC Manager  NAC Server e Profiling

. e  Posture Assessment

e Encryption (MACSec)

e Security Group Access
(SGA)

In particular, profiling capabilities support automatic and granular classification for all kinds of
endpoints accessing the network. Following from such a classification, it is possible to apply
customized authorization policies according to the type of device.

Thanks to posture assessment, customers can verify client’s compliancy (installed AV/AS,
updates, running services, registry keys, installed applications, etc.) and apply remediation
actions before authorizing access to the network.

Data confidentiality is guaranteed through the support and the integration of the IEEE 802.1AE
(MACSec) standard and through Cisco Security Group Access, also for what concerns data center
and cloud computing architectures.

Cisco ISE Sponsor Process
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Overview

One of the key features in ISE for a number of customers is handling of guest and visitor
accounts. A very common way to deploy guest services is through the use of Sponsors or Lobby
Administrators to create guest account.

The sponsors are company employees who have the permissions to create temporary accounts
for visitors. In some cases, only a few employees are entitled to play this role, while in others, all
company employees are permitted to register guests. Similarly, it is common that different
employees are given different privileges when creating temporary accounts. A Lobby
Ambassador may be able to edit all temporary accounts while individual employees may be
limited to editing the accounts they create.

Given that Sponsors are typically full time employees with Active Directory (AD) accounts and
role based groups, it’s quite common to see Sponsor authentication be passed to AD for
authentication and authorization. With ISE AD authentication, it is possible for AD users to
become sponsors with different rights based on their AD groups.

Authentication Methods

Sponsors Portal supports authentication against most of authentication sources that ISE can
integrate with, such as AD, LDAP, RADIUS and Internal DB. However, with the current release of
Identity Services Engine (v1.2), the Sponsor portal does not accept all forms of authentication.
That is, to gain access to the Sponsor portal, the users must present a valid username and
password that the Sponsor Authentication database will accept. The Sponsor portal does not
accept a certificate at this time.

Authorization Methods

Sponsor Portal supports most of the common authorization methods that are typically deployed
in ISE authorization policy such as Active Directory (AD). And by utilizing user groups from AD,
ISE can assign privileges to AD users based on their group assignment. And optionally, RADIUS
attributes can be populated based on AD look-up. For example, a pre-defined RADIUS attribute
can be checked, by default set to CiscoSecure-Group-Id

Need for Certificate Authentication

A number of customers, notably US Government Agencies, do not utilize password-based
authentication databases. The users at these agencies authenticate to their PC and network
resources using Smart Cards.

This precludes these customers from utilizing Single Sign-on into the ISE Sponsor portal and
forces them to revert to weaker authentication methods by utilizing Internal ISE DB for holding
of Sponsor accounts.

Solution

Overview

To get around current limitation of ISE, the solution requires an external system to perform
certificate-based authentication to collect credentials from users’ Smart Cards. Cisco ASA
firewall plays that role in the configuration presented here. The ASA will extract the sponsor’s
username from the certificate presented from the smartcard. Then by utilizing ISE’s flexibility in
authentication, that username will be checked against an identity DB to verify it is active as well
as retrieve group attributes.
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The ASA terminates all connections from Sponsors and passes them through to ISE using
Clientless VPN. For authentication, the ASA extract a key attribute from the user certificates and
passes that to ISE as a username.

ISE, however, requires that the sponsor’s username and password to be authenticated against
an identity database. To get around this, we “loop” sponsor logins back into ISE as another
RADIUS request. To do this we will set Sponsor Authentication source to RADIUS Token server
which will point to one or two special use ISE Policy Server Nodes (PSN). ISE will receive this
looped request as RADIUS PAP_ASCII. We can use flexibility built-in to ISE to authenticate the
request even when an invalid password is specified. In authorization policy, we can cross-
reference the username against an external directory group to assign a differentiated policy
using the RADIUS attribute CiscoSecure-Group-Id.

When the Sponsor process receives Access-Accept message from RADIUS with the appropriate
RADIUS group attribute, it can assign that user to the correct Sponsor Group.

Restricting Sponsor Portal to ASA Only

The obvious weakness of this configuration is that Sponsor portal will allow Sponsors to login
using just their usernames. This will enable one sponsor to login as another sponsor if they knew
each other usernames. This can be secured within ISE to a certain extent by requiring a specific
password to be specified for all sponsor users. This password will be configured to match on the
ASA and will not be known to typical users.

To completely eliminate the risk of users compromising the security of the Sponsor portal, the
TCP port on which the Sponsor Portal resides must be restricted to be accessible from the ASA
only. With this restriction, the only way to reach the Sponsor portal is through the ASA which is
performing the Clientless VPN function.

ISE Configuration

This deployment guide is intended to assist the administrator with making the necessary
changes to an operational system to add the support of the ASA for smartcard authentication
for the Sponsor Portal. The assumption is that ISE has the necessary configuration to be fully
operational including Guest services, Sponsor portal using normal usernames and passwords for
authentication, web services including certificate installation and operations with a Microsoft
Active Directory server. Please consult with the ISE administration guides to complete those
setup tasks as well as to further explain these configuration settings.

Sponsor Portal TCP port

By default, most of the web portals, including both Guest and Sponsor portals, run on the same
port (TCP 8443), so it’s impossible to block the Sponsor portal without also blocking the Guest.
ISE has the option to change the port number for each. We will change the sponsor port number
to an unused value such as 8444. This setting is located under Administration >> Web Portal
Management >> Settings >> General >> Ports.
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Sponsor Group Policy Sponsor Groups Settings

Settings Guest /Sponsor S5L Settings
v [ el Admin Portal Settings

= Portal Theme HTTP Part a0

Ports
HTTPS Port 443

Purge
¥ [ Sponsor Guest Portal Settings
v [ My Devices HTTRS Part {valid Range 1 to 65535)
o Guest
Sponsor Portal Settings
HTTPS Paort \falid Range 1 to 65535)
ISE as NAD

Since Sponsor portal will loop the request to ISE, ISE becomes a network access device (NAD) of
itself.

All PSNs that will accept the looped requests must be defined as NADs. To simplify writing rules
for looped request, a new Network Device Group (NDG) is recommended. In this example, we
will define a new Device Type called /SE.

This option is located under Administration >> Network Resources >> Network Device Groups >>
Groups >> All Device Types.

Metwork Devices MNetwork Device Groups External RADIUS Servers RADILIS Server Sequences SEA AAL Servers

Network Device Groups Network Device Groups

[~ £
av|E- e Edt  ofeadd  [fyDuplicate Delete
* [ Groups |:| Mame - Type
'_ \ Device Type
i:i Al Locations Device Type
Device Type

Once the device type is created, create entries for each ISE PSN node that will accept the looped
RADIUS request. Be sure to set the Network Device Group’s Device Type to the newly created
ISE group.

Entries are added from Administration >> Network Resources >> Network Devices.
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MNetwork Devices Metwork Device Groups External RADIUS Servers RADIUS Server Sequences SG4A ARL Servers

Mebwiark Devices List = ise2-psn2

Network Devices
| ) | Network Devices

* Mame| sez-psnz |
Q@ - Description| |

| Mebwork Devices >

* 1P Address: [ 172.31.7.22 | /32

BB Default Device

N ——
Software Version |:|

* MNetwork Device Group

Location| a| | ocat | Set To Default

Device Tyfe|15E Set To Default

RADIUS Token Server
Now, we point ISE to itself by creating an entry for a RADIUS Token Server. This entry should

match the NAD entry done in the previous step i.e. use the same IP address in both entries since
we’re defining the same node. In this example, we use ISELoop as the name. Use the default
settings including the returning attribute name of CiscoSecure-Group-Id.

The RADIUS Token Server entries are located under Administration >> Identity Management >>

External Identity Sources >> RADIUS Token.
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=fe System &L Identity Management BS Metwork Resources |24 weh Portal Management |5l Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

RADIUS Token List = ISELoop

RADIUS Token Identity Sources

External Identity Sources

C:v

-

i

- General Authentication

| Certificate Authentication Profile ¥

“J Active Dirsctory Server Connection

. LD&p ¥

_ [] Safeword Server

| RADIUS Token ¥

[ Enable Secondary Server () Always Access Primary Server Fi

| R5A SecurID ¥

(=) Failbackto Primary Server after

Primary Server

* HostIP |172.31.?.22 | L

* Shared Secret | I | | Shiowy

* Authentication Port | 1510 i
* Server Timaout Seronds @
* Connection Attermpts i

=

Save| | [ Reset

Authentication Policy

In authentication (AuthN) policy, a rule is needed to accept RADIUS requests from ISE itself. We
create a rule that has the condition “DeviceType EQUALS ISE”. The default protocols can be
used. Finally the options for “failed authentication” and “user not found” must be set to
continue.

Note that this screen may appear differently based on ISE version and if policy sets are enabled.
To enter the rule, go to Policy >> Authentication.

Be sure to set authN failure and user not found to continue.

|2} Authentication |®, Authorization |4 Profiing |7 Posture | Client Pravisioning |&) Security Group Access & Policy Elemants

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE shiould use to communicate with the network devices, and the identity sources that it should use for a
Policy Type (O Simple (&) Rule-Based

& ISE Loop : If  DEVICE:Device Type EQUALS Al Device Types#ISE Allowe Protocols @ Default Metwork Access

Default uze  Internal Users
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|2) Authentication Authaorization |+ Profiling |®) Posture |6l Client Prosvsioning |=) Security Group Access & Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocals that ISE should use to communicate with the netwark devices, and the identity sources that it should use for auther
Palicy Type () Simple () Rule-Based

r- e | ISE Loop | ¢ If [ DEVICE:Device Type EQUALS All . Allaw Protocols : [Defauit Network Access | and |

Default ¢ UsE | Intemal Users

Identity Source|1nternal Usars

Options
If authentication fafed| Continue bl
If user not fo Continue v
If process faied | DR ol
MAE L IF Wired ar

Authorization Profiles

For authorization (AuthZ), we will create two profiles to demonstrate multiple privilege levels
for the sponsor accounts. First profile is for limited sponsor. Second is for full sponsor. The
profiles will return specific values in CiscoSecure-Group-Id attribute which will later be matched
in Sponsor Policy.

For each profile, we need to use the Advanced Attribute Settings. Since we used ISELoop for our
RADIUS Token server, this entry will be start with Cisco:cisco-av-pair = ISELoop:CiscoSecure-
Group-Id. This can be selected from the 2 pull downs. But since we are nesting variables (av-
pair=group-id) we still need an expression to match. Therefore we will manually add the
FullSponsor to the end of the string. This will give us Cisco:cisco-av-pair = ISELoop:CiscoSecure-
Group-ld=FullSponsor.

AuthZ profiles are created under Policy >> Policy Elements >> Results >> Authorization >>
Authorization Profiles.

|4, Authentication |®, Authorization |4 Prafiing |® Posture | Client Pravisioning |5, Security Group Access

Dictionaries Conditions ResLlts

Results Authorization Profile
| L | * Mame | FullSpansar |
Qar k- (i Diescription |
v [ Avnendcadon * Access Type | ACCESS_ACCEPT -]
» ] Allowed Protocals
v [ Autharization Service Ternplate [C]

= E=ALtheiaobinn PeaBila-

Advanced Attributes Settings

CisCo: cisco-av-fair | = |iscoSecure-GrDup-Id=FuIISp0nsur

Attributes Details

Access Type = ACCESS ACCEPT
cisco-av-pair = ACSCiscoSecure-Group-Id=FulSponsor
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For the second, limited sponsor account, we do the same settings except the final expression is
LimitedSponsor giving us Cisco:cisco-av-pair = ISELoop:CiscoSecure-Group-ld=LimitedSponsor.

|4, Authentication |®, Autharization |+ Profiing |®, Posture |l Client Provisioning |5, Security Group Access

Dictionaries Conditions Results

Autharization Profiles = New Authorization Profile

Results
| B | Authorization Profile
_ : *MName | LimitedSponsar

@v|kE- v | |
» B Authentication Description |
v [ Actharization * Access Type | accEss_accepT -]

¥ || Authorization Profiles ) i

» [ Downloadable ACLs Service Template

Advanced atributes Settings

CisCo:CisCo-av-pair | = |Secure-GrDup-Id=Limited5punsur

Attributes Details

Access Type = ACCESS ACCEPT
cisco-av-pair = ACS:CiscoSecure-Group-Id=LimitedSponsor

Authorization Policy

In authorization (AuthZ) policy, we return the appropriate profile based on the users’ Active
Directory group assignments.

The rule should check for the following conditions

1) Device type = ISE. This ensures the rule only applies to the looped RADIUS request. Use
the Network device type name entered earlier in this setup.

2) Network Access: Authentication Method = PAP_ASCII. Another check to ensure ISE is
processing the looped RADIUS request and not another authN method.

3) AD1:External Groups = FullSponsor. This matches users from the AD:FullSponsor group.
Actual group names are configured by the AD administrator and should match the
conditional check here for each group being assigned this privilege level.

Screens may vary depending on versions and if policy sets are enabled. To enter AuthZ Policy, go
to Policy >> Authorizations.
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tion |®, Autharization |4 Profiing | Paosture |aly Client Provisioning |5, Security Group Access & Policy Elaments

» Exceptions (0%

Standard

Status

Rule Mame Conditions (identity groups and other conditions) Permissions

ISE Loop Full DEVICE:Device Type EQUALS &l Device Types #1SE Metwork FullSponsor
Access:AuthenticationMethod ECLLAE-FrkRed

vik-ad:ExternalGroups EQUIAL ik.IocaI,‘Lab,’Eu\ISponsur T

1SE Loop Limited DEVICE:Device Type EQUALS all Device Types#1SE MNetwork LimnitedSponsar
Access:AuthenticationMethod EQUALS DAD 4
vik-ad:ExternalGroups EQUAES vik.Jocal/Lab/LimitedSponsor

Defalt MNARwArress

Sponsor Authentication Sequence
Next, configure a Sponsor authentication source sequence for the ISE servers. This can be done
with the default Sponsor_Portal_Sequence or using a new sequence name. In this configuration,

we use the

default name and set it to the RADIUS Token server created above, ISELoop. If you

do use another name for the source sequence, be sure to change the Sponsor Authentication
Servers setting to match.
To update the source sequence, go to Administration >> Identity Management >> Identity

Source Seq

uences.

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Sour
Identity

ce Sequences List = Sponsor_Portal_Sequence

Source Sequence

¥ Identity Source Sequence

*Mame | Sponsor_Portal_Sequence

Description | s pyilt-in Identity Sequence for the Sponsor Portal

¥ Certi

ficate Based Authentication

[] select Certificate Authentication Profile

¥ puthentication Search List

A setof identity sources that will be accessed in sequence until first authentication succeeds

Puailable

Gue

A

stlsers B ISELoop ”

Internal Endpoints
Internal Users
wik-ad
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Sponsor Policy

Finally, in Sponsor Policy, we create two new entries to key off CiscoSecure-Group-Id to assign

users to a specific Sponsor Group. The condition to match for each is the ISELoop:CiscoSecure-
Group-Id EQUALS FullSponsor or LimitedSponsor. Assign a Sponsor Group with the appropriate
privileges to each condtion.

This is done under Administration >> Web Portal Management >> Sponsor Group Policy.

= System ZEL [dentity Management B Network Resources |28} web Portal Management |65, Feed Service

Sponsor Group Policy  Sponsor Groups Settings

Sponsor Group Policy

Define the Sponsor Group Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.

Status  Policy Name Identity Groups Other Conditions Sponsar Groups
v | Manage Al Aocourts | [ sponsoranaccount | [ conditions I [ sponsaranaccounts |
v | Manage Group Accounts | | SponsorGroupAccounts | | Condition{s) ‘ | SponsorGroupGrpAccounts ‘
- | Manage Own Accounts | [ sponsorownaccounts | [ conditionts I [ sponsarGrouptmmace.. |
v | Domain Admins | | Ay | | vik-ad:ExternalGroups EQUALS vik.| ‘ | SponsordllAccounts ‘
« | Full Sponsors | [ any | |SELoop:CiscoSecUre-Group-ld EGU... I [ sponsaraaccounts |
. | Limited Sparsar | Cony | 4 2dd Al Conditions Below to Library |
Condition Mame Expression
ISELoop; JiscoSec. ., | |Equa|s v‘ ‘Ful\suonsor
. o
ASA Configuration

ISE Sponsor Portal uses a security feature which prevents it from being accessed via a simple
POST or GET bookmarks defined on the ASA.

HTTP form auto-submit type of bookmark must be used on the ASA to transmit SSO credentials
to the ISE Sponsor page. This bookmark functions by preloading the login form with all of its
contents and hidden fields and then submitting SSO credentials into that form. This feature was
introduced in ASA version 9.0

This section assumes that the ASA has some basic Clientless VPN configuration and the
certificate roots for the issuing CA are already pre-loaded.

APCF

With sponsor portal in ISE 1.1.x, ASA auto-submit feature is not able to properly handle the login
form. APCF framework must be used to modify the login page on the fly to make it compatible
with ASA.
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Additionally, to prevent the users from manually attempting to login to the sponsor portal, APCF
is used to change username and password fields from being text fields to being hidden.
The following APCF file will perform these changes.

File apcf.xml

<APCFEF>
<version>1.0</version>
<application>
<id>ISE 1.1 Sponsor Portal Login</id>
<apcf-entities>
<preprocess-response-body>
<conditions>
<request-uri-regexp>/sponsorportal/$</request-uri-regexp>
</conditions>
<action>
<sed-script>s|&lt;form id="timeoutForm" name="timeoutForm">| |g
s|&lt;script>|&lt;script>/*|g
s|&lt;script type="text/javascript">|&lt;script>/*|g
s|&lt;/script>|*/&lt; /script>|g
s|onsubmit="cuesShowLoginProgressMessage();"||g
s|action=""|action="LoginCheck.action"|g
s |name="sponsorUser.name" id="username" type="text"|name="sponsorUser.name" id="username" type="hidden"|g
s |name="sponsorUser.password" id="password" type="password"|name="sponsorUser.password" id="password" type="hidden"|g
s|type="text" name="sponsorUser.loginUsername"|type="hidden" name="sponsorUser.loginUsername"|g
s|type="password" name="sponsorUser.password"|type="hidden" name="sponsorUser.password"|g
</sed-script>
</action>
</preprocess-response-body>
<preprocess-response-body>
<conditions>
<request-uri-fnmatch>/sponsorportal/*</request-uri-fnmatch>
</conditions>
<action>
<sed-script>s|name="sponsorUser.name" id="username" type="text"|name="sponsorUser.name" id="username" type="hidden"|g
s |name="sponsorUser.password" id="password" type="password"|name="sponsorUser.password" id="password" type="hidden"|g
s|type="text" name="sponsorUser.loginUsername" |type="hidden" name="sponsorUser.loginUsername"|g
s|type="password" name="sponsorUser.password"|type="hidden" name="sponsorUser.password"|g
</sed-script>
</action>
</preprocess-response-body>
</apcf-entities>
</application>

</APCF>

The file should be uploaded to the ASA flash using a transfer method such as File Upload in
ASDM. Then the file is added globally to the ASA configuration for Client SSL VPN Access using
the following configuration screen (Configuration >> Clientless SSL VPN Access >> Advanced >>
Application Helper).
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Remote Access ¥PN o 7 Configuration > Remote Access ¥PN = Clientless SS1L ¥PN Access > Advanced > Application Helper
ii\ Dvnamic Access Paolicies  »
{33 Group Policies Configure Application Profile Customization Framework (APCF) packages.
IPsec{IKEv1) Connection
Secure Mability Solution

) i
[+ ap Address Assignment APCF File Location
- Advanced

Add

E—J"{E Clientless 551 WP Access : 1
&} Connection Profiles
[+ Portal
= VDI Access
ﬁj Group Policies
% Dwvnamic Access Policies
=T Advanced
{E Encoding E el
@ Proxy Bypass
- (I Procies Matve Do
@ Java Code Signer
@ Conkent Cache
@ Content Rewrite
e A pplication Helper
Single Signon Servers

i}\ WMicrasoft KCD Server

Bookmark

The bookmark is created with an HTML form auto-submit entry. Begin by adding a bookmark
list. (Configuration >> Clientless SSL VPN Access >> Portal >> Bookmarks). This example uses ISE-
SponsorPortal for a name. Next we enter a bookmark by clicking Add and selecting “HTML form

auto-submit” from the options.

Remote Access ¥YPN o B Configuration = Remote Access ¥PN 2 Clientless SSL ¥PN Access > Portal > Bookmarks
i} Dynamic .\?.c.cess Policies = Configure Bookmark Lists that the security appliance displays on the 551 YPN portal page.
ﬁz Group Policies

This parameter is enforced in either a WPM group policy, & dynamic sccess policy, or 8 user policy configuration, You can cIickﬁb

@ [Psec(IKEY1) Connection
Secure Mobility Solution Select Bockmark Type
[+ Byp Address Assignment b
D" Advanced Select an option ko use For baokmark creation:
E—]{E o ntless S50 YPN Access
&} Connection Profiles

) URL with GET or POST method

This is the traditional bookmark using the GET method, or the POST method with parameters,
tks
t—S.erv?ar Plug-iris Predefined application templates {Microsoft OWa, SharePoint, Citrix Xenapp/¥enDesktop, Lotus Doming)
Customization -
Help Customization
+3+ Portal Access Rules
Port Forwarding
Smart Tunnels

JiL

This option simplifies bookmark creation with users selecting a predefined ASDM template that contains the pre-filed necessary Id
walues for certain well-defined applications like Microsoft OW'a 2010 and Citrix XenApp.

wWeb Contents |

WD Access This option lets you create bookmark for any complex auto sign-on application. It will require bwo steps:

raup Palicies 1- Define the bookmark with some basic initial data and without the post parameters, Save and assign the bookmark to use in a
group policy or user,

- Hllo Dynamic Access Policies 1
9.. Advanced 2- Edit the bookmark in A3DM again. Use the capture function to capkure the S5L WPM parameters and edit them in the bookmark.,

= .

The bookmark configuration screen will now appear. Complete the following sections.
1) Enter a bookmark title. Example: sponsor-11
2) Enter the URL for the ISE server Sponsor Portal page. This is made up of the ISE server’s
IP address, the port used for sponsor portal and use of https. This example uses:
https://172.31.7.10:8444/sponsorportal/LoginCheck.action
3) Complete the Basic Auto Sign-in information for both Login Page and Landing Page.
Again, use the data from the ISE server when configuring the URL.

4) Finally enter the Form Parameters for username and password.
Username should use sponsorUser.name set to CSCO_WEBVPN_PRIMARY_USERNAME
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And Password should use sponsorUser.password set to any non-blank value such as
test123.

Since ISE is configured to accept any passwords, the value of the password field is not
important. Enter any non-blank value.

ISE 1.1 bookmark

figui Fm

Bookmark, Title: sponsar-11

IJRL: :https - J1172.31.7.10: 8444/ sponsorportalfLoginCheck., action

Subtitle (Optional):

Thurbnail {Optionaly: :—— Mone -- v:

Place this bookrmark on the WPM bome page

Easic Auto Sign-on

Login Page URL: https: /f172.31.7. 1016444/ sponsorpartalf
Landing Page LIRL: htkps: 172,31, 7. 108444/ sponsarpartal{LoginCheck., ackion
Posk Scripk i

Form Parameters

d add | B Edit| ] Delete

Marne

Yalue
sponsor lser.name CaCO_WEBNPM_PRIMARY _LISERMAME
sponsorser, passward Sponsorsonly

The name of the login field was changed from ISE 1.1 to 1.2, so the bookmark setup will differ
slightly from version to version. Below is an example of entries needed for ISE 1.2.
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Configure Bockma rrm

Bookmark, Title; SpOnSsor

URL: https v i} 172.31.7.20:8443/sponsorportalf

Subtitle (Optional):

Thumbnail {Optional): [T

Place this bookmark on the WP home page

Basic Aukto Sign-on

Login Page URL: https: /172,31, 7. 20:844 3/ sponsorportalf
Landing Page URL: https: /f172,31,7,20:844 3/ sponsorportaliLoginCheck, action
Post Script o

Form Parameters

& add | @ Edit |l Delete

Mame Yalue
sponsorUset loginUsernarme CACO_WEBVPMN_PRIMARY _USERMAME
sponsorUser, password tesk1Z3

Customization

It is possible to send the users directly to the sponsor portal without going through ASA
Clientless portal page and the bookmark.
To do that, a customization can be create that performs HTTP auto-submit as the initial page.

Remwote Access VPN o o Configuration > Remote Access ¥YPN = Clientless S5L YPN Access = Portal = Customization O J
i]\ Dynamic Access Policies "
3 Graup Policies [Ej Edit Customization Object - . Ié
D1 Psec(IKEVL) Connection - — = = - = = ==
Secure Mobility Solution - General ~
- Byp Address Assignment £ -Logon Page Enable External Portal
' Advanced Title: Panel
- @ Clientless S5L YPN Access Language
Connection Profiles Lagan Form To edit an existing LRL, press the ‘Edit LRL' buttan
i +Lagen Form Fields Order Portal URL https:/f172,31.7, 10:444. talfLaginCheck acti
Bookmarks Informational Panel 'ortal URL: https: L7 10 sponsorportalfLoginCheck. action
Clignt-Server Plug-ns Copyright Panel
S| ion F ©-Partal Page Edlit LRL
-[TZ] Help Customization - Title Panel
-4+ Portal Access Rules Toolbar
-8y Port Forwarding fpplications
..[@y smart Tunnels Custom Panes To set up a new URL {replace any existing URL), select an option from the following list:
B} weh Contents --Home Page () URL with GET or POST method
=i VDI Access i
=T t Alert:
Group Policies B meodt Alerts This is the basic URL using the GET method, or the POST method with parameters,
Dynamic Access Policies artal Page
=T Advanced B () Predefined application templates (Microsoft OWa, Citrix ZenApp, Domino Web Access)
{1 Encoding
% - This option simplifies URL creation with users selecting a predefined ASDM kemplate that conkains the necessary vi =
voxy Bypass o . . 3
@ Proics applications like Microsoft ©WA and Citrix Xenipp,

& 1ava Code Signer
&R Content Cache
-{Z8 Contenk Rewrite
= @ Application Helper
= {E Single Signon Servers
- i} Microsaft KCD Server —
« [Lom 3

;ﬁ) Device Setup Set up LRL

This option lets you set up URL For any complex auto sign-on application. It will require bwo steps:

1- Define the URL with some basic initial data and without the post parameters, Sawe and assign the URL to use ir/
user.

2- Edit the URL in ASDM again. Use the capture function ta capture the SSLYPH parameters and edit them in the |
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Group Policy
Group Policy can point to the bookmark or the customization depending on the requirements.

Remote Access ¥PN =] Configuration = Remote Access ¥PN = Clientless SSL ¥PM Access > Group Policies
g Group Policies

t IPsec(IKEY1) Connection

- Secure Mobility Salution

") 1 [u—
gp Address Assignment = Bookmark List: [] Inkerit | sponsar 5
i Advanced T i L

ligntless SSL WPM Access URL Enifry: : Inherit () Enable (@) Disable
| Connection Profiles

= ﬁtal File Access Conkrol

[TF) Bookmarks . . _ —

Cliert-Server Plug-ns File: Server Entry: []Inherit () Enable (@) Disable
Custorization File Server Browsing: []Inherit () Enable (@ Disable
Help Customization i -

-

~+2+ Portal Access Rules Hidden Share Access:  [|Inherit  (7) Enable (@) Disable
Port Forwarding
Smart Tunnels Port Fowarding Control

7 web Contents o . —_

Remote Access ¥PN o R Configuration > Remote Access ¥PN > Clientless S51 ¥PN Access = Group Policies
-3 Group Policies —
D} IPsec(IKEv1) Connection @ Edit Internal Group Policy: sponser

Secure Mability Solution
: Portal Customization: ] Inh@

-y p Address Assignment
EJ-- Advanced

E—]@ Clientless S50 YPM Access
Connection Profiles

Homepage URL {optional): Inherit .http H
Use Smart Tunnel for Homepage: Inherit Enable Disable
Help Customization
2+ Portal Access Rules
Port Forwarding
Smart Turinels .
Access Deny Message: Inherit

Web Contents
YOI Access
aroup Policies

e TvnAmic Arress Prlicies

Connection Profile/Tunnel Group
Tunnel Group is configured to perform Certificate authentication only.
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Remote Access ¥PN o Configuration > Remote Access ¥PN - Clientless 551 ¥PN Access > Connection Profiles
-2} Group Policies ( 1
m " g @ Edit Clientless 551 VPN Connection Profile: sponsor ﬂ

i IPsec(IKEw 1) Connection
-- Secure Mobility Solution

, Address Assignment MHame: sponsar
T advanced E-#dvanced
- F H Aliases:
Clientless 550 VPN Access ~General
E re --Authentication
- uthenticatic

=% ortal ~Secondary Authenticat -
Bookmarks Autharization %I:Ej:___ (7 ABA @ Certificate Bath
T Client-Server Plug-ins --Accounting | :
Customization +--MetBIOS Servers AAA Sepver Group: | del Manage. ..
Help Customization Clientless S50 PN

[7] Use LOCAL if Server Group Fails

m

42+ Portal Access Rules
Port Forwarding s
Smart Tunnels

- ‘@ weh Contents Server Group: :DefauItDNS v:

DI Access (Following Fields are attributes of the DMS server group selected sbove.)

= Group Policies
-- Dynamic Access Policies Servers: 172,31.3.10
&) Advanced [ Domain Mame: | vik.local

Encoding

@ Prozxy Bypass Dref gt FOIT

@ Proxies l .

@ Java Code Signer Garaup Policy: SpONSor A
@ Conkent Cache ollowing Field is an attribute of the group policy selected above.)

@ Content Rewtite
53 anrlication Helnar Enable clientless SSL YFM protocol

It is important to use the correct field on the certificate as a username. This username will be
transmitted to the Sponsor portal and ISE will in turn need to authorize it through the AuthZ

policy. In this example, UPN field is used.
i B
Edit Clientless SSL VPN Connection Profile: sponsor —————— g

- Basic Interface-Specific Authentication Server Groups

& Add| =] Edit| i Delete|

Interface Server Graup Fallback to LOCAL

MetBICS Servers
Clientless S50 YPM

sername Mapping from Certificate

Pre-fill Username from Certificate

Hide username from end user
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Sample Flow

User Logon
When a user connects to the Clientless VPN portal, a prompt pops up to select a certificate.

' :f:r:“f:r'ﬁ- & https://asal vik.local/sponsor P+ X f
7 —
Windows Security

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

' James Kirk
Issuer: vik-ca
Valid From: 10/29/2013 to 10/29/2014

Click here to view certificate prope... ‘

| ok || cencel |

Clientless Portal
The portal is displayed without any additional prompts due to certificate only authentication

@H@ https://asal vik.local/+ CSCOE+/portal.html L~-a (‘_’,| & asalviklocal

SSL VPN Service . .j j [hitpdl ] | Browse |
;_;] | Home - ‘ Web Bookmarks

&l sponsor
@ Web Applications = N & sponsor-11

&l sponsor-nologin

1| .
== | Browse Networks =

ISE 1.1 Sponsor Portal
Due to APCF file pre-loaded on the ASA, the login page looks different than it normally does
when accessed directly. This does not affect the logon process.
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Loading...

Home Logout

The logon succeeds as the username extracted from the certificate

@ https://asal viklocal/+CSCO+0075676763663A2F2F3137322E2 © ~ @ B & || @ sponsor Portal x ﬁ

kirk@vik.local

Sponsor Portal

Sponsor Portal: Getting Started

zl View All Accou

L Create Sinale Guest User Account

L Create Random Guest User Accounts

L Imy U Iser unt

@S sor Settings Customization

ISE 1.2 Sponsor Portal
Due to APCF file pre-loaded on the ASA, the username and password fields are not displayed.
This does not affect the logon process.
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(- .|E https://asal vik.local/+ CSCOE+/posturlhtmi?mode=b&I=08: O ~ @ B X ” ) asalwviklocal x | [

Loading. ..

Home Logout

1NN
CISCO Sponsor Portal

After a couple of seconds, ISE Sponsor portal is displayed

K3) )| @ https//ssaviklocal/» CSCO-0075676763663A272F31373226332: O ~ @ G| @ sponsor Portal

CISCO Sponsor Portal

Username First Name

suest Accounts
T 1
Create Account Import Accounts
Print Reinstate  Suspend Delete Change Account Duration

Last Name

Create Random Accounts

Email Address

m Expired a3 a3

intries Showing 1 to 1 of 1 entries

(Frst [previous | [l [ Next | Last|

ISE Logs
The logs show the logins.

In ISE 1.1, two login entries are displayed in the main log, one for looped RADIUS request and

the second for successful sponsor authentication.
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' .
€IS€O  [dentity Services Engine isel  admin Feedhar

Lagout

9 Task Mavigator =

B Authentications l@ Endpaint Protection Service ) Alarms ' Reports "4, Troubleshoot
Live Authentications
i Add or Remove Columns G Refresh Refresh | Everv 1 minute | show[ Latest 100 records | within [ Last 24 hours -
Identity 1P Address Metwork Device  Authorization Profiles  Identity Group Posture Status | Event Failre Reason
Time ¥ Status  Detals | ‘ ‘ ‘ ‘ | | ‘ | ‘ ‘ | ‘ | |
MNov 01,13 11:25:50.4958 PM a kirkadwvik local Sponsar has successfully authentica, ..
Moy 01,13 11:25:49.695 PM a kitleadvik local isel FullSpansar Mot applicable Authentication succeeded

In ISE 1.2, the two log entries are located in two different reports.
Feedl

isez |

admin | Logout

tity S i Engi
ity Services Engine ﬁ Home  Cperations | v Policy | v Administration | v

B Authentications i Reports | Endpoint Protection Service "4 Troubleshoot

Misconfigured Supplicants Misconfigured Metwork Devices © RADIUS Drops & Cliert Stopped Responding &
0 0 0 0

m Show Live Sessions 5,,5} Add or Remave Columns = @ Refresh Refresh ‘ Ewery 1 minute '| 5h0W| Latest 10C

. Repeat entity ncpoin uthorization Profiles lentity Group 0=lal
f Identit: Endpaint ID Autharization Profil Identity G Event
Time ¥ Status | Details Count
| i [l i |
2013-11-01 23:27:17.633 a Kirkavile, local FullSponsar Authentication succeeded
2013-11-01 23:00:50,562 a KirkiEwik. local FullSponsor Authentication succeeded
2013-11-01 22:46:10,198 Q kirkiik. local FullSponsor Authentication succeeded
Depl nt State
¥ Deplayme: us 2013-11-01 23:3002.515  gyeram 127.0.0.1 LI System-Manager Insufficient Virtual M The required rminimurn of CI
Administrator Logins
2013-11-01 233001961 gyctem 127.0.0.1 CLI Systerm-Manager Insufficient Virtual M- The required minimurm of C|
Internal Administratar Surmar
g 2013-11-01 23:30:01 77 o 12200 Ll o Manager  Insufficient Wirtual M- The required rminimurn of C1
Change Canfiguration Audit ST 123:2718.182 ik local 172.31.1.5 GUI Sponsar Sponsor coess
Secure Communications Aucit 2013-11-01 23:15'02'6 cysterm o700 T &R Systermn-Manager Insufficient Virtual M- The required minirmurm of I
Operations Audit 20131101 231502237 gyctem 127.0.0.1 L Systern-Manager Insufficient Virtual M The required minimurm of CI
7 Fiters 2013-11-01 231501761 gyctam 127.0.0.1 a System-Manager Insufficient Wirtual M The required minimumm of b,
" Tme Range 2013-11-01 23: 1501761 gycram 127.0.0.1 [aks System-Manager Insufficient Virtual M The required minimurm of 1
2013-11-01 23:00:30.939 il lacal 172,31.1.5 GUI Sponsar Sponsor has success
Systern Diagnostic 2013-11-01 ZH0002.57  gyctem 127.0.0.1 [a b System-Manager Insufficient Wirtual M The required minimum of CI
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Disclaimer

Cisco’s policy is one of continuous improvement and the specifications and information
regarding the products in this presentation are subject to change without notice. All statements,
information, and recommendations in this presentation are believed to be accurate but are
presented without warranty of any kind, express or implied. Users must take full responsibility
for their application of any products. The software license and limited warranty terms are set
forth in the information pack shipped with the products and are incorporated herein by this
reference.
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